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ABSTRACT

Machine Learning as a Service (MLaaS) facilitates the deployment
and accessibility of medical models, yet concurrently exposes pro-
prietary models to potential adversaries. Attackers may exploit
model stealing attacks (MSAs) to replicate these models illicitly,
leading to loss of training investment and privacy vulnerabilities.
While existing research has mainly focused on MSAs in the con-
text of 2D natural image classification, this work presents the first
investigation into stealing 3D medical segmentation models. We
introduce collaborative dual-model 3D medical segmentation steal-
ing (CDMSS-3D), which decomposes the model stealing objective
into two complementary aspects: stealing accuracy and stealing ro-
bustness. With our adversarial proxy training, CDMSS-3D achieves
superior model stealing performance. Furthermore, we incorporate
a dual-model discrepancy sampling strategy, which enhances the
fidelity of the substitute model by prioritizing uncertain samples.
Extensive experiments on four 3D medical segmentation datasets
demonstrate that CDMSS-3D consistently outperforms adapted
baselines.

Index Terms— 3D Medical Segmentation, Model Stealing At-
tacks, Collaborative Dual-model Architecture

1. INTRODUCTION

Machine Learning as a Service (MLaaS) has relieved resource-
constrained hospitals from intensive computational burdens by
offering cloud-based APIs for critical medical tasks such as 3D
anatomical modeling and data-driven treatment planning [1, 2].
However, this convenience comes with security risks, as attackers
may exploit APIs to perform model stealing attacks (MSAs) and
steal proprietary models [3]. A successful theft not only results
in the loss of high training costs but can also enable further at-
tacks, such as membership inference [4] or model inversion [5],
which threaten privacy. Since 3D medical segmentation, a common
medical task, requires large amounts of rare, high-quality, privacy-
sensitive 3D medical volumes for training, the consequences of
model theft would be particularly severe. Against this backdrop, a
critical question arises: Can 3D medical segmentation models be
stolen?

Most existing MSAs focus on stealing 2D natural image clas-
sification models. With minor modifications, these attacks could
be adapted to steal 3D models. However, our experiments show
that their performance is unsatisfactory. For instance, ActiveThief’s
entropy-based sampling [6] tends to over-select large-foreground 3D
volumes, thereby reducing data diversity. Similarly, synthetic ad-
versarial examples generated by Black-box Dissector [7] dilute the

proportion of clean data, further degrading the effectiveness of these
methods under strict query limitations common in medical appli-
cations. Such failure stems from three critical discrepancies: (1)
large and diverse natural images vs. limited medical images, which
challenge the basic assumptions; (2) classification vs. segmentation
tasks, leading to poor algorithmic adaptability; and (3) 2D vs. 3D
data, which exhibit significant variation in data complexity.

In this paper, we introduce Collaborative Dual-Model Steal for
3D Medical Segmentation (CDMSS-3D), the first MSA method
tailored for 3D medical image segmentation to the best of our
knowledge. In contrast to existing approaches that primarily exploit
the relationship between data and the target model, we advance the
MSA paradigm by rethinking substitute training: we decouple the
two objectives of model theft—segmentation accuracy and robust-
ness—into two models within a collaborative dual-model architec-
ture. Our approach achieves superior performance over baselines
on 3D medical segmentation tasks. Our key contributions are
summarized as follows: (1) We are the first to investigate model
stealing attacks (MSAs) on 3D medical image segmentation models.
(2) We introduce a novel framework, CDMSS-3D, that decouples
stealing objectives via a collaborative dual-model architecture. (3)
Extensive experiments validate the effectiveness and superiority of
our method, demonstrating that 3D medical segmentation models
are vulnerable to theft, highlighting the need for greater attention to
their security.

2. METHOD

2.1. Assumptions and Threat Model

The target model, denoted as fr, refers to the victim model in MSAs.
We consider a 3D medical segmentation target model deployed in an
MLaa$ setting. For any input z € R»XwX"Xd £ provides a
feedback output y = fr(x;07), where y € Rt Xwxhxd \with cin
and cout denoting the input and output channels respectively, and w,
h, d denoting width, height, and depth of a 3D volume respectively.
Each query to fr incurs a certain cost, such as a monetary charge.

The attacker can query the fr with data, but has no knowledge of
its parameters Ot or architecture. We assume the attacker possesses
a seed set X to launch the attack, containing data similar to that
used in training fr. The attacker aims to train a substitute model fg
that approximates the functionality of ft within a constrained query
budget B. The stolen substitute model should achieve comparable
segmentation accuracy and robustness, with its outputs exhibiting
high-fidelity alignment to the responses of fr:

rr}zleEIND [L(fs(x), fr(x))], st. |D| < B, ()
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Overview of CDMSS-3D. Starting from a self-supervised learning (SSL) pretrained model, we progressively refine the substitute

model fgs iteratively until the query budget B is exhausted. (a) Illustration of the dual-model discrepancy (DMD) strategy used in the AL-
driven sampling phase, where samples with high alignment discrepancy are selected. (b) Illustration of the adversarial proxy training (APT)
used in the substitute training phase, where a proxy model trained with adversarial examples helps the substitute model to steal the target

model.

where D denotes the transfer set constructed by the attacker, £ quan-
tifies the functional similarity between fs and fr.

2.2. Adversarial Proxy Training

Previous studies suggest that aligning the decision boundary of the
substitute model fs and target model fr is key to successful MSA,
and they focus on uncovering this boundary from the data perspec-
tive. However, in data-scarce medical domains, data options are lim-
ited, and synthetic samples may dilute the proportion of high-quality
medical supervision, increasing the risk of overfitting [3, 8, 9] and
potentially reducing theft success. We introduce adversarial proxy
training (APT) to enhance substitute training phase through a dual-
model architecture, under which a substitute model fs focuses on
capturing segmentation accuracy, while a proxy model fp targets ro-
bustness. These models are trained collaboratively, with knowledge
periodically fused to refine the overall stolen model, as illustrated
in Fig. 1(b). By following three mechanisms, APT enables more
effective MSAs:

(1) Boundary Shaping: fs is trained exclusively on clean sam-
ples x and their corresponding pseudo-labels y queried from fr, di-
rectly aligning decision boundary of fs to fr.

(2) Robustness Exploration: fp is trained on dynamically gen-
erated [10] zaav = AdvAttack(z, fp) [11], while retaining the
original clean queried y, thereby expanding the decision boundary
beyond the capability of fs.

(3) Knowledge Integration: Every k epochs, inject robustness
from fp to fs via s = afs + (1 — «)fp, where « is a weight
parameter, we set &« = 0.5. Note that the parameter fusion is uni-
directional, and the parameters of fp remain unchanged. After each
stealing iteration, fp is reset to explore new robustness directions in

subsequent iterations.
Further, we propose the Barlow Twins loss [12] to prevent se-
mantic conflicts during parameter fusion:

def 1
Acalign = ﬁ Z(l - u + /BZ Z Cl] (2)
n i i#£g
This loss is adapted to the segmentation task, where n = w’ X

h' x d’ denotes voxel count, with w’, k', and d’ denote the width,
height, and depth of the volume features, respectively. C'is the cross-
correlation matrix between features hs(x) and hp (Zaav ), where hg :

RCinXwxhxd —y TRChidden xw’ xh' xd’

is the encoder of fs, with its

RChiddean/ xh!xd’ _y RCout Xwxhxd

decoder denoted as g : , such
that fs = s o hg and similarly, fp = lp o hp. (3 is a weight param-
eter; we set 5 = 0.05.

Final optimization objective integrates all components, includ-
ing boundary shaping, robustness exploration, and Eq. (2)), i.e., rep-
resentation alignment:

min Lseg (fs(z;0s),
,0p

o y) ‘Jl’Eseg(fP(xadv;aP)vy)

robustness exploration

boundary shaping
+ A Laiign (hs(z; 0s), hp (Tadv; 0p)),

representation alignment

3

where A = 1 is a trade-off weight. Lsc, denotes the segmentation
loss function, specifically, the Dice loss [13] in our approach.
2.3. Dual-Model Discrepancy Sampling

Previous studies have demonstrated the effectiveness of AL-driven
sampling [14], which we retain in our framework. However, in-
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Seed Set Method UNETR MedNeXt-Base
ET TC WT Mean ET TC WT Mean

Random 79.50 (90.47) 84.21(90.80) 89.47 (94.61) 84.39 (91.96) 79.19 (84.14) 83.66 (85.48) 89.10(91.47) 83.98 (87.03)
Full JBDA 76.58 (85.46)  79.17 (84.23)  86.87 (91.25) 80.87 (86.98) 74.98 (77.89) 77.23(78.46) 86.33(88.28) 79.51 (81.54)
overlap ActiveThief 80.07 (91.39) 85.07 (91.85) 89.64 (94.84) 84.92 (92.69) 80.60 (85.22) 84.99 (86.86) 89.76 (92.13)  85.12 (88.07)
Black-box Dissector  79.44 (89.95)  83.94(90.23) 88.94 (94.08) 84.11 (91.42) 77.79 (81.22) 81.56(82.97) 87.75(89.85) 82.36 (84.68)
CDMSS-3D (Ours)  80.43 (91.06) 86.07 (91.79) 90.17 (94.84) 85.56 (92.56) 81.40 (87.22) 87.03 (89.16) 90.87 (93.50) 86.43 (89.96)
Random 77.00 (86.15)  80.29 (85.86) 87.83(92.41) 81.71(88.14) 76.23 (80.07) 80.00 (81.27) 86.74 (88.97) 80.99 (83.44)
Partial JBDA 75.18 (82.37)  75.97 (80.10) 84.59(88.79) 78.58 (83.76) 72.59 (74.92) 73.61 (74.47) 83.32(85.07) 76.51 (78.16)
overlap ActiveThief 78.07 (88.46)  82.52(88.58) 88.58(93.27) 83.06 (90.10) 76.63 (80.87) 79.86(81.32) 87.22(89.34) 81.24 (83.84)
Black-box Dissector  77.17 (85.85)  80.26 (85.62) 87.18 (91.71)  81.54(87.73)  73.94 (77.11)  77.13(78.19) 86.04 (88.05) 79.04 (81.11)
CDMSS-3D (Ours)  78.89 (88.98) 83.96 (89.43) 89.25(93.69) 84.03 (90.70) 78.04 (82.49) 83.17 (84.99) 89.08 (91.51) 83.43 (86.33)
Random 7791 (88.09) 81.37(87.46) 88.19(93.02) 82.49(89.52) 76.69 (81.88) 80.72(82.33) 87.52(89.83) 81.64 (84.68)
JBDA 74.83 (82.45) 74.72(78.88) 84.96(89.04) 78.17 (83.46) 67.95(70.16) 66.25 (67.26) 82.00 (84.07)  72.07 (73.83)
Disjoint ActiveThief 77.39 (87.58) 81.03 (86.60) 88.14(92.80) 82.19 (88.99) 75.96 (80.54) 79.51 (81.06) 87.46(89.75) 80.98 (83.78)
Black-box Dissector  76.04 (85.11)  79.50 (84.72) 87.42(91.84) 80.99 (87.22) 73.52(76.56) 76.01 (77.24) 85.55(87.68) 78.36 (80.49)
CDMSS-3D (Ours)  78.88 (89.59) 84.08 (89.77) 89.29 (93.97) 84.08 (91.11) 77.21 (83.08) 82.40 (84.53) 88.67 (91.11) 82.76 (86.24)

Table 1. The comparison of Clean Segmentation Accuracy CA (with corresponding Fidelity) (%) between our proposed method and baseline
approaches. The ET, TC, and WT represent the enhancing tumor, tumor core, and whole tumor sub-regions, respectively.

stead of directly adopting techniques designed for 2D classification
tasks—many of which perform poorly even compared to random
sampling in 3D medical segmentation—we base our AL-driven sam-
pling on dual-model discrepancy (DMD), as shown in Fig. 1(a). This
stems from a straightforward insight: the feature divergence between
two models directly reflects data uncertainty [15], which typically
lies around the decision boundary [8].

Specifically, at the end of ¢-th stealing iteration, both the substi-
tute model £ = 1§ o and the proxy model £ = 15 oh}) are
trained on current transfer set D), where h and [ represent the en-
coder and decoder modules, respectively. For each sample z € X @),
we compute the feature distance discrepancy between h(sl)(z) and
hg >(a:) using the alignment loss L.1izn mentioned above. Then, we
sample a subset S ¢ x® containing pli+D samples, where
b(*Y js determined by the labeling budget B:

argmax B, cson [Latin (b (2), 00 (@))]
SG+1) c x (i) )

st SO | = pltD),

2.4. Pretraining for Representation Enhancement

Knowledge integration in our dual-model architecture involves fus-
ing feature representations, which are initially weak and insufficient
during early training. Existing studies indicate that rich and diverse
features enhance substitute training [14], and pretraining can provide
such informative features [3]. Our approach is likely to benefit more
from pretraining. Inspired by this, we introduce a self-supervised
pretraining phase using the full seed set X’ via the masked autoen-
coder [16] before launching attack queries. For each sample, 75%
of the 3D patches are randomly masked, and the model is trained to
reconstruct them.

3. EXPERIMENTS AND DISCUSSIONS

3.1. Datasets and Experimental Setup

We conducted experiments on four public 3D brain tumor seg-
mentation datasets: BraTS2018, BraTS2019, BraTS2020, and

Seed Set Method UNETR MedNeXt-Base

RA(Fidelity) ASR RA(Fidelity) ASR

Random 60.49 (75.37)  40.15 89.47 (94.61) 12.19
Full JBDA- 59.62 (70.46) 27.98 58.22(61.63) 10.46
overlap ActiveThief 60.77 (74.23)  36.40 60.04 (63.88) 11.59
Black-box Dissector  63.11 (76.96) 35.09 62.19 (66.62) 13.92
CDMSS-3D (Ours)  71.96 (87.22) 40.87 72.61(79.06) 15.37

Random 57.97 (70.24)  33.67 57.20(60.63)  9.77

Partial JBDA 58.28 (67.61) 25.81 52.76(55.37) 8.31
overlap ActiveThief 60.78 (73.44) 31.17 57.23(60.50)  8.79
Black-box Dissector  60.44 (72.34) 31.47 57.46 (60.74)  9.36
CDMSS-3D (Ours)  69.95 (83.96) 36.17 68.23 (73.68) 12.65

Random 61.85(75.52) 36.34 58.65(62.31) 9.01

JBDA 57.39 (67.26) 25.69 47.30(49.03) 6.71

Disjoint ActiveThief 60.67 (72.78)  30.80  59.19 (62.96)  10.29
Black-box Dissector  62.19 (74.17)  30.77  56.88 (60.17)  9.32
CDMSS-3D (Ours)  71.16 (85.11) 3691 67.01 (72.62) 11.95

Table 2. The comparison of Robust Accuracy (with corresponding
Fidelity) (%) and ASR (%) under SegPGD3, evaluated between our
proposed method and the baseline approaches.

BraTS2021 [17, 18, 19]. The experimental settings adopt the con-
figuration detailed in Table 3, following [20, 7].

We considered two target model architectures: UNETR [21] and
MedNeXt-Base [22], and they were well-trained on BraTS2020 and
BraTS2021 using adversarial training. The substitute model was
chosen as UNETR, thereby covering both cases with the same and
different architectures.

For baselines, data-free approaches [9, 23] were excluded due
to the complexity of generating 3D medical segmentation data. The
baselines included three representative approaches: (1) JBDA [24],
(2) ActiveThief [6], and (3) Black-box Dissector [7]. All methods
were adapted to support the segmentation tasks. Additionally, we
included a naive baseline, (4) Random, which randomly samples the
training data to train the substitute model.

We evaluated the substitute model in terms of segmentation
accuracy, robustness, and attack transferability using the following
four metrics: (1) Clean Accuracy (CA) measures segmentation accu-
racy on clean inputs using the Dice score: CA = Dice(fs(z), GT),
where GT denotes the ground-truth segmentation label of clean
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Seed Set Defination Overlap
Full-overlap ~ BraTS20 U BraTS21 100%
Partial-overlap BraTS19 U BraTS20  22.76%
Disjoint BraTS18 U BraTS19 0%

Query Sequence
{100, 200, 300, 400, 500}
{40, 80, 120, 160, 200}
{40, 80, 120, 160, 200}

Table 3. Seed set configuration. Overlap denotes the portion of data
that is shared with the target model’s training set.
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Fig. 2. The mean CA of our method and baseline approaches, with
the number of queries consumed, over three seed set scenarios, when
attacking UNETR.

inputs. (2) Robust Accuracy (RA) measures robustness against
adversarial inputs: RA = Dice(fs(Zadv), GT). (3) Fidelity quanti-
fies the prediction similarity between fs and fr on the same inputs
x:Fidelity = Dice(fs(z), fr(z)). (4) Attack Success Rate (ASR) is
defined as the relative performance degradation of fr when attacked
by transferred adversarial examples generated by fs:

adv

ASR = )
Dice (fr(x), GT) — Dice (fT (:cf:dTv), GT)

 Dice (fr(a), GT) — Dice ( Fr(z'3), GT)

where 2/S_ = AdvAttack(z; fs) and 2/T_ denotes the white-box

adv adv
adversarial example.

3.2. Comparison with Baselines

Table 1 shows the CA and corresponding fidelity. Our method
consistently outperforms the baselines in CA. In terms of fidelity,
it performs better in most cases, except slightly underperforming
ActiveThief when attacking UNETR under full-overlap configura-
tion. Meanwhile, it can be observed that as the amount of data and
overlapping samples decreases, some baseline methods gradually
degrade, even performing worse than Random baseline. In contrast,
our method consistently outperforms the Random baseline. Table 2
shows a similar conclusion: our method outperforms others in RA
and attack transferability in most cases. The above comparison
confirms the effectiveness and advantages of our method. By de-
coupling the accuracy and robustness in model stealing through the
dual-model architecture, we achieve better substitute model per-
formance. This advantage also extends to efficiency: as shown in
Fig. 2, our method consistently achieves better performance under
the same query budget.

MAE DMD APT Partial-ovel‘lap

CA RA ASR
X X X 8167 6031 3192
X X v 8030 6779 3577
X v vV 7869 5418 36.00
v X X 8343 5811 27.17
v X vV 8341 6987 3457
v v v 8403 6995 36.17

Table 4. Ablation study of the proposed components, evaluated un-
der the partial-overlap seed set scenario when attacking UNETR.
Segmentation accuracy, as well as robust accuracy and ASR under
SegPGD3, are reported, with the best values highlighted in bold.

k CA SegPGD3 SegPGD8
RA ASR RA ASR
5 8288 6885 32.04 5351 38.19
10 8343 69.71 3347 5392 40.36
20 83.72 7020 33773 54.58 4041
25 84.03 6995 36.17 5450 43.73
30 84.28 67.66 36.36 49.03 42.68

Table 5. Sensitivity of fusion interval k, evaluated under the partial-
overlap seed set scenario when attacking UNETR. Segmentation Ac-
curacy and corresponding Fidelity are reported and the best values
are highlighted in bold.

3.3. Ablation Study

When no modules are enabled, the ablation baseline uses random
sampling combined with standard adversarial training. The DMD
sampling strategy relies on the dual-model setup, so DMD cannot be
used without enabling APT. Table 4 shows that enabling APT sub-
stantially improves RA and ASR. However, combining APT with the
DMD sampling strategy without MAE pre-training reduces perfor-
mance, which aligns with our previous finding that feature alignment
is important for DMD sampling. Enabling MAE, APT, and DMD to-
gether achieves the best performance.

The fusion interval k is a critical hyperparameter in our dual-
model architecture. As shown in Table 5, the performance improves
as k increases up to 20. At k = 25, ASR shows a significant jump
compared to k = 20. Further increasing k beyond 25 results in an
increase in CA but a degradation in RA. Overall, £ = 25 achieves
the best trade-off and is selected for our experiments.

4. CONCLUSION

This paper presents the first systematic study of model extraction
attacks against 3D medical image segmentation models, demon-
strating that high-fidelity model stealing is achievable even under
stringent query budget constraints. Unlike prior work focused on
exposing decision boundaries with data, our method, CDMSS-3D,
a novel collaborative dual-model architecture based on adversarial
proxy training, enables the simultaneous steal of both segmentation
accuracy and robustness from the target. The proposed dual-model
discrepancy sampling and pretraining phase further enhances at-
tack performance. Experiments demonstrate the effectiveness and
superiority of our approach.
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