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Abstract—Maulti-task learning is an effective way to address
the challenge of model personalization caused by high data
heterogeneity in federated learning. However, extending multi-
task learning to the online decentralized federated learning
setting is yet to be explored. The online decentralized feder-
ated learning setting considers many real-world applications of
federated learning, such as autonomous systems, where clients
communicate peer-to-peer and the data distribution of each
client is time-varying. A more serious problem in real-world
applications of federated learning is the presence of Byzantine
clients. Byzantine-resilient approaches used in federated learning
work only when the number of Byzantine clients is less than one-
half the total number of clients. Yet, it is difficult to put a limit
on the number of Byzantine clients within a system in reality.
However, recent work in robotics shows that it is possible to
exploit cyber-physical properties of a system to predict clients’
behavior and assign a trust probability to received signals. This
can help to achieve resiliency in the presence of a dominating
number of Byzantine clients. Therefore, in this paper, we develop
an online decentralized federated multi-task learning algorithm
to provide model personalization and resiliency when the number
of Byzantine clients dominates the number of honest clients.
QOur proposed algorithm leverages cyber-physical properties,
such as the received signal strength in wireless systems or side
information, to assign a trust probability to local models received
from neighbors in each iteration. QOur simulation results show
that the proposed algorithm performs close to a Byzantine-free
setting.

Index Terms—Byzantine attacks, federated learning, multi-task
learning, online learning, regret

I. INTRODUCTION

Federated learning is a distributed machine learning
paradigm that allows multiple clients to train their data col-
laboratively without sharing it [1]. Federated learning has
wide applications, such as in wireless systems, autonomous
systems [2], computer vision [3], large language models [4],
etc. Conventional federated learning architecture consists of
a central server communicating back and forth with clients.
Recent architecture favors a fully decentralized setting where
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clients communicate directly without the need to route through
a central server [5], [6]. This mitigates against a single point
of failure attack and congestion at the central server.

Federated learning typically assumes that clients’ data dis-
tributions remain constant over time. However, this assumption
reduces its applicability in many real-world scenarios where
data distributions change dynamically [7]-[9]. For example, in
wireless settings, the environment constantly evolves, leading
to time-varying data collected from observing environmental
phenomena. Thus, it is important to design federated learning
algorithms that can work with time-varying data distributions.

The goal of federated learning is to train a global model that
performs well across different clients’ test datasets. However,
due to the non-independent and non-identically distributed
(non-1ID) nature of client data, a single global model may
not generalize effectively across heterogeneous test datasets,
leading to unfair performance for some clients. To address
this issue, model personalization techniques such as clustering
[10], meta-learning [11], and multi-task learning [12]-[14]
have been proposed. Clustering involves training multiple
global models and assigning clients to the model that best fits
their data. Clients with similar data distributions are grouped
around the same model. However, this approach is compu-
tationally expensive, as it requires training multiple global
models. Meta-learning trains a global model to serve as a
meta-initializer, which is further fine-tuned using each client’s
dataset. However, the Hessian computation involved in meta-
learning can be computationally intensive. While ignoring the
Hessian reduces complexity, it also weakens the generalization
ability of the meta-initializer. Multi-task learning is another
effective approach for personalization in federated learning.
It personalizes models by either penalizing the global cost
function or introducing constraints to it. Multi-task learning
is a popular method for model personalization in federated
learning.

Federated learning algorithms, particularly in wireless appli-
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cations, are vulnerable to Byzantine attacks [15], [16]. In these
attacks, malicious clients send arbitrary local model updates
either to the server in conventional federated learning or to
neighboring clients in fully decentralized settings, deliberately
steering model convergence away from the global optimum.
A Byzantine client can simultaneously send different manip-
ulated updates to multiple clients, and research has shown
that even a single Byzantine client can disrupt convergence,
regardless of the total number of participating clients [17].
One effective mitigation strategy is to apply statistical analysis
to the received model updates obtained from training data,
using techniques such as computing the mean or median,
or filtering out outliers. Methods based on statistical analy-
sis include geometric median [18], coordinate-wise trimming
[19], BRIDGE [20], UBAR [21], and Brydie [22]. However,
a major limitation of this approach is that it only works when
the number of Byzantine clients is less than one-half of the
total number of clients. If Byzantine clients outnumber honest
clients, these statistical techniques fail. Currently, no federated
learning algorithm has been developed that can effectively
mitigate Byzantine attacks when malicious clients dominate
the network.

Therefore, in this paper, we address a combination of
all these challenges. We design an online decentralized fed-
erated multi-task learning algorithm that is robust against
Byzantine attacks, where the number of Byzantine clients
dominates the federated learning. We model the learning as
a constrained optimization problem which is solved using
the regularized Lagrangian optimization approach. To mitigate
Byzantine attacks, we leverage the cyber-physical properties
guiding clients’ communication. Existing research has shown
that in cyber-physical systems, physical channels, rather than
data, can be exploited to predict client trustworthiness [23],
[24]. For instance, in wireless and multi-robot systems, the
received signal strength can be analyzed to determine if a
received packet is malicious. A confidence score, known as
the trust probability o« € [0,1], is then assigned to the
received signal and utilized to predict malicious signals even
when malicious clients dominate the systems [25]. Thus, this
paper utilizes a trust probability to mitigate Byzantine attacks
in online decentralized federated multitask learning for the
first time. Our simulation results show that the proposed
algorithm can achieve sublinear regret and constraint violation
in the presence of a dominating number of Byzantine clients
with close performance to the scenario where there are no
Byzantine clients.

II. PROBLEM FORMULATION

Consider V clients communicating peer-to-peer and forming
a directed graph network G = (V,€) with &€ C V x V
representing the edge set. Let N, = {u € V|(u,v) € &}
denote the neighborhood of client v € V. Each client v € V
samples a minibatch dataset D, ; from its time-varying data
distribution D, ; at time ¢ and updates its local model with the
minibatch dataset. In every iteration ¢, each client v decides
its local model &, € X C R? with the time-varying loss

function f, ; : X — R. The local models of any two connected
clients are subject to a constraint g, X x X — R,
ie., guv(Zut,Tue) V(u,v) € €. The constraint function is
symmetric, i.e., Guy(Zut, Tvt) = Gou(To i, Tu,t). Moreover,
the constraint function g, is assumed to be fixed for all clients
in all iterations and available at the start of the collaborative
training. An example of such a constraint is the quadratic
constraint that models proximity or similarities among the
clients’ local models [26]—[28]. The goal of federated learning
is to minimize the training cost over the time horizon where
each client has a specific task that has some relationship to
other tasks. This is given as

T VvV
oy e 13- s Do)

t=1v=1
subject to (D)

T
]EJEI" |:Zguv (fu,tafv,t):l <0 V(U,’U) €&
t=1

where J = {Dvﬂt}lgng;lgtST and r =
{Dy}1<v<vii<i<r. The expectation EJ ] accounts
for the randomness of D, ;. The data distribution across
the clients is both time-varying and heterogeneous. It is
impossible to solve (1) online because it requires the
knowledge of future loss functions. However, we can apply
sequential decision learning to solve the multi-task learning
problem. The performance metric is the static regret that
measures the performance of an online algorithm with an
oracle with hindsight knowledge of the optimal task-specific
models. This is given as

Reg(T) =
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2
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where 7* = [(#)T, ..., (£%)T)]T is the collection of the opti-
mal task-specific models across the clients, and it is defined
as
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It should be observed that the optimal task-specific models
satisfy a per-round constraint in (3), rather than the long-term
constraint in (1). This is because according to Proposition 4
of [29] and Proposition 2.1 of [30], no online algorithm can
obtain a sublinear regret if it competes with the best optimal
task-specific models that satisfy (1) rather than (3). Another
metric is constraint violation defined as

T
Viouv(T) = EJEF I:Z guv(fu,t; fv,t):| V(u, 1}) €. (4)

t=1
It should be observed that (1) and (3) assume that all the
clients are honest. However, in practical federated learning,



some clients can be Byzantine. Byzantine clients act arbitrarily
and are difficult to identify. Therefore, honest clients are
saddled with the responsibility of learning which clients to
trust. Hence, we reformulate the regret definition for honest

client v in the presence of b = |V,| Byzantine clients as
follows:
Reg(T) =
T V—b T V-b
EJEF[Z f'u,t xvty Z f vt):|
t=1 v=1 t=1 v=1

&)

Similarly, the constraint violation can be redefined as

T
Viou'U(T) = EJEF |:Z Guv (fu,ta f’u,t):| V(u, U) S g/lC

=1
(6)
where IC = {(k,v)&(v,k)|k € V, C V;V = {1,...,b};v €
Vi =V/Vp}. The optimal task-specific models for the honest
clients are given as

(fTa f*\/ b) S
T V-b
ar min E (T 7
s, _gun, [zzf D]

subject t0 gy (Tut, Tot) <0 V(u,v) € E/K.

The sublinearity of the regret which determines the goodness
of the online algorithm is defined as Reg(T) < o(T).
Similarly, the sublinearity of the constraint violation is defined
as Vioy,(T) < o(T) ¥(u,v) € &. The time-average regret is
given as RegT(T) < 0(1) and the time-average constraint viola-
tion is given as M <o(l) V(u,v) € &. Both Reg(T)
and Vioy,(T) are asymptotically non-positive as T" — oo.
Hence, the asymptotic performance of {Z,:}1<v<vii<i<T
with " — oo is no worse than the optimal task-specific models
Z* in a time-average sense.

IIT. ALGORITHM FORMULATION

This section aims to formulate a saddle-point algorithm for
training honest clients in decentralized federated multi-task
learning settings. We start with formulating the regularized
Lagrangian optimization of (1) while assuming that all clients
are honest. Then, we extend the formulation to address the
presence of Byzantine clients. The regularized Lagrangian
optimization of (1) at time ¢ in the offline setting is given
as

L(Z,K) =

i)
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where 7 = [#7,...,75]T is the primal variable; f;(7,J)
Zgzl fu.t(Zy; Dyy) is the global loss function; Ay, >
is the dual variable associated with the constraint gy, (-)

(A, G(7)) -

IN o |l

0 Y(v,u) € & A, € RY»; A = [AT, .., AT]; and G( 7) is

the concatenation of all constraints. The regularizer — <! | |A]|?
suppresses the growth of the dual parameter to ensure the
stability of the resulting algorithm. The stepsize is 7 > 0 and
the control parameter is 6 > 0. The saddle-point of (8) can
be obtained by alternating gradient updates on both the primal
and dual variables. The gradients of (8) with respect to both
the primal and dual variables are

vaﬁt(f, A) = v:?va,t(fv; Dv,t)+

Z [)\vuvagvu(fv; fu) + A'Lwvi‘vglw(-/i{u,a f’u)]v Yv eV
uEN,
)
0 - -
WQ(&E,A) = goul(To, Tu) — Ny,  V(v,u) € E. (10)

Computing Vz, L£:(Z, A) and aA -L(Z, A) require the knowl-
edge of the local models of all nelghborlng clients u € N,.
However, some of the neighboring clients may be Byzantine.
Therefore, (9) and (10) must be modified to handle Byzantine
infiltration in the algorithm.

A. Finding the Set of Trusted Neighbors

We employ a stochastic probability of trust «,, to determine
the set of trusted neighbors, which is defined as follows:

Definition 1: For every honest client v and neighborhood
Ny, the random variable av,(t) € [0,1] represents the prob-
ability that client v is a trusted neighbor of client v at time
t.

Some existing works are focused on deriving the probabilis-
tic trust values, such as [25]. This is not the focus here, rather
it is to develop a federated multi-task learning algorithm that
supports resilient convergence in the presence of Byzantine
agents with the assumption that v, (t) is known from the
physicality of any cyber-physical systems. Such an assumption
is common in existing works [23], [24] where the focus is
on algorithm development that guarantees resiliency regardless
of how the trust values are derived. Thus, it is assumed that
each honest client v can observe «,,(t) for u € N, which
corresponds to the legitimacy of the received information.
When v, (t) > 0.5, this indicates legitimate transmission, and
when a,,(t) < 0.5, this indicates illegitimate transmission in
a probabilistic sense at time ¢. However, misclassification of
transmission may occur during the early stage of training the
algorithm because the algorithm has not learned enough, but
it exponentially decreases with time.

Assumption 1 [24]: (i) [Sufficiently Connected Graph]
The subgraph formed by honest clients is connected. (ii)
[Homogeneity of Trust Values] There are scalars E,, > 0 and
FE, < 0, such that

E, :=E[a,,(t)] - 0.5 YveV,
By = E[owu(t)] — 0.5 Vv € Vy

and uw e N, NV,
and uw € N, N V.
(1D

where V;, and V), are the set of honest and Byzantine clients
respectively. (iii) [Independence of Trust Variables] The trust



probability ., () is independent across all honest clients v
and neighboring set A, at each time ¢. Moreover, the set of
all trust probabilities {c.,(t)} is independent and identically
distributed.

Considering the sum of all trust probabilities up to time t—1
denoted as G, (t), we have

t—1
Bou(k) = (owu(t) = 0.5) for k>1,0€ Vs u€eN,.

k=0
12)

where (3,,,(0) = 0. Following Definition 1, S,,(t) > 0 for
a transmission from an honest neighbor and f3,, < 0 for a
transmission from a Byzantine neighbor. The probability of
misclassification decays over time according to Lemma 1.
Lemma 1: Consider the random variable 5, (t) defined in
(12). Then, for every ¢t > 0, and every v € Vy,, u € N, NV,

Pr(Buu(t) < 0) < max{exp(—2t5;), Iip, <0y} (13)

Furthermore, for every t > 0, and every v € V, u € N, NV,

Pr(Bou(t) > 0) < max{exp(=2tE}),I{p, >0y }.  (14)
Corollary 1: A finite random time T’ exists such that

ﬁvu(t) >0 thTf,UEVh,UEM;mV}“

15
Bou <0 YVt >Tr,veVy,ueN,NV, (15

and there also exists
Bou(Ty —1) <0 for some weN,NV,, or 16)

Bou(Ty —1) >0 for some jeN, NV,

The set of trusted neighbors of client v at time ¢ is defined as

NI(t) == {u € Ny|Bou(t) > 0}, and E(t) is the edge-set of

all edges connecting honest client v and every u € N/ (t).
Proof: The Proof follows from Proposition 1 in [31].

B. Resilient Saddle Point-Based Federated Multitask Learning

We return to the gradients of regularized Lagrangian opti-
mization with respect to both the primal and dual variables
in (9) and (10) to handle Byzantine attacks from Byzantine
clients. The resilient gradients for the online setting become

Jv,t = V:i"v fv,t(fv,t; Dv,t)+

Z [(/\vu,t + )\uv,t)vagvu(fv,tafu,t)]a Yo S Vh (17)
ueN] ()

Y(v,u) € EMt). (18)

Tou,t +=— gvu(z'u,ty xu,t) - 577/\’11u,t7

From Algorithm 1, the local model and dual parameter of
honest client v is initialized in Step 3. From Steps 4 - 14,
the algorithm iterates over 71" rounds. Each iteration round ¢
starts from Step 5 and is illustrated as follows: In Step 5,
honest client v sends its local model and dual parameter to
its neighbors u € N, which may include Byzantine clients.
In Step 6, honest client v receives local models and dual
parameters from all neighbors v € N, which may include
Byzantine clients. In Step 7, honest client v analyzes the inter-
agent interactions signal such as the received signal strength

Algorithm 1 Online Federated Multitask Learning With Trust-
worthiness for Each Honest Client v
1: Input: Time duration 7', step sizes n > 0, regularization
0> 0.

2: Output: %, 7.

3: Initialization: &, 1, Ayu,1

4: fort=1,...,T do

5: Send Z, + and A,y ¢ to Yu € N,

6: Receive Z,, ¢ and Ay, from Yu € N,,.

7: Observe trust probability a,,(t) Yu € N, from
inter-client interactions.

8: Compute S, (t) using (12).

9: Compute trusted set N (¢t)—{u € N,|Bou(t) > 0}.

10: Obtain the loss fy, +(&y,; Dyy) and constraint

gv,u(fv,tv fu,t) Yu € N,Lil(t)

11: Compute ¢, ; using equation (17).

12: Compute 7,,,; using equation (18).

13: Compute primal variable &, ;1 = [[ 1 (vt — 1G0t)-

14: Update dual variable A,y 141 = Aout +

Nrowitly Yu € NI(t), with [-] 1 = max(-,0).

in wireless communication, and assigns a trusted probability
a € [0,1] to the received local models from the neighbors
u € Ny. In Step 8, honest agent v computes the beta value
Bvu(t) using Equation (12) and proceeds in Step 9 to compute
a trusted set of neighbors N(¢), which varies over time
depending on the 3 value. In Step 10, honest client v trains its
local model with its time-varying data drawn from the time-
varying data distribution and obtains the 1oss fy ¢(Zyt, Dy t).
Furthermore, it computes the constraint value gy, (Zy ¢, Ty t)
that measures the similarity of the local model of honest client
v and trusted clients v € AN(t) in iteration ¢. Then, in
Step 11, it computes the gradient of the Lagrangian function
denoted as ¢, ; with respect to the primal parameter Z, using
equation (17). Also, Step 12 computes the gradient of the
Lagrangian function denoted as 7., with respect to the
dual parameter using equation (18). Step 13 uses projected
gradient descent to update the local model &, ;1. Step 14
updates the dual parameter A, 41 using gradient ascent with
[]+ := max(-,0). This process repeats for T iterations for
each honest client v.

IV. THEORETICAL RESULTS

In this section, we present the theoretical results.

Assumption 2: The set X is convex, closed, and bounded.
That is, there exist a r > 0 such that ||Z|| <r, VZe X.

Assumption 3: The loss function f, +(-) is convex in Z, €
X for all honest clients v € V). The similarity constraint
9ou(Zy, T,) is jointly convex in %, and &, for any v € V,
u € N (t), and (v,u) € EM ().

Assumption 4: There exists a constant G > 0 such that for
any @, &, e X,veV,and t € {1,...,T},

|fv,t(fv) - fv,t(f;)‘ < Gva - f;;” (19)



Assumption 5: There exists a L > 0, such that for Z,, Z,,
Ty, T, and (u,v) € EM(t), we have
(20)

||Vfugv1L(fvvfu) - vfugvu(f;vfum < L||Z, - T, ||

1V 2, Gou(To, Tu) — vfung(fvvf;)H < L|[Zy — f;” (21)

Assumption 6: The point (7°,7°) € X2 exists such that for
any (u,v) € EM2), |gvu (79, 29)| is bounded. Moreover, there

’U’ u

exists a point (9, 7%) € X2 such that for any (v, u) € N/ (t),
|V, gou (@2, 22)|| is bounded.

Proposition 1: Following Assumptions 2, 4 and 5, the
constraint function g, (-) for any (v,u) € N (t) satisfies:
)] |gvu(fvvfu) - gvu<f;7fu>| < BHCEv - fi) ‘; B > 0. ()
|gvu(fvvi:u)| <C;C>0.

Proof: The proof follows from the proof of Proposition 1
in [32].

Theorem: The regret of any client v running Algorithm 1
is upper bounded as

Reg(T

T
vatxvt_vat =

( 1+ mC? + VGQ) aVT+
5aG’2

1+ 2Bou

(22)

VT = O(VT)

wheren—\af,a>015aconstant s (0—1) 0 =

W’ and m = |&|. Furthermore, for any (v,u) € £*(t), the
constraint violation is upper bounded by

T
E[Z gw(a’:’m,fu,t)] < 2\/VGr< +al + 2aB2) T3/4

t=1
1/2
O(T3/4)

(23)

4 2
+(1+ a%C + 2a%B2) (7; +2mC? + 2V G2
a

Proof: The proof is omitted due to space constraints.
However, it is a modification of the proof of Theorem 1 in
[32].

V. SIMULATION RESULTS

We consider 45 clients collaborating in a fully decentralized
federated learning setting to train their local models. The graph
network is fully connected. We assume there are 30 Byzantine
clients and 15 honest clients, similar to [24]. The online
federated learning setting is modeled as online decentralized
logistic regression where the goal is to estimate the vector &
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by solving the following optimization problem among honest
clients,

T V—b
i log(1 T
i‘u,f,gl?lfr,le,ttz:; p |: Og( + GXp( 'U,twy’t'r’l),t)
1
subject to T ; [| %yt — :E'u1,5||2 < ngu;V(v,u) S Eﬁ(t)

(24)

where D, ; := (L, ¢, ¥y, is the data sample of client v with
label 1, ;, € {1,—1} and feature vector ¥, , € R? is drawn
from the Gaussian distribution N(0,I). The data sample is
time-varying. The step size = \#, T = 1000, and ||Z|| <
r=1.

The trust values are generated as follows [24]: Let
Elaw(t)] = 0.55 if u € N, NV, and E[ag,(t)] = 0.45
if u € M, NV,. The trust probability ., (t) is uniformly
distributed in the interval [E[ov,, ()] — £, E[cpu(t) + 5], with
[ chosen as 0.8 with |E, | = |Ep| = 0.05, for every v € V), and
u € Vi, UV,. The honest clients are not aware of the values of
E[ov, ()] and I. The simulation results are averaged over 50
system realizations due to the stochasticity of the trust values.
We compare the time-average regret and constraint violation
for the proposed algorithm with Byzantine clients and compare
its performance with online Lagrangian descent algorithm for
15 clients with no Byzantine attack.



Figures 1 and 2 show the time-average regret and constraint
violation for the proposed algorithm with Byzantine attacks
and online Lagrangian descent (OLD) with no Byzantine
attack. It can be seen that the performance of the proposed
algorithm is close to the Byzantine-free setting. It should be
noted that there is no existing Byzantine-resilient approach that
would incur sublinear regret when the number of Byzantine
clients is higher than the number of honest clients. Hence,
it is unnecessary to compare our proposed algorithms with
other Byzantine-resilient approaches used in federated learning
when Byzantine clients dominate the federation.

VI. FUTURE WORKS

In the future, we will theoretically find a bound that
determines how much the number of Byzantine clients will
exceed the number of honest clients before there is an eventual
breakdown of the proposed algorithm. Moreover, we will
determine the minimum iteration time and 7'y value sufficient
to eliminate misclassification. We will also use various graph
networks, such as the Erdos-Renyi graph and time-varying
graphs, for the simulation.

VII. CONCLUSION

This paper discussed how personalized models can be
obtained in an online decentralized federated learning setting
where clients communicate peer-to-peer and a majority of
these clients are Byzantine. Currently, no Byzantine resilience
approach used in federated learning can mitigate a dominating
number of Byzantine clients. However, recent research in
robotics shows that it is possible to leverage the cyber-
physical properties of a system to predict malicious signals and
thus mitigate attacks beyond data-based approaches commonly
used in federated learning. Therefore, this paper addressed this
challenge in federated learning for the first time by developing
an online federated learning algorithm that can guarantee
model personalization and trustworthiness by utilizing a trust
probability obtained through the observation of cyber-physical
systems. Through simulation, it is shown that the performance
of the proposed algorithm in the presence of a dominating
number of Byzantine clients is close to the performance of
online Lagrangian descent, the benchmark algorithm used
for the scenario where there are no Byzantine clients in the
federation.
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