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Abstract—Community detection in graphs is crucial for un-
derstanding the organization of nodes into densely connected
clusters. While numerous strategies have been developed to
identify these clusters, the success of community detection can
lead to privacy and information security concerns, as individuals
may not want their personal information exposed. To address
this, community deception methods have been proposed to reduce
the effectiveness of detection algorithms. Nevertheless, several
limitations, such as the rationality of evaluation metrics and
the unnoticeability of attacks, have been ignored in current
deception methods. Therefore, in this work, we first investigate
the limitations of the widely used deception metric, i.e., the
decrease of modularity, through empirical studies. Then, we
propose a new deception metric, and combine this new metric
together with the attack budget to model the unnoticeable
community deception task as a multi-objective optimization
problem. To further improve the deception performance, we
propose two variant methods by incorporating the degree-biased
and community-biased candidate node selection mechanisms.
Extensive experiments on three benchmark datasets demonstrate
the superiority of the proposed community deception strategies.

Index Terms—Community detection and deception, Unnotice-
able perturbations, Multi-objective optimization, Evolutionary
algorithm

I. INTRODUCTION

GRAPHS or networks, which consist of a series of nodes
and links, have been widely employed to model complex

relationships in modern social systems. The typical examples
of networks include social networks which illustrate the social
relationships between people, financial networks which repre-
sent the transaction records between accounts, power networks
which indicate the transmission relationship between power
nodes, among others [1]–[4].

In these years, significant efforts have been put into investi-
gating the abundant information behind graph-based systems,
such as community detection for clustering nodes in the graph
into different groups, node classification for identifying the
labels of nodes, link prediction for predicting possible future
connections between nodes, etc [5]–[7]. Specifically, in this
work, we focus on the task of community detection. Communi-
ties have been identified as a widely existing property in many
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real-world networks. Networks with community structures
indicate that nodes in the specific network can be divided
into several different groups, where the nodes belonging to
the same group share more similar properties and denser
links while those nodes belonging to different groups are on
the contrary. Currently, numerous studies [8]–[10] focusing
on community detection tasks have been proposed, helping
discover community structures among complex graph data.

Although current detection algorithms have achieved re-
markable success, security concerns have also attracted the
attention of researchers in recent years. Taking the social
network as an example, from the perspective of individual
users, their private and sensitive information may be easily
exposed to the public due to these detection tools. Thus,
aiming at improving the protection of personal information
of entities, or in other words, decreasing the performance of
detection algorithms, several community deception strategies
[11]–[14] have been proposed. Generally speaking, community
deception studies model this problem from the attacker per-
spective. The goal of attackers is to decrease the performance
of detection methods by adding some unnoticeable perturba-
tions to the original network. The studies from the attacker
side have shown that current detection algorithms can be easily
fooled after the original networks have been slightly modified,
such as adding links, removing links, etc.

However, there are several limitations to current deception
strategies. First, in the community detection domain, modu-
larity [9] is one of the most classic metrics to evaluate the
community level of networks. Considering this, many studies
on community deceptions [14]–[16] have adopted the decrease
of modularity to measure the hiding effect. Nevertheless, based
on our empirical study, we interestingly observe that the
deception effect does not always follow a simple correlation
relationship with the decrease of modularity, indicating that
such a measurement may not be a comprehensive metric to
characterize the effect of community deception methods.

Moreover, in current deception strategies, a widely adopted
assumption is that the attackers are allowed to inject a pre-
given budget of perturbations into original networks. However,
such a setting limits the flexibility and scalability of attack
methods. For instance, in the GAQ method proposed by Chen
et al. [14], attackers need to run the whole algorithm again
each time the attack budget setting changes. Therefore, it is
necessary to design a more flexible strategy that accommodates
different attack budget settings.

In addition, a successful deception strategy should ensure
the similarity of networks before and after the attacks as high
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as possible. Otherwise, the corresponding perturbations will be
easily observed and detected by defenders. However, current
attack strategies usually restrict the unnoticeable perturbations
to only attacking a limited number of links [12], [14], [17].
We argue that such unnoticeability metrics (i.e., restricting the
number of modified links) may also cause a large change to
networks. For instance, if we remove a link where one of its
connected nodes has only one neighbor, former studies may
consider this attack operation as an unnoticeable perturbation
since it only removes a single link from the network. How-
ever, this operation will make the corresponding connected
node become an isolated node, which can be easily detected,
indicating that simply limiting the number of attacking links
may not be a good measure of unnoticeable perturbations.

Therefore, to address these issues existing in current decep-
tion strategies, this paper proposes an effective and flexible
attack strategy to achieve community deception by leveraging
evolutionary computation algorithms. By identifying the lim-
itation of current deception metric, specifically the decrease
of modularity, we propose a new deception metric based on
the adjusted rand index (ARI) [18]. Moreover, considering
the conflict between optimizing the deception performance
and attack budget, we model the community deception task
as a multi-objective problem (MOP) [19], [20] to improve
the flexibility and scalability of the deception strategy, where
the corresponding objectives are the deception effect and
attack budget. Specifically, we employ the well-known multi-
objective optimization algorithms, NSGA-II [21], as the back-
bone of our attack method. We then design a degree-preserving
mechanism on the crossover and mutation procedures, aiming
to achieve unnoticeable perturbations. The proposed mecha-
nism can maintain the degree distribution before and after the
attacks as the same, regardless of changes in attack budgets.
In particular, a biased mutation operation has been introduced
to further improve the deception performance of our method
by considering degree-biased and community-biased candidate
node selections. Extensive experimental results demonstrate
the superiority of the proposed deception framework across
several benchmark datasets. The main contributions of this
work are summarized as follows.

1) We empirically identify the limitations of the current
community deception metric, i.e., the decrease of modu-
larity, and further adopt a new comprehensive deception
metric based on adjusted rand index (ARI) instead.

2) We model the problem in this study as a multi-objective
optimization task by considering the deception perfor-
mance and attack budget simultaneously to improve the
flexibility and scalability of community deception strate-
gies.

3) We develop an unnoticeable deception strategy based on
multi-objective evolutionary computation methods, which
maintains the degree information of each node before and
after the attacks. Moreover, two variant strategies that
consider the biased mutation process have been developed
to further enhance the deception performance.

4) We conduct comprehensive experiments to evaluate the
superiority of the proposed community deception strate-

gies across several benchmark datasets.
The rest of our paper is organized as follows. Section II

introduces the related work on community detection and com-
munity deception. Two specific metrics and their relationship
are presented in Section III. Section IV presents the detailed
methods and Section V demonstrates the experimental results.
Finally, we provide a brief conclusion in Section VI.

II. RELATED WORK

In this section, we review related work in the areas of
community detection and community deception.

A. Community Detection

Community detection stands as a cornerstone in the analysis
of complex networks, enabling the identification of dense
structures that often correspond to functional or social group-
ings within a broad range of networks. A large number of
approaches for community detection have been proposed since
the problem was first introduced, such as topology-based
methods [10], [22], [23], statistical model-based methods [24],
[25], machine learning-based methods [26]–[28]. As our work
focuses on the topology-based community detection, we will
mainly review the representative works in this category.

Girvan and Newman [22] first proposed a simple yet effec-
tive method to detect communities by progressively removing
links with the highest betweenness from the original graph,
assuming that such links play crucial roles in the networks.
After that, Raghavan et al. [29] proposed a near linear time
detection algorithm (LPA) by leveraging the label propagation.
Modularity is a widely adopted metric to measure the commu-
nity level of a specific network. As it is almost impractical to
directly maximize the modularity to discover communities due
to high computational costs, Blondel et al. [10] proposed the
powerful and scalable Louvain algorithm (LOU) by dividing
the modularity optimization problem into local and global
levels. Furthermore, Newman proposed a spectral optimization
algorithm (SOA) [30] by using the spectral properties, such
as eigenvalues and eigenvectors of the Laplacian matrix of
networks. Lots of efforts have been made from different
perspectives to discover the potential community structures in
networks, such as graph cuts [31], [32], game theories [33]–
[35], random walks [36], [37], local structures [38], [39], etc.
With the continuous improvement of detection performance,
concerns about the leakage of personal privacy have grown,
which facilitates the development of community hiding stud-
ies.

B. Community Deception

Community deception, also known as community hiding, is
an inverse problem of community detection. It deliberately
introduces ambiguity or misinformation into a graph-based
representation of data to avoid community detection. The idea
of community deception was first introduced by Nagaraja
[11] in 2010, which countered surveillance in a real-world
social network. Later, Waniek et al. [13] proposed the DICE
mechanism (i.e., disconnect internally and connect externally),
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which disconnects the existing node pairs between the same
cluster and connects the node pairs between different clusters,
to influence the downstream detection task. As the discussion
on this issue deepens, this topic has begun to attract more
attention. Typically, the works in this field can be divided
into two main types, namely focusing on misleading a target
community and decreasing the overall detection of entire
graphs.

From the perspective of misleading a target community,
Fionda et al. [12] first proposed a safeness-based deception
strategy considering the reachability preservation, community
spread, and community hiding of the target community at the
same time. Chen et al. [17] further proposed an improved gain
function to enhance the effect and efficiency of the deception
algorithm by only focusing on inter-community link additions
and intra-community link deletions. Based on the proposed
gain function, Yu et al. [40] developed a new deception
strategy by utilizing the multi-simulated annealing algorithm.
Moreover, Chen et al. [41] developed a new fitness function
that considers the change in degree information before and
after attacks as the unnoticeable constraint by utilizing evo-
lutionary computation methods. Recently, aiming to achieve
a black-box attack where the specific detection algorithm is
unknown, Yang et al. [42] proposed a local structure-based
deception approach that focuses on some local nodes with
dense connections instead of the whole community structures.
Chang et al. [43] investigated the complete escape problem of
the target community by utilizing the escape scores, dispersion
scores, and hiding scores as the evaluation metrics using
genetic algorithm.

On the other hand, from the perspective of decreasing the
global detection performance, Chen et al. [14] first proposed
the GAQ attack method by leveraging the metric of the
decrease of modularity through genetic algorithm. Besides
misleading the target community, the study [41] also proposed
another fitness function that focuses on the global deception
performance. Moreover, by observing the Matthew effect that
exists in the allocation of perturbation resources, Liu et al.
[44] proposed a probabilistic framework by incorporating the
random allocation and likelihood minimization to mitigate
the imbalanced budget allocation issue. Unlike the study
[14] that adopts modularity as the evaluation metric, Liu et
al. [45] selected the normalized mutual information (NMI)
as the corresponding metric and further employed genetic
algorithm to obtain the optimal perturbations. Liu et al.
[46] proposed the GCH deception method by determining
the optimal perturbations based on the prediction confidence
provided by a trained graph autoencoder [47] . To improve
the scalability of evolutionary computation-based methods in
large-scale networks, Zhao et al. [48] first developed a divide-
and-conquer strategy and then proposed a co-evolutionary
optimization algorithm. Furthermore, Zhao et al. [49] proposed
another attack strategy by constraining the modification dis-
tances between the potential perturbations to reduce the search
space and improve the attack performance simultaneously. In
addition, to improve the attack performance in large-scale
networks, Liu et al. [16] first sampled several sub-graphs from
the original graph, and then employed a graph autoencoder

Fig. 1. Illustration of the generated graph with a strong community structure
containing 200 nodes, and the community distribution is {100, 50, 25, 15,
10}. Here the green circles and blue lines represent the nodes and links in
the graph, respectively.

to generate the possible perturbations for each sub-graph,
respectively, where the perturbations from each sub-graph will
finally be determined based on genetic algorithm. Moreover,
Liu et al. [50] determined the optimal perturbations based
on the guidance of nonnegative matrix factorization on the
adjacency matrix.

Besides the above two perspectives, there are also several
works that focus on other aspects, such as the community
hiding in the attributed graphs [51], the hiding of nodes in
overlapping communities [52]–[54], etc. Although a great deal
of studies have been proposed to investigate the community
deception problem, several limitations exist. First, from the
perspective of misleading the entire network, one of the
widely used evaluation metrics is the decrease of modularity.
However, we empirically observe that it may be insufficient to
characterize the deception performance. Second, most current
deception strategies lack flexibility and scalability because
they need to pre-define a specific attack budget. Third, few of
the aforementioned works consider the issue of unnoticeable
perturbations, as most of them typically pre-define a fixed
budget as the unnoticeable constraint. However, it is crucial to
maintain the overall unnoticeability of the deception strategy,
otherwise such attacks may be easily identified by detection
systems. Thus, in this work, we are dedicated to addressing
the above limitations in current hiding strategies by propos-
ing a degree-preserving multi-objective community deception
strategy.

III. PRELIMINARIES

In this section, we first introduce the general representations
of graphs. Then, we discuss the limitations of simply em-
ploying the decrease of modularity to measure the deception
performance. In addition, we introduce a more appropriate
deception metric that we adopt in this work, along with the
metric for attack budgets. Finally, we study the correlations
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TABLE I
COMPARISONS OF THE INFLUENCE OF DIFFERENT COMMUNITY ADJUSTMENTS, SUCH AS MERGING OR SPLITTING THE LARGE OR SMALL COMMUNITIES,
ON THE CORRESPONDING COMMUNITY METRICS UNDER THE GENERATED NETWORKS WITH 200 AND 400 NODES. HERE, THE COMMUNITIES REPRESENT

THE SPECIFIC COMMUNITY DISTRIBUTIONS. Q AND ARI DENOTE THE CORRESPONDING MODULARITY AND ADJUSTED RAND INDEX METRICS.

Operation
n=200 n=400

Communities Q ARI Communities Q ARI

Original {100,50,25,15,10} 0.4051 - {200,100,50,30,20} 0.4077 -
Merge large {150,25,15,10} 0.0753 0.5123 {300,50,30,20} 0.0769 0.5255
Split small {100,50,25,15,5,5} 0.4009 0.9831 {200,100,50,30,10,10} 0.4033 0.9859

Merge large & split small {150,25,15,5,5} 0.0715 0.5123 {300,50,30,10,10} 0.0730 0.5255
Merge small {100,50,25,25} 0.4295 0.9831 {200,100,50,50} 0.4317 0.9832
Split large {50,50,50,25,15,10} 0.7284 0.6876 {100,100,100,50,30,20} 0.7300 0.6897

Merge small & split large {50,50,50,25,25} 0.7430 0.6710 {100,100,100,50,50} 0.7442 0.6731

between two proposed metrics to verify the rationality of the
modeling of multi-objective optimizations.

A. Graph Representations

Generally speaking, a graph can be represented as a collec-
tion of nodes and their corresponding links, i.e., G = {V,E},
where V = {v1, v2, · · · , vn} and E = {e1, e2, · · · , em}
denote the set of nodes and links in the graph G, respec-
tively. Moreover, A is the adjacency matrix representing the
connection relationship between nodes, Ai,j = 1 if there is a
link between nodes vi and vj , and 0 otherwise.

B. Limitations of the Decrease of Modularity

Modularity is a widely used metric to evaluate the per-
formance of community detection methods, where a higher
modularity usually can be considered that there is a better
community structure in the corresponding network [9]. Thus,
it is a natural idea to employ the decrease of modularity to
measure the performance of community deception in lots of
previous studies. However, in our empirical study, we inter-
estingly observe that a good deception performance does not
always indicate the decrease of modularity. On the contrary,
sometimes it may lead to an increase of it.

To verify the comprehensiveness of the decrease of modular-
ity metric, we design a graph generator for synthetic networks
with strong community structure. Specifically, for a given
community distribution within a network, we first generate
a fully connected subgraph for each community. Then, each
nearby community is connected in a chain-like configuration
via a single link. For example, a graph with 200 nodes and
five communities, i.e., {100, 50, 25, 15, 10}, is visualized in
Fig. 1.

By adopting the proposed graph generator, we then explore
the relationship between the change of community distribution
and modularity, as shown in Table I. We take the graph
with 200 nodes (i.e., n=200), whose original community
distribution is {100, 50, 25, 15, 10}, as an example. Six
different operations have been conducted to mimic the attack
operation at an extreme level, including the merge of the two
largest or smallest communities, the split of the largest or
smallest community, and their combinations. Each of them can
be considered as a strong attack operation. For instance, the

merge of communities with 100 and 50 nodes is considered
to be the merge of the two largest communities. Under
this operation, the nodes in these two communities will be
reconstructed as a new fully connected subgraph. Although
the nodes that originally belonged to the same community will
still be predicted to belong to the same community, they will
also be mispredicted to the same community as nodes from
different communities originally. Conversely, the split of the
community with 10 nodes will be considered as the split of
the smallest community. Under this operation, the nodes in this
community will be divided into two new communities where
each has 5 nodes and the nodes within each new community
will be fully connected. Although the 5 nodes in each new
community will still be predicted to be the same community
as each other, they will be mispredicted as different from the
other 5 nodes that belonged to the same community originally.
Therefore, the six operations above can all be considered as
strong attack operations.

However, by observing the results presented in Table I,
we find that not all six attack operations correspond to
the decrease of modularity. Merging the large communities,
splitting the small community, and their combinations tend
to lead to the decrease of modularity, while merging the
small communities, splitting the large community, and their
combination tend to lead the increase of modularity. Through
reviewing the specific operations, we find that high modularity
requires not only a strong community structure but also a
balanced community scale, as splitting a large community or
merging small communities both help balance the community
scale. We also obtain a similar conclusion on a larger network
with n=400. Based on the above results, it is obvious that
the decrease of modularity is not a comprehensive metric to
measure the deception performance.

C. Measure of Attack Performance
To evaluate the performance of the attack strategy, instead of

the decrease of modularity adopted by most previous studies,
we employ the concept of adjusted rand index (ARI) [18] in
this work. ARI is another widely used metric that characterizes
the performance of community detection algorithms. Specifi-
cally, ARI considers all pairs of nodes that are assigned to the
same or different clusters in the predicted and true labels. One
of the advantages of ARI is that it is not sensitive to the size
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of clusters, meaning it is not biased towards networks with
clusters having similar sizes.

Specifically, we first employ a specific detection method
on the clean graph (i.e., before the attacks) and consider the
obtained clustering labels as the ground truth labels. Our goal
is to design the attack strategy to mislead nodes to be predicted
to their corresponding ground truth labels. In particular, to
further transform our task into a maximization problem, we
define the measure of attack performance as the decrease of
ARI, namely DARI, which is given as follows.

DARI = 1−ARI, (1)

where 1 indicates the original ARI value of the clean graph
before the attacks. A larger value of DARI represents a better
deception performance.

D. Measure of Attack Budgets

For the metric of attack budgets, we simply denote it by
utilizing the links modified during attacks. The details are as
follows.

AT =
|A′ −A|

2
, (2)

where A′ and A denote the adjacency matrices of the graph
after and before attacks, respectively. An additional denomina-
tor of 2 is included as both A and A′ are symmetric matrices.
Moreover, to transform our task into a maximization problem,
we further define the decrease of AT, denoted as DAT, as
follows.

DAT = 1− |A′ −A|
2T

, (3)

where T denotes the largest perturbation budget, and we set
it at 20% of the number of original links. Generally, a larger
value of DAT represents a lower perturbation budget.

E. Correlation Study

Before the proposing of our attack strategy, we first explore
the correlation of the proposed two evaluation metrics, i.e.,
DARI and DAT. Specifically, we sequentially increase DAT
(i.e., decrease AT) and then record the corresponding DARI.
We randomly generate 2,000 independent perturbations for
visualization. The correlation of the two metrics for the three
benchmark datasets under the aforementioned operations is
given in Fig. 2. Particularly, the statistics for the three datasets
are given in Table II.

From Fig. 2, we can observe that the increase in DAT
tends to decrease DARI. In other words, a better deception
performance usually requires a larger attack budget. The
above result is reasonable since attackers can allocate more
resources to influence more nodes to be misclassified into
the wrong communities when DAT decreases. Therefore, to
achieve a better deception performance while using a lower
attack budget, it is both reasonable and necessary to model
the optimization of the above two conflict metrics as a multi-
objective optimization problem.

IV. PROPOSED METHOD

In this section, based on the discussion in the previous
section, we introduce the proposed attack strategies focusing
on maximizing DARI and DAT simultaneously. Specifically,
we first present the details of the proposed unnoticeable
method designed based on the backbone of the NSGA-II
[21] method step by step. Then, we introduce two improved
strategies by inducing the biased mutation mechanism. Finally,
we give an overall framework for community deception via
multi-objective optimization.

A. Degree-preserving Multi-objective Optimization

Based on the above discussion, we can conclude that the
two investigated metrics, i.e., DARI and DAT, are in conflict
with each other. Thus, we further model the optimization
of these two metrics as a multi-objective problem. Given a
specific graph G, our goal is to maximize both DARI and
DAT by injecting unnoticeable perturbations. Specifically, we
adopt the backbone of the NSGA-II method to design our
multi-objective unnoticeable community deception method,
i.e., UCD, as NSGA-II demonstrates both low computational
cost and fast convergence speed.

The detailed process of UCD for addressing our problem is
given as follows.

Step 1: Initialization. Copy the original G and then ran-
domly perturb it to generate a new “individual”, denoted as
Gi. Specifically, we adopt an unnoticeable rewiring operation
to inject perturbations into the graph. A simple example for
illustrating the rewiring operation is given in Fig. 3. By
selecting node c as the target node, we first disconnect one
of its original links (i.e., link a − c) and connect a new link
(i.e., link c − d) that does not exist in the original graph.
After that, to achieve the rewiring operation, we disconnect
one of the original links of node d where the end node is not
connected to node a (i.e., link d − e). Finally, we connect a
new link (i.e., link a− e) to complete the rewiring operation.
It is worth noting that the degree of each node after the
rewiring operation will remain the same as that before the
attacks. Thus, each individual can be considered as a possible
unnoticeable attack by injecting malicious perturbations via
the rewiring operation. This individual generation process
will be repeated Ω times to initialize different individuals by
employing different times of rewiring operation executions.
Finally, all individuals constitute the population P .

Step 2: Crossover. Among Ω different individuals in P ,
we randomly select two individuals, i.e., Gi and Gj , and
randomly exchange a part of their information to achieve the
individual crossover operation under a crossover probability
pc. Taking Fig. 4 as an example, we assume the two individuals
in the crossover operation are individuals 1 and 2. We first
randomly determine a target node that will share a certain
part of information with the corresponding node in the other
individual, for instance, node a in our example. After that,
we can obtain the neighbor sets of node a (i.e., {c} and
{e}) in the two individuals, respectively. Then, node a in
individual 1 will disconnect one of its original neighbors (i.e.,
link a − c) and connect one of the neighbors of node a in
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Fig. 2. Visualization of the correlation between the DAT and DARI metrics in three datasets using the LOU detection method based on 2,000 independent
simulation runs. Each circle demonstrates a specific attack operation on the corresponding network.
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Fig. 3. Illustration of the degree-preserving rewiring operation (and mutation
process), where solid lines and dashed lines represent the added links and
removed links, respectively.
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Individual 1
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BEFORE AFTER

Fig. 4. Illustration of the crossover process, where solid lines and dashed
lines represent the added links and removed links, respectively.

individual 2 (i.e., link a − e). In addition, to maintain the
degree distribution of individual 1, we further disconnect one
of the neighbors of node e (i.e., link d − e) and connect the
original neighbor of node c to the neighbor of node e (i.e.,

link c − d). After that, the degree distributions of individual
1 before and after the crossover operation remain the same.
At the same time, we adopt a similar operation on individual
2 as well. Through the above crossover operation, the two
newly generated individuals will contain certain information
from each other while constraining the degree distribution of
the individuals to remain the same before and after the attacks.

Step 3: Mutation. Different from the crossover operation,
which focuses on exchanging information between different
individuals, the mutation operation aims to induce some ran-
domness in the population evolution. The specific mutation
process is similar to Step 1. Under a pre-defined mutation
probability pm, a target node will first be determined. Then,
a degree-preserving rewiring operation will be employed, as
illustrated in Fig. 3.

Step 4: Fitness Calculation. After the crossover and muta-
tion steps, for each individual in the population P , we input
the specific denoted graph into the targeted community detec-
tion methods and record the corresponding metrics, namely,
the deception performance DARI and the decrease of attack
budget DAT.

Step 5: Non-dominated Sorting and Elite Selection. Be-
cause of the crossover operation, the scale of the original P
increases from Ω to 2Ω. Therefore, it is necessary to reduce
the scale of P back to Ω and only reserve those individuals
with better fitness scores. By giving a series of individuals with
different DARI and DAT, our goal is to determine which of
them should be reserved. Specifically, a non-dominated sorting
is adopted. Based on the dominant relation between different
solutions, the individuals can be ranked as F0, F1, ..., Fk,
where F0 denotes the subset of individuals that have the
overall best performance on both two metrics. Then, based on
the ranking of individuals obtained, we determine whether to
retain or remove them based on the following two rules. (1) An
individual with a superior rank will have a higher probability
of being reserved than the individual with an inferior rank.
(2) If the two individuals are from the same rank, the one
with a higher crowding distance will have a higher probability
of being reserved. The details of the non-dominated sorting
operation and crowding distance calculation can be found in
the original NSGA-II strategy [21].

Step 6: Termination. If the total number of iterations
exceeds the pre-defined maximum iterations, we terminate our
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Fig. 5. A systematic framework of UCD-based methods, where the biased mutation represents the corresponding variant methods of the original UCD method
by inducing the degree-biased and community-biased candidate node selection mechanisms.

method and output F0 as Pareto fronts. Otherwise, we go back
to Step 2 and continue.

B. Biased Mutation

In the original mutation step of UCD, we simply determine
the candidate node for disconnecting/connecting the corre-
sponding neighbors/non-neighbors through a random selec-
tion, leading to suboptimal deception performance due to
randomness. The above claim is also consistent with the
corresponding results in Section V. Thus, to further improve
the attack performance, we propose the degree-biased and
community-biased candidate node selection operations in the
mutation process. First, as we aim to mislead the correspond-
ing nodes to be classified into wrong clusters, it would be
more powerful if we select the node pairs to be discon-
nected/connected with different levels of degrees, as the nodes
with higher degree are typically situated in the core areas of the
corresponding community while the nodes with lower degree
are on the contrary. The above process can be considered as
a degree-biased candidate node selection operation. Second,
for the community-biased candidate node selection operation,
based on the previous studies [13], [14], [46], the operation
“disconnect internal and connect external (DICE)” tends to
achieve a strong community hiding performance. In other
words, the detection methods may be significantly influenced

by disconnecting the nodes belonging to different communities
and connecting the nodes belonging to the same community.

Based on the above analysis, we propose two variant
strategies of our UCD by incorporating these two mechanisms
into the mutation operation. Specifically, the details of the
mutation operation (Step 3) of UCD will be improved as
follows. First, we select the target node based on the degree
of nodes. Thus, two specific variants can be obtained, namely
UCD (MAX) and UCD (MIN). In UCD (MAX), nodes with a
higher degree will have a higher probability of being selected
as the target node. Under this scenario, nodes with a lower
degree will have a higher probability of being selected as the
nodes to be connected to/disconnected from this target node. In
contrast, for UCD (MIN), the node selection preference is the
opposite. At the same time, the DICE idea is also incorporated
into the mutation operation. That is, the target nodes will
prefer to connect a new link with the nodes belonging to
different clusters and disconnect an existing link with the
node belonging to the same cluster. Combining the two bias
processes, we can summarize the following. For a target node
having low/high degree, we will try to connect it with the
nodes belonging to other clusters that have relatively high/low
degree and disconnect it with the nodes belonging to the
same cluster that has a relatively high/low degree. Under this
situation, the target node can decrease its association with the



8 IEEE TRANSACTIONS ON XXX, VOL. XX, NO. XX, XX 2025

TABLE II
STATISTICS OF BENCHMARK DATASETS.

Datesets # Nodes # Links
Karate 34 78

Dolphins 62 159
Netscience 379 914

current cluster and increase its association with other clusters
as much as possible. Specifically, in our implementation, we
utilize a roulette wheel selection to determine the selected
target nodes based on their degree values. Aside from the
above process, the other steps of UCD (MAX) and UCD
(MIN) are the same as the original UCD method.

C. Overall Framework

The overall framework of the proposed community de-
ception strategies is illustrated in Fig. 5. A series of indi-
viduals will be first generated through different strengths of
perturbations in the Initialization step. Then, Crossover and
Mutation steps are utilized to combine the advantages of
other individuals and induce new randomness. In particular,
the biased mutation step is further proposed to improve the
attack performance in UCD (MIN) and UCD (MAX). After
that, Fitness Calculation step is proposed to record the two
considered metrics in this work, i.e., DARI and DAT. Finally,
based on the quality of individuals with regard to the above
metrics, the Elite Selection step is used to determine the
strong individuals to be reserved in the next iteration. The
final perturbed graphs, which will have the corresponding
unnoticeable perturbations injected from our strategies, can
achieve a significant community deception performance under
a limited attack resource.

V. EXPERIMENTS

In this section, we conduct comprehensive experiments to
verify the effectiveness of the proposed UCDs. The tested
datasets, selected detection methods, baselines, and parameter
settings are introduced first. Then, the detailed experimental
results along with corresponding discussions are presented.

A. Datasets

In the experiments, three classic datasets that are widely
used for the community detection tasks are chosen. The details
of these datasets are as follows.

1) Karate [55]. The Karate dataset is a social network built
by observing a karate club at an American university. The
nodes in the network represent the members of the club
and the links represent friendship relationships among
members.

2) Dolphins [56]. The dolphin dataset is built by observ-
ing the living habits of 62 bottlenose dolphins in New
Zealand. Considering each dolphin as a node, a link exists
between two nodes if their corresponding two dolphins
frequently move together.

3) Netscience [30]. The NetScience dataset is about the
collaborative relationships among co-authors of network
science. Each node represents a scientist and each link
between two nodes represents a collaborative relationship
between two scientists.

The detailed statistics for the three aforementioned datasets
are given in Table II.

B. Evaluated Detection Algorithms

In the experiments, three classic detection methods, includ-
ing LOU, FN, and LPA, are selected as the targeted algorithms
to be attacked. The details of them are given as follows.

1) LOU (Louvain Algorithm) [10] LOU is a classic and
powerful community detection method that identifies
community structures by maximizing modularity. It ini-
tially considers each node as an independent community
and then iteratively merges nodes to optimize modularity.
The above process continues until modularity no longer
increases.

2) FN (Fast Newman Algorithm) [8] FN is a community
detection method that optimizes modularity based on a
greedy strategy, which starts with each node as an inde-
pendent community and iteratively merges communities
to maximize modularity. Compared to the LOU method,
FN enhances efficiency through heuristic community
merging. Ultimately, FN selects the community partition
with the highest modularity as the final output.

3) LPA (Label Propagation Algorithm) [29] LPA iden-
tifies communities by propagating labels through the
network. At the start, each node in the network is assigned
a unique label. During subsequent iterations, each node
updates its label based on the labels of its neighbors,
continuing until the labels no longer change.

C. Baselines

To comprehensively demonstrate the effectiveness of the
proposed method, two state-of-the-art deception methods are
selected as baselines, as follows.

1) GAQ [14] (GA-based Q attack) GAQ employs the genetic
algorithm to obtain the optimal attack perturbations,
where the modularity of networks is used to design the
fitness function.

2) GCH [46] (Graph community hiding using a graph auto-
encoder) GCH is a novel method that adopts the graph
auto-encoder [47] to achieve community hiding. First, a
graph auto-encoder comprising an encoder and a decoder
is trained to create a probability adjacency matrix. Then,
based on the guidance of the probability matrix and a
given threshold, GCH deletes the corresponding links in
the same community and adds the corresponding links
in different communities. To extend this method into a
more scalable version, instead of pre-defining a threshold,
we will greedily select the corresponding perturbed links
based on the prediction probabilities.
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Fig. 6. Comparison of the Pareto fronts of UCDs and baseline methods under three detection algorithms on three datasets. The red triangles, green squares,
and blue stars indicate the solutions of Pareto fronts obtained by UCD, UCD (MIN), and UCD (MAX), respectively. The sky blue plus and orange cross
denote the representative solutions of GAQ and GCH, respectively.

Ref
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DAT Pareto front

Fig. 7. Illustration of the hyper volume with (0, 0) as the reference point.

D. Experimental Setups

For the proposed UCDs, the size of population Ω is set to
30. The crossover rate and mutation rate of UCDs are set to 0.5
and 0.8, respectively. The maximal budget of link modification
is set to 20% of the number of original links. The maximal
iteration of UCDs is set to 500.

Moreover, for the GAQ method, we set all the parameters to

be the same as the proposed UCDs to ensure a fair comparison.
For the GCH method, we set the encoder to be a two-layer
GCN [57]. It’s worth noting that both of the above two
methods fail to guarantee the degree distribution of networks
before and after the attacks.

E. Results

1) Pareto Fronts: To evaluate the effectiveness of our
proposed methods, we first demonstrate their Pareto fronts,
a widely used measure in multi-objective optimizations. The
Pareto fronts illustrate the trade-off between different objec-
tives in multi-objective optimization, providing a comprehen-
sive perspective to characterize the performance of correspond-
ing multi-objective optimization strategies. Specifically, in this
work, the two objectives we focus on are the decrease of
adjusted rand index (DARI) and the decrease of attack budget
(DAT), and our goal is to maximize the above two metrics,
aiming to achieve a more powerful community deception
performance under a smaller budget constraint. Moreover,
as GAQ and GCH are not directly designed for the multi-
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Fig. 8. Comparison of the changes in hyper volume of UCDs with regard to the number of iterations under three detection algorithms on three datasets.

objective optimization scenario, we manually select three
representative solutions, namely the farthest left one, exact
center one, and farthest right one, by setting the corresponding
attack budget to compare with the Pareto fronts obtained by
the proposed UCDs.

Fig. 6 demonstrates the obtained Pareto fronts of our strate-
gies and representative solutions of two baseline methods. As
we can observe, three UCDs can obtain a series of optimal
solutions across a different range of metrics. For the two
single-objective baselines, GAQ shows a much better perfor-
mance than GCH in all datasets. For the comparison between
multi- and single-objective methods, we find that the proposed
UCDs can obtain comparable or even better solutions than
GAQ and GCH, indicating the superiority of multi-objective
optimizations. In addition, for the comparison of the proposed
three UCDs, the two variant methods combining the biased
mutation process exhibit an overall better performance than
the original UCD, which also indicates the positive effect of
degree-biased and community-biased candidate node selection
mechanisms.

2) Hyper Volume and Solution Diversity: Besides the qual-
itative analysis of the proposed UCDs, we also quantitatively

investigate their performance. Hyper volume is a widely used
metric to evaluate the performance of multi-objective opti-
mization algorithms. A simple illustration of hyper volume,
which can be calculated through the area of the shaded region
between the Pareto fronts and a standard reference point (i.e.,
(0, 0) in this work), is given in Fig. 7. As we focus on
maximizing the considered two metrics, i.e., DARI and DAT,
we prefer the area of the shaded region to be as large as
possible. In addition to the hyper volume, we are also curious
about the diversity of the obtained Pareto fronts, i.e., the
number of solutions, where more diverse solutions indicate
stronger exploration abilities of the corresponding strategy.

The detailed results of the obtained hyper volume and
diversity of the three UCDs are given in Table III. We can
observe that all three methods tend to obtain the Pareto fronts
with pretty good diversity, especially for the two variant
methods UCD (MIN) and UCD (MAX). For the hyper volume,
we further investigate it from a micro perspective by presenting
the change in hyper volume with regard to the running iteration
on three datasets, as given in Fig. 8. We can find that the
two variant methods tend to obtain a higher hyper volume
than the original UCD almost all the time. The above results
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TABLE III
COMPARISON OF THE AVERAGE HYPER VOLUME AND SOLUTION DIVERSITY OF UCDS UNDER THREE DETECTION ALGORITHMS ON THREE DATASETS.

Datasets Detection Algorithms UCD UCD (MIN) UCD (MAX)
Hyper Volume Diversity Hyper Volume Diversity Hyper Volume Diversity

Karate
LOU 0.5429 14.76 0.5454 15.40 0.5478 15.56
FN 0.5046 16.98 0.5047 16.56 0.5042 17.34

LPA 0.8215 25.10 0.8213 24.32 0.8212 25.36

Dolphins
LOU 0.5612 24.18 0.5642 22.84 0.5639 25.10
FN 0.5228 22.28 0.5235 24.04 0.5238 22.98

LPA 0.8529 26.36 0.8575 27.04 0.8577 25.32

Netscience
LOU 0.4367 28.80 0.4385 28.98 0.4380 29.08
FN 0.4574 29.82 0.4594 29.44 0.4581 28.74

LPA 0.6696 25.66 0.6771 26.40 0.6719 27.34

(a) Original network (b) GAQ (c) GCH

(d) UCD (e) UCD (MIN)
(f) UCD (MAX)

Fig. 9. Visualization of the perturbed karate networks generated by corresponding community deception strategies. The green and red nodes denote the nodes
belonging to two different clusters (obtained by the LOU method), respectively. The blue and orange lines represent the newly added and deleted malicious
links, respectively.

demonstrate the deception effect and comprehensiveness of the
proposed UCDs, especially for the two variant methods.

3) Visualization of Perturbed Networks: Then, aiming to
deeply investigate the hiding effect of the proposed UCDs,
we visualize the corresponding perturbed networks generated
by them. Fig. 9 demonstrates the perturbed networks of
baselines and proposed UCDs. For the attack patterns, as can
be observed, GAQ follows the DICE-like attack patterns, while
GCH does not. The above results also support the unsatisfac-
tory deception performance of GCH in Fig. 6. Moreover, the
proposed three UCDs mainly follow the DICE attack pattern,
except for the original UCD (i.e., newly added link 2− 5). In
particular, the degree-biased pattern is also observed in these
two variant methods, which is consistent with our designs in
Section IV-B.

In addition, in terms of the unnoticeability, we can find that

both GAQ and GCH violate the constraints of degree distri-
butions, as they simply added or removed the corresponding
links while ignoring the local degree of those nodes. Instead,
the proposed UCDs can make sure the degree of each node
remains the same before and after the attacks, which improves
the unnoticeability of the community deception to some extent.

4) Relationship with Decrease of Modularity: Finally, we
investigate the relationship between the traditional metric, the
decrease of modularity, and the running iteration during the
optimization of our UCDs. Similar to before, we select the
farthest left solution, exact center solution, and farthest right
solution as three representative solutions during each iteration,
and plot their corresponding modularity values, as shown in
Fig. 10. We can easily find that, with the increase of iteration
(i.e., an increase of hyper volume under DARI and DAT),
the value of modularity demonstrates significant fluctuations.
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Fig. 10. Comparison of the change of modularity of different solutions of Pareto fronts obtained from UCD (MAX) with regard to the number of iterations
under three detection algorithms on three datasets, where left, middle, and right indicate the farthest left, exact center, and farthest right solutions during each
iteration.

The above finding also verifies our claims that the relationship
between the decrease of detection effect and the decrease
of modularity is not always linear. Sometimes a decrease of
detection performance may lead to an increase of modularity.
Thus, it may not be comprehensive enough to directly employ
the decrease of modularity as the metric to evaluate the effect
of community deception.

VI. CONCLUSION

In contrast to community detection, which aims to cluster
the densely connected nodes into the same group, community
deception focuses on decreasing such clustering performance
by injecting some unnoticeable perturbations. Specifically, the
limitations of current deception metrics designed based on
the classic modularity is first discussed. Then, we propose a
new deception strategy, UCD, to solve the deception problem
from a multi-objective optimization perspective, where both
the deception performance and attack budget are considered
simultaneously. Moreover, to further enhance the power of the
proposed UCD, we develop two variant methods of the original

UCD, i.e., UCD (MIN) and UCD (MAX), by considering the
degree-biased and community-biased candidate node selection
mechanisms in the mutation process. Comprehensive exper-
iments demonstrate the superiority of the proposed UCDs,
especially for their potential to enhance unnoticeability in
community deception tasks.
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