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2 Lin et al.

1 Introduction

With the rapid development of blockchain technology, decentralized finance (DeFi) applications are gradually expanding
from a single-chain mode and accelerating towards multi-chain parallel development [3, 21, 23]. Although the multi-
chain architecture alleviates the problems of single-chain congestion and high Gas fees, it also brings new challenges:
Data and assets on different blockchains cannot flow freely, forming the phenomenon of value silos and hindering
the construction of the multi-chain ecosystem. Against this backdrop, cross-chain bridge decentralized applications
(DApps) [10, 19] have emerged as solutions to connect these value silos and achieve interoperability between different
blockchains.

As cross-chain bridges become a foundational component of decentralized applications, their security has attracted
increasing attention from both academia and industry [12, 32]. Due to hidden design vulnerabilities and the substantial
value at stake, these bridges have emerged as high-value targets for attackers. According to the Rekt database1, three of
the five most severe historical blockchain security incidents involved cross-chain bridges, accounting for a cumulative
loss exceeding $1.82 billion. The frequency and severity of such attacks underscore the urgent need to enhance the
security of cross-chain bridges.

Existing studies on blockchain interoperability primarily focus on summarizing known cross-chain bridge vulnerabil-
ities and attacks, while offering potential defense strategies [4, 8, 15, 33]. However, most of these efforts lack deployable
detection frameworks. Rule-based tools such as XScope [31] and XChainWatcher [2] mitigate specific attack patterns
to some extent, but their protocol-specific designs severely limit generalizability. More recently, BridgeGuard [28]
introduces a graph mining-based detection approach with promising scalability. Nevertheless, it only analyzes transac-
tions confined to a single chain and lacks the capacity to handle off-chain components involved in cross-chain attack
execution.

Compared to single-chain DeFi systems, cross-chain bridge DApps introduce unique challenges due to their complex
execution model spanning multiple heterogeneous chains and off-chain components. We highlight two key design
challenges as follows:

• Challenge 1: Structural heterogeneity. Cross-chain behaviors involve diverse entities (e.g., users, contracts,
relayers) and semantic interactions (e.g., token locks, message relay, event logs) across chains, forming hetero-
geneous graphs with varying node and edge types. Existing graph models based on homogeneous meta-paths
struggle to capture such cross-chain business semantics.
• Challenge 2: Fragmented execution traces. Cross-chain behaviors typically span multiple transactions across
different blockchains and smart contracts. As a result, the complete execution trace is fragmented and distributed
across source-chain, off-chain, and destination-chain records, making it difficult to reconstruct coherent semantics
for accurate attack detection.

To improve the security of cross-chain bridge DApps, we present BridgeShield, a detection framework designed to
identify attack behaviors in cross-chain execution scenarios. To address Challenge 1, we model full-path cross-chain
behaviors as a heterogeneous graph that unifies interactions across source chain, off-chain coordination, and destination
chain. This graph captures the semantics of diverse entities and relations (e.g., users, contracts, relayers, token locks,
relay messages). Such heterogeneous modeling enables fine-grained representation learning beyond the limitations
of homogeneous meta-path approaches. To address Challenge 2, we design a unified data representation that links
fragmented transaction traces across multiple chains and execution layers. This allows the reconstruction of end-to-end

1https://rekt.news/zh/leaderboard/
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behavior paths necessary for detecting attacks that only emerge at the global level. We further introduce hierarchical
attention mechanisms to identify critical semantic patterns along these paths. We summarize the main contributions of
this work as follows:

• Detection Scope: To the best of our knowledge, BridgeShield is the first framework that jointly models the
source chain, off-chain coordination, and destination chain within a unified detection process, addressing the
limitations of prior approaches that focus solely on single-chain behaviors.
• Framework Design: We design a novel heterogeneous graph attention architecture tailored to cross-chain exe-
cution modeling, enabling the identification of complex attack patterns through structured semantic aggregation.
• Empirical Validation: BridgeShield demonstrates superior detection performance, achieving an average F1-
score improvement of 24.39% and a recall gain of 26.32% over existing state-of-the-art baselines on datasets
covering source-chain, off-chain, and destination-chain behaviors.

The chapter arrangement of this paper is as follows. Section 2 introduces the related work. Section 3 presents the
preliminaries and problem formulation. Section 4 elaborates on the implementation process and details of BridgeShield.
Section 5 describes the experiments and result analysis. Section 6 discusses the work of this paper and prospects for
future work. Section 7 concludes the paper.

2 Related Work

Cross-chain Bridge Security Analysis. Augusto et al. [1] revealed cross-chain vulnerabilities and privacy leaks
based on multi-source information datasets, systematically classifying various interoperability solutions. Lee et al. [9]
analyzed attack types targeting different cross-chain bridge components in detail by parsing their architectures and
combining real-world attack cases. Notland et al. [18] linked design flaws in cross-chain bridge architectures to related
vulnerability types and proposed corresponding preventive measures. However, these studies primarily focus on
fundamental research of cross-chain bridge security and attack protection, without constructing systems to detect
cross-chain bridge attack behaviors or safeguard cross-chain bridges from attacks. Facing this challenge, Zhang et

al.[31] identified three categories of security vulnerabilities in cross-chain bridges and proposed Xscope, a detection
tool based on security attributes and pattern rules. Augusto et al. [2] also proposed XChainWatcher, a cross-chain
attack detection method based on predefined cross-chain rules and a Datalog engine, which meets real-time monitoring
requirements in performance. Although predefined rule-based methods have made progress in cross-chain bridge attack
detection, they typically rely heavily on specific protocol designs, and their generality and generalization capabilities
still need further research and validation. Therefore, Wu et al.[28] investigated cross-chain transactions from a graph
perspective and introduced BridgeGuard, a detection framework designed to integrate global and local graph mining.
This method demonstrates strong flexibility and adapts to new attack patterns. However, BridgeGuard only focuses on
graph feature analysis of single-chain transactions and lacks modeling of off-chain attack scenarios, which limits its
comprehensive monitoring of cross-chain security risks to some extent.

Graph-based Methods for Blockchain Security Analysis. With the rapid development of deep learning, graph
neural networks (GNNs) and their variants have become one of the most influential research methods in graph
representation learning, owing to their excellent structural modeling capabilities and deep mining of topological
dependencies and semantic correlations between nodes. In smart contract vulnerability detection, Zhuang et al. [34]
represented smart contract functions by constructing contract graphs containing control flow and data flow, and
achieved vulnerability detection by combining graph normalization with degree-free graph convolutional networks
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4 Lin et al.

and temporal message propagation networks. Building on this, Liu et al. [14] added a security pattern module to
integrate expert knowledge with GNNs. Qin et al. [20] integrated multiple graph structures and first proposed a unified
representation of Execution Property Graphs. In Ethereum account classification, Liu et al. [13] modeled Ethereum
transaction records as graphs and achieved account classification through neighborhood filtering and feature-enhanced
GNNs. Wang et al. [26] proposed a framework for identifying phishing accounts on Ethereum based on transaction
subgraph networks. In cross-chain bridge security detection, to the best of our knowledge, BridgeGuard proposed by
Wu et al. [28] is currently the first and only tool using graph modeling to address cross-chain bridge attack transaction
detection. However, BridgeGuard lacks the ability to detect off-chain attacks.

3 Preliminaries and Problem Formulation

As shown in Fig. 1, the complete process of a cross-chain transaction can generally be divided into three stages: asset
locking on the source chain, off-chain verification, and equivalent asset minting on the destination chain.

• Source chain stage: The user initiates a deposit request to the cross-chain bridge routing contract, which forwards
the request to the token contract. The token contract locks the corresponding assets and generates a lock event.
After validating this event, the routing contract records a deposit event.
• Off-chain stage: The relevant components verify the reliability of the source-chain information and then transmit
the validated transaction data to the destination chain.
• Destination chain stage: The cross-chain bridge routing contract receives and forwards the verified request to the
token contract. According to the cross-chain protocol, the token contract mints equivalent tokens and allocates
them to the user, generating an unlock event. Upon detecting this event, the routing contract issues a withdrawal
event, completing the cross-chain transaction.
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Native 
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Fig. 1. Illustration of the cross-chain transaction process, including key components such as source chain, destination chain, and
off-chain validation.

Cross-chain bridge attacks have become increasingly sophisticated, manifesting in diverse forms across various
execution stages. These attacks may occur at any point within the cross-chain transaction lifecycle, including the source
Manuscript submitted to ACM
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Table 1. Symbols and definitions

Symbols Interpretation

𝐺 Cross-chain behavior heterogeneous graph
𝑉 Nodes of graph 𝐺
𝐸 Edges of graph 𝐺
𝜙 Node type mapping function
𝜑 Edge type mapping function
𝑇𝑣 Node type set
𝑇𝑒 Edge type set
𝜓 Meta-path set

freX
𝜓 𝑗

Frequency of meta-path𝜓 𝑗 in transactions with the transaction label X
fre_diff𝜓 𝑗

Absolute value of the frequency difference of meta-path𝜓 𝑗

countX
𝜓 𝑗

Number of occurrences of meta-path𝜓 𝑗 in transactions with the transaction label X
𝐼 (𝐺𝑖 ,𝜓 𝑗 ) Indicator function
𝛼
𝜓𝑘
𝑣𝑖 𝑣𝑗 Intra-attention weight within a cross-chain meta-path
𝛽𝑣𝑖 Inter-attention weight between cross-chain meta-paths

AttentionIntra-MP Intra-meta-path attention for cross-chain
AttentionInter-MP Inter-meta-path attention for cross-chain

𝑍𝑣𝑖 Final embedded representation of node 𝑣𝑖
𝑍global Global representation of the graph

𝑦 Multi-classification probability of the transaction sample
𝑦pred Predicted category of the transaction sample

chain, off-chain coordination layer, or the destination chain. Prior studies [28] have shown that such attack transactions
often exhibit anomalous patterns in local transaction topologies.

In practice, detailed records of cross-chain transactions can be collected by aggregating data from incident reports
and third-party monitoring services. Each transaction record typically includes information such as the transaction
hash, block number, timestamp, execution trace, emitted event logs, token transfers, and authorization activities.

Our research focuses on the problem of cross-chain bridge attack transaction detection. Given the detailed execution
data of cross-chain transactions, we aim to identify abnormal behavior patterns and classify transactions into one of
the following four categories: normal transactions, source-chain attack transactions, off-chain attack transactions, and
destination-chain attack transactions.

Problem Statement (Cross-chain Attack Behavior Detection). Given a set of cross-chain transaction detail records as
input, the task is to formally process and analyze their execution features in order to accurately classify each transaction
into one of the four behavior categories:

• Normal behavior (N) — legitimate cross-chain transactions;
• Source-chain attacks (A𝑠𝑟𝑐 ) — malicious behavior occurring on the source chain (e.g., fake lock events);
• Off-chain attacks (A𝑜 𝑓 𝑓 ) — manipulations in relayers, oracles, or validators;
• Destination-chain attacks (A𝑑𝑠𝑡 ) — malicious behavior occurring on the destination chain.

Table 1 summarizes the main symbols used throughout this paper.
Manuscript submitted to ACM
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Fig. 2. The overall framework of BridgeShield. BridgeShield constructs a cross-chain behavior heterogeneous graph (xBHG) from
decoded transaction data, and extracts differential meta-paths to highlight attack-specific patterns. A heterogeneous graph attention
network then learns semantic representations for transaction classification across source, off-chain, and destination layers.

4 Methodology

4.1 Overview of BridgeShield

In this paper, we propose BridgeShield, a cross-chain bridge attack behavior detection method based on a heterogeneous
graph attention network. Our method integrates heterogeneous graph modeling with hierarchical attention over unified
cross-chain traces, enabling fine-grained representation and global-context-aware detection of cross-chain attack
behaviors. As illustrated in Fig. 2, the overall architecture of BridgeShield consists of the following key components:

(1) Input data and feature alignment. We collect cross-chain transaction records from bridge-related smart
contracts, including execution traces, event logs, and token transfers. These raw records are decoded into structured
entities and interaction types. To handle heterogeneous node attributes (e.g., user, contract, relay, log), we apply
type-specific projection layers to embed them into a shared latent space, providing a consistent input foundation for
subsequent graph modeling.

(2) Heterogeneous graph modeling of cross-chain behaviors. We construct a Cross-chain Behavior Heteroge-
neous Graph (xBHG), where nodes represent entities and logs, and edges represent multi-relational interactions such as
calls, transfers, and cross-chain events. To reconstruct full-path behaviors, relay nodes are used to link semantically
matched transactions across chains. This graph structure captures rich inter-chain semantics essential for cross-chain
attack pattern learning.

(3) Differential meta-path extractor guided by business logic. To identify behavior patterns indicative of attacks,
we perform meta-path enumeration over xBHG using depth-first search. By comparing frequency distributions between
normal and attack transactions, we extract a set of differential meta-paths that highlight key cross-chain interaction
sequences, serving as semantic priors for attention learning.
Manuscript submitted to ACM
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(4) Heterogeneous graph attention network based on xBHG. For each selected meta-path, we apply intra-meta-
path attention to capture the relative importance of neighboring nodes, and inter-meta-path attention to fuse multiple
semantic views. A pooling layer aggregates node-level features into a global graph representation, which is then passed
to a fully connected detector to classify the transaction as normal or one of three types of cross-chain attacks.

4.2 Heterogeneous Graph Modeling for Cross-Chain Behaviors

Compared with homogeneous graphs, heterogeneous graphs can more accurately represent the interaction relationships
between different types of entities [7, 27, 30], enabling the model to have stronger expressive ability when analyzing the
characteristics of cross-chain transactions. Therefore, to more comprehensively capture the complexity of cross-chain
behaviors, this section will construct a heterogeneous cross-chain behavior graph and perform the initialization of
node features.

4.2.1 Definition of Cross-chain Behavior Graph. As shown in Fig. 3, the Cross-chain Behavior Heterogeneous Graph
(xBHG) is a heterogeneous graph, which can be expressed as𝐺 = (𝑉 , 𝐸, 𝜙, 𝜑), where 𝑉 and 𝐸 denote the sets of nodes
and edges, respectively. The mapping function 𝜙 specifies node types, while 𝜑 specifies edge types. The node type set
𝑇𝑣 contains six categories of nodes, and the edge type set 𝑇𝑒 contains six types of edges.

Table 2 summarizes the definitions and functions of these six categories of nodes in the cross-chain behavior graph.
To better support the detection of cross-chain attacks, user nodes are further distinguished according to their roles on
the source chain and the destination chain: on the source chain, a user initiates a cross-chain request by interacting
with the bridge contract, whereas on the destination chain, a user serves as the receiver of transferred funds. Table 3
shows the definitions and functions of the six types of edges in the cross-chain behavior graph. We establish edges in
the cross-chain behavior graph in the following ways: establish a transaction edge between the “from” address and the
“to” address of a transaction; establish a function call edge between the caller address and the callee address; establish a
log record edge between the address that issues a log and the log node; establish a transfer edge between the “from”
address and the “to” address of an asset transfer; establish a token authorization edge between the authorized address
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Log User
Et

Ex

Ex

Ec

Ee

Ee

Ec

Ee

EcEx

Ec
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Fig. 3. Heterogeneous graph scheme of cross-chain transaction behavior, including multiple entity nodes (detailed in Table 2) and
diverse interaction edges (defined in Table 3)
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Table 2. Node type definitions of cross-chain behavior heterogeneous graph

Symbols Node Type Function

𝑈 User Accounts who initiates cross-chain operations
𝑅 Router Contract Bridge contract who handles cross-chain transactions
𝑇 Token Contract Contract who executes token-related operations (e.g., token transfer)
𝑂 Other Account Unmarked accounts not in the above categories
𝐿 Log Records events during transactions
𝐷 Relay Off-chain component linking source and destination chains

Table 3. Edge type definitions of cross-chain behavior heterogeneous graph

Symbols Edge Type Function

𝐸𝑡 Transaction Relationship between users and router contracts
𝐸𝑐 Function Call Invocation from caller to callee
𝐸𝑒 Log Record Link between contracts and emitted logs
𝐸𝑥 Transfer Token or asset transfer relation
𝐸𝑎 Token Authorization Authorization relation between accounts
𝐸𝑑 Cross-chain Interaction Interaction of data or assets between on-chain and off-chain

and the authorizing address; establish a cross-chain interaction edge between the source chain router contract and the
relay node, as well as between the relay node and the destination chain router contract.

4.2.2 Feature Initialization. In the node feature initialization stage, we add the out-degree and in-degree of each node
as initial features. These two metrics capture the connectivity and interactivity of a node within the graph. A node
with a high out-degree is usually linked to many others, suggesting greater influence or participation. Conversely, a
node with a high in-degree is pointed to by many others, indicating that it may serve as a key entity or an important
receiver in the network. Such information helps reveal the role and position of nodes in the graph. In particular, within
cross-chain bridge scenarios, out-degree and in-degree reflect the activity level and dependency of nodes, which assists
the model in understanding their roles and interaction patterns.

In addition, nodes that are called carry function list information, while log nodes record the specific function name
and parameter list that triggered the log. These textual attributes contain rich semantic information. CodeBERT [6] is a
pre-trained model designed by Microsoft for programming languages, which can be used to efficiently generate reliable
vector representations of code. Thus, we choose to use the pre-trained CodeBERT2 model to convert the function
text attributes of log nodes into 512-dimensional vector representations. Such vector representations can preserve the
syntactic and semantic features of function texts, helping the model better understand the roles and relationships of
nodes in the cross-chain behavior graph. Additionally, using pre-trained models can make full use of the training results
of existing large-scale language corpora, improving the quality and accuracy of text representation, thereby avoiding
the high computational overhead caused by training models from scratch.

Since node features vary in dimensionality across different node types, feature alignment is required to ensure
effective model training. Specifically, assume that a certain node type 𝑡 ∈ 𝑇𝑣 has 𝑁𝑡 corresponding elements in the
cross-chain behavior graph, and each element has feature data of 𝑑𝑡 dimensions. To convert these features into a new

2https://huggingface.co/microsoft/codebert-base
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User: 0x27...236c

Router Contract: 0x75...bae1

Token Contract: 0x29...d695

Log: 0xf9...b3ef

Log: 0xf9...b925Log: 0xf9...481b

Other Account: 0x75...1c30

Token Contract: 0x00...0000

Router Contract: 0xbf...1424

Other Account: 0x26...1e4b

Other Account: 0xdd...a1af

Other Account: 0x00...0001

Other Account: 0x92...ccd4

Log: 0xbc...b3ef Log: 0xbc...777a

Token Contract: 0x00...0000

User: 0x27...236c

Relay

Edge: Transfer
Edge: Transaction

Edge: Log Record
Edge: Function Call

Edge: Token Authorization
Edge: Cross-chain Interaction

Fig. 4. A heterogeneous graph instance constructed frommatched source-chain transactions on the Ethereum network and destination-
chain transactions on the Binance Smart Chain.

dimension 𝑑 , we use a linear layer ℎ𝑡 = 𝑊𝑡𝑥𝑡 + 𝑏𝑡 to unify the dimensions of the features, where ℎ𝑡 represents the
projected feature matrix, with a size of 𝑑 ×𝑁𝑡 , that is, the new dimension and the number of elements;𝑊𝑡 is a learnable
type conversion matrix, with a size of 𝑑 × 𝑑𝑡 , and is used to map the original features of the elements belonging to type
𝑡 from 𝑑𝑡 dimensions to the new 𝑑 dimensions; 𝑥𝑡 represents the feature matrix of type 𝑡 , with a size of 𝑑𝑡 × 𝑁𝑡 ; 𝑏𝑡 is
the bias term, with a size of 𝑑 × 1.

An example of the final obtained graph is shown in Fig. 4, modeling the matched source chain transactions3 on the
Ethereum network and destination chain transactions4 on the Binance Smart Chain. The red user node in the source
chain initiates a cross-chain transaction request to the cyan router contract node. The router contract then calls the blue
token contract to lock assets and generate a log event. Subsequently, it interacts with the destination chain through the
purple relay node to realize the transfer of cross-chain assets.

4.3 Differential Meta-path Extractor

The cross-chain behavior heterogeneous graph can describe in detail the complex relationships between different types
of nodes and edges in cross-chain behaviors. As a high-order structure, meta-paths have been widely applied in the
research of many heterogeneous graphs [5, 11, 24]. Their core advantage lies in being able to capture the complex
relationships between different types of nodes and edges.

3Ethereum Transaction Hash: 0xf9ff957ecca80188d271f10c263078417cace8e184125150de8bedea81a69225
4Binance Smart Chain Transaction Hash: 0xbc7fafc4fc6335f044c4d74749acf34403201983b476447e9f3329187b64f1cc

Manuscript submitted to ACM



10 Lin et al.

Algorithm 1:Meta-path generation on cross-chain behavior graph
Input:Maximum path length 𝑙max, node type list 𝑇𝑛
Output: Set of all possible meta-paths𝑀

1 Initialize an empty set𝑀 ← ∅;
2 function RECURSIVE_GENERATE(𝑐𝑢𝑟𝑟𝑒𝑛𝑡_𝑝𝑎𝑡ℎ):
3 if len(𝑐𝑢𝑟𝑟𝑒𝑛𝑡_𝑝𝑎𝑡ℎ) > 𝑙max then
4 return ; // Stop the search for the current path

5 end
6 if len(𝑐𝑢𝑟𝑟𝑒𝑛𝑡_𝑝𝑎𝑡ℎ) = 𝑙max then
7 𝑀 ← 𝑀 ∪ {𝑐𝑢𝑟𝑟𝑒𝑛𝑡_𝑝𝑎𝑡ℎ} ; // Add complete path to result set

8 end
9 for each node type 𝑡 ∈ 𝑇𝑛 do
10 RECURSIVE_GENERATE(𝑐𝑢𝑟𝑟𝑒𝑛𝑡_𝑝𝑎𝑡ℎ + [𝑡]); // Continue the search for the current path

11 end
12 end
13 RECURSIVE_GENERATE([]) ; // Start the search process

14 return𝑀 ;

The frequency of meta-paths reflects the commonness of the interaction patterns between various types of nodes in
the graph. Meta-paths with higher frequencies often represent more universal and prominent interaction relationships
in the graph. Therefore, to comprehensively capture these interaction relationships, we set a threshold 𝜃 . When the
frequency fre_diff𝜓 𝑗

of a meta-path𝜓 𝑗 ∈ 𝜓 is greater than the set threshold 𝜃 , the meta-paths𝜓 𝑗 with differentiated
characteristics in attack transactions and normal transactions are selected to capture the features of the graph. The
calculation process of fre_diff𝜓 𝑗

is as follows:

fre_diff𝜓 𝑗
=

���freA
𝜓 𝑗
− freN

𝜓 𝑗

��� , (1)

where freN
𝜓 𝑗

is the occurrence frequency of the meta-path 𝜓 𝑗 under the normal transaction label N , and freA
𝜓 𝑗

is the
occurrence frequency of the meta-path 𝜓 𝑗 under the attack transaction label A. Their calculation formulas are as
follows:

freA
𝜓 𝑗

=

countA
𝜓 𝑗

𝑛A
, (2)

countA
𝜓 𝑗

=

𝑛A∑︁
𝑖=1

𝐼 (𝐺𝑖 ,𝜓 𝑗 ), (3)

where countA
𝜓 𝑗

represents the number of occurrences of the meta-path𝜓 𝑗 under the attack label A, and 𝑛 is the total
number of graphs in the dataset. 𝐼 (𝐺𝑖 ,𝜓 𝑗 ) is an indicator function, which takes a value of 1 when the meta-path 𝜓 𝑗

appears in graph 𝐺𝑖 , and 0 otherwise. Similarly, the meta-path countN
𝜓 𝑗

under the normal label N can be obtained.
The calculation of the meta-path set 𝜓 is implemented by Algorithm 1. All possible meta-paths are calculated by

setting the maximum path length 𝑙𝑚𝑎𝑥 and the node type list 𝑇𝑛 . In Algorithm 1, first, a set is initialized to store the
generated paths, and all possible node types are determined. Then, starting from an empty path, the path is expanded
step by step. At each step, a node type is selected and added to the current path, and the search continues. When the
path length reaches the set maximum value, the path is stored in the set; otherwise, the expansion and search continue.
Manuscript submitted to ACM
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Based on the 6 types of node types in the cross-chain behavior graph, the search process forms a fully expanded
recursive tree. In addition, the value of the length in the algorithm should start from 2 because only at least two nodes
can form an edge, thereby forming an effective meta-path. According to Algorithm 1 and the definition of heterogeneous
graph nodes in this paper, it can be calculated that there are 36 meta-paths with a length of 2, 216 meta-paths with a
length of 3, 1296 meta-paths with a length of 4, and 7,776 meta-paths with a length of 5.

When the length of the meta-path increases to 5, the number of its possible combinations rises sharply, leading
to a significant increase in computational complexity. It not only requires more computing resources and time for
path enumeration and feature extraction but may also bring additional storage overhead. At the same time, longer
meta-paths often involve more intermediate nodes, making the frequency of paths satisfying a specific structure in the
graph relatively low and showing obvious information sparsity. This sparsity will reduce the model’s ability to learn
key patterns and even introduce noise, affecting detection performance. Based on the above considerations, we select
meta-paths with lengths of 2, 3, and 4. This is aimed at ensuring the expressive ability of cross-chain business logic
while balancing computational efficiency and the stability of training effects.

4.4 Meta-path Based Heterogeneous Graph Attention Networks

Based on the xBHG, we propose BridgeShield, a meta-path-based heterogeneous graph attention network detection
method. BridgeShield consists of four components: intra-meta-path attention layer, inter-meta-path attention layer, a
global graph aggregation layer, and a cross-chain DApp attack detector.

4.4.1 Intra-meta-path Attention Layer for Cross-chain. In the heterogeneous graph of cross-chain behaviors, a specific
cross-chain node 𝑣𝑖 in the meta-path𝜓𝑘 is often connected to multiple cross-chain-related neighbor nodes. However, the
influence of these neighboring nodes on 𝑣𝑖 is not uniform: some may contain key information about abnormal behaviors,
while others may introduce irrelevant noise. For example, under normal circumstances, a cross-chain transaction
typically follows the meta-path:

𝜓1 =

(
U

E𝑐−−→ R
E𝑐−−→ T

)
. (4)

Along this path, the neighbors of a user node include the router contract and the token contract. The router contract, as
the core component of the cross-chain bridge, is responsible for routing requests and ensuring token exchange across
chains. Its behavioral patterns are often more indicative of potential cross-chain attack features, and thus exert greater
influence on the user node. In contrast, the token contract primarily executes transfers according to pre-defined rules
and has limited capability in characterizing abnormal behaviors. Consequently, when modeling the heterogeneous
graph to extract potential attack patterns, the router contract should be assigned a higher weight.

To this end, we introduce an intra-meta-path attention mechanism for cross-chain scenarios, which automatically
learns the relative importance of different neighbors along a given meta-path. Specifically, for each pair of cross-chain
transaction nodes (𝑣𝑖 , 𝑣 𝑗 ), the attention weight under the meta-path𝜓𝑘 is computed as

𝑒
𝜓𝑘
𝑣𝑖 𝑣𝑗 = AttentionIntra-MP (ℎ𝑣𝑖 , ℎ𝑣𝑗 ,𝜓𝑘 ), (5)

where ℎ𝑣𝑖 and ℎ𝑣𝑗 denote the feature representations of nodes 𝑣𝑖 and 𝑣 𝑗 , respectively, and AttentionIntra-MP is the
intra-meta-path attention function for cross-chain modeling, which calculates interaction weights based on node
features.
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To ensure that the computed weights accurately reflect the relative importance of node associations in cross-chain
transactions, we normalize them using the softmax function:

𝛼
𝜓𝑘
𝑣𝑖 𝑣𝑗 = softmax𝑣𝑗 (𝑒

𝜓𝑘
𝑣𝑖 𝑣𝑗 ) =

exp
(
𝜎
(
𝑎𝑇
𝜓𝑘
· [ℎ𝑣𝑖 ∥ ℎ𝑣𝑗 ]

) )∑
𝑣𝑙 ∈N

𝜓𝑘
𝑣𝑖

exp
(
𝜎
(
𝑎𝑇
𝜓𝑘
· [ℎ𝑣𝑖 ∥ ℎ𝑣𝑙 ]

) ) , (6)

where 𝑎𝑇
𝜓𝑘

is a learnable attention vector, 𝜎 is an activation function, ∥ represents vector concatenation, and N𝜓𝑘
𝑣𝑖 is the

neighbor set of node 𝑣𝑖 under the meta-path𝜓𝑘 .
Next, the calculated attention weights are applied to perform a weighted aggregation of neighbor features, forming

the representation of node 𝑣𝑖 under the meta-path𝜓𝑘 :

𝑍
𝜓𝑘
𝑣𝑖 = 𝜎

©­­­«
∑︁

𝑣𝑗 ∈𝑁
𝜓𝑘
𝑣𝑖

𝛼
𝜓𝑘
𝑣𝑖 𝑣𝑗 · ℎ𝑣𝑗

ª®®®¬ , (7)

where 𝜎 denotes a nonlinear activation function, and 𝑍
𝜓𝑘
𝑣𝑖 represents the feature vector of node 𝑣𝑖 after attention-

weighted aggregation, which integrates information from its neighbors along meta-path 𝜓𝑘 . Through this process,
the model adaptively emphasizes informative neighbors while suppressing irrelevant or redundant features, thereby
improving the ability to identify cross-chain attack patterns.

When modeling cross-chain interactions, a single meta-path may not fully capture the diversity of transaction modes.
For instance, in the basic case represented by𝜓1 (Equ. 4), assets are transferred directly through the router contract,
forming a straightforward interaction pattern. However, cross-chain behaviors may also exhibit more complex modes,
such as

𝜓2 =

(
U

E𝑎−−→ U
E𝑐−−→ T

)
, (8)

where the assets are first routed through an intermediate user account before reaching the router contract. These two
paths may reflect distinct semantics:𝜓1 often corresponds to normal cross-chain transactions, while𝜓2 (Equ. 8) may
indicate covert attack strategies.

If only a single-head attention mechanism is used, the model may over-focus on a specific type of cross-chain
interaction pattern, such as the conventional path of cross-chain asset transfers, while overlooking potential risks in other
cross-chain patterns. Therefore, we extend to a multi-head attention mechanism. Different attention heads can focus
on different types of neighbor relationships, thereby capturing complex information in cross-chain transactions more
comprehensively. In multi-head attention, each attention head𝑚 uses different parameters𝑊 (𝑚) for transformation.
Then, the attention weight 𝑒𝜓𝑘 ,𝑚

𝑣𝑖 𝑣𝑗 of each pair of nodes (𝑣𝑖 , 𝑣 𝑗 ) under the meta-path𝜓𝑘 is expressed as:

𝑒
𝜓𝑘 ,𝑚
𝑣𝑖 𝑣𝑗 = Attention(𝑚)Intra-MP

(
𝑊
(𝑚)
𝑣𝑖 ℎ𝑣𝑖 ,𝑊

(𝑚)
𝑣𝑗 ℎ𝑣𝑗 ,𝜓𝑘

)
, (9)

where different𝑊 (𝑚) enable each attention head to learn different feature transformations, thus focusing on different
transaction modes or relationships. Next, the results of multiple attention heads are concatenated to obtain a node
representation with more expressive power:

𝑧
𝜓𝑘
𝑣𝑖 =



𝑀
𝑚=1𝜎

©­­­«
∑︁

𝑣𝑗 ∈𝑁
𝜓𝑘
𝑣𝑖

𝛼
𝜓𝑘
𝑣𝑖 𝑣𝑗 · ℎ𝑣𝑗

ª®®®¬ . (10)
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Finally, the node embeddings
{
𝑧
𝜓𝑘
𝑣0 , 𝑧

𝜓𝑘
𝑣1 , . . . , 𝑧

𝜓𝑘
𝑣𝑥

}
learned by multiple attention heads are used as input and passed to

subsequent modules to support cross-chain attack detection and abnormal behavior recognition.

4.4.2 Inter-meta-path Attention Layer for Cross-chain. Cross-chain bridge attacks involve multi-chain interactions,
requiring a mechanism to aggregate semantics across different meta-paths. Traditional node embedding methods often
rely on a single semantic perspective, making it difficult to represent multi-level semantics in cross-chain transactions.
To address this limitation, we design an inter-meta-path attention mechanism that adaptively learns the relative weights
of different meta-paths and aggregates their information, thereby improving the detection of abnormal cross-chain
behaviors.

Formally, given a set of node embeddings (𝑍𝜓0 , 𝑍𝜓1 , . . . , 𝑍𝜓𝑥
) obtained from intra-meta-path attention, we compute

the weights of different meta-paths (𝛽𝜓0 , 𝛽𝜓1 , . . . , 𝛽𝜓𝑥
) using an inter-meta-path attention function:

(𝛽𝜓0 , 𝛽𝜓1 , . . . , 𝛽𝜓𝑥
) = AttentionInter-MP (𝑍𝜓0 , 𝑍𝜓1 , . . . , 𝑍𝜓𝑥

), (11)

whereAttentionInter-MP is a neural networkmodule that first applies a nonlinear transformation to adapt each embedding
to different transaction patterns. The importance of each business logic path is then measured as

𝑤𝜓𝑖
=

1
|𝑉 |

∑︁
𝑖∈𝑉

𝑞𝑇 · tanh(𝑊 · 𝑧𝜓𝑖
+ 𝑏), (12)

where𝑊 is the weight matrix, 𝑏 is the bias vector, and 𝑞 is the inter-meta-path attention vector for cross-chain. All
parameters are shared across meta-paths to ensure comparability. The final normalized weights are obtained using
softmax

𝛽𝜓𝑖
=

exp(𝑤𝜓𝑖
)∑𝑃

𝑖=1 exp(𝑤𝜓𝑖
)
. (13)

A larger value of 𝛽𝜓𝑖
indicates that the corresponding meta-path contributes more to cross-chain attack detection. Since

different attack types rely on different transaction logics, the weight distribution will dynamically adjust according to
the task.

Finally, the learned weights 𝛽𝜓𝑖
are sued as coefficients to adaptively aggregate meta-paths with different cross-

chain business logic features, performing a weighted summation to obtain the final node embedding representation
𝑍𝑣𝑖 =

∑𝑥
𝑖=1 𝛽𝜓𝑖

· 𝑍𝜓𝑖
. This inter-meta-path attention layer enables the model to capture multi-level semantics of cross-

chain behaviors, balancing the contributions of different transaction patterns to enhance attack detection accuracy.

4.4.3 Global Graph Aggregation Layer for Cross-chain. Inspired by Liu et al. [13] who transformed the Ethereum
account classification problem into a node classification problem, the detection of cross-chain attack transactions can
be converted into a graph-level classification task. Therefore, it is necessary to fuse global graph information through
pooling operations to obtain the overall representation of the graph.

Different pooling operations have their own advantages in graph representation learning. Average pooling retains
the overall feature distribution of all nodes in the graph by aggregating the mean values of the features of different
types of nodes. It can effectively capture the common patterns of cross-chain interactions, reduce the interference
of abnormal fluctuations, and provide a stable graph-level representation. Max pooling focuses on the prominent
features of key nodes, can sharply capture local abnormal signals, and enhance the ability to capture abnormal behavior
patterns related to attacks. Self-attention pooling dynamically learns the weights of nodes, can adaptively distinguish
the importance differences among different nodes, and effectively model complex dependency relationships. Therefore,
we mainly select these three pooling methods to obtain the global representation of the graph and explores the impact
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of different pooling methods on the results. The calculation methods of these three pooling methods are as follows:

𝑍global,mean =
1
𝑁

𝑁∑︁
𝑖=1

𝑍𝑣𝑖 , (14)

𝑍global,max = max
𝑖∈[1,𝑁 ]

𝑍𝑣𝑖 , (15)

𝑍global,att =
𝑁∑︁
𝑖=1

𝛼𝑣𝑖 · 𝑍𝑣𝑖 . (16)

where 𝑍𝑣𝑖 is the embedding representation of node 𝑣𝑖 , and 𝛼𝑣𝑖 is the attention weight of node 𝑣𝑖 , which is calculated by
a trainable attention network 𝛼𝑣𝑖 = 𝜎 (𝑤𝑇𝑍𝑣𝑖 ), where𝑤 is a trainable attention parameter, and 𝜎 is a Sigmoid activation
function, which is used to normalize the attention score ranging from 0 to 1. Finally, the global graph representation is
obtained through the pooling operation.

4.4.4 Cross-Chain DApp Attack Detector. We use a multi-layer perceptron (MLP) with softmax to transform the obtained
global graph representation 𝑍global into the probability distribution over multiple classes:

𝑦 = softmax(𝑊𝑍global + 𝑏), (17)

where𝑊 and 𝑏 are the trainable weight matrix and bias vector, respectively. To effectively alleviate the problem of class
imbalance, we use a cross-entropy loss function with class weights:

L = − 1
𝑁

𝑁∑︁
𝑖=1

𝐶∑︁
𝑗=1

𝑤𝑦𝑖𝑦𝑖 𝑗 log(𝑦𝑖, 𝑗 ), (18)

where 𝑁 is the total number of samples, 𝐶 is the total number of classes,𝑤 𝑗 is the weight of class 𝑗 , 𝑦𝑖 𝑗 is the value of
sample 𝑖 belonging to class 𝑗 in the true labels, and 𝑦𝑖, 𝑗 ∈ [0, 1] represents the predicted probability that the model
thinks sample 𝑖 belongs to class 𝑗 . Finally, the predicted class label is then determined as:

𝑦pred = argmax(𝑦). (19)

This design enables effective multi-class classification of cross-chain DApp transactions, providing a robust basis for
distinguishing normal and malicious behaviors across different execution stages.

5 Experiments and Results

To evaluate the effectiveness and robustness of BridgeShield5, we formulate the following research questions:

• RQ1: How do key configuration choices, such as the meta-path filtering threshold (𝜃 ) and pooling strategies,
affect the detection performance of BridgeShield?
• RQ2: How does BridgeShield compare with existing graph representation learning methods and existing tools
for detecting business-logic attacks on cross-chain bridges?
• RQ3: To what extent do the differential meta-path extraction module and the hierarchical attention mechanism
contribute to the overall detection performance of BridgeShield?

5The implementation is publicly available at https://github.com/Connector-Tool/BridgeShield.
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5.1 Settings

Dataset. We construct a comprehensive dataset of cross-chain bridge attack transactions by extending real-world
incidents. In addition to 49 well-documented attacks previously reported in the literature, we incorporate two new cases
that occurred until December 2024. As summarized in Table 4, these cases illustrate distinct attack mechanisms: GemPad
exploited a malicious token to repeatedly trigger the collectFees callback, enabling unauthorized LP withdrawals
through reentrancy; FEGtoken, in contrast, exploited a vulnerability in relay validation during cross-chain message
transmission, allowing forged messages to be accepted as legitimate.

The final dataset thus contains 51 representative events collected from June 2021 to December 2024. It includes
21,105 heterogeneous graphs of normal cross-chain transactions, along with 85, 45, and 30 heterogeneous graphs of
attack transactions on the source chain, off-chain, and destination chain, respectively. By consolidating multi-source
evidence and extending with new incidents, this dataset provides the most complete benchmark to date for evaluating
cross-chain attack detection methods.

Table 4. Detailed information of additional events. Table header fields are inspired by BridgeGuard [28].

Incidents Attack Date Incident Loss ($) Information Source Attack Stage of Cross-chain Reason

GemPad 2024/12/17 1,900,000 Rekt News Destination Chain Reentrancy
FEGtoken 2024/12/29 900,000 BlockSec Phalcon Off-chain Fake Deposit Event

Evaluation Settings. To ensure reliability, each experiment is repeated five times. For each run, 80% of the data
is used for training and 20% for testing, with different random seeds applied. Detailed logs of all runs are preserved.
Baseline comparison methods are configured as follows: feature engineering approaches employ MLPClassifier from
Scikit-learn, while graph neural network approaches use node degree as input features with a learning rate of 0.01 and
cross-entropy loss for optimization.

Evaluation Metrics. We measure performance using True Positives (TP), False Negatives (FN), and False Positives
(FP). Precision, recall, and F1-score are then computed to provide a comprehensive evaluation of detection effectiveness.

Baselines. The proposed method is compared with homogeneous graph representation methods, heterogeneous
graph representation methods, and the cross-chain bridge business logic attack detection method.

• Homogeneous graph representationmethods include theGraphAttentionNetwork (GAT) [25] andGraph2vec [17].
GAT learns the neighbor information of central nodes through attention mechanisms, suitable for node classifica-
tion and representation learning of graph data. Graph2vec is a method that embeds the entire graph into a vector
space, capturing structural features through unsupervised learning and suitable for graph classification tasks.
• Heterogeneous graph representation methods include three types: the Relational Graph Convolutional Network
(RGCN) [22] that models relationships between different types of nodes and edges through relation-aware
convolution operations, the Heterogeneous Graph Transformer (HGT) [29] that integrates self-attention to model
different types of nodes and edges, and Heterogeneous Edge-enhanced Graph Attention Network (HEAT) [16]
that further considers edge information on the basis of HGT.
• The cross-chain bridge business logic attack detection methods include Xscope [31] and BridgeGuard [28].
Xscope is a rule-based cross-chain bridge attack detection method that identifies attacks through key variables in
cross-chain behaviors. BridgeGuard [28] models and detects cross-chain transactions from a graph perspective,
and identifies attack patterns in cross-chain transactions through global graph mining and local graph mining.
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Fig. 5. The impact of thresholds on BridgeShield, and the frequency of meta-paths under normal and attack labels when 𝜃 = 1

5.2 RQ1: Configuration Analysis

To evaluate the impact of configuration choices on model performance, we first analyze the effect of the threshold 𝜃 ,
which controls the selection of meta-paths with discriminative properties across different transaction categories. This
parameter directly influences the model’s ability to capture potential attack behavior patterns.

As shown in Fig. 5(a), setting 𝜃 implies that all meta-paths are included as features. In this case, the recall rate
is relatively high, while the precision is comparatively low. The reason is that including more meta-paths covers
cross-chain behavior patterns more comprehensively, thereby improving recall. However, this also enlarges the feature
space and introduces additional noise. As 𝜃 increases, the features selected by the model become more refined, the
noise decreases, and the precision rate is greatly improved. Nevertheless, when 𝜃 > 1, due to the filtering of some key
features, the recall rate starts to decline, which means that the model may miss some complex or hidden cross-chain
attack behaviors. From the experimental data, when 𝜃 = 1, the F1-score of the model is the highest, indicating that the
model achieves a balance between precision rate and recall rate at this time.

In addition, as shown in Fig. 5(b), we further analyze the meta-paths selected when 𝜃 = 1, as well as their frequencies
under the normal label and the attack label. It can be found that meta-paths such as OOOO, OOOL and OROO appear
more frequently in the graphs with the attack label. Here, O represents a node without any mark. This indicates that
attackers will more often call some untrustworthy contracts to achieve their attack purposes. And other regular business
logic paths, such as RTL and URL, appear more frequently in the graphs with the normal label. Among them, RTL
reflects that the cross-chain bridge account calls the token contract account, and then the token contract account emits
an event. And URL indicates that a user calls the cross-chain bridge account, and then the cross-chain bridge account
emits an event.

Overall, the meta-paths selected after filtering by the threshold 𝜃 can reflect the business logic of the cross-chain
bridge and effectively reveal abnormal call situations in the cross-chain behavior graph. Based on the optimal threshold
𝜃 = 1 obtained from the experiments, we further explore the impacts of different pooling operations on the global graph
representation and the detection of cross-chain attack transactions. As shown in Table 5, the three pooling methods all
demonstrate excellent performance in normal transaction detection. Therefore, we focus on the performance of different
pooling methods on the three classes of attack transactions, and uses boldface to indicate the optimal results among the
three types of attack transactions. In terms of attack transaction detection, overall, global average pooling and max
Manuscript submitted to ACM
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Table 5. Experimental results of different pooling methods. N denotes normal transaction behavior, A𝑠𝑟𝑐 , A𝑜𝑓 𝑓 , and A𝑑𝑠𝑡 represent
the source chain, off-chain, and destination chain attack behaviors, respectively.

Pooling Method Category Precision Recall F1-score

Self-attention Pooling

N 99.97% ± 0.02% 99.86% ± 0.12% 99.91% ± 0.06%
A𝑠𝑟𝑐 74.02% ± 18.97% 93.57% ± 4.26% 81.66% ± 12.50%
A𝑜 𝑓 𝑓 73.67% ± 28.29% 80.50% ± 19.40% 71.50% ± 14.40%
A𝑑𝑠𝑡 87.36% ± 11.80% 81.90% ± 26.17% 80.92% ± 12.32%

Average Pooling

N 99.99% ± 0.01% 99.94% ± 0.10% 99.96% ± 0.05%
A𝑠𝑟𝑐 90.30% ± 12.42% 97.03% ± 4.07% 93.04% ± 6.71%
A𝑜 𝑓 𝑓 81.67% ± 32.49% 87.67% ± 11.64% 79.59% ± 23.03%
A𝑑𝑠𝑡 90.14% ± 10.53% 93.14% ± 9.60% 91.01% ± 6.23%

Max Pooling

N 99.98% ± 0.02% 99.97% ± 0.06% 99.98% ± 0.03%
A𝑠𝑟𝑐 94.36% ± 7.93% 93.03% ± 10.35% 93.53% ± 8.17%
A𝑜 𝑓 𝑓 89.09% ± 24.39% 94.17% ± 8.12% 90.43% ± 17.90%
A𝑑𝑠𝑡 95.00% ± 11.18% 93.14% ± 9.60% 93.78% ± 9.08%

Table 6. Average experimental results of attack transaction detection in pooling method comparison

Pooling Method Average Precision Average Recall Average F1-score

Self-attention Pooling 78.35% ± 19.69% 85.32% ± 16.61% 78.03% ± 13.07%
Average Pooling 87.37% ± 18.48% 92.61% ± 8.44% 87.88% ± 11.99%
Max Pooling 92.82% ± 14.50% 93.45% ± 9.36% 92.58% ± 11.72%

pooling show good performance in detecting source-chain attacks A𝑠𝑟𝑐 , off-chain attacks A𝑜 𝑓 𝑓 , and destination-chain
attacks A𝑑𝑠𝑡 . In contrast, self-attention pooling performs relatively poorly. The average values of different evaluation
metrics for the three pooling methods in attack transaction detection are shown in Table 6. The average F1-scores of
average pooling and max pooling in attack transaction detection reach 87.88% and 92.58% respectively. In comparison,
the average F1-score of self-attention pooling is only 78.03%.

Average pooling and max pooling outperform self-attention pooling when dealing with cross-chain bridge attack
transactions. On one hand, it may be because the imbalance in the number of transaction categories amplifies the
parameter sensitivity of self-attention pooling. Its complex structure requires sufficient training data to support the
reliable learning of weights between nodes. However, a small number of attack transaction samples are difficult to meet
the learning requirements of the attention weight matrix, causing the model to be dominated by normal transactions
and making it hard to capture attack features. On the other hand, cross-chain bridge attack transactions often manifest
as local topological anomalies. Max pooling can directly capture anomalies by extracting extreme feature values, and
average pooling can aggregate the mean values of global features to amplify statistical subtle differences. In contrast,
when there is insufficient data, the dynamic weights of self-attention pooling tend to converge to common behavior
patterns that occur frequently but have little effect on attack detection, rather blurring key attack features. In addition,
the high-order parameters introduced by the self-attention mechanism are prone to overfitting the features of normal
transactions with limited samples. In contrast, parameter-free average pooling and max pooling can more reliably
retain key information for distinguishing between normal and attack transactions in imbalanced data, avoiding the risk
of overfitting.
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Table 7. Experimental results compared with other methods

Method Category Precision Recall F1-score

Homogeneous
Graph

Representation
Learning

GAT

N 99.62% ± 0.40% 100.00% ± 0.00% 99.81% ± 0.20%
A𝑠𝑟𝑐 45.72% ± 42.24% 48.11% ± 45.24% 46.16% ± 42.27%
A𝑜 𝑓 𝑓 20.00% ± 44.72% 7.50% ± 16.77% 10.91% ± 24.39%
A𝑑𝑠𝑡 31.52% ± 44.00% 32.53% ± 44.65% 31.67% ± 43.46%

Graph2vec

N 99.45% ± 0.08% 99.95% ± 0.02% 99.70% ± 0.04%
A𝑠𝑟𝑐 40.00% ± 25.28% 7.26% ± 5.03% 12.09% ± 8.08%
A𝑜 𝑓 𝑓 62.00% ± 21.68% 27.83% ± 16.28% 35.46% ± 14.12%
A𝑑𝑠𝑡 56.67% ± 33.50% 32.92% ± 13.82% 40.76% ± 18.69%

Heterogeneous
Graph

Representation
Learning

RGCN

N 99.93% ± 0.06% 99.26% ± 1.53% 99.59% ± 0.76%
A𝑠𝑟𝑐 81.96% ± 40.33% 98.00% ± 4.47% 82.52% ± 36.21%
A𝑜 𝑓 𝑓 45.14% ± 31.92% 54.88% ± 40.64% 48.42% ± 34.63%
A𝑑𝑠𝑡 91.85% ± 13.36% 84.99% ± 11.45% 87.98% ± 10.75%

HGT

N 99.98% ± 0.01% 99.97% ± 0.03% 99.97% ± 0.02%
A𝑠𝑟𝑐 91.68% ± 6.93% 95.75% ± 4.29% 93.56% ± 4.55%
A𝑜 𝑓 𝑓 54.29% ± 50.91% 41.79% ± 40.40% 46.29% ± 43.43%
A𝑑𝑠𝑡 66.99% ± 15.66% 84.94% ± 9.90% 74.18% ± 12.10%

HEAT

N 99.90% ± 0.17% 99.97% ± 0.05% 99.94% ± 0.08%
A𝑠𝑟𝑐 60.28% ± 38.77% 70.75% ± 40.04% 63.69% ± 37.36%
A𝑜 𝑓 𝑓 53.23% ± 47.60% 44.05% ± 33.50% 46.71% ± 36.80%
A𝑑𝑠𝑡 51.92% ± 22.54% 61.71% ± 38.11% 50.40% ± 28.82%

Cross-chain
Bridge Attack
Detection

Xscope

N 99.63% ± 0.00% 99.17% ± 0.00% 99.40% ± 0.00%
A𝑠𝑟𝑐 53.85% ± 0.00% 100.00% ± 0.00% 70.00% ± 0.00%
A𝑜 𝑓 𝑓 100.00% ± 0.00% 48.70% ± 0.00% 65.50% ± 0.00%
A𝑑𝑠𝑡 100.00% ± 0.00% 52.70% ± 0.00% 69.06% ± 0.00%

BridgeGuard

N 99.94% ± 0.07% 99.98% ± 0.03% 99.96% ± 0.04%
A𝑠𝑟𝑐 88.14% ± 3.76% 87.11% ± 3.81% 87.23% ± 3.59%
A𝑜 𝑓 𝑓 0.00% ± 0.00% 0.00% ± 0.00% 0.00% ± 0.00%
A𝑑𝑠𝑡 94.56% ± 3.09% 85.14% ± 4.33% 90.16% ± 3.44%

Our Method BridgeShield

N 99.98% ± 0.02% 99.97% ± 0.06% 99.98% ± 0.03%
A𝑠𝑟𝑐 94.36% ± 7.93% 93.03% ± 10.35% 93.53% ± 8.17%
A𝑜 𝑓 𝑓 89.09% ± 24.39% 94.17% ± 8.12% 90.43% ± 17.90%
A𝑑𝑠𝑡 95.00% ± 11.18% 93.14% ± 9.60% 93.78% ± 9.08%

5.3 RQ2: Comparison Methods

To answer RQ2, we evaluate the average precision, recall, and F1-score of BridgeShield, other graph representation
learning methods, and cross-chain bridge attack detection methods. The results of the comparison experiments, as well
as the averages of different evaluation metrics for the detection of source-chain attacks A𝑠𝑟𝑐 , off-chain attacks A𝑜 𝑓 𝑓 ,
and destination-chain attacksA𝑑𝑠𝑡 , are shown in Tables 7 and Table 8 respectively. Similarly, we focus on the detection
results of different methods on the three types of attack transactions, use boldface and underlines to represent the
optimal and sub-optimal detection results for the three types of attack transaction detections.
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Table 8. Average experimental results of attack transaction detection in comparison methods

Method Average Precision Average Recall Average F1-score

GAT 32.41% ± 43.65% 29.38% ± 35.55% 29.58% ± 36.71%
Graph2vec 52.89% ± 26.82% 22.67% ± 11.71% 29.44% ± 13.63%
RGCN 72.98% ± 28.54% 79.29% ± 18.85% 72.97% ± 27.20%
HGT 70.99% ± 24.50% 74.16% ± 18.20% 71.34% ± 20.03%
HEAT 55.14% ± 36.30% 58.84% ± 37.22% 53.60% ± 34.33%
Xscope 84.62% ± 0.00% 67.13% ± 0.00% 68.19% ± 0.00%

BridgeGuard 60.90% ± 2.28% 57.42% ± 2.71% 59.13% ± 2.34%
BridgeShield 92.82% ± 14.50% 93.45% ± 9.36% 92.58% ± 11.72%

(1) In terms of homogeneous graph representation learning, GAT is mainly suitable for feature learning of homoge-
neous graphs and lacks the ability to model heterogeneous nodes and heterogeneous edges. Therefore, it is difficult
to extract complex transaction patterns and features in the cross-chain behavior heterogeneous graph, which makes
GAT’s ability to detect attack transactions poor, especially its ability to recognize A𝑜 𝑓 𝑓 is very limited. This shows
that the feature aggregation of a single type of nodes and edges in a homogeneous graph cannot effectively model the
behavior patterns and potential clues in cross-chain transactions. Graph2vec also performs poorly. As a homogeneous
graph representation learning method, it also ignores the heterogeneity of nodes and edges, cannot accurately depict
the diverse semantic relationships in cross-chain transactions, and lacks a mechanism for processing heterogeneous
information. Moreover, cross-chain attack transactions usually usually manifest as local abnormal behavior patterns,
while the global embedding of Graph2vec is difficult to capture the structural features of such fine granularity, which
further leads to insufficient understanding of transaction patterns and excavation of potential risk clues.

(2) In terms of heterogeneous graph representation learning, RGCN assigns independent weight matrices to different
relationship types for information transmission, thus improving the ability to recognize cross-chain attack transactions.
However, the aggregation method of RGCN is based on the mean value or weighted sum, and it is easily interfered by
noise. As a result, RGCN still has certain limitations when capturing complex cross-chain behaviors, and its ability to
detectA𝑜 𝑓 𝑓 is also restricted. HGT adaptively adjusts the weights of information propagation among different types of
transaction entities and operations through a meta-path-based attention mechanism, thus capturing the features of
attack transactions more accurately. Especially in the detection of A𝑠𝑟𝑐 , HGT can effectively identify abnormal deposit
transactions. However, HGT still has certain limitations in the detection of A𝑜 𝑓 𝑓 and A𝑑𝑠𝑡 . It may be because these
attacks involve more complex call chains and state changes, and it is difficult to model comprehensively only relying on
the relationship attention mechanism. Although HEAT introduces edge features for aggregation, the edge features in
this study are randomly initialized, which may introduce some noise to HEAT.

(3) In terms of cross-chain bridge attack detection, Xscope, as a rule-based method, performs outstandingly in the
A𝑠𝑟𝑐 category, with a recall rate reaching 100%, and can fully cover the attack behaviors of this category. However,
in the A𝑑𝑠𝑡 and A𝑜 𝑓 𝑓 categories, its recall rate is elatively low, resulting in a low overall F1-score. This is because
the detection of Xscope relies on log events. However, transactions not executed on EVM-compatible chains do not
have log events. The method proposed in this paper does not rely only on the parsing of log events, so it can avoid
such problems to a certain extent. The cross-chain transaction execution graph-based method BridgeGuard performs
relatively well on A𝑠𝑟𝑐 and A𝑑𝑠𝑡 . However, it only analyzes transactions within a single chain and lacks the capability
to detect off-chain attacks, which limits its ability to provide comprehensive monitoring of cross-chain security risks.

Manuscript submitted to ACM



20 Lin et al.

5.4 RQ3: Ablation Study

To fully explore the complex interaction relationships among nodes in the cross-chain behavior heterogeneous graph,
BridgeShield designs a differentiated meta-path extraction (DME) module. Meanwhile, to integrate the global interaction
information among cross-type entities, BridgeShield also introduces a hierarchical attention mechanism (HAM), which is
used to update node representations and generate a global graph representation. To verify the roles of these two modules
in detecting cross-chain attack behaviors, we design two ablation experiments. The variant models corresponding to
these two ablation experiments are as follows:

• BridgeShield (w/o DME): Remove the differentiated meta-path extraction module, that is, rely on the original
meta-paths in the graph, and perform pooling on the node features updated through the HAM.
• BridgeShield (w/o HAM): Remove the hierarchical attention mechanism, and directly perform pooling on the
node features in the extracted meta-paths.
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Fig. 6. Ablation experiments for BridgeShield

Fig. 6 shows the average results of the variant models on the cross-chain bridge business logic attack detection task.
When the differentiated meta-path extraction module is removed (w/o DME), the model performance drops significantly.
This indicates that although the global graph representation can provide certain information, the lack of differential
meta-paths makes it difficult for the model to recognize some key high-order structural features, thus affecting the
classification results. After removing the hierarchical attention mechanism (w/o HAM), the overall performance of the
model also drops significantly. This shows that this mechanism plays an important role in aggregating the features of
intra-cross-chain meta-paths and inter-cross-chain meta-paths and improving the model’s detection ability.

6 Discussion

Generalizability. Although attackers’ behavioral patterns are diverse and dynamic, their ultimate goal is to illegally
obtain cross-chain bridge assets by violating the normal cross-chain business logic. As a result, the transaction
networks generated by attackers will inevitably exhibit features distinct from normal transactions. Therefore, through
heterogeneous graph modeling and GNN-based detection, BridgeShield can adapt to more types of attack behaviors,
demonstrating strong generality and scalability. By constructing a heterogeneous graph of cross-chain bridge transaction
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behaviors, BridgeShield captures dynamic interactions between smart contracts and log information generated during
transactions. This means our method is applicable not only to known attack patterns but also to evolving ones.
Additionally, as a GNN-based detection approach, BridgeShield can be retrained as new attack data expands, enhancing
the model’s ability to recognize novel attack patterns. By continuously collecting new cross-chain attack data and
feeding it back into the training process, the system can gradually adapt to emerging attack modes.

Future Work. In future work, we aim to extend BridgeShield to non-EVM compatible blockchains like Solana,
achieving more comprehensive cross-chain security monitoring across multi-chain heterogeneous environments.
Meanwhile, we plan to explore the application of large language models in cross-chain security to build an intelligent
security analysis engine, improving the identification and defense against complex attack patterns.

7 Conclusion

This work presents BridgeShield, a framework for detecting cross-chain bridge attack behaviors. BridgeShield is the first
framework that jointly models the source chain, off-chain coordination, and destination chain within a unified detection
process, overcoming the limitations of prior methods restricted to single-chain behaviors. Through extensive evaluation
on 51 real-world attack events and tens of thousands of cross-chain transaction graphs, BridgeShield achieves an average
F1-score of 92.58%, which is 24.39% higher than the existing tool Xscope. These results highlight its ability to accurately
identify attack behaviors across the full execution path, including the source chain, off-chain relays, and destination
chain. Overall, BridgeShield provides an effective and practical solution for securing cross-chain bridges and multi-chain
ecosystems. By enabling end-to-end detection of malicious behaviors, it contributes to strengthening the reliability of
decentralized infrastructures and offers a foundation for future research on secure cross-chain interoperability.
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