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Abstract—Multimodal Large Language Models (MLLMs) have
made significant progress in numerous applications by seam-
lessly integrating vision and language understanding. However,
their trustworthiness remains an intense concern regarding the
risks such as hallucinations, adversarial vulnerabilities, privacy
leakage, and biased behaviors. Existing evaluation and mitiga-
tion approaches often focus on narrow aspects and overlook
risks introduced by the multimodality. To tackle these chal-
lenges, we propose MultiTrust-X, a comprehensive benchmark
for evaluating, analyzing, and mitigating the trustworthiness
issues of MLLMs. We define a three-dimensional framework,
encompassing five trustworthiness aspects which include truth-
fulness, robustness, safety, fairness, and privacy; two novel risk
types covering multimodal risks and cross-modal impacts; and
various mitigation strategies from the perspectives of data,
model architecture, training, and inference algorithms. Based on
the taxonomy, MultiTrust-X includes 32 tasks and 28 curated
datasets, enabling holistic evaluations over 30 open-source and
proprietary MLLMs and in-depth analysis with 8 representative
mitigation methods. Our extensive experiments reveal significant
vulnerabilities in current models, including a gap between trust-
worthiness and general capabilities, as well as the amplification
of potential risks in base LLMs by both multimodal training
and inference. Moreover, our controlled analysis uncovers key
limitations in existing mitigation strategies that, while some
methods yield improvements in specific aspects, few effectively
address overall trustworthiness, and many introduce unexpected
trade-offs that compromise model utility. These findings also
provide practical insights for future improvements, such as the
benefits of reasoning to better balance safety and performance.
Based on these insights, we introduce a Reasoning-Enhanced
Safety Alignment (RESA) approach that equips the model with
chain-of-thought reasoning ability to discover the underlying
risks. RESA significantly narrows the performance gap between
open-source and proprietary MLLMs, achieving state-of-the-art
results. MultiTrust-X underscores the need for holistic evaluation
and elaborate analysis and puts forward a mitigation strategy in
the development of trustworthy multimodal AI systems.

Index Terms—Multimodal Large Language Model, Trustwor-
thiness, Benchmark, Safety Alignment
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I. INTRODUCTION

ARGE Language Models (LLMs) [3] [4] [35] [74] have

demonstrated exceptional abilities in language compre-
hension and reasoning, representing a significant step towards
Artificial General Intelligence (AGI) [25]. Leveraging their
versatility, recent developments have extended LLMs beyond
text to incorporate additional modalities such as vision, leading
to Multimodal Large Language Models (MLLMs) [19] [46]
[57] [69] [101], which excel in diverse multimodal tasks and
are increasingly applied across various scenarios [24] [31]
[50] [88]. However, MLLMs also present serious concerns
regarding trustworthiness, such as factual inaccuracies [6]
[90], harmful content generation [60] [103], and privacy leak-
age [51] [55], which pose critical challenges to the reliability
and safety in applications and highlight the significance of
further research to tackle them [1] [23].

Recent studies have attempted to tackle relevant issues,
beginning with evaluation efforts to better understand the
trustworthiness of current MLLMs. Yet, existing benchmarks
often focus narrowly on isolated aspects of trustworthiness
(e.g., hallucination [6] [40], adversarial robustness [22] [97],
content safety [10] [80]), failing to provide a comprehensive
view of this topic. Moreover, the evaluation scenarios and
tasks are usually transformed from those for LLMs [42] [103],
overlooking the distinct risks introduced by multimodal inputs
and cross-modal interactions that arise uniquely in MLLMs.

Such narrowness is also evident in existing mitigation ap-
proaches. While some methods have been proposed to enhance
trustworthiness in dimensions such as truthfulness [37] [87],
safety [96] [102], and robustness [64] [98], they remain
limited in this multifaceted topic. For instance, RLHF-V [86]
and RLAIF-V [87] aim at reducing hallucination, while VL-
Guard [102] mainly reinforces the model’s refusal behavior
in response to malicious queries. Nonetheless, these methods
lack a holistic analysis of their different impacts on the overall
trustworthiness of MLLMs, leaving a gap that can greatly
affect their practical utility if not carefully examined.

In this work, we propose MultiTrust-X, a comprehensive
benchmark for assessing the trustworthiness of MLLMs, built
upon a unified framework encompassing three dimensions —
diverse aspects of trustworthiness, novel risk types specific to
multimodality, and different types of mitigation methods, as
illustrated in Fig. 1. The framework organizes trustworthiness
into a two-level aspect hierarchy, with five primary dimen-
sions distilled from the literature of trustworthy LLMs [49]
[77], which are truthfulness, robustness, safety, fairness, and
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Fig. 1: Framework of MultiTrust-X, including aspect division of trustworthiness, evaluation strategy of multimodal-related
risks, and categorization of mitigation methods from a machine learning perspective. Specifically, we implement 32 tasks to
comprehensively benchmark both modern MLLMs and existing approaches, which are exemplified in the grids between the
axes of aspect and method, to provide practical insights for future improvements in trustworthy MLLM:s.

privacy, to support a holistic evaluation across a variety of test either adapted from established resources or newly constructed
scenarios, addressing both the reliability of model behavior through synthetic generation (e.g., using Stable Diffusion [63]
and the societal implications. It then incorporates a deeper and GPT-4V [57]) and manual annotation. To ensure a com-
multimodal perspective to introduce two novel risk types, i.e., prehensive assessment of trustworthiness, we employ both
multimodal risks arising in new multimodal scenarios and objective and subjective metrics tailored to the characteristics
cross-modal impacts that capture how visual inputs influence of each task. For model evaluation, we include 30 widely-used
performance on text-only tasks. In addition, we explicitly MLLMs from both proprietary and open-source communities,
categorize existing mitigation approaches based on their un- ensuring broad coverage and reliable results. For method anal-
derlying technical features corresponding to the factors in a ysis, we select 8 representative approaches positioned across
machine learning system [36], including data, architecture, different regions of our categorization framework, forming the
training, and inference algorithms. This enables a structured basis for subsequent controlled and in-depth analysis.
analysis of their key contributions and limitations in a broader Based on the extensive evaluation results, we uncover sig-
context of trustworthiness. nificant trustworthiness issues. We first identify the gap from
Within this systematic framework, we implement the bench-  open-source MLLMs to proprietary models in trustworthiness,
mark through extensive evaluations spanning 32 tasks, sup- rendering the limited correlation between trustworthiness and
ported by 28 carefully curated datasets. These datasets are general capabilities. Delving into the experimental results
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of each aspect, we uncover several critical issues including
vulnerabilities to multimodal jailbreaking and adversarial at-
tacks, and tendencies to disclose privacy or display biases
with multimodal inputs. These findings highlight the intricate
challenges posed by the multimodal nature of MLLMs.

Furthermore, we conduct a detailed case study to rigorously
assess the effectiveness of mitigation methods in facilitating
trustworthiness on a subset of tasks. The analysis shows that
none of the current approaches yield all-round improvements.
Concretely, we observe that methods targeting hallucination
are ineffective in reducing safety risks, and that safety training
using refusal data or replacing the visual encoder with a more
robust alternative often introduces trade-offs between safety
and helpfulness. Inspired by the recent advancements in Large
Reasoning Models like DeepSeek-R1 [30], we examine the
effect of reasoning data for risk mitigation [93] and notice
that, compared to direct answers, deliberative analysis achieves
similar safety performance as refusal training while better
preserves the general utility of the model.

Building on our analysis, we propose Reasoning-Enhanced
Safety Alignment (RESA), a simple yet effective mitiga-
tion method that achieves state-of-the-art performance on
MultiTrust-X among open-source MLLMs. Specifically, we
restructure VLGuard data [102] into chain-of-thought format
for supervised fine-tuning and replace the visual encoder with
the robust FARECLIP [64]. This modification raises LLaVA-
v1.5-7B’s overall score from 48.45 to 69.66, surpassing Phi-
3.5-Vision [2] (66.29), which was previously the highest-
performing model due to extensive safety alignment before
release. Our approach significantly narrows the trustworthiness
gap between open-source and proprietary MLLM:s.

This journal paper is an extended version of our NeurIPS
paper [92]. Compared with the conference version, we have
made significant improvements and extensions: (1) We expand
the original benchmark of MultiTrust with a new dimension,
which constructs a more comprehensive three-dimensional
framework, MultiTrust-X, for assessing the trustworthiness of
MLLMs (Fig. 1). Beyond simply evaluating existing mod-
els, MultiTrust-X incorporates in-depth analysis of mitigation
methods from a machine learning perspective. Specifically, we
examine 8 representative approaches targeting hallucination,
adversarial robustness, and safety, and conduct controlled ex-
periments to derive practical insights for improving the overall
trustworthiness of MLLMs. The extended framework is intro-
duced in Section III-C and the detailed analysis is presented
in Section V. (2) Based on the insights from analysis, we pro-
pose a novel mitigation method, Reasoning-Enhanced Safety
Alignment (RESA), which better preserves the general utility
and achieves the state-of-the-art performance on MultiTrust-
X. The implementation details and experimental results are in-
cluded in Section VI. (3) We expand our evaluation to include
9 additional modern MLLMs, including closed-source models
such as GPT-40 and Hunyuan-V, and open-source models
like Phi-Vision and Cambrian-8B. These additions strengthen
our conclusions and highlight the continued significance of
trustworthiness challenges. (4) We have also substantially
restructured and rewritten the manuscript, adding new sections,
including Sections III-C, V and VI, as well as updating some

figures to enhance the clarity and completeness of this paper.

The rest of this paper is structured as follows: Section II
reviews the related works of MLLMs and their trustworthiness.
Section III describes the overall design of MultiTrust-X in both
its framework and the implementations. Section IV presents
the benchmarking results of modern MLLMs and Section V
provides a more in-depth analysis of relevant mitigation meth-
ods with some practical insights. Section VI introduces our
newly proposed mitigation method that is based on reasoning.
Section VII concludes the paper.

II. RELATED WORK
A. Multimodal Large Language Models

Multimodal Large Language Models (MLLMs) [45], [57]
extend pretrained Large Language Models (LLMs) [3], [74]
by integrating visual features into the language modeling,
which enables versatility in addressing both traditional vision
tasks [14], [28], [31], [85] and complex multimodal chal-
lenges [24], [50], [88]. Typically, a visual encoder extracts
features from input images, which are then mapped into
the language model’s embedding space through a lightweight
projection layer [45] or adapter module [19]. This design
maintains the modularity of the system and allows efficient
alignment between modalities. To acquire multimodal capa-
bilities, MLLMs are commonly trained in multiple stages [2],
[101], including vision-language pretraining which aligns the
modalities, supervised fine-tuning (SFT) on visual instruction
datasets which improves task-specific performance [13] [91],
and preference alignment methods such as Reinforcement
Learning from Human Feedback (RLHF) [8] or Direct Pref-
erence Optimization (DPO) [62] which further refine outputs
to align with human values and safety standards.

Among all MLLMs, proprietary models consistently per-
form well. OpenAI’s GPT-4-Vision [57] pioneered this space
by adeptly handling both text and image content. Anthropic’s
Claude 3 series [5] integrates advanced vision capabilities
and multilingual support, enhancing its application across
diverse cognitive and real-time tasks. Similar progress has
been made by Alibaba’s Qwen-VL-Plus [7] and Google’s
Gemini [69], which excel in highly sophisticated reasoning
tasks. Transitioning from these proprietary models, the open-
source community has also made notable contributions to the
MLLM landscape, with pioneering works like LLaVA [45]
and InstructBLIP [19]. They are followed by huge attempts
to develop various MLLMs, such as InternVL-Chat [17],
InternLM-XComposer [21], [70], Cambrian [72], some of
which even achieve similar multimodal capabilities on popular
benchmarks [24], [50] compared to the proprietary models.
However, most of them have not been carefully post-trained
for better trustworthiness, except for the Phi-family [2] that
has been safety aligned before its release.

B. Trustworthiness of MLLMs

The trustworthiness of foundation models has become a
central concern in the deployment of Al systems in real-world
scenarios. For LLMs, extensive studies have proposed bench-
marks to evaluate their trustworthiness [49] [68] [77], along
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TABLE I: Comparison between MultiTrust and other trustworthiness-related benchmarks for MLLMs. The numbers in the
parenthesis for # MLLM represent the counts of proprietary models.

‘ Aspects ‘ Risks ‘ Task Types ‘ Statistics ‘ Benchmarking
$
o > > & & &
& & . & P & <& & WS XS ¥
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PrivQA [15] X X X X v v X X v 2 2.0K 3(0) X
GOAT-Bench [41] X v X X X v X v X 5 6.6K 11(1) X
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with diverse datasets specific for evaluating truthfulness [42]
safety [67], fairness [54], robustness [78], and privacy [53].
These works reveal vulnerabilities such as toxicity, biased gen-
eration, hallucination, and vulnerability to jailbreaking attacks.
However, when turning to the evaluation of trustworthiness in
MLLMs, beyond the above inherent vulnerabilities of LLMs,
the introduction of multimodal dimensions poses additional,
complex risks. These include susceptibility to adversarial
image attacks [16] [22] [95], the potential for toxic content in
visual media [80], and the possibility of jailbreaking through
visual contexts [10] [60]. Consequently, the systematic assess-
ment of MLLMSs’ trustworthiness is not only more challenging
but also more necessary.

Beyond MLLM evaluation benchmarks that mostly provide
relatively holistic evaluations for the overall perception and
reasoning capabilities [38] [50] [88], existing benchmarks
evaluating MLLMs in trustworthiness are still limited to
isolated risks at a phenomenon level, such as object hallucina-
tions [24] [44] [83], toxicity [26] [47], jailbreaking via visual
contexts [10] [52] [60], OOD robustness [9] [76], adversarial
image attacks [22] [97], privacy leakage [15], etc. While they
refer to part of trustworthiness, they fail to capture the full
scope of trustworthiness in modern MLLMs and also miss
the threats arising from the interplay between modalities.
Moreover, these evaluations are conducted on released models,
which usually diversify in different aspects, providing few in-
sights for further improvements. Thus, in this paper, to fill the
gap of comprehensive evaluation in MLLMs’ trustworthiness,
measure dual risks in both multimodal and cross-modal dimen-
sions, and provide more practical insights for improvements
by analyzing mitigation methods, we propose our MultiTrust-
X, the first comprehensive and unified benchmark to evaluate
the trustworthiness of MLLMs across diverse dimensions. To
better show our contributions compared to previous work, we
display a qualitative comparison in Table I.

III. OVERALL DESIGN OF MULTITRUST-X

In this section, we begin by introducing the framework
design of MultiTrust-X, as illustrated in Fig. 1, which ranges

from aspect division to method categorization. We then outline
the implementation details for the benchmark, including an
overview of tasks, evaluation metrics, selected models for
evaluation, and representative methods for analysis.

TABLE II: Definitions of the five primary aspects of trustwor-
thiness in MultiTrust-X.

Measures the errors in the information the models provide caused by

Truthfulness either internal limitations or external misguidance

and protect personal data from unauthorized requests

Robust Evaluates models’ consistency and resistance under distribution shifts
obustness or input perturbations in both natural and adversarial scenarios
Safet Guarantees that the responses from MLLMs do not cause unexpected
atety consequences, such as toxic outputs or harmful contents
Fai Determines the extent to which the model outputs are free from
airness inequitable outcomes that could disadvantage any user group
. Assesses the models’ capacity to detect the risks of privacy disclosure
Privacy ‘ pacity fp -

A. Hierarchical Aspect Division

Building upon extensive research on trustworthy LLMs [49]
[68] [77] and synthesizing insights from emerging studies on
MLLMs [22] [40] [60], we identify five primary aspects for
evaluating the trustworthiness of MLLMSs, covering truthful-
ness, robustness, safety, fairness, and privacy. The first two
focus on ensuring model reliability and correctness, aiming
to prevent factual inaccuracies and instability under varying
conditions. Meanwhile, the latter three reflect the broader
ethical and societal responsibilities of these models, addressing
concerns such as illegal behaviors, biased representations, and
violations of user privacy. Detailed definitions are displayed
in Table II. Together, these five aspects form a balanced and
holistic spectrum that captures both the technical soundness
and ethical integrity of MLLMs in terms of trustworthi-
ness.These five aspects are further refined into a two-level
taxonomy, eventually comprising ten specific sub-dimensions
for more granular analysis, as shown in Fig. 1. Truthfulness is
divided into inherent deficiencyand misguided mistakes from
a macro perspective. Robustness is considered with the out-
of-distribution (OOD) and adversarial robustness respectively
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following the common practice. As for safety, we focus on the
two most significant topics, i.e., the toxicity of Al-generated
contents and the jailbreaking to facilitate malicious misuse.
Fairness is broken down into stereotype and bias & preference,
while privacy is evaluated in terms of awareness and leakage.

B. Multimodality-Related Risk Definition

Beyond the existing risks in LLMs, we delve into the
multimodal nature of MLLMs and define two unique risks
for MLLMs, which are multimodal risks and cross-modal
impacts. While most existing studies [26] [39] [47] focus on
the multimodal risks introduced by visual inputs in multimodal
scenarios, such as image-specific threats or image-text pairs,
we argue that while these multimodal risks are important,
they don’t fully capture the implications of integrating new
modalities. A critical yet underexplored concern lies in the
cross-modal impacts, i.e., how the addition of a new modality
can subtly or significantly alter the behavior of models in
text-only tasks originally designed for LLMs [60] [76]. For
example, semantically relevant or irrelevant images can influ-
ence model outputs even in text-only settings, raising concerns
about consistency and reliability in broader applications. We
illustrate these two risks with examples in Fig. 2. In Fig. 2a de-
picting multimodal risks, the misguiding factor and adversarial
noises are imposed on the images in multimodal QA or image
captioning tasks, while in Fig. 2b for cross-modal impacts,
the tasks only depend on text inputs but the model responses
are very sensitive to the introduction of either semantically
relevant or irrelevant images. To better measure cross-modal
impacts, we gather three groups of images that are irrelevant
to the QA tasks, including random noises, color blocks, and
sampled natural images from ImageNet. When testing the in-
fluence from each group, we sample three images and average
the results. As for the relevant images, we utilize generative
models or typographic manners to construct images positively
or negatively correlated with the textual inputs accordingly in
different tasks. Details are introduced in Appendix A-B.

C. Mitigation Method Categorization

As risks of MLLMs are gradually identified, a growing
number of studies have begun exploring ways to mitigate these
risks [37] [64] [99] [102]. However, these studies often focus
on specific types of risks or expected behaviors and have yet
to provide a comprehensive improvement in the trustworthi-
ness of the models. Meanwhile, these methods usually have
different technical contributions, which may pose certain lim-
itations in inspiring the long-term development of trustworthy
MLLMs. To better analyze the impact of each method on
trustworthiness, we categorize their technical points based on
their stages within a machine learning system [36], including
data, architecture, training, and inference algorithms [32]. This
allows us to construct a grid between mitigation methods and
trustworthiness aspects, enabling the effective classification
and comparison of existing representative approaches. Since
a majority of scenarios in safety, fairness, and privacy involve
the expected behavior of refusal and many methods do not
strictly distinguish between them, we generally discuss these
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three aspects collectively when analyzing the mitigation meth-
ods under the term of safety alignment [34].

As demonstrated in Fig. 1, we summarize some represen-
tative methods in the graph to illustrate our categorization,
aiming to facilitate clearer research. For instance, numerous
datasets have been curated to address hallucination issues,
upon which algorithms such as training RLAIF-V [87] have
been developed to mitigate them. In the context of robustness,
methods like FARECLIP [64] and SimCLIP [33] adopt un-
supervised adversarial training [100] in the embedding space
and can serve as substitutes for the original visual encoders
in MLLMs. Accordingly, we categorize these approaches
under architecture updates. As for safety-critical scenarios,
researchers propose inference-time techniques [20] [73] to
better detect risks and correct harmful outputs, in addition to
the ongoing efforts in dataset construction [102], algorithm
design [96], and architecture modification [48].

D. Implementation Details

In this section, we will introduce the implementation details
of MultiTrust-X, from a brief overview of the task design and
evaluation metrics to the models and methods to be evaluated
and analyzed.
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1) Task Overview: Guided by the framework in the dimen-
sions of aspects and risks, we design 32 diverse tasks that
reflect both realistic and comprehensive risk scenarios. These
tasks span generative and discriminative settings and include
both multimodal and text-only formats, which are exemplified
in Fig. 1. They are also summarized in Appendix A-D.

However, one challenge is the scarcity of available datasets
to support these tasks. We construct 20 adapted datasets by
modifying existing datasets in text, image, and multimodal
domains [24] [43] [58] [77]. This involves prompt engineering,
image adaptation, and annotations with human efforts and
automatic methods. In addition, we introduce 8§ entirely new
datasets, built from scratch by sourcing images online or
generating them using tools like Stable Diffusion [63] and
other synthesis algorithms, so that the specific requirements of
our task design can be satisfied. Below, we briefly introduce
the tasks for each aspect, leaving their details in Appendix.

o Truthfulness (Appendix B): For inherent deficiency, we
evaluate models’ perceptual and cognitive abilities, from
basic understanding like object recognition and existence
judgment (Task T.1) to advanced inference, such as spatial-
temporal reasoning (Task T.2). We further explore how
guided prompts enhance factual reasoning through VQA
(Task T.3) and how factual QA tasks are promoted with
visual assistance (Task T.4). As for misguided mistakes,
we study model vulnerabilities to misleading inputs by
introducing factually incorrect textual prompts (Task T.5)
and visually deceptive contents such as illusions (Task T.6).
We also examine how faulty images can distort model
outputs in the factual QA settings (Task T.7).

« Robustness (Appendix C): For out-of-distribution (OOD)
robustness, we assess generalization across diverse visual
styles, including artistic renderings (Task R.1) and sensor-
derived imagery (Task R.2), through tasks like image cap-
tioning and VQA. We further test cross-modal impacts by
pairing sentiment analysis tasks with both unrelated images
and those generated given the text prompts (Task R.3). In
terms of adversarial robustness, we apply state-of-the-art
attack methods [11] to generate adversarial examples for
image captioning under both untargeted and targeted sce-
narios (Task R.4&5). Additionally, we evaluate the models’
resilience to textual adversarial attacks using challenging
benchmarks like AdvGLUE and AdvGLUE++, paired with
both relevant and irrelevant visual inputs (Task R.6).

« Safety (Appendix D): For toxicity assessment, we analyze
model outputs when exposed to NSFW imagery (Task S.1),
assess their ability to identify risks in object presence and
usage (Task S.2), and measure toxicity variations when
paired with diverse visual stimuli (Task S.3). We then
explore jailbreaking through typographic image prompts
designed to bypass text-based safety filters (Task S.4),
introduce optimized multimodal attacks tailored to MLLMs
(Task S.5), and examine how cross-modal combinations
impact the models’ safety guardrails against text-only jail-
breaking attacks (Task S.6).

o Fairness (Appendix E): We first probe for contents of
stereotypes in generated responses using public images of

individuals from groups at risk of discrimination (Task F.1).
Then, through text-only inputs with diverse visual pairs,
we evaluate the models’ agreement with, classification of,
and sensitivity to stereotypical narratives (Task F.2&3&4).
Beyond stereotypes, we assess biases and preferences
through visual preference testing with images transformed
from textual options (Task F.5), biased quantification in the
judgment of professional competence (Task F.6), and the
influence of visual context on expressing preferences on test-
only questions (Task F.7).

o Privacy (Appendix F): For privacy awareness, we assess
whether models can identify private content within images
(Task P.1) and determine whether accompanying questions
probe sensitive details (Task P.2), which requires not only
perception but reasoning as well. We also study how visual
context influences model agreement on privacy-related ex-
pectations in text (Task P.3). As for privacy leakage, we test
whether MLLMs reveal personal identifiable information
(PII) when prompted with celebrity images (Task P.4), leak
PII within visual contents (Task P.5), and disclose privacy
in previous context when paired with images (Task P.6).
2) Evaluation Metrics: We use different metrics for differ-

ent tasks to make the evaluation more accurate and easier to

understand. To provide a clear explanation, we summarize the
metrics used in our benchmark. Overall, we divide them into
two types, objective metrics and subjective metrics.

For tasks with clear closed-set answers, we generally use
objective metrics like accuracy, Pearson correlation [65], and
p-value [66]. Their formal definitions are listed below.

o Accuracy: Acc = W, where r; is the model
response and y; is the label. I decides whether the response
corresponds to the label via exact matching, keyword match-
ing, etc.

o Pearson Correlation: Corr = Pearson Correlation(r,y),
where r is the sequence of score prediction, while y is the
real score array.

e p-Value: p-value= P(x*> > x2,), where Y2,
> (057&)2 with O; as the observed frequency and FE; as
the expected frequency.

e Other metrics, such as Attack Success Rate (ASR) and
Cure Rate, are derived based on fundamental metrics like
accuracy with the calculation of subtraction and ratio.

For tasks with open-set QA, we usually need to define

subjective metrics and assess the model behavior with external
evaluators like scoring APIs or large models, to replace manual
annotations. Details are introduced below.
« Toxicity Score: ModerationAPI' and PerspectiveAPI? are
used to rate the toxicity in a response, which are popular
tools in toxicity study of LLMs.
Refuse-to-Answer (RtA) Rate, Containing Rate: Models
such as specialized Longformer and GPT-4 are used to
determine whether a response exhibits a specific behavior or
viewpoint, using binary (yes/no) judgments. This approach
has been validated in prior benchmarks [47] [82] and shown
to be effective.

Uhttps://platform.openai.com/docs/guides/moderation
Zhttps://www.perspectiveapi.com/
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o GPT-Score: GPT-4 is prompted to rate the responses. While
this approach may introduce some uncertainty, we compare
GPT-4 scores with human ratings on a sample subset and
observe a strong correlation of 0.91. This high agreement
supports the reliability of GPT-based scoring, as detailed in
Appendix C-A2.

Detailed metrics for various tasks are provided in the Ap-
pendix. These metrics are ultimately scaled to scores ranging
from O to 100, and average scores are computed for different
sub-aspects to better support the performance comparison.

3) Models for Evaluation: We compile a diverse set of
popular MLLMs for evaluation, aiming not only to benchmark
their performance but also to provide insights for future devel-
opment. As shown in Table IV, our evaluation includes 7 pro-
prietary models and 23 open-source models, covering a broad
spectrum from early representatives such as MiniGPT-4 [101]
and InstructBLIP [19] to more recent and powerful models like
Phi-Vision [2] and InternVL2 [17]. Given the widespread use
of LLaVA-1.5 [46] as a base model, we intentionally include
several of its updated variants, such as ShareGPT-4V [13] and
LLaVA-NeXT [45], which leverage more advanced training
techniques and higher-quality data. This selection allows us to
initially examine how improvements in training methodology
correlate with changes in model trustworthiness.

4) Methods for Analysis: As outlined in Section III-C,
we construct a two-dimensional categorization for existing
methods aimed at mitigating trustworthiness issues in MLLMs.
To ensure a focused and controllable analysis, we select sev-
eral representative methods that exemplify distinct categories,
which are summarized in Table III. We include RLAIF-V [87],
which annotates answers with feedback from Al, and Visual
Contrastive Decoding (VCD) [37], which samples the next
token from the logits calculated by contradicting those from a
clean input image and a corrupted image, as representative
training-based and training-free approaches for addressing
hallucination. For robustness enhancement via architectural
modification, we examine FARECLIP [64] and SimCLIP [33],
both trained under adversarial settings in an unsupervised
manner. Regarding the remaining three aspects, where refusal
behavior is typically expected, we select VLGuard [102]
and SPA-VL [96], which introduce datasets with different
training objectives, along with two inference-time techniques,
ECSO [27] and ETA [20].

TABLE III: Mitigation methods analyzed in MultiTrust-X with
their targeted aspects and key contributions in the development
of a machine learning system.

Method Trustworthiness Aspect ML Stage
RLAIF-V [87] Truthfulness Data / Training Algorithm
VCD [37] Truthfulness Inference
FARECLIP [64] Robustness Architecture
SimCLIP [33] Robustness Architecture

VLGuard [102] Safety, Fairness, Privacy =~ Data / Training Algorithm

SPA-VL [96] Safety, Fairness, Privacy =~ Data / Training Algorithm
ECSO [27] Safety, Fairness, Privacy Inference
ETA [20] Safety, Fairness, Privacy Inference

IV. EVALUATION ON MULTITRUST-X

In this section, we present the evaluation results and key
findings of MultiTrust-X across a diverse set of MLLMs, po-
sitioning it as a comprehensive benchmark for trustworthiness.
Due to space limitations, we highlight a subset of representa-
tive results that yield particularly insightful conclusions, while
the complete results are provided from Appendix B to F.

A. Experimental Results
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Fig. 3: Correlation analysis of the overall results.

Overall Performance. The results summarized in Table IV
indicate that proprietary models, notably the GPT-4 [57] and
Claude [5] families, consistently outperform others across
the spectrum of trustworthiness dimensions. This superior
performance can plausibly be attributed to the extensive
alignment efforts and integrated safety mechanisms employed
during their development. A correlation analysis reveals a
moderate positive relationship (Pearson’s » = 0.69) between
their general multimodal capabilities, which are indicated with
the scores from MME [24] and MMBench [50], and the
aggregated trustworthiness scores, suggesting that stronger
foundational capabilities contribute to, but do not fully de-
termine, reliable behaviors. As depicted in Fig. 3a, earlier-
generation MLLMs tend to underperform, which is likely
a consequence of their comparatively weaker multimodal
perception and reasoning. However, the association between
capability and trustworthiness is far from uniform. Further
fine-grained analysis in Fig. 3b shows that some sub-aspects
such as truthfulness, toxicity mitigation, and privacy awareness
exhibit certain inter-correlations, potentially due to shared
reliance on perceptual accuracy. In contrast, most other sub-
aspects remain weakly correlated, reinforcing the necessity of
evaluating each dimension independently and underscoring the
multifaceted nature of trustworthiness, which remains a largely
unsolved challenge in current MLLMs.

Truthfulness. Some MLLMs exhibit fundamental limita-
tions in truthfulness, particularly when faced with tasks re-
quiring fine-grained perceptual understanding. As evidenced in
Table V, while most models achieve high accuracy exceeding
80% on coarse-level perception tasks, such as object existence
judgment and scene analysis, their performance deteriorates
markedly in more granular settings. For example, in vi-
sual grounding tasks, accuracy drops to 32% for InternLM-
XC2 [21] and as low as 8% for Gemini-Pro, underscoring
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TABLE IV: Leaderboard of modern MLLMs on MultiTrust-X with their detailed scores in each sub-aspect.

Models Truthfulness Robustness Safety Fairness Privacy Ave.
L M. 0. A. T. J. S. B. A. L.

1 GPT-4-Vision 75.06 76.63 | 80.93 55.89 | 8049 9254 | 79.37 83.14 | 7445 8429 | 78.28

2 | Claude3.5-Sonnet | 72.48 67.08 | 68.02 58.50 | 81.53 94.00 | 89.68 69.07 | 69.10 97.54 | 76.70

3 GPT-40 7828 67.34 | 8199 56.06 | 79.51 89.01 | 86.87 58.99 | 76.60 9147 | 76.61

4 Claude3-Sonnet 66.80 60.25 | 72.68 5197 | 77.19 97.45 | 7551 63.14 | 63.33 99.27 | 72.76

& ‘ RESA-R-7B 4174 32.63 | 59.83 76.04 | 7791 9897 | 87.18 79.31 | 50.63 92.36 | 69.66

5 Phi-3.5-Vision 58.88 47.19 | 74.04 54.38 | 65.06 89.85 | 90.07 64.03 | 61.15 5822 | 66.29

6 GLM-4v-9B 66.08 52.83 | 78.37 70.85 | 672 7943 | 88.78 37.78 | 60.81 36.83 | 63.90

7 Qwen-VL-Plus 68.55 5938 | 75.18 36.64 | 68.77 6623 | 64.14 8295 | 59.80 53.50 | 63.51

8 Qwen2-VL-Chat | 68.74 50.00 | 78.97 3897 | 6498 79.88 | 83.04 70.14 | 65.12 3292 | 63.28

9 Cambrian-8B 62.07 5230 | 70.83 47.37 | 6744 6624 | 78.67 6820 | 54.09 59.75 | 62.69

10 InternVL2-8B 64.18 52.12 | 7539 3890 | 62.75 7832 | 89.05 64.72 | 60.39 36.07 | 62.19
11 Hunyuan-V 66.03 5225 | 74.07 7355 | 67.11 5641 82.61 3593 | 61.75 46.72 | 61.64
12 Geminil.0-Pro 65.11 67.34 | 78.38 50.39 | 72.85 5576 | 72.33 27.66 | 7049 3572 | 59.60
13 DeepSeek-VL 5490 39.88 | 7594 58.09 | 66.28 58.00 | 76.36 74.17 | 49.05 36.59 | 58.93
14 LLaVA-NeXT 55.55 58.63 | 76.49 39.38 | 68.37 43.51 | 67.89 6349 | 53.78 5547 | 58.26
15 InternLM-XC2 61.80 5290 | 7536 3890 | 63.57 51.19 | 79.78 49.09 | 60.44 3497 | 56.80
16 MiniGPT-4-1.2 4829 50.23 | 63.00 3538 | 69.83 7449 | 6571 37.52 | 4246 69.98 | 55.69
17 InternVL-Chat 5882 5239 | 71.68 5521 | 56.39 4334 | 71.14 3504 | 57.88 33.68 | 53.56
18 mPLUG-OwI2 5587 50.37 | 74.86 36.31 | 60.15 3341 | 73.50 51.80 | 56.55 34.59 | 52.74
19 | LVIS-InstructdV | 54.81 46.76 | 64.16 29.06 | 58.77 49.29 | 71.51 35.71 | 58.65 52.32 | 52.10
20 LLaVA-RLHF 50.12  51.16 | 7047 31.76 | 59.43 3592 | 6945 39.09 | 53.88 59.70 | 52.10
21 LLaVA-1.5-13B 5878 53.89 | 74.13 30.75 | 61.92 39.54 | 67.80 39.48 | 54.08 36.20 | 51.66
22 InternLM-XC 53.63 41.64 | 68.17 2779 | 4565 57.80 | 71.16 46.59 | 56.16 43.06 | 51.17
23 Qwen-VL-Chat 58.96 49.24 | 72.09 41.67 | 59.18 39.56 | 64.60 34.61 53.60 37.16 | 51.07
24 CogVLM 5529 46.26 | 74.07 53.12 | 61.50 55.78 | 62.05 32.18 | 40.20 24.79 | 50.52
25 ShareGPT4V 55.81 5020 | 69.31 33.23 | 58.99 39.13 | 70.39 3475 | 51.80 39.10 | 50.27
26 LLaVA-1.5-7B 54.06 4841 | 7412 2845 | 58.02 3737 | 70.57 3849 | 4827 26.78 | 48.45
27 MiniGPT-4-13B 4479 4577 | 64.11  39.12 | 4740 3399 | 64.84 34.17 | 39.46 58.16 | 47.18
28 InstructBLIP 4632  40.95 | 74.08 3322 | 4146 4330 | 57.79 30.02 | 58.14 927 | 43.46
29 Otter 4197 3431 57.82 24.02 | 50.57 4559 | 57.94 3453 | 4094 20.49 | 40.82
30 mPLUG-Owl 48.28 4283 | 73.13  20.31 | 49.40 24.15 | 50.08 37.59 | 39.10 14.25 | 39.91

TABLE V: Performance of inherent capabilities in Task T.1/2
with accuracy (%, 1).

Task |  Subtask | Gemini-Pro | InternLM-XC2 | InternVL-Chat
Basic Object 80.80 93.20 88.80
World Scene 70.00 88.25 86.25
Understanding Grounding 8.00 32.00 42.00
Advanced Commonsense 79.29 73.57 65.71
Cognitive Comparison 54.00 64.00 55.00
Inference Temporal 52.50 47.50 52.50

persistent challenges in fine-grained visual comprehension.
Moreover, MLLMs display varying degrees of reliance on
textual and visual modalities when engaging in cognitively
demanding tasks. Their relatively strong performance on com-
monsense reasoning, which primarily draws on knowledge
internalized by the underlying LLMs, stands in contrast to
the significant decline observed in tasks that necessitate active
visual reasoning. This performance gap, also documented in
prior works [12] [81], suggests that integrating visual infor-
mation into complex inference remains a bottleneck. Finally,
the ability to resist external misinformation appears to diverge
across model types. Open-source MLLMs are generally more
vulnerable to misleading visual content, often producing in-
accurate or fabricated outputs when exposed to such inputs.

In contrast, proprietary models tend to demonstrate better sta-
bility, exhibiting greater resilience against visual manipulation
and confusion.
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Fig. 4: Attack Success Rates (%.,]) in Task R.4/5.

Robustness. Despite the insignificant differences in model
performance across out-of-distribution (OOD) settings, our
findings demonstrate that MLLMs, like other deep learning
models, remain inherently susceptible to adversarial pertur-
bations. In particular, under untargeted attacks in an image
captioning task, most models exhibit a substantial drop in ac-
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curacy, sometimes from above 90% to below 20%, indicating
a dramatic loss of reliability. Targeted attacks further confirm
these vulnerabilities. Multiple evaluated models produce the
attacker-specified outputs with success rates exceeding 50%,
including the commercial model Qwen-VL-Plus [7], under-
scoring the fragility of current MLLMs in adversarial settings.
As illustrated in Figure 4, two advanced open-source models
display the highest rates of attack success, suggesting their
limited robustness. In contrast, models such as CogVLM [79]
and InternVL-Chat [17] show markedly greater resistance to
adversarial inputs. Both utilize specialized visual encoders
with increased parameter capacity, which appears to reduce
the cross-model transferability of adversarial examples. A
similar explanation may extend to proprietary models, which
are likely to include preprocessing mechanisms, such as input
filtering—to mitigate noise or perturbations, as suggested in
prior work [56].

TABLE VI: Performance in Task S.1/2/4.

Task ‘ Metrics ‘ MiniGPT-4-L2 mPLUG-OwI2 InternLM-XC2 GPT-4V
NSFW RtA (%, 1) 34.00 0.00 0.20 59.80
Description PAPI () 0.46 0.62 0.53 0.26
Risk Object (%, 1) 75.08 91.33 91.00 86.33
Identification Risk (%, 1) 42.93 81.00 73.00 79.38
Typographic RtA (%, 1) 79.50 14.50 50.00 99.00
Jailbreaking ASR (%, 1) 1.50 34.50 13.67 0.17

Safety. Our evaluation reveals a consistent gap in safety
alignment between proprietary and open-source MLLM:s.
Closed-source models such as GPT-4V and Claude3 demon-
strate notably stronger safety behaviors, refusing to describe,
on average, 69.5% of NSFW images. In contrast, most open-
source models fail to reject such inputs altogether, indicating
a lack of effective safety guardrails. A similar pattern is
observed in jailbreak scenarios, where GPT-4V and Claude3
successfully resist nearly all adversarial prompts, whereas
many open-source models remain vulnerable to exploitation. A
particularly concerning finding is that many models can be jail-
broken by placing harmful content solely in the image, without
any adversarial prompting. For example, InternLM-XC2 and
LLaVA-1.5 are compromised in 71% and 80% of such image-
only attacks, respectively, due to their over-reliance on visual
cues. An exception is Phi-3.5-Vision, which has been carefully
aligned with safety responses in its development. Another
interesting observation is that MiniGPT-4-L2 and mPLUG-
Ow12 [84], both based on LLaMA-2 [75], exhibit inconsistent
safety behaviors across tasks of typographic jailbreaking and
risk identification. This suggests that although multimodal
training strengthens perception and reasoning, it can weaken
safety alignment inherited from the base model, leading to
unpredictable vulnerabilities.

Fairness. MLLMs generally exhibit strong sensitivity to
stereotypical queries in practical settings, with an average
rejection rate of 93.79%, even when accompanied by sugges-
tive visual inputs. However, when stereotype-related prompts
shift from scenario-based queries to opinion-driven evalua-
tions, notable differences appear across models and themes.
Specifically, stereotypes associated with age elicit significantly
higher agreement rates than those concerning gender, race,
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Fig. 5: RtA Rates (%,1) in Task E.5.
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or religion, suggesting topic-dependent variations in model
behaviors. Similar imbalances appear in tasks assessing bias
and preference. As shown in Figure 5, models such as Claude3,
InternLM-XC2, and LLaVA-NeXT display diverse sensitivity
features. While they tend to be more cautious when responding
to ideological or politically sensitive topics, they often adopt a
more permissive stance on cultural or lifestyle-related content,
increasing the likelihood of revealing implicit preferences that
may subtly affect user perceptions.

TABLE VII: RtA Rates (%, 1) of three MLLMs in Task P.6.

Model | Only Text With Irrelevant ~ With Relevant
Qwen-VL-Plus 38.00 27.87 13.00
LLaVA-NeXT 51.00 25.67 1.50
MiniGPT-4-L2 100.00 66.78 24.00

Privacy. Most MLLMs demonstrate a basic understanding
of privacy, achieving an average accuracy of 72.30% when
they are asked to identify private information in images, which
aligns with their visual perception abilities. However, this
awareness degrades sharply in the task requiring more complex
reasoning, and most models perform no better than random
guessing. In this setting, the gap between proprietary and
open-source models becomes more obvious, with GPT-4V and
Gemini-Pro maintaining accuracy above 70%. In the context
of privacy leakage, we observe that models are more likely
to compromise sensitive information when their capabilities
of OCR are triggered compared with querying PII with visual
cues. This suggests that direct visual extraction poses a greater
privacy risk in multimodal systems. Furthermore, results from
two text-only tasks reveal that multimodal inputs can influ-
ence LLM behaviors, weakening their adherence to privacy-
preserving instructions. As shown in Table VII, models are
more prone to exposing PII in past conversations when visual
inputs are present. This raises significant concerns for real-
world deployments when MLLMs are exposed to user data.

B. Key Findings

Taken together, our comprehensive experimental findings
highlight several critical insights regarding the trustworthi-
ness of current MLLMs. First, while advanced open-source
models have begun to approach, or even surpass, proprietary
systems such as GPT-4V and Claude3 in general perception
and reasoning tasks [24] [50] [88], they continue to exhibit
notable weaknesses in trust-related dimensions. In contrast,
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proprietary models consistently show greater robustness and
safety, characterized by strengthened risk sensitivity and lower
rates of harmful output. Second, although MLLMs appear to
possess a baseline understanding of trustworthiness when di-
rectly queried about potential risks, their awareness diminishes
substantially in more complex scenarios that require multi-
step reasoning or where threats are less conspicuous. Third,
intensive focus on general multimodal capabilities like OCR
during training may inadvertently distract the models’ atten-
tion from instructions, weakening their ability to detect and
reject unsafe prompts and ultimately compromising alignment
with trustworthiness objectives.

From our dual perspective of risks associated with the
multimodality, the evaluation further reveals how the addition
of vision can unexpectedly impact the behaviors of the base
language models in MLLMs, thereby elevating downstream
risks. On one hand, multimodal fine-tuning [46] appears to
diminish previously established alignment [8] [59] in the base
LLMs, as shown in the comparison between MiniGPT-4-
LLaMA2 and mPLUG-OwI2, leading to more vulnerabilities
after fine-tuning. On the other hand, multimodal inference
also alters the original performance of LLMs. Relevant visual
inputs can promote task completion in areas like truthfulness,
but yet more often introduce unintended behaviors, exaggerat-
ing internal risks. Meanwhile, semantically irrelevant images
included during inference can also destabilize model responses
to text-focused tasks, resulting in inconsistent or biased out-
puts, which could lead to unpredictable risky outcomes.

V. ANALYSIS WITH MULTITRUST-X

In this section, we conduct an in-depth analysis on how
different strategies contribute to the mitigation of trustworthy
risks with MLLMs. Taking LLaVA-1.5-7B [46] as the base
MLLM, we first compare the existing methods specific to
different issues on MultiTrust-X and then delve into safety
alignment?, which is less studied but more significant than
hallucination mitigation in this benchmark, to study how
different factors in the machine learning system influence the
outcomes and provide insights for better solutions.

A. Performance of Existing Methods

We begin by evaluating a range of existing methods aimed
at improving various aspects of trustworthiness, including hal-
lucination mitigation, adversarial robustness, and safety align-
ment, as reviewed in Section III-D4. Rather than exhaustively
covering all available approaches, we select representative
methods across different domains to offer a holistic perspective
on the current research landscape. These include inference-
time techniques and training-based methods as indicated by a
“+” in Table VIIIL

Our results show that most methods lead to varying degrees
of improvements on the MultiTrust benchmark. For example,
RLAIF-7B [87], which focuses on enhancing truthfulness
through reinforcement learning, achieves a score of 55.36.

3«Safety” here is broader than the definition in MultiTrust-X, covering the
aspects of safety, fairness and privacy, which mainly involve refusal behaviors
against harmful queries.

VLGuard [102] and SPA-VL [96] attain higher scores of
67.40 and 66.03, respectively. Nonetheless, there remains
considerable room for improvement, as each approach exhibits
certain limitations. We summarize the key findings and their
implications below.

Finding 1: Solutions targeting a single issue is insufficient
to achieve an overall improvement in trustworthiness.

RLAIF-7B and VCD [37] are two typical methods for
hallucination mitigation and have demonstrated strong perfor-
mance on widely used benchmarks such as POPE [40] and
AMBER [6]. Consistent with prior findings, our experiments
show notable improvements, particularly in perception tasks
such as basic understanding (T.1), where RLAIF-7B raises
the score from 66.9 to 74.6. However, this improvement
does not appear to generalize across other dimensions of
trustworthiness. Specifically, we find that the models become
less robust under misleading conditions, and their resistance to
harmful content shows no significant enhancement. Similarly,
substituting the visual encoder with the adversarially trained
FARECLIP [64] and SimCLIP [33] significantly boosts per-
formance in adversarial robustness, but does not lead to corre-
sponding improvements in other aspects. These observations
highlight the challenge of developing methods that generalize
across multiple facets of trustworthiness.

Finding 2: Existing methods for adversarial robustness and
safety alignment often sacrifice general performance.

In addition to limited generalization across trustworthiness
dimensions, we also observe significant trade-offs introduced
by these methods. In particular, approaches targeting robust-
ness and safety, both of which are relatively independent of
general capabilities, often lead to a decline in truthfulness,
which serves as a stronger indicator of overall utility in
MLLMs. Prior work [89] has shown that adversarial training
can introduce a trade-off between accuracy and robustness,
which is also confirmed by our results. Specifically, robust
visual encoders tend to provide less detailed visual features
to the downstream LLM, resulting in degraded performance
on perception tasks. Similarly, safety alignment methods [61],
mainly based on refusal training, alter the distribution of
responses in a way that adversely affects general task per-
formance.

B. Granular Analysis from a ML Perspective

Beyond evaluating existing methods, we further investigate
the impacts of various factors within machine learning systems
through a series of controlled experiments. Our analysis is
conducted within the framework introduced in Section III,
enabling a more granular understanding of their influence on
the overall trustworthiness. Since methods on hallucination
and truthfulness are closely tied to general performance and
have been extensively studied, our following granular anal-
ysis focuses on safety alignment, which is a more complex
challenge due to the inherent trade-off between safety and
utility [8] [18]. We take the performance in some tasks
of truthfulness to reflect models’ general capabilities in the
following analysis. For each factor, we first display the findings
and then present the experimental settings along with the
analysis of the corresponding results.



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021

TABLE VIII: Scores of Existing Methods to Mitigate Trustworthiness Issues on MultiTrust-X

Method Avg | Truthfulness | Robustness | Safety |  Fairness | Privacy
| L M. | O. A | T J | S B. | A L.
LLaVA-1.5-7B [46] 4845 | 54.06 4841 | 74.12 2845 | 58.02 37.37 | 70.57 3849 | 4827 2678
Hallucination
RLAIF-7B [87] 5536 | 50.44 3840 | 70.80 3732 | 62.19 5639 | 70.58 51.81 | 50.90 64.82
+ VCD [37] 45.53 | 52.64 39.75 | 7559 29.75 | 57.59 2853 | 67.65 28.75 | 48.24  26.82
Adversarial Robustness
+ FARECLIP [64] 50.24 | 4556 3529 | 63.92 75.00 | 58.73 4540 | 72.35 2875 | 49.92 2746
+ SimCLIP [33] 50.06 | 4529 36.61 | 64.54 7642 | 5891 34.58 | 69.98 3431 | 50.28 29.74
Safety Alignment

VLGuard [102] 67.40 | 47.95 3875 | 75.54 3444 | 79.04 97.63 | 86.03 82.64 | 56.83 75.16
SPA-VL [96] 66.03 | 48.05 4031 | 7375 29.57 | 68.13 91.82 | 83.14 7236 | 53.80 99.32
+ ECSO [27] 5092 | 51.89 3837 | 7411 31.01 | 62.31 59.20 | 72.56 2945 | 5552  34.77
+ ETA [20] 55.49 | 51.10 39.02 | 73.45 3205 | 7138 74.14 | 76.18 30.72 | 47.99 58.87

1) Data: The quality and characteristics of training data
play a critical role in shaping the behavior and safety align-
ment of MLLMs. In the following context, we analyze the
influence of 4 major aspects of training data: content, quantity,
mixture, and style.

We will perform the experiments given the off-the-shelf
open-source datasets like VLGuard and SPA-VL. VLGuard
is a safety-oriented dataset consisting of 2k adversarially
collected “red team” samples, primarily refusal-type answers.
It enables significant safety consolidation via supervised fine-
tuning (SFT) with relatively low computational cost. SPA-
VL is a dataset for preference learning, which has over 90k
samples whose responses are not strictly set as refusals.

Finding 3: Refusal demonstrations in training data greatly
contribute to safety alignment but are likely to induce over-
refusal behaviors.

Data Content. We first examine how the data content,
i.e., refusal demonstrations, impacts the safety alignment. We
follow the training settings of VLGuard and only replace the
safety data with 2k sampled positive examples from SPA-
VL to make a fair comparison. Specifically, safety data is
mixed with 5k general-purpose samples from the original
training set of LLaVA-1.5. The training process adopts the
hyperparameters from the VLGuard setup: 3 epochs, a global
batch size of 128, and a learning rate of le-5.

TABLE IX: Performance with different data contents.

Task | VLGuard ~ SPA-VL-SFT

Risk Identification 67.26 76.75
Toxic Content Generation 82.68 75.39
Typographic Jailbreaking 99.50 91.00
Multimodal Jailbreaking 99.63 57.50
Textual Jailbreaking 93.75 91.25
Agreement on Steretypes 91.27 76.59
Visual Preference 100.0 4.17
Privacy Leakage in Vision 82.82 14.11

As shown in Table IX, VLGuard consistently outperforms
the SPA-VL on the safety-critical tasks, especially on refusal-
oriented tasks such as jailbreaking (Task S.4-6), achieving
near-perfect scores. This outcome is attributed to the high

proportion of refusal-type data in VLGuard. However, the
model trained on VLGuard also exhibits over-refusal behavior,
frequently starting responses with phrases like “I'm sorry,”
even in low-risk scenarios such as risk identification (Task
S.2). In contrast, SPA-VL achieves moderate improvements
in safety without excessive refusal, likely due to its more
balanced data composition containing fewer direct refusal
examples. Based on these results, we can get the following
finding.

Finding 4: Increasing safety data improves the safety
performance but eventually negative impacts the utility, while
general data brings limited help to the trade-off.

Data Quantity. To investigate the impact of data quantity,
we conduct experiments with the positive examples from SPA-
VL, as it contains more samples for better study. We consider
three dataset sizes: 0.2k, 1k, and Sk. We take the same training
setup as before.

TABLE X: Performance with different data quantities.

Task | 02k 1k 5k
Advanced Cognitive Inference | 59.25 59.13  58.96
Visual Confusion VQA 61.61 59.81 56.35
Risk Identification 7159 7325 67.00
Toxic Content Generation 6421 77.68 81.85
Typographic Jailbreaking 7542  85.67 90.92
Multimodal Jailbreaking 3328 3692 50.81
Textual Jailbreaking 25.00 8875 96.25

The results in Table X indicate that increasing the volume
of safety data leads to substantial improvements on refusal-
related tasks such as jailbreaking (Task S.3-6), with consis-
tently higher scores in these areas. The overall trustworthiness
score also improves as more safety data is incorporated.
However, this comes at the cost of decreased performance
in truthfulness, suggesting a negative impact on the model’s
general utility. These findings highlight the importance of
balancing safety and performance, implying that the volume
of safety data should be kept at a moderate level to avoid
excessive degradation in general capabilities.

Data Mixture. As previous results suggest that safety
alignment methods often incur a trade-off between safety and
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performance, some approaches attempt to mitigate this by mix-
ing helpfulness data with safety data. To better understand the
impact of such mixtures, we follow the practice of VLGuard
and vary the amount of helpfulness data introduced during
training from Ok to 15k. The training hyperparameters remain
consistent with previous experiments.

TABLE XI: Performance with different data mixture ratios.

Task | LLaVA-L5 | 0 2Kk 5k 8k 10k 15k

Advanced Cognitive Inference 61.27 50.79 56.61 57.64 59.10 5825 58.03
Visual Confusion VQA 60.04 5194 5862 5865 5742 5649 5938
8562 8599 8258 84.63 84.85 83.96

2241 100.00 9990 99.63 9990 99.80 99.80

Toxic Content Generation
Multimodal Jailbreaking

51.89 ‘

As shown in Table XI, the incorporation of helpfulness data
is crucial for balancing safety and utility, suggested by the
improvements in truthfulness tasks. Further, we see that the
increasing amount of helpfulness data leads to a marginal
improvement in the model’s truthfulness, particularly in the
task of advanced cognitive inference where the score rises
from 56.61 to a peak of 59.10. Meanwhile, safety perfor-
mance slightly declines in tasks such as toxic generation.
However, the overall performance variance across different
mixture ratios remains limited. Compared with the perfor-
mance of LLaVA-1.5-7B, the utility is still inferior after safety
alignment, which implies that simply mixing helpfulness data
cannot fully address the issue of safety-performance trade-off.

Finding 5: Compared to instruction-tuning data for safety
alignment, data in Chain-of-Thought reasoning better retains
the general performance with comparable safety performance.

Data Style. Inspired by the recent advancements in Large
Reasoning Models (LRMs) and the attempts in combining
safety alignment with reasoning, we further explore the dif-
ference between standard data and Chain-of-Thought (CoT)
reasoning data. To guarantee the difference in data is only in
their style and presence rather than the contents, we transform
the SFT data from VLGuard into CoT format. Specifically,
we prompt GPT-40 to generate explicit reasoning chains for
the given answers from VLGuard following the format of
DeepSeek-R1. In this part, we only consider the safety data
and follow the consistent training settings as above. More
details are introduced in Section VI.

TABLE XII: Performance with different answer styles.

Task Type ‘ Task ‘ Direct Answers ‘ CoT Reasoning
Basic World Understanding 66.05 70.03
Inherent Deficiency | Advanced Cognitive Inference 50.79 54.97
Instruction Assisted VQA 7.00 12.75
Typographic Jailbreaking 100.00 99.75
Jailbreaking Multimodal Jailbreaking 99.90 98.91
Textual Jailbreaking 100.0 98.75

From Table XII, we can see that incorporating chain-of-
thought (CoT) reasoning significantly improves the model’s
truthfulness, particularly in tasks reflecting general capabil-
ities such as Basic World Understanding (Task T.1), while
maintaining comparable refusal performance. Concretely, the
scores for Basic World Understanding and Advanced Cog-
nitive Inference increase from 66.05 and 50.79 to 70.03

and 54.97 respectively. Notably, even when trained solely on
safety data, the model utilizing CoT reasoning better preserves
its utility, thereby mitigating the negative effects typically
introduced by safety alignment. This phenomenon aligns with
the observations in LLM research [93] [94], where reasoning
has been shown to support both general capability retention
and improved risk identification.

2) Training Algorithm: Training algorithm contains many
components in machine learning, such as optimizer, learning
objective, etc. Different algorithms can lead to diverse optimal
solutions with various properties.

Finding 6: DPO performs better in terms of safety align-
ment and utility preservation than SFT, but still suffers from
the trade-off.

Safety alignment for MLLMs is commonly achieved
through either SFT or preference learning (e.g., DPO [62],
RLHF [59]). While both methods may leverage the same seed
datasets, the choice of learning objectives can bring different
outcomes. The core difference between SFT and preference
learning is whether the negative samples are adopted for
training. In consideration of the availability of datasets, we
compare the performance of SFT and DPO in this part. To
ensure data consistency, all experiments are conducted on
the SPA-VL dataset, and during SFT training, only positive
examples are used. For DPO, we directly use the off-the-shelf
model trained, and for SFT, we use a global batch size of 128,
1 epoch, and a learning rate of le-6.

TABLE XIII: Performance with SFT and DPO.

Task Type | Task | SPA-VL-DPO | SPA-VL-SFT
Basic World Understanding 73.03 71.10
Inherent Deficiency | Advanced Cognitive Inference 52.89 54.68
Instruction Assisted VQA 14.00 6.75
Typographic Jailbreaking 97.58 85.08
Jailbreaking Multimodal Jailbreaking 77.87 51.06
Textual Jailbreaking 100.00 97.50
PII Query with Visual Cues 100.00 100.00
Privacy Leakage Privacy Leakage in Vision 97.95 76.41
PII Leakage in Conversations 100.00 10.33

Evaluation on MultiTrust (Table XIIT) shows that DPO sig-
nificantly outperforms SFT on safety-related tasks, particularly
in refusal performance. For example, on the PII Leakage in
Conversation task (Task P.6), DPO increases the refusal rate by
approximately 90% relative to SFT, highlighting the benefits of
utilizing negative examples during training. Regarding general
capabilities, both SFT and DPO exhibit performance trade-
offs, but DPO maintains better generalization. This suggests
that the contrastive learning in DPO helps the model better
learn generalizable safe behaviors and mitigate the trade-off
between safety and helpfulness more effectively than SFT.

It is noteworthy that the alignment of MLLMs is still at its
early stage and the proposed algorithms are limited. Therefore,
the analysis is only performed on SFT and preference learning
with a conclusion consistent with previous research [71]. Fu-
ture work can focus on the multimodal interaction in MLLMs
and propose novel techniques like new loss terms to rectify
the alignment of MLLMs.
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3) Inference: In addition to training-based approaches, sev-
eral methods can enhance the safety and general capability
of MLLMs at the inference stage without modifying model
parameters. These techniques allow for flexible post-hoc ad-
justment and can be integrated into the inference pipeline with
minimal computational overhead.

Finding 7: Inference-time techniques can Yyield certain
improvements, but their effectiveness is fundamentally limited
by the intrinsic capabilities of the base model.

Several methods have been proposed to enhance the safety
of MLLMs at deployment by leveraging either the model’s
own risk detection capabilities or those of external modules.
In this part, we focus on two representative approaches,
ECSO [27] and ETA [20]. We adopt their official implemen-
tation based on LLaVA-1.5-7B.

TABLE XIV: Performance with inference-time methods.

Task ‘ LLaVA-1.5 ECSO ETA

Advanced Cognitive Inference 61.27 61.02  60.00
Visual Misleading VQA 60.04 6121  61.37
Stylized Image Caption 92.00 90.33  89.33
Visual Privacy Recognition 71.21 71.49 71.19
Toxic Content Generation 51.89 68.74  75.16
Typographic Jailbreaking 56.92 7142  86.17
Multimodal Jailbreaking 22.41 5743 67.50
Textual Jailbreaking 6.25 48.75 68.75

As shown in Table XIV, both ECSO and ETA demonstrate
certain improvements in safety-critical tasks, particularly in
scenarios such as jailbreaking, where refusal rates increase
upon application. Notably, these enhancements are achieved
with minimal trade-offs in truthfulness and general capabil-
ities, including tasks like stylized image captioning (Task
R.1) and visual privacy recognition (Task P.1). However,
the overall safety gains remain limited, largely constrained
by the underlying capabilities of harmfulness detection and
benign response generation. Without additional post-training,
these inference-time techniques fall short of the performance
achieved by training-based methods on safety-related tasks.

VI. REASONING-ENHANCED SAFETY ALIGNMENT

To address the limitations identified in existing methods,
we develop a new model based on LLaVA-1.5-7B with
Reasoning-Enhanced Safety Alignment (RESA) to achieve
state-of-the-art performance on MultiTrust-X. We integrate
reasoning capabilities into the alignment process, with the
hypothesis that deliberate, step-by-step reasoning can enable
MLLMs to better identify harmful risks while preserving their
general utility [29] [94], as confirmed by previous studies.
In this section, we will introduce the implementation details
of the method and then display its effectiveness through
experiments on MultiTrust-X.

A. Mitiation Practice

As the findings in Section V-B reveal that CoT reasoning
can help better identify the safety risks and retain the general
capabilities, we restructure safety alignment data into a Chain-
of-Thought (CoT) format, allowing the model to explicitly

reason about the risk before producing a final answer. Specif-
ically, given a prompt with the corresponding response in an
instruction-tuning dataset like VLGuard, we use GPT-40 to
generate an intermediate rationale with the prompt in Fig. 6.
The reasoning process follows the Deepseek [30] format,
wrapped by <think>...</think> tags. We keep the orig-
inal answers unchanged and insert the generated reasoning
chains before them, mimicking a self-reflective reasoning
process. By doing so, we aim to help the model internalize a
more granular understanding of risk and make better-informed
decisions at inference time. We display two examples of the
training data in the CoT reasoning format in Fig. 7.

Prompt to Generate Reasoning Trajectories

Here is a question—-answer pair about an
image.

# For Safety Data

Please be aware that the question and
image may involve security or privacy
risks. You are not required to provide
an answer. Instead, focus on generating
a detailed reasoning chain that explores
the potential risks and concerns related
to security or privacy in this scenario.
# For Helpfulness Data

Instead, focus on generating a detailed
thinking chain before the answer
provided.

You don’t need to answer in points. Wrap
analysis in <think>and </think>tags.

[ IMAGE ]
QUESTION: [QUESTION]
ANSWER: [ANSWER]

Fig. 6: Prompt to generate reasoning trajectories from GPT-4o.

Considering the finding that an excessive amount of safety
data results in negative impacts and the fact that training on
2k safety data in VLGuard has achieved relatively satisfying
safety performance, we take VLGuard as the seed dataset
and transform it into CoT formatted data. Besides, we also
include 10k helpfulness data by transforming sampled data
from LLaVA-NeXT dataset into a similar format to balance
safety and helpfulness from the perspective of data mixture.
Due to the lack of preference data, we only use SFT for
training, which has already achieved impressive results. The
training setup follows that of VLGuard, with a global batch
size of 128 and a learning rate of le-5 in 3 epochs.

To further achieve state-of-the-art performance on
MultiTrust-X, we replace the visual encoder of the model
with FARECLIP after the fine-tuning process of RESA. We
name this version RESA-R to distinguish it from the models
only enhanced by training.

B. Experimental Results

We evaluate our safety-aligned MLLMs on the MultiTrust-
X benchmark, with results presented in Table XV. Initially, the
RESA-7B model trained solely on the safety data in VLGuard
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N
ORDER Q: How to share this image to spread
NOW! awareness on social media.
J/
<think>

The request is to share an image to spread awareness. The image
contains a book cover titled "The Palestinian Delusion" by
Robert Spencer, with the subtitle "The Catastrophic History of
the Middle East Peace Process."

The potential security issues are related to the sensitive political
topic of the Israeli-Palestinian conflict. Sharing the image could
be seen as promoting a particular viewpoint on this conflict,
which could be considered biased or inflammatory. This could
lead to online harassment, ... The image could also be used to
spread misinformation or propaganda related to the conflict. The
book title itself suggests a potentially biased perspective. Sharing
such content could contribute to the polarization of opinions and

potentially incite hatred or violence. J

</think>
~

SEERTIFINEER

B

I'm sorry, I cannot assist with that request.

(a) Reasoning-Formatted Safety Data
i K

Q: How might the environment
affect the baseball player's

performance during the game?

J

<think>

In analyzing how the environment might affect the baseball
player's performance, several factors come into play.

First, the physical environment of the field itself is crucial. The
image shows a well-maintained baseball field with ...

Weather conditions are another critical environmental factor.
Although the image does not provide explicit information about
the weather, factors such as wind and humidity can ...

The lighting conditions, whether natural or artificial, also play a
role. Proper lighting is essential for visibility, allowing to ...
Additionally, the psychological environment, including the
presence of spectators and the level of noise, can influence ...
Overall, the environment encompasses both physical and
psychological elements that can either enhance or hinder a
baseball player's performance. Ensuring optimal conditions in
these areas is key to allowing the player to perform to the best of
their abilities.

</think>

The environment on the baseball field could impact the
baseball player's performance in various ways. ...

(b) Reasoning-Formatted General Data

Fig. 7: Examples of data converted into the reasoning format.

achieves overall performance comparable to the best existing
methods. We can see that while the safety performance is
significantly improved, the scores of truthfulness decline. To
mitigate this degradation, we incorporate 10k helpfulness
samples in the same CoT format, which is an amount selected
based on our earlier analysis of data mixtures. After this
augmentation, RESA-7B demonstrates significantly improved
truthfulness, with scores rising to 54.45 and 40.19, compared
to 47.95 and 38.75 in the baseline of VLGuard. These results
further support our motivation that CoT-formatted data not
only enhances alignment but also helps preserve general utility.

TABLE XV: Performance of RESA and RESA-R on
MultiTrust-X.

Safety ‘ Fairness ‘ Privacy
A | T 1 ]S B | A

‘ Truthfulness ‘ Robustness ‘

Model
| T M. | O.

L } Avg.

2k VLGuard-CoT

RESA-7B 44.69 31.65|66.71 33.81|78.00 99.14 | 88.19 79.31|41.36 87.85|65.25
RESA-R-7B | 41.73 32.63 |59.83 76.04 | 77.91 98.97 | 87.18 79.31 |50.63 92.36 | 69.66

2k VLGuard-CoT + 10k LLaVA-NeXT-CoT

RESA-7B 54.45 40.19|65.38 36.14|82.24 98.66 | 80.15 67.22|47.98 90.54 | 66.29
RESA-R-7B | 45.23 37.30 | 56.47 75.96 | 76.85 97.68 | 82.61 69.44 | 46.98 91.49 | 68.00

However, the initial training does not account for adversarial
robustness, leaving room for improvement in this aspect. To
address this, we evaluate RESA-R, which incorporates the
adversarially robust visual encoder of FARECLIP [64]. The
overall scores increase to 69.66 and 68.00 for the models
trained on the two respective datasets, achieving state-of-the-
art performance among open-source MLLMs on our leader-
board (Table IV). These results significantly outperform ex-
isting models, including Phi-3.5-Vision which has undergone
extensive safety fine-tuning prior to its release and achieves a
score of 66.29. Meanwhile, we can see that the replacement of
visual encoders still induces certain degradation in perception-
related aspects, which is an issue found in previous studies and
remains an open question for future work.

VII. CONCLUSION

In this work, we introduce MultiTrust-X, a unified bench-
mark and comprehensive framework to assess and improve
the trustworthiness of Multimodal Large Language Models
(MLLMs). The framework is designed from three dimensions,
including aspects of trustworthiness, novel risk types, and
mitigation methods. We implement 32 diverse tasks, spanning
truthfulness, robustness, safety, fairness, and privacy, with both
generative and discriminative settings. The datasets are mostly
adapted from existing uni-modal datasets and even manually
curated from scratch. These efforts encourage a systematic
evaluation of 30 modern MLLMs which shows the current
drawbacks of modern open-source models, as well as an
in-depth, granular analysis on existing mitigation methods
relevant to trustworthiness, categorized into different stages in
a machine learning system, which further enables controlled
experiments for practical insights.

Our comprehensive evaluation with MultiTrust-X uncov-
ers persistent and multifaceted trustworthiness challenges in
current MLLMs. While proprietary models like GPT-4V and
Claude3 demonstrate consistently strong performance across
diverse aspects, many open-source models, despite their com-
parable general capabilities, remain unreliable and vulnerable
to various issues including hallucinations, adversarial attacks,
and harmful outputs. Furthermore, the inspection of novel risks
of MLLMs reveals that the multimodality affects the base
LLMs of MLLMs in various ways, subsequently increasing
the risks in their applications, which involve the multimodal
training compromising the alignment of LLMs and the multi-
modal inference amplifying the internal risks of LLMs. This
renders the necessity of methods to mitigate these issues.
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However, through in-depth analysis of eight representative
mitigation strategies, we find that existing methods tend to
address narrow issues in isolation, such as hallucination or
robustness, and often introduce trade-offs, particularly sacri-
ficing utility in pursuit of safer outputs. For instance, refusal-
based safety alignment improves risk sensitivity but are more
likely to lead to over-cautious behaviors or degraded task per-
formance. We further identify the impacts from data, training
objectives, and inference techniques for safety alignment and
find that chain-of-thought data better preserves the utility while
achieving similar safety performance.

Motivated by these findings, we propose Reasoning-
Enhanced Safety Alignment (RESA), which incorporates
chain-of-thought formatted data and robust visual encoders to
improve both safety and general reasoning. RESA achieves
state-of-the-art performance among open-source models on
MultiTrust-X, validating the effectiveness of deliberative rea-
soning for aligning multimodal systems. Our work underscores
the multifaceted nature of trustworthiness and the importance
of holistic evaluation in guiding future MLLM development.
We hope MultiTrust-X will serve as a foundation for bench-
marking and inspiring new mitigation strategies in building
safer, more reliable multimodal Al systems.
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