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Abstract—Background: Sensitive Information Exposure (SIEx)
vulnerabilities (CWE-200) remain a persistent and under-
addressed threat across software systems, often leading to serious
security breaches. Existing detection tools rarely target the
diverse subcategories of CWE-200 or provide context-aware
analysis of code-level data flows.

Aims: This paper aims to present SIExVulTS, a novel vulnera-
bility detection system that integrates transformer-based models
with static analysis to identify and verify sensitive information
exposure in Java applications.

Method: SIExVulTS employs a three-stage architecture: (1) an
Attack Surface Detection Engine that uses sentence embeddings
to identify sensitive variables, strings, comments, and sinks; (2)
an Exposure Analysis Engine that instantiates CodeQL queries
aligned with the CWE-200 hierarchy; and (3) a Flow Verification
Engine that leverages GraphCodeBERT to semantically validate
source-to-sink flows. We evaluate SIExVulTS using three curated
datasets, including real-world CVEs, a benchmark set of synthetic
CWE-200 examples, and labeled flows from 31 open-source
projects.

Results: The Attack Surface Detection Engine achieved an
average F1 score greater than 93%, the Exposure Analysis Engine
achieved an F1 score of 85.71%, and the Flow Verification
Engine increased precision from 22.61% to 87.23%. Moreover,
SIExVulTS successfully uncovered six previously unknown CVEs
in major Apache projects.

Conclusions: The results demonstrate that SIExVulTS is ef-
fective and practical for improving software security against
sensitive data exposure, addressing limitations of existing tools
in detecting and verifying CWE-200 vulnerabilities.

Index Terms—Software Security, Static Analysis, Transformer
Models, CWE-200, Sensitive Information Exposure

I. INTRODUCTION

Software systems are critical components of modern in-
frastructure. As these systems grow in size and complexity,
they become increasingly susceptible to various vulnerabilities.
One primary concern when assessing the security of software
systems is the exposure of sensitive and critical information,
such as user credentials, to unauthorized users. Detecting
and addressing this type of vulnerability in the early stages
of software development can lead to enhanced security, a
reduced risk of data breaches, lower costs associated with
fixing vulnerabilities post-release, and improved user trust and
compliance with data protection regulations.

The exposure of sensitive information to unauthorized actors
[24] can be an initial step in an attack, providing valuable
insights into the system that enable further malicious actions.
Therefore, implementing a robust strategy to detect and miti-
gate this vulnerability is crucial. For instance, if the location
of a configuration file is disclosed and accessible, an attacker
might obtain credentials for accessing the database, leading to
more severe security breaches.

Prior works in vulnerability detection mainly focused on
detecting different types of vulnerabilities [19], [20] and eval-
uated the general performance of the proposed vulnerability
detection models. Some other studies focused on detecting
specific types of vulnerabilities such as SQL Injection [36],
Cross-site Scripting [10], and memory-related vulnerabilities
[6], [39]. Despite the importance of the Sensitive Information
Exposure (SIEx) vulnerabilities [24], [30], investigation and
detection of different types of SIEx vulnerabilities has not
been studied in the literature. The exposure of sensitive
information encompasses various types of vulnerabilities. The
Common Weakness Enumeration (CWE) repository [23] pro-
vides a hierarchical model for these types of vulnerabilities
under the CWE-200 category. This hierarchical model presents
that CWE-200 includes different subcategories that describe
different kinds of SIEx vulnerabilities. Detection of SIEx
vulnerabilities requires an extensive analysis of the CWE-
200 subcategories and an understanding of, and approach to,
detecting vulnerabilities in this category.

In this study, we utilize a hierarchical model based on CWE-
200 and employ a combination of transformer models and
static analysis to detect SIEx vulnerabilities. By examining
the CWE-200 hierarchical model, along with code examples
and additional information provided in the CWE catalog, we
identify attack surface components related to these vulnerabil-
ities.

Attack surface components are critical parts of software
that contain valuable content or are targeted by attackers to
gain system access or perform malicious actions [27]. For
CWE-200, sensitive data (sources) and potential points of data
exposure (sinks) are considered attack surface components.
Some vulnerabilities related to CWE-200 focus on the types
of sensitive data exposed to attackers [25]. In contrast, others
describe specific parts of an application where sensitive infor-979-8-3315-9147-2/25/$31.00 ©2025 IEEE
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mation can be exposed to unauthorized users, such as through
runtime errors that print sensitive information [26].

In summary, our contributions are as follows:
• We present a three-stage system for detecting CWE-200

vulnerabilities: (1) a transformer-based Attack Surface
Detection Engine to identify sensitive elements and sinks,
(2) a CodeQL-driven Exposure Analysis Engine to trace
flows between them, and (3) a Flow Verification Engine
that uses code context, dataflow, and transformer embed-
dings to reduce false positives.

• We define a comprehensive categorization of sensitive
information types in source code by analyzing CWE
descriptions, real-world vulnerabilities from the NVD,
and common coding patterns.

• We introduce three labeled datasets—including bench-
mark (synthetic examples), CVE (CVE-derived code),
and SIEx-Flow Dataset (dataflows) from 31 open-source
projects—that support sensitive information detection and
dataflow-based verification.

• We benchmark transformer models—including ChatGPT-
4o, SentBERT, CodeBERT, and CodeT5—for their ability
to detect sensitive elements in source code, selecting the
most effective model for integration into SIExVulTS.

• Experimental results demonstrate that SIExVulTS detects
a wide range of CWE-200 vulnerabilities with high
accuracy on both benchmark and real-world projects.

The remainder of this paper is organized as follows: Sec-
tion II describes the CWE-200 vulnerability and provides a
motivating example. Related studies are described in Sec-
tion III. Section IV provides an overview of the methodology
used in this study. Section V presents the collected data and ex-
periments that have been performed to evaluate the SIExVulTS
tool alongside existing tools. Section VI discusses the results
and threats to validity. Finally, Section VIII concludes the
paper.

II. BACKGROUND

A. CWE-200 Vulnerabilities

CWE-200 vulnerabilities occur when a software system
exposes sensitive information to unauthorized users. Sensitive
information, such as passwords, credit card numbers, health
records, and other forms of personal information (PII), con-
stitutes critical attack surface components that attackers can
target [27]. According to OWASP, in 2021, Sensitive Data
Exposure was number two on their Top 10 Web Application
Security Risks [30].

Despite the critical nature of this vulnerability, there is
no comprehensive research dedicated explicitly to detecting
these vulnerabilities. Most existing vulnerability detection ap-
proaches focus on identifying various types of vulnerabilities,
but do not explicitly cover CWE-200 or its sub-categories. By
detecting these vulnerabilities and providing detailed informa-
tion to developers, it becomes easier to address and mitigate
these security weaknesses in source code.

B. CWE-200 Hierarchical Model

To address this vulnerability and its sub-categories, we use
a hierarchical model as seen in Fig.1 inspired by The Common
Weakness Enumeration (CWE) repository [23] and adapted to
suit the needs and limitations of our tool.

C. Sensitive Data

Sensitive data is categorized into eight types based on
analysis of CWEs and NVD reports:

1) Authentication, Authorization, and Credentials Informa-
tion: Data holding passwords, API keys, usernames, ver-
ification codes, credentials, etc.

2) Personal Identifiable Information (PII): Sensitive data
containing names, emails, addresses, social security num-
bers, health information, accounts, etc.

3) Financial Information: Variables related to credit cards,
bank account numbers, account IDs, payment IDs, CVV,
etc.

4) Files Containing Sensitive Information, Sensitive File
Paths, URLs/URIs: Variables storing internal URLs/URIs
or file paths to files that contain sensitive information or
files themselves.

5) Sensitive System and Configuration Information: Data
with database, cloud provider, or network connection
strings, database schemas, configuration details, environ-
ment variables, sensitive settings, controllers, and man-
agers.

6) Security and Encryption Information: Data holding en-
cryption keys, seeds, or certificates.

7) Application-Specific Sensitive Data: Data storing sensi-
tive information such as device details (names, IDs, prop-
erties, objects), application-specific IDs, email messages,
notifications, etc.

8) Query Parameters: Variables storing sensitive data in
HTTP GET requests.

D. Motivating Example

The example in Fig. 2 provides a code snippet that demon-
strates a classic example of CWE-537, where a medical
record retrieval system inadvertently exposes sensitive patient
information due to improper exception-handling practices. The
code includes sensitive information, such as ”patient 112233”
(line 32), the database connection URL, username, and pass-
word (lines 9 and 10). The ”patient 112233” is sent to
the ”retrieveRecord(String patientId)” method as an input
parameter. Specifically, the code prints the patient ID if a
medical record cannot be retrieved (line 18). It includes it
in exception error messages when no record is found or when
an error occurs. This practice can lead to unauthorized access
to sensitive information, potentially violating privacy regula-
tions and leading to significant security breaches. Exposure
of such information can be exploited by malicious actors
to gain further unauthorized access or to perpetrate identity
theft. By addressing these vulnerabilities, the application can
better protect sensitive medical data and comply with privacy



CWE-200:
Exposure of Sensitive

Information to an Unauthorized Actor

CWE-201:
Insertion of Sensitive

Information Into Sent Data

CWE-598:
GET Request with

Sensitive Query Strings

CWE-538:
Sensitive Info in

Accessible File/Directory

CWE-532:
Sensitive Info in

Log File

CWE-214:
Sensitive Info in

Process Invocation

CWE-203:
Observable Discrepancy

CWE-204:
Observable Response

Discrepancy

CWE-208:
Observable Timing

Discrepancy

CWE-215:
Sensitive Info in
Debugging Code

CWE-615:
Sensitive Info in

Source Code Comments

CWE-209:
Error Message Containing

Sensitive Information

CWE-535:
Shell Error Message

CWE-536:
Servlet Runtime Error

Message with Sensitive Info

CWE-537:
Java Runtime Error

Message with Sensitive Info

CWE-550:
Server-Generated Error

Message with Sensitive Info

Fig. 1: CWE-200 Hierarchical Model

1 public class BAD_MedicalRecordSystemLookup{

2   public void retrieveRecord(String patientId){

3       Connection connection = null;

4       PreparedStatement statement = null;

5       ResultSet resultSet = null;

6 

7       try{

8           // Establish connection (Simulated)

9           connection = getConnection("jdbc:mysql://localhost:3306/medicalrecordsystem, 

10    "user", "password");

11 

12          // Prepare statement to medical record

13          String query = "SELECT * FROM medicalrecord WHERE patient_id = ?";

14          statement = connection.prepareStatement(query);

15          statement.setInt(1, patientId);

16

17          // Execute query and process result

18          resultSet = statement.executeQuery();

19          if (resultSet.next()){

20              System.out.println("Medical record retrieved successfully.");

21          } else {

22              throw new Exception("No medical record found for patient ID: " + patientId);

23          }

24      } catch (Exception e){

25          // Vulnerability: Exposes sensitive information

26          System.out.println("Error: " + e.getMessage());

27      } finally {

28          // Close resources

29      }

30   }

31  public static void main(String[] args){

32      new BAD_MedicalRecordSystemLookup().retrieveRecord("patient_112233");

33  }

34}

“patient_112233”

String patientId

If(!error) If(error)

throw new 

Exception

(patientId)

catch(Exception e)

System.err.println

(e.getMessage())

System.out.println

(patientId)

Source

Sink

Sink

Fig. 2: Example illustrating the data flow from source to sink, demonstrating how sensitive information propagates through
the system

standards, thus maintaining the confidentiality and integrity of
patient information.

III. RELATED WORK

In this section, we describe the related work of three aspects:

A. Large Language Models (LLM)

LLMs have been widely applied to natural language tasks
(e.x. sentiment analysis [17], translation [4], etc.), and they
are also getting more popular among software practitioners
for different Software Engineering (SE) tasks. They have
been used in code generation [18], test case generation [16],
[38], program repair [40], requirement completeness [22],
resolving code quality issues [37], etc. Leveraging ChatGPT
to perform sub-tasks [29] has been the focus of many studies.
Jalil et al. [15] investigated the effectiveness of ChatGPT in
answering test questions, while Ahmad et al. [2] explored its
application in system architecture. Sun et al. [35] discussed
the challenges of using ChatGPT for code summarization. In
addition to addressing textual problems in SE, other studies
have evaluated ChatGPT’s performance in code-related tasks
such as program repair [5] and code generation [21].

B. Vulnerability Analysis

Recent studies in software vulnerability detection mostly
focused on general vulnerability detection [7], [9], [28]. These

studies extract Abstract Syntax Trees [20] or program slices by
considering source and sink [19] and provide deep learning-
based models to detect which program slice is vulnerable
and which one is non-vulnerable. There are a few studies
in the literature that focus on identifying vulnerable code
components based on CWE types [9]. However, these studies
do not cover CWE-200. Pan et al. [31] proposed a model to
classify vulnerability types to make it easier for practitioners
to analyze vulnerabilities. In addition to general vulnerability
detection, literature also focuses on the detection of specific
vulnerability types such as SQL Injection [36], Cross-Site
Scripting [10], and memory-related vulnerabilities [6] such as
Buffer Overflow [39].

C. Attack Surface Detection

To detect source and sink for program analysis, most studies
rely on predefined lists of API/function calls. Li et al. [19]
considered user input as the source and extracted 56,902 li-
brary/API function calls from programs, including library/API
function calls related to buffer and resource management
errors. Bian et al. [3] proposed a machine learning-based
approach named SinkFinder to detect these vital components
in source code. Huang et al. [14] proposed a context-based
approach to detect rare sensitive functions in source code.



IV. METHOD

Our objective is to design a vulnerability detection system
that automatically identifies CWE-200 vulnerabilities and their
precise locations in source code.

This is achieved through a multi-stage process that detects
sensitive data (sources), identifies exposure points sinks),
analyzes dataflows between them, and verifies the validity of
the identified paths. The system leverages transformer-based
models, static analysis via CodeQL, and a dedicated flow
verification step to ensure accuracy.

As illustrated in Fig. 3, the architecture of SIExVulTS
consists of three major components: the Attack Surface De-
tection Engine, the Exposure Analysis Engine, and the Flow
Verification Engine. These components operate in sequence to
identify attack surface elements, trace dataflows, and verify
actual vulnerability exposures aligned with the CWE-200
hierarchy.

A. Attack Surface Detection Engine

1) Detecting Sensitive Information: Identifying sensitive
information within codebases has traditionally relied on scan-
ning for commonly recognized sensitive terms [41] such
as ”cardNumber,” ”password,” or ”APIkey.” Although this
method is straightforward to implement, its effectiveness is
constrained by the scope of its predefined lists. These lists
may not encompass all instances of sensitive data, especially
rare or unseen sensitive data that is unique to specific projects
or contexts.

To overcome these limitations, we leverage transformers to
identify sensitive data in source code. These advanced models
enhance our detection capabilities by taking into account
data context. This contextual awareness enables the model
to identify sensitive elements that traditional methods might
not detect, providing a more robust solution for securing
source code. For instance, in the case of an Android source
file associated with Google Pay, the model assesses potential
information leaks within the specific framework of payment
processing.

We evaluate multiple fine-tuned transformer-based models,
including ChatGPT-4o [29], SentBERT [33], CodeBERT [11],
and CodeT5 [32]. ChatGPT-4o with zero-shot is used as a
baseline.

Encoder-Based Detection Approach: In this approach, we
use embeddings from SentBERT, CodeBERT, and CodeT5 to
detect sensitive data. Each model was chosen for its strengths:

• SentBERT captures contextual meaning in natural lan-
guage and is effective for identifying nuanced elements
like comments or ambiguous variable names.

• CodeBERT trained on code and natural language pairs,
excels at capturing code structure and semantics, espe-
cially for identifying APIs and function-related elements.

• CodeT5 is a code-specific encoder-decoder model trained
on code and natural language, and performs well on
mixed-format inputs such as source code with inline
comments or documentation.

Two types of embeddings from each of these models are
utilized to classify data as sensitive or non-sensitive, name
embeddings and context embeddings.

1) Name Embeddings: These embeddings represent the
literal value of the data in question. For a variable, this
corresponds to the variable name; for a string, it is the
string’s value; for a comment, the comment text; and for
an API call, the name of the call.

2) Context Embeddings: These embeddings capture the
context in which the data appears, incorporating addi-
tional details such as the data type, where applicable.
Multiple iterations were tested during development to
determine the optimal context representation:
• File-Level Context: Embedding the entire file intro-

duced excessive noise, leading to poor classification
performance.

• Line-Level Context: Limiting context to only the lines
where the data appears proved too narrow, resulting in
frequent misclassifications.

• Method/Line Hybrid Context: The final approach em-
beds the entire method where the data appears, along
with any relevant lines in the global scope. Addition-
ally, the data type of the variable or element is included
to enhance the contextual representation. This approach
balances sufficient contextual information while mini-
mizing noise.

We use the hybrid approach as it provides the best context
while balancing noise.

As shown in Fig. 3, we pre-processed variables, strings,
comments, and sinks by extracting both their names and
relevant code context (excluding comments, which are contex-
tually self-contained). These inputs are embedded using one
of the transformer models, producing vector representations
of both the raw identifier and the surrounding code. For
variables, strings, and sinks, name and context embeddings
are concatenated.

The combined vectors serve as input to either a binary
classifier (for identifying sensitive elements) or a multi-class
classifier (for categorizing sink types). The binary classifier
uses a four-layer architecture with skip connections and resid-
ual layers for deeper feature learning. At the same time, the
sink model follows a similar design with categorical softmax
output over eight sink types.

2) Training and Hyperparameter Optimization: Each neu-
ral classifier was trained using the embeddings described
above, passed through a four-layer fully connected architec-
ture. The first dense layer was initialized to one-third of the
input size, with each subsequent layer halved in width. Binary
classifiers (for variables, strings, and comments) used a single
sigmoid output neuron, while the sink classifier used a softmax
layer with eight output classes.

To prevent overfitting, L2 regularization and dropout were
applied to all hidden layers. Hyperparameters were optimized
via a randomized grid search over 50 trials, using a fixed
random seed for reproducibility. The search explored the
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Fig. 3: An overview of the SIExVulTS tool.

following space:
• Learning rate: {1e-5, 1e-4, 1e-3, 1e-2}
• Dropout rate: {0.2, 0.3}
• Activation functions: ReLU, ELU, Sigmoid
• Batch size: {32, 64}
• Epochs: {50, 60}
A stratified 70:15:15 train/validation/test split was used to

ensure representation across classes. During training, early
stopping monitored validation loss with a patience of 10
epochs, and learning rate reduction was triggered when the
loss plateaued. Final model selection was based on the highest
F1-score on the validation set.

To further enhance robustness and mitigate data variance,
5-fold stratified cross-validation was employed during hyper-
parameter tuning. SMOTE [8] was applied to all binary tasks
to address class imbalance.

Rationale: These choices were made to balance expres-
siveness and generalizability while ensuring efficient training.
Adam was selected as the optimizer for its adaptive gradient
scaling. F1-score was used as the primary metric due to
its sensitivity to class imbalance—especially critical when
identifying rare but high-risk sensitive elements and sinks.

B. Exposure Analysis Engine

The exposure analysis engine, as shown in Fig. 3, utilizes
CodeQL [13], a robust and efficient static analysis tool that
transforms a codebase into a queryable database. This enables
the execution of complex queries to detect dependencies and

interactions within the code. To maximize the potential of
CodeQL, we developed a reusable set of queries aligned with
our CWE-200 hierarchical model. This process involved a
detailed review of CWEs as outlined in the CWE repository
[23] and the creation of targeted queries to effectively identify
CWE-200 vulnerabilities. A CodeQL query is a declarative
script designed to detect specific patterns, bugs, or codebase
issues by leveraging data flow analysis. Using these queries,
we defined logic to capture the flow of sensitive information
from sources to sinks, identifying potential exposures for each
CWE.

For example, CWE-537, which addresses the insertion of
sensitive information into runtime error messages, requires
identifying variables containing sensitive data (sources) and
tracing their flow to exception-handling operations. The query
checks whether sensitive information is exposed while han-
dling a caught exception, ensuring precise vulnerability de-
tection. The exposure analysis engine is designed not only to
detect vulnerabilities but also to provide detailed insights into
the pathways through which sensitive information propagates.
After identifying sensitive data sources and their correspond-
ing sinks using our CodeQL queries, the engine outputs a
comprehensive report highlighting The specific paths taken
by sensitive information from source to sink. Along with
the contexts in which the exposure occurs, such as exception
handling, API calls, or file operations.



C. Flow Verification Engine

The Flow Verification Engine enhances CodeQL-generated
dataflows to assess whether each source-to-sink path reflects
a true vulnerability or a false positive. Although CodeQL
provides dataflow node locations, these are often abstract and
lack the surrounding source code necessary for contextual
understanding. As a first step, the engine reconstructs and
enriches each flow by parsing the original source files to
extract and inject relevant code surrounding each node. Each
step in the flow is labeled with its corresponding code snippet,
data type, and semantic role, forming a more comprehensive
and interpretable path representation.

Following this augmentation, the engine deduplicates flows
using SHA-256 hashing to eliminate repeated instances. Each
unique flow is then serialized into a string that includes the
CWE identifier and the full propagation path. These enriched
flows are embedded using GraphCodeBERT, a transformer
model designed for code semantics. To handle long sequences,
a Transformer-based aggregator compresses token-level em-
beddings from segmented input, enabling representation of
deeply nested objects and extended propagation chains.

The resulting embeddings are used to train a residual neural
classifier, similar in architecture to that of the Attack Sur-
face Detection Engine. Training is conducted using stratified
splits, SMOTE for balancing, and randomized hyperparameter
search. This engine significantly boosts system precision by
filtering false positives that static analysis alone may misclas-
sify.

D. Summary

SIExVulTS integrates its three core components into a
cohesive detection pipeline. The Attack Surface Detection
Engine identifies sensitive sources and potential sinks. These
components are then used to instantiate predefined CodeQL
queries in the Exposure Analysis Engine, which traces possible
dataflows between them. Finally, the Flow Verification Engine
evaluates these paths for actual exposure, filtering out false
positives and increasing precision.

The integration between these stages is realized through a
structured three-step process:

• Step I: The Attack Surface Detection Engine analyzes
the source code to identify attack surface components
(sources and sinks).

• Step II: These elements are used to instantiate cus-
tomized CodeQL queries for the given application, per-
forming lightweight reachability analysis to determine
whether any static path exists between detected sources
and sinks. If a path is found, the Exposure Analysis
Engine returns a dataflow trace, including the CWE
identifier, source, sink, and the steps between them.

• Step III: These flows are then passed to the Flow Ver-
ification Engine, which analyzes their semantic validity
and likelihood of exposing sensitive data.

This staged process allows SIExVulTS to move from broad
detection to precise, validated vulnerability identification, re-

ducing noise and enabling accurate detection of CWE-200
vulnerabilities in diverse codebases.

V. RESULTS

TABLE I: Data statistic and number and percentage of attack
surface components detected in each dataset

Type Label CVE Bench Total % Sum

Variables
Sens 1138 389 1527 0.57

2683
Non-Sens 487 669 1156 0.43

Strings
Sens 316 20 336 0.14

2349
Non-Sens 1024 989 2013 0.86

Comments
Sens 11 4 15 0.01

1003
Non-Sens 385 603 988 0.99

API Calls
Sink 210 505 715 0.21

3443
Non-Sink 1636 1092 2728 0.79

We evaluate SIExVulTS using a series of experiments
designed to assess its performance in identifying sensitive
information exposure (SIEx) vulnerabilities. Specifically, we
examine the effectiveness of the Attack Surface Detection
Engine, the accuracy of the Exposure Analysis Engine, and
the practical impact of the Flow Verification Engine on real-
world projects. These evaluations are structured around three
guiding research questions:

• RQ1: Which model most accurately identifies attack
surface components?

• RQ2: How effectively does SIExVulTS detect CWE-200
vulnerabilities in benchmark scenarios?

• RQ3: Can SIExVulTS detect CWE-200 vulnerabilities in
real-world open-source projects?

A. Dataset Overview
We validate our approach using two primary datasets and

one supplemental dataset:
1) CVE Dataset: This dataset was curated from the Na-

tional Vulnerability Database (NVD) and relevant code repos-
itories. We selected 40 CVEs associated with CWE-200 vul-
nerabilities in open-source projects, analyzing their reported
patches and extracting data items from pre-fix files. Each file
was parsed to extract variables, hard-coded strings, comments,
and API calls. These elements were then labeled as either
sensitive/non-sensitive (or sink/non-sink in the case of API
calls).

This dataset provides a real-world basis for evaluating the
performance of the Attack Surface Detection Engine.

2) Benchmark Dataset: To ensure structured and repro-
ducible evaluation of CWE-200 detection, we developed a
benchmark dataset consisting of synthetic but representative
code samples. Each sample is aligned with a specific CWE
and categorized as either GOOD” (no vulnerability) or BAD”
(contains vulnerability). These examples reflect common pat-
terns observed in real-world vulnerabilities.

This dataset enables detailed testing of CodeQL-based de-
tections. In total, it contains 300 labeled samples: 161 BAD
and 139 GOOD.



TABLE II: Weighed performance comparison of GPT-4o, SentBERT, CodeBERT, and CodeT5 on identifying attack surface
components (P = Precision, R = Recall, F = F1 Score).

Data Item GPT-4o SentBERT CodeBERT CodeT5
P R F P R F P R F P R F

Variables 0.7934 0.6142 0.6853 0.9383 0.9387 0.9385 0.9223 0.9252 0.9226 0.9282 0.9301 0.9259
Strings 0.3726 0.5318 0.4289 0.9567 0.9548 0.9556 0.9645 0.9651 0.9627 0.9596 0.9610 0.9600
Comments 0.1283 0.2227 0.1624 0.9776 0.9778 0.9777 0.9932 0.9932 0.9931 0.9983 0.9983 0.9983
Sinks 0.6889 0.6745 0.6718 0.9768 0.9774 0.9763 0.9677 0.9688 0.9659 0.9730 0.9731 0.9726

3) Flow Verification Dataset: This dataset includes labeled
dataflows from 31 real-world open-source Java projects, ex-
tracted using our predefined CodeQL queries. Each flow is
manually labeled as Yes (true positive) or No (false positive)
based on whether it results in actual sensitive data exposure.
The dataset is used to train and evaluate the Flow Verification
Engine, helping it learn to distinguish between valid and
invalid flows. There are 2,555 data flows in total, varying
in complexity from just a few steps to over 150, capturing
the nuanced behaviors of information propagation in practical
settings.

4) Additional Training Data: As shown in Table I, sensitive
strings and comments comprise only 14% and 1% of the
collected data, respectively, posing a challenge for training the
Attack Surface Detection models. To address this imbalance,
we added synthetic strings and comments that reflect patterns
observed in real vulnerabilities and align with our eight
predefined categories of sensitive information. Specifically, we
added 1,427 comments (690 sensitive and 737 non-sensitive)
and 453 strings (69 sensitive and 384 non-sensitive) to enhance
model training.

B. Experimental Results

1) RQ1: Which model most accurately identifies attack
surface components?: We evaluated four models: ChatGPT-
4o, SentBERT, CodeBERT, and CodeT5. Table II summarizes
their precision (P), recall (R), and F1 score (F) across the four
attack surface categories.

CodeT5 achieved the highest F1 scores for both strings
and comments. This can be attributed to its encoder-decoder
architecture, which is particularly well-suited for handling
free-form text and mixed-format inputs. Its ability to model
sequential dependencies likely helped it capture nuanced pat-
terns within comments and hardcoded string literals—often
areas where meaning is implicit or loosely structured.

SentBERT, while slightly behind CodeT5 in some cate-
gories, showed the most consistent performance overall. Its
strength lies in generating compact semantic embeddings that
are highly effective for classification tasks, particularly where
clear contextual meaning can be inferred from code and
identifier names. Notably, it excelled at variables and sinks,
where sensitivity is often contextually tied to naming con-
ventions and surrounding logic. SentBERT’s 384-dimensional
embeddings also offer a significant efficiency advantage over
CodeT5’s 768-dimensional ones, especially when processing
large codebases with millions of elements.

CodeBERT performed well on Sink detection, likely due to
its joint training on natural language and source code, which
allows it to better understand function signatures and common
coding idioms.

ChatGPT-4o was evaluated using a zero-shot prompting
strategy, as few-shot prompting was experimentally found to
degrade performance. While few-shot examples are typically
used to guide model behavior, in this case, they introduced
unintended biases and increased ambiguity, especially when
the examples did not perfectly match the project-specific
context of the inputs. As a result, the model often overfit to
patterns in the examples rather than generalizing effectively. In
contrast, zero-shot prompting—despite its simplicity—offered
more consistent performance, though it still underperformed
relative to encoder-based models. Its primary weaknesses
included inconsistent handling of nuanced distinctions (e.g.,
between strings and comments) and susceptibility to prompt
misinterpretation, especially when the surrounding context
exceeded token limits. An example can be found in Fig. 4.

Based on these observations, SIExVulTS uses SentBERT
as its primary embedding model due to its competitive per-
formance across all categories, efficient embedding size, and
strong generalization in both structured and unstructured code
elements. Going forward, that is the model used for the Attack
Surface Detection Engine

TABLE III: Performance of the proposed tool on the bench-
mark dataset.

CWE GOOD BAD Total Precision Recall F1 Score
201 7 10 17 100.00 80.00 88.89
204 11 11 22 100.00 90.91 95.24
208 10 13 23 92.86 100.00 96.30
209 17 17 34 100.00 76.47 86.67
214 11 10 21 100.00 80.00 88.89
215 10 10 20 100.00 70.00 82.35
532 10 13 23 100.00 84.62 91.67
535 10 15 25 100.00 40.00 57.14
536 10 10 20 100.00 80.00 88.89
537 10 10 20 100.00 80.00 88.89
538 3 2 5 100.00 100.00 100.00
550 10 10 20 100.00 80.00 88.89
598 10 10 20 100.00 70.00 82.35
615 10 10 20 100.00 50.00 66.67

Total 139 161 300 99.13 75.50 85.71

2) RQ2: How effectively does SIExVulTS detect CWE-
200 vulnerabilities in benchmark scenarios?: We evaluated
SIExVulTS on our benchmark dataset, which includes sam-
ples labeled across various CWE-200 subtypes. As shown in
Table III, the tool achieves an overall F1 score of 85.71%.



The lowest performance was observed for CWE-535, which
involves information exposure through shell error messages.
This category typically depends on complex runtime condi-
tions that are difficult to capture statically. CWE-615 (sensitive
comments) also showed relatively low performance, primarily
because it does not involve dataflow. As a result, both the
Exposure Analysis Engine and the Flow Verification Engine
are bypassed, and detection relies solely on the Attack Surface
Detection Engine, which may reduce effectiveness.

C. RQ3: How effective is SIExVulTS in real-world CWE-200
detection?

To validate the effectiveness and efficiency of SIExVulTS,
we applied it to real-world open-source projects. To identify
suitable projects for analysis, we developed a script to locate
reported CVEs related to CWE-200. This process was refined
to focus on open-source Java projects. Among the identified
candidates, Jenkins was selected due to its multiple CWE-
200-related CVEs and suitability for analysis based on clear
vulnerability references in its source code.

We collected Jenkins CVEs from GitHub’s advisory
database and the NVD. Of the 15 CVEs with available vul-
nerable versions, SIExVulTS successfully detected 9. Table IV
summarizes the results. Missed cases largely stemmed from
unrecognized sink types, particularly related to REST API
usage. Improving the sink model to recognize such patterns
is a future work direction.

TABLE IV: SIExVulTS evaluation on reported vulnerabilities
of Jenkins

CVE-ID CWE Version Detected
CVE-2018-1000169 200 2.107.1 YES
CVE-2018-1000192 200 2.107.1 YES
CVE-2017-1000395 200 2.73.1 NO
CVE-2017-1000398 200 2.73.1 NO
CVE-2017-1000399 200 2.73.1 NO
CVE-2020-2102 208 2.218 YES
CVE-2016-0790 208 1.649 YES
CVE-2016-0791 200 1.649 YES
CVE-2018-1000862 200 2.138.1 YES
CVE-2018-1000410 200 2.138.1 NO
CVE-2014-3662 200 1.582 YES
CVE-2017-2606 200 2.32.1 NO
CVE-2014-2064 200 1.550 YES
CVE-2018-1999006 200 2.121.1 NO
CVE-2022-34174 208 2.355 YES

1) Precision Analysis With and Without Flow Verification:
A key goal of SIExVulTS is to ensure that the detections are
accurate and reliable. We performed a simple study to test
the effect of our Flow Verification Engine. Table V shows
a comparison of the tool’s precision with and without this
engine. The verification step significantly improves overall
performance by filtering out invalid flows flagged by static
analysis alone. Bringing the global precision without verifi-
cation from 22.6% to 87.2% across 31 projects tested, 28 of
them saw an improvement in their precision, while 3 remained
the same, and none of them reduced.

TABLE V: Impact of Flow Verification on Evaluation Metrics

Metric Without Verification With Verification
Precision 0.226 0.872
Recall 1.000 0.938
F1 Score 0.369 0.904
Accuracy 0.226 0.955

D. Discovery of New CVEs

In addition to evaluating known vulnerabilities, SIExVulTS
was used to proactively audit real-world open-source projects
for instances of sensitive information exposure. Candidate
projects were selected based on relevance to the Java/Maven
ecosystem and prior security disclosures. SIExVulTS analyzed
each target project for sensitive dataflows, and its outputs were
manually reviewed to validate whether the findings represented
genuine vulnerabilities. In promising cases, proof-of-concept
(PoC) exploits were constructed to demonstrate exploitability.

As of this writing, 6 previously unknown vulnerabilities
have been confirmed and assigned CVE identifiers, with 12
additional reports currently under review by the respective
project security teams.

• CVE-2025-26795 – Apache IoTDB (v1.3.3): JDBC driver
logs plaintext database credentials.

• CVE-2025-26864 – Apache IoTDB (v1.3.3): OpenID
authentication module logs user passwords during failed
login attempts.

• CVE-2025-30677 – Apache Pulsar (v4.0.2 & v4.0.3):
Kafka connectors log sensitive configuration properties,
including SSL truststore passwords.

• CVE-2025-53651 – Jenkins HTML Publisher Plugin
(v4.2.5): Logs absolute file paths, potentially exposing
system-level information.

• CVE-2025-48955 – Para (v1.50.6): Logs AWS ‘ac-
cessKey‘ and ‘secretKey‘ at the INFO level during ap-
plication health checks.

• CVE-2025-49009 – Para (v1.50.6): Logs Facebook
OAuth ‘accessToken‘ at the WARN level during authen-
tication failures.

These findings demonstrate SIExVulTS’s ability to iden-
tify impactful, real-world vulnerabilities that were previously
unknown, validating the tool’s relevance beyond synthetic or
benchmark datasets.

VI. DISCUSSION

A. Results

We proposed a novel system, SIExVulTS, to address the
underrepresented challenge of detecting CWE-200 vulnerabil-
ities. Our approach integrates transformer-based embeddings
with static analysis to identify sensitive information and its
potential exposure points, tracing how this information prop-
agates through source code paths. The system is composed
of three core components: the Attack Surface Detection En-
gine, which detects sensitive sources and sinks; the Exposure
Analysis Engine, which uses custom CodeQL queries to map
potential dataflows to the CWE-200 hierarchical model based



on the CWE repository; and the Flow Verification Engine,
which evaluates the semantic validity of flows to eliminate
false positives.

1) Attack Surface Detection Engine: To evaluate the effec-
tiveness of our Attack Surface Detection Engine, we compiled
a comprehensive dataset of existing CVEs related to CWE-200
and conducted a series of experiments. The results indicate
that our approach detects sensitive sources and sinks within
source code with an average F1 score greater than 93%. The
Attack Surface Detection Engine, underpinned by SentBERT,
was the most effective at this task compared to ChatGPT-4o,
CodeBERT, and CodeT5.
Several factors contribute to these observations:

1) The task of finding sensitive information is inherently
broader for ChatGPT-4o compared to the encoder-based
approaches of the other three models. ChatGPT-4o is
tasked with identifying all occurrences of a specific sensi-
tive information category within a given file. In contrast,
encoder-based models enable more targeted queries by
allowing for the direct identification of each particu-
lar occurrence. This targeted approach is challenging
to replicate with ChatGPT-4o because the number of
required queries would escalate significantly—from a few
thousand (on a per-file basis) to potentially millions (on a
per-category basis). This dramatic increase in queries not
only complicates the process but also incurs substantially
higher computational costs.

2) While ChatGPT-4o benefits from an extended context
window of 128k tokens, our experiments revealed that its
performance degrades when processing inputs exceeding
approximately 5k tokens. Specifically, the model begins
to overlook or fail to classify portions of the data,
which diminishes its accuracy in identifying sensitive
information.

3) In addition, we observed that ChatGPT-4o sometimes
struggles to differentiate between the different categories.
For example, it is confusing to detect string literals
and comments numerous times. This led to skipping
data classification, making it unreliable and difficult to
reproduce. This can be seen in Table II, where ChatGPT-
4o performs much worse on comments compared to the
other categories. Efforts were made to counteract this,
such as injecting the parsed data into the prompts, so
that the model wouldn’t have to perform the tasks of
parsing the data and then classifying it. This had 10%
improvement in the F1 score, but still didn’t completely
eliminate the issue of missing data.

2) Exposure Analysis Engine: To evaluate the effectiveness
of our Exposure Analysis Engine, we conducted a series of
experiments using our benchmark dataset. This component
was designed to trace the flow of sensitive data from sources
to sinks using custom CodeQL queries aligned with the CWE-
200 hierarchy. The results show that the engine was able to
identify valid detections across a wide range of CWE-200
subcategories.

Contributing factors to these results include:

1) By instantiating queries only for previously identified
sources and sinks, the engine achieved high efficiency,
avoiding exhaustive or irrelevant code scanning.

2) The design of queries incorporated semantic understand-
ing of typical vulnerability patterns, which helped filter
out spurious paths and increased the accuracy of flow
detection.

3) Flow Verification Engine: To evaluate the effectiveness
of the Flow Verification Engine, we tested its ability to
validate source-to-sink flows identified by the Exposure Anal-
ysis Engine. This component operates on CodeQL-generated
detections and independently verifies each dataflow by re-
constructing a semantically rich representation that includes
the surrounding source code context. These reconstructed
flows are embedded using GraphCodeBERT and processed
with a Transformer-based aggregator to capture long-range
dependencies and structural patterns.

The results demonstrate that the Flow Verification Engine
substantially improves precision, particularly for CWEs in-
volving complex or noisy flows, such as CWE-209 and CWE-
204. It serves as a critical final validation step that filters out
false positives from static analysis. Particularly ones where
sensitive data flows into complex objects, such as maps, and
another part of the object is actually exposed.

Contributing factors to these results include:
1) Parsing the source code around each flow step allowed

the engine to analyze real program context.
2) GraphCodeBERT embeddings combined with

Transformer-based aggregation enabled effective
reasoning over long or deeply nested flows.

3) Performing this validation after CodeQL flow detection
created a layered analysis pipeline, enhancing accuracy
without compromising performance.

B. Limitations

While SIExVulTS demonstrates strong performance across
a range of CWE-200 subcategories, several limitations remain.
First, although dynamic sink detection expands the range of
identifiable exposure points, it still misses nuanced cases.
This was evident in our evaluation of Jenkins CVEs, where
vulnerabilities involving REST API disclosures (e.g., CVE-
2017-2606) were not detected. These patterns often fall outside
the predefined sink heuristics and require further training data
and refinement of the sink detection model.

Second, the system is inherently limited in its ability to
detect vulnerabilities dependent on runtime behavior—such
as access control violations, user authentication flows, or
permission checks. These aspects are typically beyond the
scope of static analysis and requires execution context to
resolve accurately.

Finally, while transformer models improved the semantic
understanding of sensitive components, they may still misclas-
sify borderline cases due to the subjectivity of what constitutes
“sensitive” data across different domains.

To address these issues, future work will focus on expanding
the training datasets (particularly with REST-related patterns)



and refining sink heuristics. These additions will improve
both the completeness and precision of CWE-200 vulnerability
detection in real-world systems.

C. Comparison to Existing Tools

We attempted to compare our tool’s performance to exist-
ing tools such as DeepWukong [9], VulDeePecker [19], and
commercial tools such as SonarQube [34]. However, we were
unable to find any tools that specifically covered CWE-200 for
Java. As a test, we attempted to use SonarQube with Jenkins
version 2.107.1 and were unable to find any detections related
to CWE-200. Since it does not officially look for CWE-200
vulnerabilities, we did not proceed with all the versions in
Table IV. The closest tool we found was LineVul [12], which
covers C/C++. While this does not allow us to perform a direct
comparison, it does demonstrate a gap in the current coverage
of tools regarding CWE-200. Which is especially concerning
given its importance [30].

D. Threat to Validity

1) Threats to Internal Validity: Dataset Quality: One
threat to internal validity is related to the correctness and
completeness of the benchmark dataset. Given that the authors
developed the benchmark dataset, it may not cover all possible
code examples for each CWE, and defining the vulnerable
code samples is error-prone. To mitigate this, we cross-
checked the code samples and revised them based on author
agreements. In addition, we collected real data from the NVD
repository to mitigate this threat. These real samples were
collected from projects with different sizes, complexity, and
usages, all of which contain CWE-200 vulnerabilities.

Labeling Errors: Another threat to the validity of our
approach is the labeling of data as sensitive or non-sensitive
and API calls as sinks or not. This large manual process is
prone to mistakes, and the data sensitivity can change based
on the context. We tried to mitigate this issue in two ways:

1) Considering the context and application of the open-
source project during manual review

2) Peer-reviewing the labeled data by the authors and hav-
ing discussions on disagreements. The Cohen’s Kappa
coefficients are shown in Table VI. Overall, reviewers
demonstrated strong agreement on the classifications,
with variables showing the lowest agreement, as expected,
given the subjectivity involved in classifying variables.

TABLE VI: Cohen’s Kappa Coefficients for Agreement by
Category

Category Coefficient
Variables 0.68
Strings 0.85
Comments 0.83
Overall 0.77

2) Threats to External Validity: We evaluated the model
based on our collected data, which can affect the model’s per-
formance. To mitigate this threat, we collected real data from
projects of different sizes, complexities, and usage contexts to

make the model more generalizable. Additionally, we evalu-
ated the tool’s performance in addressing real vulnerabilities
reported in Jenkins.

3) Threats to Construct Validity: One significant challenge
in this study is the inherent subjectivity in defining what
constitutes sensitive information. The perception of sensitivity
can vary across individuals, contexts, and domains, making
it difficult to establish a universally accepted definition. For
instance, while certain configuration details or comments
may be deemed sensitive in one application, they might be
considered non-sensitive in another. This variability introduces
potential ambiguity in labeling and evaluation. To mitigate
this, we based our definitions on standardized guidelines from
the CWE-200 hierarchical model and conducted peer reviews
during the dataset creation process to ensure consistency and
reduce bias.

VII. ETHICS AND OPEN SCIENCE

This study follows ethical research practices and supports
open science. All datasets were either publicly available or
synthetically generated to reflect realistic scenarios without
containing private or personally identifiable information (PII).

We recognize the potential misuse of tools like SIExVulTS
and stress that it is intended solely to support secure software
development. Its goal is to help identify and mitigate sensitive
data exposures—not to enable exploitation.

To promote transparency and reproducibility, the source
code, CodeQL queries, and synthetic datasets are available in
a publicly accessible repository [1].

VIII. CONCLUSION

We presented SIExVulTS, a novel vulnerability detection
system that targets the under-addressed CWE-200 category
of sensitive information exposure (SIEx) in Java applications.
By integrating transformer-based embeddings from SentBERT
with static analysis via CodeQL, SIExVulTS detects both the
presence and propagation of sensitive data with high precision.
The system’s three-stage architecture—Attack Surface Detec-
tion, Exposure Analysis, and Flow Verification—enables end-
to-end detection of diverse SIEx vulnerabilities. Experimen-
tal results across benchmark datasets, real-world CVEs, and
manually labeled dataflows demonstrate the system’s strong
performance, achieving an F1 score above 93% for detect-
ing sensitive elements and 85.71% for identifying CWE-200
vulnerabilities. In addition, SIExVulTS uncovered multiple
previously undocumented vulnerabilities in major open-source
projects, further validating its practical utility. Future work will
explore the integration of additional domain-specific heuristics
to improve recall and support broader language ecosystems.
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IX. APPENDIX



ChatGPT Prompt for Identifying Sensitive Variables

### Task I want you to detect sensitive variables in the Java Source Code. Sensitive variables are those that, if exposed, could lead to a vulnerability
or compromise the security and integrity of a system.
### Sensitive Variable Categories:

1) Authentication and Authorization and Credentials Information: Variables holding passwords, API keys, keys, usernames, verification codes,
credentials, etc.

2) Personal Identifiable Information (PII): Variables containing names, emails, addresses, social security numbers, health information, accounts, etc.
3) Financial Information: Variables related to credit cards, bank account numbers, account IDs, payment IDs, CVV, etc
4) Files Containing Sensitive Information, Sensitive File Paths, URLs/URIs: Variables storing internal URLs/URIs or file paths to files that contain

sensitive information or files themselves.
5) Sensitive System and Configuration Information: Variables with database, cloud provider, or network connection strings, database schemas,

configuration details, environment variables, sensitive settings, controllers, and managers.
6) Security and Encryption Information: Variables holding encryption keys, seeds, or certificates.
7) Application-Specific Sensitive Data: Variables storing sensitive information such as device details (Names, IDs, properties, objects), Application-

specific IDs, email messages, notifications, etc.
8) Query Parameters: Variables storing sensitive data in HTTP GET requests.

### Note Exclude variables related to handlers, wrappers, loggers, listeners, generic file paths, and URLs.
### File Markers Each file begins with ”—–BEGIN FILE: [FileName]—–” and ends with ”—–END FILE: [FileName]—–”.
### Report Format Provide a JSON response in the following format. Do not include any error messages or notes:

1) Where it says ”variableName1” and ”variableDescription1” you should replace them with the actual name and description of the sensitive variable.
2) Provide a JSON response for each file that matches the format below.

• The ”name” field should be the sensitive information found in the variable.
• The ”description” field should tell which category the variable belongs to.

3) Make sure there are no duplicate entries in the response.

{ "files": [
{"fileName": "FileName1.java",
"sensitiveVariables": [
{ "name": "variableName1",

"description": "variableDescription1"},
{ "name": "variableName2",

"description": "variableDescription2"}]
}]}

Fig. 4: Prompt asks ChatGPT to identify sensitive variables in source code

Simplified CodeQL Query for CWE-537

/**
* @name CWE-537: Exposure of sensitive information in runtime error messages

* @kind path-problem

*/
import java
import semmle.code.java.dataflow.TaintTracking
import semmle.code.java.dataflow.FlowSources
import CommonSinks.CommonSinks
import SensitiveInfo.SensitiveInfo
module Flow = TaintTracking::Global<RuntimeSensitiveInfoExposureConfig>;
import Flow::PathGraph

module RuntimeSensitiveInfoExposureConfig implements DataFlow::ConfigSig {
predicate isSource(DataFlow::Node source) {

exists(SensitiveVariableExpr sve |
source.asExpr() = sve <- Input from Attack Surface Detection Engine)}

predicate isSink(DataFlow::Node sink) {
// Sink exposes sensitive info inside a RuntimeException catch block

exists(MethodCall mc, CatchClause cc |
cc.getACaughtType().getASupertype*().hasQualifiedName("java.lang", "RuntimeException") and
mc.getEnclosingStmt().getEnclosingStmt*() = cc.getBlock() and
(
CommonSinks::isPrintSink(sink) or
CommonSinks::isErrorSink(sink) or
CommonSinks::isServletSink(sink) or
getSinkAny(sink) <- Attack Surface Sinks
) and
sink.asExpr() = mc.getAnArgument())}}

from Flow::PathNode source, Flow::PathNode sink
where Flow::flowPath(source, sink)
select sink.getNode(), source, sink, "Java runtime error message containing sensitive information"

Fig. 5: CodeQL query to detect sensitive data in exception messages (CWE-537)


