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Abstract—The proliferation of Internet of things (IoT) de-
vices in smart cities, transportation, healthcare, and industrial
applications, coupled with the explosive growth of Al-driven
services, has increased demands for efficient distributed com-
puting architectures and communication networks, which has
driven cloud-edge-terminal collaborative intelligence (CETCI)
into a fundamental paradigm within the artificial intelligence of
things (AIoT) community. With advancements in deep learning,
large language models (LLMs), and edge computing technologies,
CETCI has made significant progress synergized with emerging
AloT applications, moving beyond conventional research scope
of isolated layer optimization to deployable collaborative intel-
ligence systems for AIoT (CISAIOT), a practical research focus
in Al, distributed computing, and communications fields. In this
survey, we describe foundational architectures, enabling tech-
nologies, and applicable scenarios of various CETCI paradigms,
offering a tutorial-style review for beginners in CISAIOT. We
systematically analyze architectural components spanning cloud,
edge, and terminal layers, examining core technologies including
network virtualization, container orchestration, and software-
defined networking, while presenting multi-perspective catego-
rizations of collaboration paradigms that investigate task of-
floading, resource allocation, and optimization techniques across
heterogeneous network infrastructures. Furthermore, the sur-
vey explains intelligent collaboration learning frameworks by
reviewing recent advances in federated learning, distributed
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deep learning, edge-cloud model evolution, and reinforcement
learning-based approaches. Finally, we discuss challenges (e.g.,
scalability, heterogeneity, and interoperability) and future de-
velopment trends (e.g., 6G+, agents, quantum computing, and
digital twin), discussing how distributed computing and commu-
nication technologies integration can address existing research
challenges and promote open opportunities, serving as a guide for
researchers developing robust, efficient, and secure collaborative
AloT systems.

Index Terms—Cloud-Edge-Terminal Collaborative Intelli-
gence, Distributed Computing, Data Management, AloT, Survey

I. INTRODUCTION
A. Background

HE evolution of computing paradigms has witnessed a
T significant shift from traditional cloud computing to more
distributed architectures in response to the explosive growth of
Internet of things (IoT) devices and the increasing complexity
of communication network infrastructures. Traditional cloud
computing, characterized by centralized data processing and
storage, faces substantial challenges with the increasing num-
ber of devices generating massive amounts of heterogeneous
data at the network edge, creating unprecedented demands on
communication bandwidth and network resource management
[1]. To address these limitations, edge computing has emerged
as a novel approach that brings computational resources closer
to data sources, delivering lower service latency and higher
quality of service (QoS) to end devices while optimizing
network traffic patterns and reducing communication overhead
[2]. The architectural transformation has been further acceler-
ated by the integration of artificial intelligence with IoT, giving
rise to artificial intelligence of things (AloT), a paradigm
that combines Al technologies with IoT infrastructure to
enable intelligent operations and decision making [3]. The
AloT paradigm empowers IoT systems to perceive complex
environments, process collected data intelligently, and make
smart decisions in a timely manner, making the overall system
faster, smarter, greener, and safer [4].

The recognition that neither cloud computing nor edge
computing alone can effectively address all the requirements of
modern intelligent systems has led to the emergence of cloud-
edge-terminal collaboration architectures. Meanwhile, hybrid
paradigms, including edge-cloud computing and fog comput-
ing, leverage the complementary strengths of each layer in the
computational hierarchy [5]. The cloud layer provides power-
ful computing capabilities and global insights, the edge layer
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Fig. 1: Research trends in computing paradigms and AloT
from 2021-2025, depicted through publications and citations.

offers reduced latency and localized processing, while the
terminal layer (IoT devices) handles data collection and pre-
liminary analysis [6]. Consequently, the collaborative approach
has demonstrated superior performance in various domains,
including industrial applications where the industrial Internet
of things (IIoT) is revolutionizing traditional processes [7].
Furthermore, the collaboration facilitates enhanced security
and privacy protection by enabling processing and analyzing
data at the edge while sharing only privacy-preserving model
parameters rather than raw data [8]. As computing capabilities
of IoT hardware continue to advance, the vision of an edge-
cloud continuum is emerging, where software components can
seamlessly move between different levels of the computational
hierarchy to optimize system performance [9].

B. Motivation

Despite the significant potential of cloud-edge-terminal
collaborative intelligence (CETCI) for revolutionizing AloT
systems, several fundamental challenges must be addressed
to realize seamless collaborative operation across distributed
environments. CETCI represents a specific paradigm of col-
laborative intelligence systems for AloT (CISAIOT), which
encompasses the orchestrated integration of cloud computing
capabilities with intelligent edge and terminal devices to
enable adaptive, context-aware AloT services. As evidenced
in Fig. 1, which tracks the growth in publications and citations
from 2021 to 2025, with a marked surge in cloud-edge-
terminal collaboration research and its AloT network applica-
tions (statistics collected as of 2025/08/21). Terminal devices,
including IoT sensors and actuators, face inherent compu-
tational limitations that restrict their capacity for complex
Al task processing [6]. Additionally, the resource-constrained
nature of these devices, characterized by limited processing
power, memory, and energy, creates significant barriers to
deploying sophisticated machine learning models locally [10].
Consequently, efficient task offloading and resource allocation
strategies become necessary.

Moreover, network bandwidth limitations present a critical
bottleneck, as the substantial data volume generated by AloT
devices can overwhelm network infrastructure, especially in
real-time data streaming scenarios [2]. Therefore, optimizing
communication protocols and data transmission is crucial for
effective collaboration. Furthermore, the real-time processing
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demands of many AloT applications, such as autonomous
vehicle navigation and real-time health monitoring [11], ne-
cessitate distributed intelligence at the edge to mitigate the
prohibitive latency of cloud processing. In addition, scalability
challenges in communication networks arise as AloT deploy-
ments expand to support millions of interconnected devices,
requiring adaptive network architectures that can dynamically
scale communication resources, optimize network topology,
and maintain consistent performance across varying loads and
network conditions [12]. Privacy and security concerns are also
paramount in AloT systems [13], given the sensitive nature of
collected data, which includes personal health information or
manufacturing process data [1]. Robust security mechanisms
are thus essential to prevent unauthorized access and data
breaches, while simultaneously preserving user privacy during
collaborative learning and data sharing.

C. Related Surveys

As illustrated in Table I, existing surveys have explored
various facets of cloud computing, edge computing, and
AloT [15], each contributing valuable insights within their
specific research domains. Surveys on edge computing have
established strong foundations in resource management and
application deployment [14], while cloud computing surveys
have provided comprehensive coverage of centralized resource
provisioning and service management [25]. Similarly, exist-
ing AloT surveys have made significant contributions by
addressing Al integration into IoT systems, encompassing
data acquisition, model training, and application development
[19]. For example, Tuli et al. [29] investigate Al-augmented
edge and fog computing with particular emphasis on resource
management challenges, and Zhang and Tao [4] provide a
comprehensive AloT overview, discussing its progress and
challenges. Recent works like Duan et al. [20] have advanced
the understanding of distributed Al systems, with their primary
focus on distributed computing aspects. Moreover, application-
specific surveys such as Kumar and Agrawal [21] for industrial
IoT and Qu et al. [23] for mobile edge intelligence with large
language models (LLMs) offer valuable specialized domain
insights within their respective application areas. Additionally,
emerging surveys on generative Al in edge-cloud systems
highlight the growing interest in advanced Al deployment
across distributed architectures [26], with their emphasis on
generative Al technologies.

Beyond conventional edge computing surveys, recent ad-
vancements in mobile edge intelligence specifically for LLMs
have been comprehensively documented by Qu et al. [30],
who provide a contemporary analysis of edge LLM caching,
training, and inference while emphasizing cost-effectiveness
and privacy preservation through on-device deployment. Ad-
ditionally, Van Huynh et al. [18] present an innovative in-
tegrated communication, computing, and storage model for
digital twin-enabled metaverse applications by leveraging mo-
bile edge computing (MEC) and ultra-reliable low-latency
communications, thereby demonstrating the practical imple-
mentation of edge intelligence for demanding real-time in-
teractive services. Furthermore, Wang et al. [24] contribute
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TABLE I: Comparison of recent surveys on cloud-edge-terminal collaboration and related AloT systems, evaluating their
coverage across resource management, model evolution, security aspects, computing paradigms, and application domains.

Resource Management

Model Evolution

Security Aspects Computing Paradigms Applications

Ref. Year Domain
Task Off. Res. Alloc. Model Comp. Know. Trans. Security Privacy Edge Cloud ECC CETC AloT Manuf. Transport. Health Agri.

[14] 2019 Edge-Cloud Systems, Application Mgmt. [ ] ° © © © o [ ] [ ] © O © © © © O
[15] 2019 Network Architecture, Resource Allocation [ ] [ ] O O O O [} D © O © © © © ©
[16] 2019 IoT, Distributed Systems [ ] [ J O © [ [ ] [ J [} [ ] © [ ] © © © ©
[17] 2020  Resource optimization, Al algorithms [ [ ] O © O O [ ] [ ] © O © © © O O
[18] 2022 Metaverse, Digital Twin ) ) O O O © [ © [ ] O © O © O O
[19] 2023 Multiple domains, IoT networks © [} © © © © [ J [} © O [} © D ©
[20] 2023 Distributed Al Systems [ ] [ J [ ) [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ © © © ©
[21] 2023 Industrial IoT, Data Analysis © [} O O © © [} [} © O [} [ ) © D ©
[22] 2024 Mobile Computing, Network Optimization © ° o O O © (] [ J @] @) © © O O O
[23] 2024  Edge Al, LLMs, Mobile Computing [ ) [ J [ ] [ ] © (] (] 0 [ ] © o o © D O
[24] 2024 DL, AI Systems Architecture [ ] [ ] [ ) [ ] © © [ J [ J [ [} [ J © © © ©
[25] 2024 Cloud Computing, Edge Computing, IoT O [ ] O O [ ] © [ ] [ ] © O [ ] © © O ©
[26] 2024 Mobile Networks, Generative Al Services [)) © © © [ ) [ [ ] [ ] O O © O O O O
[27] 2025 Mobile Networks, Edge Comp. [} [} © © [ ] © (] o © O [ ] D (] D O
[28] 2025 Edge-Cloud Comp., Model Opt. ° ° [ ] [ ] [ ] [ ] ° [ J [ ] O © © [ ] [ J ©
Ours 2025  AloT, CETCI, Res. Mgmt., Model Evo. [ ] ° [ ] L] [ ] (] (] [} [ ] [ J [ ] [ ] [ ] L] °

Notes: @: "Fully covered"; ©: "Partially covered"; O: "Not covered". Column abbreviations: Task Off.: Task Offloading; Res. Alloc.: Resource Allocation; Model Comp.: Model Compression;

Know. Trans.:

Transportation; Health: Healthcare; Agri.: Agriculture.

significantly by analyzing collaborative elements within end-
edge-cloud systems specifically for deep learning, systemati-
cally investigating key enabling technologies including model
compression, partition, and knowledge transfer across the
computational continuum. Meanwhile, Yang et al. [27] offer
an advanced exploration of reinforcement learning method-
ologies for mobile edge computing networks, detailing how
RL strategies enhance offloading, caching, and communication
within MEC networks while addressing critical issues related
to resource optimization, security, and privacy. More recently,
Liu et al. [28] provide a comprehensive examination of edge-
cloud collaborative computing with a focus on distributed
intelligence and model optimization, systematically analyzing
model compression, adaptation, and neural architecture search
alongside Al-driven resource management strategies that bal-
ance performance, energy efficiency, and latency requirements.
While some research has explored edge-cloud collaboration
[16], these works have primarily concentrated on specialized
applications such as federated learning for QoS enhance-
ment [1] or blockchain for secure decision-making [10], each
making valuable contributions within their specific domains.
Consequently, as evident from Table I, our survey comple-
ments existing literature by providing comprehensive analy-
sis of CETCI in AloT networks, systematically addressing
key dimensions including task offloading, resource allocation,
model compression, knowledge transfer, security and privacy
concerns, and diverse application domains, thereby extending
the current understanding of collaborative intelligence systems.

D. Survey Scope and Contributions

In this survey, we extend the conventional scope of cloud-
edge-terminal computing from isolated layer analysis to prac-
tical collaborative intelligence research towards real-world
AloT applications, termed CETCI, to engage a broader read-
ership from the distributed computing and AloT communi-
ties. According to research objectives and involved domains,
CETCI is delineated into the hierarchical framework shown in
Fig. 2, encompassing: 1) Architectural Paradigms, consisting
of cloud, edge, and terminal layers with their respective com-
puting capabilities, communication interfaces, and resource
characteristics, responsible for distributed task execution, data

nowledge Transfer; ECC: Edge-Cloud Collaboration; CETC: Cloud-Edge-Terminal Collaboration; AloT: Artificial Intelligence of Things; Manuf.: Manufacturing; Transport.:

processing, and intelligent decision-making across the com-
puting continuum; 2) Enabling Technologies, targeting net-
work virtualization, container orchestration, software-defined
networking, and AI/ML integration platforms for large-scale
AloT deployments, linking the physical infrastructure and
intelligent algorithms, supporting configurable deployment of
collaborative tasks across heterogeneous environments; 3)
Intelligent Management, focusing on resource optimization
strategies driven by mathematical optimization, machine learn-
ing, and distributed algorithms, especially encompassing task
offloading, resource allocation, and performance optimization;
4) Collaborative Learning, encompassing federated learning,
distributed deep learning, edge-cloud model evolution, and re-
inforcement learning paradigms that enable privacy-preserving
knowledge sharing and distributed intelligence across the com-
puting hierarchy. Most existing works [22, 23, 31] concentrate
on individual layers or specific technologies, overlooking the
synergistic integration and collaborative optimization chal-
lenges in real-world AloT scenarios.

Furthermore, as illustrated in Fig. 3, our survey adopts
a topology-driven perspective that systematically organizes
the research scope of CETCI and its supporting components.
The core architecture demonstrates the intricate integration
of cloud, edge, and terminal layers with diverse application
domains, enabling technologies, and performance metrics,
forming a cohesive collaborative intelligence ecosystem. The
supporting components framework details the critical roles
of resource management, collaborative learning, security and
privacy protection, and data management, highlighting their
individual contributions to system functionality while empha-
sizing their interconnected nature for achieving optimal col-
laborative performance. Moreover, the topology-centric view
reveals how each component contributes to the overall CETCI
paradigm, from foundational infrastructure management to ad-
vanced intelligent optimization strategies, thereby providing a
comprehensive understanding of the collaborative ecosystem’s
complexity and interdependencies [32, 33].

Thanks to the development of distributed AI and edge
computing technologies [16, 20, 34], CISAIOT networks have
made significant progress in recent years, evolving from
traditional centralized cloud computing to sophisticated col-
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Fig. 2: Tlustrative structure of cloud-edge-terminal collaborative intelligence (CETCI) in AloT networks, highlighting the key
components, methodologies, and challenges addressed in this survey.

resilience, and enable real-time intelligent processing across
diverse AloT scenarios. Therefore, researchers in this field are
currently focusing on the design of collaborative frameworks,
optimization strategies, and intelligent coordination mecha-
nisms that can seamlessly integrate multi-layer capabilities
while addressing the inherent challenges of distributed hetero-
geneous environments [15]. The contributions of this survey

laborative paradigms that leverage the unique advantages of
each computational layer. Nevertheless, advancements have
liberated AloT applications from the constraints of single-
layer processing limitations and addressed critical challenges
in latency, bandwidth, privacy, and scalability [5]. Compared
to conventional isolated approaches [35-37], collaborative
architectures can optimize resource utilization, enhance system
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Fig. 3: Topology diagram of research scope of CETCI and its supporting components, which illustrates (a) core architecture
illustrates the integration of cloud, edge, and terminal layers with application domains, enabling technologies, and performance
metrics; and (b) supporting components details the roles of resource management, collaborative learning, security, and data
management, highlighting their contributions to system functionality and future directions.

are:

o To the best of our knowledge, this is the first compre-
hensive survey that systematically reviews cloud-edge-
terminal collaborative intelligence in AloT networks. It
covers the full spectrum of recent research across all
three architectural layers and provides a holistic view
of CISAIOT development without restricting to specific
technologies or applications.

o We present a unified framework to systematically catego-
rize existing works from architectural, technological, and
application-oriented perspectives. Our taxonomy encom-
passes architectural paradigms, enabling technologies,
intelligent management strategies, collaborative learn-
ing approaches, and security mechanisms, providing a
comprehensive organizational structure for understanding
CETCI systems.

« We conduct a thorough technical review that covers both
the breadth and depth of CETCI research, including
detailed analysis of task offloading strategies, resource
allocation mechanisms, federated learning paradigms, and
optimization techniques, which provides readers with
current understanding of state-of-the-art methodologies
and their interplay within collaborative frameworks.

o We identify critical open challenges and outline promis-
ing future research directions, including emerging trends
in 6G integration, quantum computing, digital twins, and
large language models, offering valuable insights and
guidance for advancing the state-of-the-art in collabora-
tive AloT systems.

E. Paper Organization

The remainder of this survey is organized as follows. Sec. II
introduces cloud-edge-terminal architecture and enabling tech-
nologies. Sec. III explores intelligent resource management,
including task offloading and optimization. Sec. IV examines
collaborative learning paradigms such as federated learning
and distributed deep learning. Sec. V addresses security
and privacy protection. Sec. VI discusses data management

and communication protocols. Sec. VII showcases practical
applications across smart manufacturing, transportation, and
healthcare. Finally, Sec. VIII discusses challenges and future
directions, and Sec. IX concludes the survey.

II. ARCHITECTURE AND KEY CONCEPTS
A. Cloud-Edge-Terminal Architecture

Distributed computing paradigms have evolved to lever-
age three-layered architectures comprising cloud, edge, and
terminal components. The cloud layer provides centralized
computing and storage capabilities, while the edge layer acts
as a distributed computing intermediary between the cloud and
terminal devices. Lastly, the terminal layer, comprising IoT
devices and sensors, handles data acquisition and initial pro-
cessing. Moreover, the layers interact to enable collaborative
intelligence across diverse application domains.

1) Cloud Layer: Centralized computing infrastructure de-
fines the cloud layer’s primary function, offering scalable
resources that form the core of distributed CETCI systems.
Consequently, this massive computational capacity supports
complex model training, analytics, and data warehousing for
interconnected AloT applications [38]. Typically managed by
third-party providers, cloud platforms offer on-demand access
to computing power, memory, and storage, thus enabling
AloT applications to scale dynamically [39]. Furthermore,
the centralized architecture facilitates efficient resource man-
agement and allocation across diverse tasks and applica-
tions. The cloud’s capacity for large-scale data processing
is essential for AloT applications handling massive datasets
generated by numerous interconnected devices. In addition,
the cloud readily provides the substantial processing power
and memory often required for complex computations, such as
training sophisticated machine learning models. Furthermore,
its role extends to long-term data storage, archiving historical
data from AIoT devices for future analysis, model training,
and system optimization [40]. Consequently, the centralized
repository ensures data integrity, availability, and accessibility



across the AloT system, facilitating data-driven insights and
predictive models [1].

2) Edge Layer: Intermediate processing nodes strategically
positioned between cloud and terminals characterize the edge
layer’s architecture. Rather than relying solely on distant cloud
resources, the distributed nodes enable localized computa-
tion, significantly reducing data transmission requirements and
improving responsiveness [41]. The edge layer’s proximity
to data sources enables computations closer to where data
originates, thereby reducing the volume of data transmitted to
the cloud [42]. Additionally, the localization minimizes latency
and enhances real-time processing capabilities. Formally, if
L. and L. denote the latency for processing data in the
cloud and at the edge, respectively, and 7} and ¢; represent
the data transmission times between the terminal device and
the cloud and edge, respectively, then the total latencies are
Liotal ¢ = Le + Ty and Lyoiq; e = Le + ty. Because edge
nodes are closer to terminal devices, ¢; is significantly smaller
than 7;. In many applications, specialized edge hardware
allows L. to be comparable to, or even smaller than, L.
[43], thus generally making Lyytq; . Smaller than Lyyq; . and
improving real-time performance. Additionally, by offloading
computationally intensive tasks from both terminal devices
and the cloud, the edge layer balances the network workload
[44], optimizing energy consumption and resource utiliza-
tion, particularly crucial for applications with stringent real-
time requirements, such as autonomous driving and industrial
automation [3, 45]. Pre-processing and filtering data at the
edge further reduces the transmitted data volume, conserving
network bandwidth and reducing communication costs, which
is essential for large-scale AloT deployments [1, 2].

3) Terminal layer: Physical world interaction defines the
terminal layer’s essential role through diverse IoT devices and
sensors. Beyond simple data collection, the devices transform
environmental phenomena into actionable digital information
while enabling bidirectional communication with their sur-
roundings [46]. As a result, the data acquisition transforms
physical phenomena into digital signals, encompassing var-
ious modalities like temperature, pressure, humidity, loca-
tion, images, and audio, depending on the application [47].
Subsequent to acquisition, initial data processing within the
terminal layer often involves tasks such as data cleaning,
filtering, aggregation, and feature extraction to reduce data
volume, enhance data quality, and prepare relevant information
for later stages [48]. For example, a smart thermostat might
collect temperature readings and calculate an average over
a specific period, thereby reducing communication overhead
and computational burden on the edge and cloud layers [49].
Beyond data collection, the terminal layer enables bidirec-
tional interaction with the physical environment through IoT-
controlled actuators that can affect the physical world based
on received instructions or processed data, enabling real-time
control and automation [50]. For instance, smart irrigation
system automatically adjusts the irrigation schedule based on
collected soil moisture data, creating a feedback loop for
dynamic adaptation and optimization [2].
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B. Enabling Technologies

Effective collaboration across distributed architectures re-
lies on four fundamental technologies: network virtualization,
container orchestration, software-defined networking (SDN),
and artificial intelligence/machine learning (AI/ML). Network
virtualization creates flexible and scalable network infras-
tructures, while container orchestration manages and deploys
applications across the distributed environment. In addition,
SDN impacts dynamic network management and optimizes
data flow, and AI/ML technologies contribute to intelligent
decision-making and autonomous operations within collabo-
rative paradigms.

1) Network Virtualization: Resource abstraction revolu-
tionizes network management by creating logical networks
independent of physical infrastructure. Virtual network com-
ponents enable flexible resource allocation while supporting
multiple isolated network slices simultaneously [34]. De-
coupling the virtual resources from the underlying physical
infrastructure offers flexibility in resource allocation and man-
agement. Specifically, mapping virtual to physical resources
introduces a key optimization problem, formally defined as
minn f(M, Ry, Rp), where M is the mapping matrix, R,
represents VN resource requirements, and R, denotes avail-
able physical resources [51]. The objective function f(-) aims
to minimize metrics such as resource utilization or energy
consumption. Consequently, network virtualization facilitates
efficient resource sharing among multiple VNs, enhancing
resource utilization and reducing costs [52]. In AloT systems,
this virtualization enables dynamic resource provisioning and
scaling, adapting to fluctuating application demands. Network
slicing, a crucial application of network virtualization in
AlIoT [53], creates dedicated, isolated virtual networks tailored
to specific application or service needs, thereby improving
resource allocation and enhancing security and privacy. For
cloud-edge-terminal collaboration, network virtualization en-
ables seamless integration and interoperability between archi-
tectural layers [54], facilitating dynamic resource allocation
across the cloud, edge, and terminal devices to optimize perfor-
mance and reduce latency. By abstracting the complexities of
the underlying physical infrastructure, network virtualization
simplifies AloT application deployment and management [55],
allowing developers to focus on application logic and acceler-
ating solution development. Additionally, it enhances network
reliability and resilience by providing redundancy and fault
tolerance [2], enabling dynamic remapping of virtual networks
to available resources in case of physical resource failure.

2) Container Orchestration: Application lifecycle automa-
tion across distributed infrastructure relies on container or-
chestration platforms. Declarative management approaches
simplify deployment complexity while ensuring consistent
application behavior across heterogeneous environments [56].
Notably, the declarative model simplifies application man-
agement and enhances portability across diverse cloud and
edge environments. Central to container orchestration is cluster
scheduling, which efficiently places containers onto available
nodes within a cluster [57]. Given a set of containers C
and nodes N, cluster scheduling seeks a mapping function
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f : C — N that optimizes objectives like minimizing
resource utilization or maximizing performance, subject to
constraints such as resource capacity, application dependen-
cies, and network latency. Autoscaling dynamically adjusts
container instances based on real-time demand by monitoring
performance metrics and triggering scaling actions based on
predefined thresholds [58]. Networking solutions within con-
tainer orchestration systems establish virtual networks, assign
IP addresses, and manage traffic routing, often leveraging
SDN principles for dynamic configuration and optimization
[59]. Efficient container image distribution, particularly in
bandwidth-constrained edge environments, can be achieved
through peer-to-peer (P2P) sharing and optimized image layer
structures [35, 60]. Resource allocation algorithms distribute
resources like CPU, memory, and storage among containers,
considering application requirements, resource availability,
and performance goals, with particular attention to shared
resources for real-time applications [61]. Integrating container
orchestration with lightweight approaches like K3s enhances
hybrid deployments across resource-constrained edge nodes
and resource-rich cloud environments [62—-64].

3) Software-Defined Networking: Centralized network con-
trol emerges through SDN’s separation of control and data
planes. Programmable network management enables dynamic
traffic optimization while supporting flexible policy enforce-
ment across distributed systems [65]. An SDN architecture
comprises a controller C, a set of switches S, the network
topology N, and a set of applications A. The controller in-
teracts with the switches via a southbound interface, typically
OpenFlow [66], using a standardized protocol with a message
type and payload for instructions. Consequently, the controller
dynamically manages network traffic by installing flow entries,
defined by matching traffic characteristics and correspond-
ing actions [67]. In addition to dynamic flow management,
SDN facilitates network virtualization [36], creating virtual
networks (S,, N,) on the physical infrastructure for efficient
resource allocation and isolation [68]. Enhanced security is
achieved through centralized security policy enforcement and
standardized management of authentication, authorization, and
accounting (AAA) infrastructures [69, 70]. Furthermore, traffic
engineering and load balancing capabilities optimize data
flow across multiple network interfaces, improving network
resource utilization and AloT application performance, espe-
cially in multi-homed environments [71].

4) Artificial Intelligence and Machine Learning: Intelligent
decision-making capabilities emerge from AI/ML algorithms
deployed across computational layers. Adaptive learning sys-
tems enable autonomous operations while supporting pre-
dictive analytics and real-time optimization across CISAIOT
frameworks [4]. A fundamental concept in ML is the model,
represented as a function fy(x), where x denotes the input
data and 6 represents the model’s parameters. Learning aims
to find optimal parameters #* that minimize a loss function
L(6), measuring the discrepancy between model predictions
and ground truth [72]. Specifically, 8* = argming L(0) =
arg ming %Eill(fg(xi),yi), where N is the number of
training samples, x; is the ¢-th input sample, y; is the cor-
responding ground truth label, and I(-,-) is a specific loss

Strategic task distribution across layers minimizes total
. system latency for real-time applications.
Response Time
Total latency : Liotal = Lterm + Ledge + Leioud + Lnet
Intelligent task offloading balances computational load
) while minimizing total energy consumption.
Energy Consumption

Total energy : Eiotar = Ecloud + Z EBedge,i + Z EBierm,j
Efficient allocation maximizes resource utilization across

N distributed computing nodes and storage systems.
— | Resource Utilization
Total utilization : Uypa = Z U,/ Z A,
Dynamic resource allocation ensures consistent service
. B delivery within feasible QoS constraints.
Quality of Service { Y

Quality depends on : Quotat = f(Rattoe, Toff)
Context-aware adaptation optimizes user satisfaction
through distributed processing and privacy preservation.

Quality of Experience { d B g 2 e
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Fig. 4: Overview of performance metrics for evaluation.
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function. Importantly, the learning process allows systems to
adapt and improve their performance over time. Depending
on application requirements and resource constraints, AI/ML
models can be deployed at different layers within the cloud-
edge-terminal collaborative framework [2]. For example, com-
plex deep learning models, given their computational demands,
might be trained in the cloud, while simpler models can be
deployed at the edge or terminal layers for real-time inference.
Collaborative learning paradigms, such as federated learning,
enable distributed model training across multiple devices with-
out sharing raw data, thus preserving privacy and reducing
communication overhead [6]. Reinforcement learning (RL)
provides a framework for optimizing decision-making in AloT
systems, where agents learn to interact with an environment
to maximize cumulative reward [50]. Specifically, the goal is
to find the optimal policy m* = argmax, E[>,°~v'r|n],
where r; is the reward at time ¢ and ~y is a discount factor.

C. Performance Metrics

Comprehensive performance evaluation of cloud-edge-
terminal collaborative intelligence requires systematic assess-
ment across multiple dimensions to ensure effective system
operation in AloT environments. As illustrated in Fig. 4,
we present a performance metrics evaluation framework for
CETCI systems, categorizing five critical assessment dimen-
sions with their corresponding formulations.

1) Response Time: Real-time responsiveness demands
stringent latency control across distributed computing layers.
Response time optimization becomes critical for time-sensitive
applications where millisecond delays can significantly impact
system performance [73]. Latency, the delay between request
initiation and response commencement, and response time, the
duration from request initiation to complete fulfillment, are key
performance indicators. In a cloud-edge-terminal collaborative
system, total latency (Liotq;) comprises processing latencies
on the terminal (Lierr), edge (Ledge), and cloud (Lejoud)
servers, along with network transmission latency (L) as:
Liotal = Lierm + Ledge + Leioud + Lnet [741.

CETCI enables low-latency data processing and real-time
responsiveness by distributing computational tasks strategi-
cally [2, 75]. Specifically, processing data closer to the source



(at the edge or terminal) reduces transmission delays to the
cloud. Response time Ry, i defined as Riotai = Ltotal +
Pyroc, where P, is the task processing time. Within a
collaborative framework, response time depends on the task
allocation strategy; offloading computationally intensive tasks
to the cloud while assigning less demanding tasks to the
edge or terminal can significantly reduce R;.:q; [76]. Conse-
quently, efficient task offloading and resource allocation are
essential for optimizing response time and ensuring timely
service delivery [1], especially given the dynamic nature of
AloT environments, which necessitates adaptive strategies for
varying workloads and resource availability [77].

2) Energy Consumption: Power efficiency constraints drive
sustainable design practices across resource-limited computing
environments. Energy optimization strategies must balance
computational performance with battery life and operational
costs while maintaining system reliability [78]. The total
energy consumption (Fyyq;) is the sum of energy consumed
by the cloud, edge, and terminal layers, denoted as E joyq,
Zf-vzef"e FEeqgei, and Z?’;{m Eierm,j, respectively, where
Neage and Ny, represent the number of edge nodes and
terminal devices. Each term includes energy used for compu-
tation, communication, and storage. The energy consumption
of each component is a function of its utilization [79]. For
example, the energy consumed by an edge node 7 is modeled as
Eedge,i = Pidle,i ’Edle,i +Pactive,i 'Tactive,i+Eco7nm,i, where
Pigie,i and P,ctiq,; Tepresent power consumption in idle and
active states, Tjge; and Tyerive,; denote the corresponding
time durations, and E.y,m, ; is the communication energy.

Cloud-edge-terminal collaboration is key to balancing com-
putational load and reducing energy consumption [80]. Of-
floading computationally intensive tasks from terminals to
edge servers or the cloud reduces terminal energy consump-
tion, but introduces communication overhead. Therefore, in-
telligent task offloading strategies are essential for minimiz-
ing overall system energy. Optimizing energy consumption
requires considering task characteristics, resource availability,
network conditions, and device energy profiles. Dynamic re-
source allocation, such as putting underutilized edge servers
into sleep mode, enhances energy efficiency [81]. In addition,
using renewable energy sources at the edge and cloud reduces
the carbon footprint of AIoT systems [82]. Federated learning,
a distributed learning paradigm, reduces communication over-
head and thus energy consumption by training models locally
and aggregating updates at the edge or cloud [1].

3) Resource Utilization: Optimal resource allocation max-
imizes computational efficiency while minimizing operational
overhead across heterogeneous infrastructure. Strategic work-
load distribution enables cost-effective utilization of available
computing, storage, and network resources [83]. Overall re-
source utilization U;,:,; can be defined as the ratio of the sum
of used resources U, to the sum of total available resources
A, across N,.s resources, such as CPU, memory, and band-
width. Maximizing Uyotq requires strategically distributing
workloads and data across the cloud, edge, and terminal layers.
Specifically, allocating M, sy, tasks to K,,,q. computing nodes
across this continuum involves minimizing the total execution
cost, subject to constraints like deadlines, resource availability,
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and energy limits [84]. Consequently, the allocation problem,
where ¢4k, node Tepresents the cost of executing task ¢ on node
7, can be effectively addressed using optimization techniques
like linear programming and deep reinforcement learning.
In addition, computation reuse, quantified by the reuse rate
(Rcomp), optimizes resource utilization by avoiding redun-
dant computations and reducing latency [85]. Energy-aware
resource allocation and collaborative strategies like federated
learning further enhance efficiency by minimizing energy
consumption and sharing computational loads [1, 86]. As a
result, mechanisms contribute to both cost-effectiveness and
high performance in distributed systems, addressing challenges
in sustainable edge computing, including energy efficiency
and fault tolerance [78]. Ensuring secure and reliable resource
sharing across different domains also necessitates trust-based
collaboration mechanisms [81].

4) Quality of Service: Service reliability guarantees require
comprehensive performance monitoring across distributed sys-
tem components. QoS metrics encompass latency, throughput,
availability, and reliability to ensure consistent application
behavior under varying operational conditions [29]. Different
AloT applications have distinct QoS requirements. For in-
stance, autonomous driving systems require low latency for
real-time decision-making, while environmental monitoring
emphasizes high throughput and data integrity. Cloud-edge-
terminal collaboration ensures consistent service delivery by
dynamically adapting to application requirements and net-
work conditions [87]. The adaptability stemming from the
distributed architecture enables flexible resource allocation and
task offloading. Specifically, QoS is a function of resource al-
location R0 and task offloading decisions T, ¢, represented
as Qtotal = f(Ralioe, Tors). CETCI optimizes this function
by dynamically adjusting R0 and 75y based on real-time
conditions and application needs. Service level agreements
(SLAs) define specific performance targets, expressed as con-
straints on the QoS vector: Qiotal € Creasible, Where Creasible
represents the feasible QoS region [88]. Consequently, cloud-
edge-terminal collaboration strives to maintain (o, Within
Cfeasivie by continuously monitoring performance and adapt-
ing resource allocation and task offloading strategies [1, 2].
Through collaborative approach also enhances reliability and
availability through redundancy and fault tolerance, distribut-
ing tasks and data across multiple nodes to ensure continuous
service even with component failures.

5) Quality of Experience: User satisfaction measurement
extends beyond technical metrics to encompass subjective
interaction quality. QoE evaluation considers usability, ac-
cessibility, and contextual factors that collectively determine
overall user perception of system performance [4]. QOE can
be modeled as a function Qeyp F(Qobj, Upref, Ceon)s
where Q),p; represents objective QoS parameters (e.g., latency,
throughput), U,..; denotes subjective user preferences, and
C.on encompasses contextual factors like device capabilities
and network conditions [81]. In cloud-edge-terminal collabora-
tive systems, QOoE is particularly important due to the system’s
distributed nature and the diverse application requirements.
Specifically, such collaboration enhances QoE by distributing
tasks and resources across different layers, where the over-
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Fig. 5: Taxonomy of intelligent resource management.

all QOE can be expressed as Qetotal acloudQecloud +
aedgeQeedge + ateereterm, with Weighting factors Aclouds
Otedge, and ouery, reflecting the contribution of each layer
[81]. Processing data closer to the source (at the edge or ter-
minal) minimizes transmission delays and improves real-time
performance, which is critical for applications like autonomous
driving and interactive gaming [2]. Additionally, context-
aware adaptation of processing and communication strategies,
formulated as Aggapi(t) = 9(Nnet(t), Ddevice(t), Areq(t))
where Npet(t), Dgevice(t), and A,eq(t) represent network
conditions, device capabilities, and application requirements
at time ¢, further enhances QoE by ensuring seamless and
efficient interactions [1]. Furthermore, this adaptation allows
the system to optimize resource utilization while maintaining
desired QoE levels, and it also addresses privacy concerns by
enabling local data processing, thereby increasing user trust
[6, 89].

III. INTELLIGENT RESOURCE MANAGEMENT PARADIGMS

Strategic resource management encompasses multiple inter-
connected paradigms, as summarized in Fig. 5. Furthermore,
the paradigms operate synergistically to optimize system per-
formance across distributed computing environments.

A. Task Offloading Strategies

Strategic allocation of computational tasks across distributed
resources forms the cornerstone of effective resource man-
agement in collaborative intelligence systems. As illustrated
in Table II, recent learning-based and optimization-based task
offloading strategies achieve significant performance improve-
ments through their distinct approaches. Learning-based meth-
ods harness machine learning to dynamically predict optimal
offloading decisions using real-time and historical data. Mean-
while, game theory and optimization-based methods model
task offloading as mathematical problems to achieve near-
optimal solutions. Additionally, context-aware strategies adapt
offloading decisions to application-specific requirements, de-
vice capabilities, and environmental conditions.

TABLE II: Summary of learning-based and optimization-based
task offloading strategies in CETCI AloT systems.

Method Year Venue Performance  Performance Results Edge Cloud ECC CETC TO
Metrics
Binh et al. [117] 2024 IEEE IoTJ Tolerance Time Reduces tolerance time v v v X v
by 8.81% vs. other RL
algorithms

ADPRL [93] 2024 IEEE TCC Task Completion Outperforms heuristic v v v X Vv
Time, Energy and learning-based
Consumption methods

Accuracy, 87.5% mAP at 0.5 IoU v v v X Vv
Throughput threshold, 39.2%
increased throughput
Reduces time/energy v v v L
consumption by up to

15%

ECIVA [90] 2024 AEI

Sharma et al. [92] 2024 IEEE TMC Time and Energy
Consumption

MADDPG [91] 2024 IEEE IoTJ Offloading Superior performance v v v v v
Delay, Energy vs. state-of-the-art
Consumption approaches
DARC-DE [95] 2024 ASC Total Delay, 15-40% delay reduction V' v v X v
Bandwidth  vs. PSO, GA, and Bees
Utilization Algorithm

SA-BPSO [96] 2022 IEEE IMCEC User Overhead Better reduces total user v' v v X v
overhead compared to
other schemes
Reduces energy v v v X v
Time, Energy  consumption and task
Consumption completion time
Task Offloading Reduces task offloading v v v v v
Delay, System delay compared to
Overhead baseline schemes
Zhang et al. [37] 2024 IEEE TCC Cost Mini., Task Superior performance v’ v v X v

Duan et al. [94] 2024 IsC Completion

SRA-E-ABCO [118] 2024 jcc

Completion compared to several
Delay approaches
Bai et al. [99] 2024 IEEE TMC Completion Significantly reduces v/ v v X v
Delay completion delay

PRAISE [97] 2024 IEEE TMC System Benefits, Higher system benefits v’ v v X v
Resource Costs  and lower resource

costs than baselines

Outperforms other v v v v v

BRTO [98] 2024 INS Latency, Energy

Efficiency, strategies in scalability
Security and efficiency
Lietal. [100] 2024 COMNET Long-term Converges to optimal v/ v v X v
Network solution in polynomial
Performance time

Notes: TO = Task Offloading.

1) Learning-Based  Offloading  Strategies:  Adaptive
decision-making algorithms enable autonomous task allocation
through machine learning techniques. RL frameworks
train intelligent agents to optimize offloading choices by
continuously learning from environmental feedback and
performance metrics [44]. Specifically, RL algorithms, such
as deep Q-networks (DQN) [90], train agents to make
offloading decisions by interacting with the environment
and receiving rewards based on metrics like latency, energy
consumption, and task completion time [117]. Researchers
have also explored more sophisticated RL techniques,
including deep meta Q-learning [92] for faster adaptation
to new scenarios and multi-agent deep deterministic policy
gradient (MADDPG) [91] for coordinated decision-making
in multi-user environments. In addition, dependency-aware
mechanisms have been incorporated into the learning process
to handle tasks with dependencies and optimize overall
workflow [93].

2) Game Theory and Optimization-Based Strategies:
Strategic interaction modeling provides mathematically rigor-
ous frameworks for offloading optimization. Game-theoretic
approaches enable competitive and cooperative resource allo-
cation while addressing conflicting objectives among multiple
participants [37]. Similarly, Duan et al. [94] leverage game
theory to optimize offloading strategies for cloud robots in
a cloud-edge collaboration system, minimizing both system
completion time and energy consumption through a Nash
equilibrium solution. In addition to game-theoretic approaches,
optimization techniques, often integrated with these mod-
els, employ algorithms such as evolutionary algorithms and
swarm intelligence. Specifically, Bandyopadhyay et al. [95]



TABLE III: Summary of resource allocation techniques.

Method Year Venue Scenarios Performance  Performance Results Edge Cloud ECC CETC RA
Metrics
OTFAC [102] 2024 IEEE IoTJ Cloud-Edge Delay, Energy 55% reduction in v v v X v
Collaborative  Consumption average delay vs.
ToT HierFAVG
Fang et al. [101] 2023 IEEE VIC  Cloud-Edge Latency, Superior perfformance v v v X <
Networks Resource over mainstream DRLs

Utilization

Huang et al. [103] 2024 IEEE JSAC  Space-Air- Energy Outperforms benchmark v v v X

Ground

Networks
DRLS-VNE [104] 2024 IEEE [0TJ CETC Vehicular

Network

Consumption, schemes
Latency
Security,
Resource
Utilization
Total User
Overhead

Significantly enhances v v v VY
VNE solution
performance
Better reduces total user v v v XV
overhead compared to
other schemes
Significantly reduces v v v XV
energy consumption of

SA-BPSO [96] 2022 IEEE IMCEC  Cloud-Edge
Collaborative
System
Heterogeneous

Edge-Cloud

Hua et al. [86] 2024 IEEE oTJ Energy

Consumption

Computing mobile devices
ETCRA [81] 2024 IEEE IoTJ Edge-Cloud  Execution Time, Significantly v v v X v
Workflows ~ Energy Consum., outperforms baselines
Reliability on measurements
Alopex-DE [79] 2024  INS Local-Edge-  Latency, Energy Near-optimal v v v vV
Cloud Consumption  performance compared
Computing to SOTA algorithms
Nguyen et al. [105] 2024 IEEE TCC  Space-Air- Energy Superior effectiveness v v v XV
Ground Consumption, ~ compared to baselines
Networks Delay
DT-MADDPG [119] 2024 IEEE JSTSP  Digital Twin Success Rate, ~ Significantly improves v/ v v v v
Enabled 6G  Latency, Energy task success rate while
Industrial IoT Consumption reducing latency
Zhai etal. [82) 2024  CEE Edge-Cloud  Response Delay, Reducesavg. delayby v v v X v

33.42 times vs.
traditional cloud
Edge queuing delays v v X X X
can offset benefits of
lower network latencies
Li et al. [107] 2024 IEICE-TF Distribution Grid Load Balancing  Effectively reduces v v v v v
with ToT Devices Degree, Queuing  edge-cloud load
Delay balancing degree
Edge-Cloud Quality of Higher effectiveness v v v X X
Architecture for Service, Privacy  and efficiency in
AloT improving QoS

Carbon Emiss.,
Operating Profits
End-to-End
Latency

Collaboration

Ali-Eldin et al. [106] 2021 Ne Edge vs. Cloud

Computing

Zhou et al. [1] 2024  ADHOC

Notes: RA = Resource Allocation.

propose DARC-DE, a Delay-Aware Resource-Constrained Of-
floading algorithm based on discretized differential evolution,
to maximize bandwidth utilization and minimize delay in
edge-cloud systems. Chen et al. [96] introduce a hybrid
simulated annealing-binary particle swarm optimization (SA-
BPSO) algorithm to minimize total user overhead, consid-
ering latency, energy, and computing costs. Likewise, Jiao
et al. [118] present E-ABCO, an elite-artificial bee colony
offloading method, further demonstrating the application of
swarm intelligence for optimizing offloading strategies.

3) Context-Aware Offloading Strategies: Situational intel-
ligence drives adaptive offloading through environmental and
application-specific awareness. Contextual factors, including
device mobility, task dependencies, and security requirements
influence optimal placement decisions [97]. Additionally, de-
vice mobility necessitates dynamic adaptation of offloading
locations for efficient task execution, as highlighted in [98].
Security requirements influence offloading decisions by pri-
oritizing secure environments for sensitive tasks. Similarly,
energy constraints, especially for resource-limited devices,
drive strategies that balance computational load and minimize
energy consumption across the architecture, such as those in
[99] and [100].

B. Resource Allocation Mechanisms

Optimal distribution of computing, networking, and storage
resources across heterogeneous environments stands as a fun-
damental requirement for successful collaborative intelligence.
Accordingly, Table III summarizes recent learning-based re-
source allocation techniques, detailing their scenarios, per-
formance metrics, and results, with notable improvements in
latency, energy consumption, and QoS. Learning-based strate-
gies utilize machine learning to dynamically adjust resource
allocation based on real-time system states and historical pat-
terns. Meanwhile, energy-aware methods focus on minimizing
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energy usage while maintaining performance, addressing the
constraints of edge nodes and terminal devices. Furthermore,
QoS-driven approaches prioritize metrics like latency, relia-
bility, and throughput, ensuring performance guarantees for
delay-sensitive applications.

1) Learning-Based Resource Allocation: Intelligent re-
source distribution emerges through machine learning algo-
rithms that adapt to dynamic system conditions. Adaptive
allocation frameworks leverage historical patterns and real-
time monitoring to optimize resource utilization across hetero-
geneous computing environments [101]. Combining optimal
transport and federated actor-critic learning, Gan et al. [102]
introduced a dual-driven resource optimization mechanism
(OTFAC) to optimize bandwidth and computation resource
allocation, achieving significant reductions in delay and energy
consumption through offline and online learning. Deep rein-
forcement learning (DRL) has also become a prominent tech-
nique. Specifically, Huang et al. [103] developed a decision-
assisted hybrid action space DRL algorithm for joint optimiza-
tion of offloading and resource allocation in space-air-ground
integrated networks, effectively managing resources across
a complex hybrid cloud and multi-access edge computing
scenario. Addressing security, Zhang et al. [104] proposed
a security-aware DRL-based resource allocation scheme in a
cloud-edge-terminal cooperative vehicular network, enhancing
security during virtual network embedding with a dynamic
trust evaluation mechanism. In addition, hybrid approaches
like the simulated annealing-binary particle SA-BPSO pro-
posed by Chen et al. [96] offer further optimization avenues
in cloud-edge collaborative systems, minimizing total user
overhead while considering latency, energy, and computing
costs.

2) Energy-Aware Resource Allocation: Sustainability con-
siderations drive power-efficient resource distribution across
energy-constrained devices. Battery life optimization requires
balanced allocation strategies that maintain performance while
minimizing power consumption through intelligent workload
management [81]. Similarly, an energy-efficient scheme for
low-latency multi-type service provisioning in a local-edge-
cloud environment is proposed in [79], leveraging the alopex-
based differential evolution (Alopex-DE) algorithm to op-
timize resource allocation for minimal latency and energy
consumption. In [86], energy efficiency in heterogeneous edge-
cloud computing is addressed by jointly optimizing power
control, transmission scheduling, and offloading decisions
to minimize mobile device energy consumption, specifically
considering user mobility. Addressing a different network
architecture, [105] tackles energy consumption in a space-air-
ground integrated network (SAGIN) through joint optimiza-
tion of computation offloading, UAV trajectory control, and
resource allocation. Finally, [119] introduces a digital twin
(DT) assisted end-edge-cloud collaborative computing scheme
for 6G Industrial IoT, where the DT monitors the physical
environment and informs resource allocation strategies to
minimize system cost under latency and energy constraints.

3) QoS-Driven Resource Allocation: Performance guar-
antee enforcement requires resource allocation mechanisms
that prioritize service quality metrics. Latency-sensitive ap-
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Fig. 6: Different types of collaboration learning paradigms.

plications demand specialized allocation strategies that ensure
consistent performance under varying operational conditions
[106]. Minimizing latency is paramount in these applica-
tions, while maintaining reliable communication and sufficient
throughput is essential for applications with continuous data
streams, such as remote patient monitoring in smart health-
care. For instance, prioritizing low-latency workloads for edge
execution while offloading less time-sensitive tasks to the
cloud can significantly improve overall QoS in edge-cloud
collaborative systems [82]. Similarly, adaptive strategies that
dynamically adjust resource assignments based on real-time
QoS demands, coupled with efficient scheduling algorithms
[108], can further enhance system responsiveness and effi-
ciency [1].

C. Optimization Techniques

Mathematical and learning-based optimization approaches
address the complex challenges of task offloading and re-
source allocation in distributed computing environments. Lin-
ear programming provides tractable solutions for resource
allocation problems under linearity assumptions by trans-
forming complex distribution challenges into mathematically
solvable frameworks with guaranteed optimal solutions [95].
Convex optimization extends to nonlinear problems with reli-
able convergence guarantees through gradient-based methods
and interior-point algorithms, enabling globally optimal solu-
tions for complex resource distribution challenges [97, 105].
Game theory modeling provides equilibrium-based optimiza-
tion frameworks through competitive and cooperative inter-
action modeling, enabling strategic decision-making among
rational participants through concepts like Nash equilibrium
and Stackelberg leadership [37, 116]. For comprehensive cov-
erage of optimization techniques including detailed algorithm
analysis, application scenarios, and performance evaluation
results with specific implementations and case studies, readers
are referred to Sec. II of the supplementary material.

IV. INTELLIGENT COLLABORATION LEARNING
PARADIGMS

As illustrated in Fig. 6, CETCI employs four intelligent
collaboration learning paradigms: federated learning with
privacy-preserving aggregation and differential privacy mech-
anisms, distributed deep learning through model/data paral-
lelism, edge-cloud model evolution via knowledge distillation
and compression, and reinforcement learning optimization for

resource allocation. The taxonomy details are summarized in
Fig. 7.

A. Federated Learning

Distributed machine learning across decentralized datasets
presents unique opportunities and challenges in collabora-
tive intelligence systems. FL enables training shared models
without direct data exchange, accommodating diverse data
distribution scenarios and collaboration patterns. Horizontal
federated learning applies when devices share similar feature
spaces but hold distinct data samples, while vertical federated
learning addresses scenarios with complementary feature sets
for overlapping data instances. In addition, federated transfer
learning leverages pre-trained models to accelerate learning in
data-scarce or heterogeneous environments.

1) Privacy-Preserving Federated Learning: Data protection
mechanisms ensure secure collaborative learning without com-
promising individual privacy. Differential privacy and secure
aggregation techniques enable model training while safeguard-
ing sensitive information across distributed participants [120].
DP introduces calibrated noise into shared model updates,
masking individual contributions while maintaining accuracy,
particularly beneficial when the central server’s trustworthiness
is uncertain [121]. Variants like zero-concentrated DP (zCDP)
offer strong privacy guarantees [122], and methods like the
multi-stage adjustable private algorithm (MAPA) dynami-
cally adjust the privacy-utility trade-off, improving accuracy
and convergence in asynchronous FL [123]. Alternatively,
secure aggregation employs cryptographic techniques, such
as multi-party computation (MPC) [124] and learning with
errors (LWE) [125], to aggregate updates without revealing
individual contributions, thereby eliminating the need for a
trusted third party and enhancing scalability in large AloT
networks. Differentially private federated tensor completion,
combined with secure aggregation techniques like objective
perturbation and parallel tensor decomposition, provides a
robust solution for protecting sensitive data in collaborative
AloT data prediction [126].

2) Robustness and Security of Federated Learning: Adver-
sarial attack resistance becomes critical in decentralized learn-
ing environments. Model poisoning threats and communication
vulnerabilities require robust defense mechanisms to maintain
system integrity and reliability [127]. Additionally, unreliable
AloT communication networks exacerbate these issues. Com-
munication failures, such as dropped packets, disrupt the FL
process, leading to incomplete aggregation and reduced accu-
racy. While asynchronous FL offers flexibility and efficiency
[89], it introduces further security risks by allowing attackers
to exploit timing discrepancies for injecting poisoned models.
Consequently, robust aggregation techniques [128], anomaly
detection methods [129], and secure communication protocols
[121] are essential defense mechanisms for ensuring secure
and reliable FL in these collaborative environments.

B. Distributed Deep Learning
Scaling deep learning models across multiple devices ad-

dresses computational limitations and accelerates training pro-
cesses. Model parallelism, discussed in Sec. IV-B1, partitions
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Fig. 7: Taxonomy of intelligent collaboration learning
paradigms, including federated learning (FL), distributed deep
learning (DDL), edge-cloud model evolution (ECME), and
reinforcement learning optimization (RLO).

and distributes large models across multiple computational
layers, effectively leveraging their combined resources. Sub-
sequently, Sec. IV-B2 investigates data parallelism, where
training data is distributed among available devices to accel-
erate training while carefully considering communication and
synchronization overhead.

1) Model Parallelism: Large-scale model partitioning en-
ables distributed deployment across heterogeneous comput-
ing resources. Computational load distribution through model
segmentation allows efficient utilization of available process-
ing capacity while overcoming individual device limitations
[131]. For instance, AlpaServe [131] leverages model paral-
lelism not only for scaling individual large models but also
for statistically multiplexing devices serving various mod-
els, consequently improving resource utilization and reducing
latency. AutoDiCE [132] further exemplifies this approach
by automating the process of splitting and distributing CNN
models across heterogeneous edge devices for efficient in-
ference [133]. Consequently, this distributed deployment also
empowers all-in-edge deep learning, enabling both training
and inference on resource-constrained edge servers [133].

2) Data Parallelism: Training acceleration emerges
through distributed data processing across multiple computing
nodes. Parallel gradient computation enables faster model
convergence while leveraging the collective computational
power of distributed devices [135]. Furthermore, this
aggregation process often involves averaging the gradients
or employing more sophisticated techniques like secure
aggregation [6]. Consequently, the training process is
accelerated by leveraging the combined computational power
of the distributed devices. Within the CETCI architecture,
this paradigm efficiently utilizes resources across different
tiers, allowing resource-constrained terminal devices to
handle smaller data chunks while edge servers aggregate
local updates, thereby reducing the communication burden
on the cloud [136]. Meanwhile, the hierarchical approach
enhances scalability and reduces latency, which is particularly
beneficial for real-time AloT applications. Techniques like
quantization can be combined with data parallelism to further
improve communication efficiency, especially crucial in
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TABLE IV: Summary of model compression and knowledge
distillation techniques for CETCI AloT systems.

Method Year  Venue Scenarios  Performance Metrics Edge Cloud ECC CETC
PECo [151] 2024 IEEE TGRS Urban Geometric Accuracy, v v X X
Building ~ Structural Compactness
Modeling
CDC [152] 2020  IJCAI Edge-Cloud  Bandwidth Efficiency v v v X
DL
Hawlader et al. [153] 2024 COMCOM Autonomous Detection Quality, v v v X
Driving Latency
BPS [154] 2024 IEEE TCC Collaborative Throughput v v v v
Edge
Intelligence
Joshi et al. [155] 2024 IEEE TII Landslide  Energy Consumption, v v v v

Monitoring Response Latency,

Prediction Accuracy

CO-PILOT [139] 2024  FGCS ToT End-to-end Latency, v v v X
Edge-Cloud Accuracy
EdgeActNet [156] 2024 IEEE TMC Human Accuracy, Memory, v X X X
Activity Inference Time

Recognition
DTS-KD [140] 2024 IEEE IoTJ Industrial IoT F1 Score, Accuracy, v v v v

Precision, Recall

Wang et al. [137] 2024 CVPR Multimodal Generalization v v v v
LLMs Capabilities
Wu et al. [157] 2024 1IEEE TII Aviation Edge Detection ' X X X
Manuf. Accuracy
VLMCE [158] 2023 IEEE IoTJ Edge-Cloud VNR Cost, Blocking v/ v v X
Services Ratio
Yang et al. [138] 2025 ADHOC  IoT Traffic Identification Accuracy v/ ' ' X
Identification
CEMA [159] 2023 ICLR Distribution Adaptation Performance v’ v v X
Shifts
MEDIA [142] 2024 IEEE TNSE Cloud-Edge  Offloading Strategy v v v X

Collaborative Accuracy, Training Cost
Computing
Cloud Robots

Duan et al. [94] 2024 JsC Completion Time, v v v X

Energy Consumption

Auto-Updating IDS [160] 2024 IEEE TVT  Vehicular Attack Detection v ' ' v
Network Accuracy
CORA [161] 2024 IEEE TWC Mobile Edge User Complaint Rate v/ v v X
Clouds
FedITA [162] 2024 AEI Industrial Fl-score v v v X
Motors Fault
Diagnosis
Lu et al. [163] 2024 IEEE TIE  Industrial Prediction Accuracy v v v X
Process Index
Forecasting
DDLO [164] 2024 JGC Accounting Computing Time, v v v X
Informatiza- Offloading Time,
tion Accuracy, Cost
FlexibleFL [128] 2024 INS Cloud-Edge Attack Defense Success v v v X
Federated Rate
Learning
CADCL-DTM [141] 2024 CAC Rolling Forgetting Performance v/ v X v
Bearings
Li et al. [165] 2024 IEEE TMC Edge Model Accuracy v X X X
Computing
Lian et al. [166] 2024 SDI Intelligent Detection Accuracy v v v X
Transporta-
tion Systems
EdgeC3 [143] 2024 IEEE TMC Collaborative Model Accuracy, Cost v/ v v X
Continuous
Learning
ADMM-FedMeta [144] 2021 MobiHoc ToT Edge Computational Cost v X X X
Learning
Cross-FCL [167] 2024 IEEE TMC Mobile Edge Accuracy v X v X
Computing

bandwidth-limited AIoT networks [89].

C. Edge-Cloud Model Evolution

Continuous model adaptation across distributed computing
environments represents a fundamental requirement for dy-
namic systems. Table IV provides a comprehensive overview
of model compression and knowledge distillation techniques,
highlighting their application scenarios and performance met-
rics, such as improvements in accuracy and latency across
diverse domains like autonomous driving and industrial IoT.
Model compression and distillation enable efficient knowledge
transfer from resource-rich cloud models to constrained edge
devices. Meanwhile, incremental learning and model updates
allow edge models to adapt to new data and contexts without
full retraining, fostering continuous learning and enhancement.

1) Model Compression and Distillation: Knowledge trans-
fer mechanisms enable deployment of sophisticated models
on resource-constrained devices. Compression techniques and
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teacher-student paradigms facilitate efficient model adapta-
tion while preserving essential intelligence capabilities [137].
Knowledge distillation, in turn, transfers learned information
from a larger teacher model in the cloud to a smaller student
model at the edge [140]. Specifically, the student model
is trained to mimic the teacher model’s output distribution,
effectively transferring the embedded "dark knowledge" and
improving generalization performance [159]. Approaches like
growth-adaptive distillation [138] dynamically adjust the stu-
dent model’s architecture during this process, while others
utilize methods such as adapter-based knowledge distillation
(AKD) for efficient transfer [144].

2) Incremental Learning and Model Updates: Continuous
model adaptation enables learning from evolving data streams
without complete retraining. Edge-based incremental learn-
ing addresses resource constraints while preserving existing
knowledge during adaptation to new environmental conditions
[168]. Model updates can be implemented periodically or
triggered by events like data distribution shifts or concept
drift [165]. For example, the CADCL-DTM [141] model uses
incremental learning to adapt to dynamic changes in smart
manufacturing, and the MEDIA algorithm [142] employs it
for efficient collaborative cloud-edge computing. In intelligent
transportation, cloud-edge frameworks leverage visual prompts
and knowledge distillation for continual adaptation [166],
while EdgeC3 [143] optimizes model aggregation and of-
floading for continuous data streams. Similarly, ADMM-
FedMeta [144] facilitates continual edge learning through
knowledge transfer, and continual learning enhances digital
twin synchronization [155].

D. Reinforcement Learning-based Optimization

Advanced decision-making in complex environments in-
creasingly relies on RL paradigms due to their ability to opti-
mize operations without explicit supervision. To this end, Ta-
ble V offers a detailed summary of RL and MARL approaches,
showcasing their application in diverse scenarios like vehicular
networks and industrial IoT, with significant improvements in
metrics such as latency and energy consumption.

1) Reinforcement Learning for Resource Management:
Adaptive policy learning enables autonomous resource man-
agement through environmental interaction. RL agents contin-
uously optimize allocation strategies by learning from feed-
back signals and dynamic system conditions [145]. Conse-
quently, RL algorithms can learn to anticipate these changes
and adaptively adjust resource allocation to maximize effi-
ciency and minimize latency.

Researchers have explored applying RL to dynamic re-
source management in related contexts. For example, DRL
has been employed to optimize task offloading decisions in
edge-cloud systems [92], where DRL agents dynamically
offload tasks based on resource availability, network condi-
tions, and task deadlines. Similarly, multi-agent RL has been
used for resource scheduling in cloud-edge computing power
networks [149], enabling devices to learn optimal offloading
strategies while coordinating to avoid congestion [117]. In
addition, RL can optimize energy consumption by dynamically

TABLE V: Summary of RL and MARL approaches.

Method Year

Venue Performance  Performance Results

Metrics

Learning
Paradigms

Scenarios

Zhu et al. [169] 2022 IEEE IoTJ Multi-Agent RL  Age Sensitive ~ Average Age of Outperforms baseline
Information methods on average

(Aol) system age

Park et al. [170] 2022 ArXiv MADRL UAV Swarms, Quality of ~ Maximizes total QoS in
Mobile Access  Service (QoS) mobile access
applications
DRL-CCMCO [171] 2022 IEEE TSIPN Deep RL Industrial Execution Delay, Fast convergence, high
Networks Energy stability, lowest total
Consumption cost
Gao et al. [146] 2024 IEEE TPWRS MADRL Power Optimization  Verified in IEEE 33-bus
Distribution Performance, system and practical
Networks Latency 445-bus system
Li et al. [145] 2024 ICMLSC MARL Cloud-Edge-End Task Completion Improved task
Collaborative  Latency, Energy  scheduling efficiency
Networks Consumption
Coop-MADRL [147] 2023 IEEE TNSM Cooperative Multi Network Minimized network
MADRL Cloud-Edge  Utilization, Task utilization and task
Networks Latency latency in 1 millisecond
Xuetal [172] 2021 IEEE TVT MARL Millimeter-wave Network Delay, Superior performance in
Cloud-Edge QoS Satisfaction  delay cost and QoS
Collaboration Rate satisfaction
Coop-MADRL [173] 2022  IEEE ICC Cooperative Multi-Cloud  Average Latency — Drastically reduced
MADRL Multi-Edge average latency vs.

Networks
Cloud-Edge-
Terminal IoT

Networks

greedy approach
Ooutperforms
approaches without
collaborative policy
learning

Kim et al. [174] 2024 1IEEE IoTJ  Federated RL Learning Speed,

Adaptability

BiAAC [175] 2024 IEEE Access Policy-Gradient Edge-Cloud  Execution Time, 8% reduction in
RL Networks Network Usage,  execution time, 4%
Migration Delay desc in network usage
A2C-DRL [176] 2024 IEEE IoTJ Deep RL Stochastic Reward Value, Outperforms seven
Edge-Cloud  Task Rejection, SOTA algorithms
Environments ~ Load-balancing
Nieto et al. [177] 2024 jcc DRL ToT Edge-Cloud Quality-of- Outperforms baselines
Experience in QoE values and
(QoE) energy consumption
Binh et al. [117] 2024 IEEE IoTJ RL Vehicular Tolerance time Reduces tolerance time
Edge-Cloud by 8.81% compared to
Computing other RL algorithms
LsiA3CS [150] 2024 IEEE IoTJ DRL 1loT Task completion Significant reduction in
time, Energy  task completion times
consumption  and energy consumption
Sharma et al. [92] 2024 IEEE TMC Meta-RL Edge-Cloud  Time and energy  Reduces time and
Systems i energy ¢ ion by
up to 15%
Zhang et al. [178] 2023 ArXiv MARL Geo-Distributed ~ System utility, TImproves system utility
Data Centers ~ GPU utilization, by up to 28.6%
Energy cost
MADRLOM [149] 2024 COMNET MADRL Software-Defined ~ Total system  Significant reduction in
Cloud-Edge overhead total system overhead
Computing
Zhang et al. [179] 2024 IEEE TC Hybrid DRL Edge-Cloud  Task completion  Outperforms existing
time, Energy design approaches
consumption
Chen et al. [180] 2023 ArXiv DRL Datacenter Overall cost 15% better than MIP
Resource solver with reduced
Management computation time
Wang et al. [51] 2025 IEEE TGCN DRL Cloud Native Network Significant
Wireless efficiency improvements in
Network network efficiency

adjusting computational load distribution across different lay-
ers, as demonstrated in studies on energy-efficient edge-cloud
collaborative sensing systems [175] and large-scale industrial
IoT environments [150].

2) Multi-Agent Reinforcement Learning: Coordinated
decision-making emerges through distributed agents that
learn collaborative strategies. MARL frameworks enable
autonomous devices to optimize individual objectives while
contributing to system-wide performance improvements [145].
Through interactions with the environment and other agents,
MARL enables devices to learn optimal policies, dynamically
allocating resources like computing power and bandwidth in
resource-constrained scenarios [169]. Consequently, MARL
facilitates efficient task offloading, allowing devices to
autonomously determine whether to process tasks locally or
offload them to edge or cloud servers based on factors such
as network conditions and task complexity [173]. Examples
of MARL’s effectiveness in AloT include controlling multiple
UAVs for maximized QoS in autonomous mobile access
applications using a centralized training and distributed
execution approach [170]. In addition, studies have explored
MARL for distribution network reconfiguration within a
cloud-edge collaboration framework, leveraging algorithms
like discrete multi-agent soft actor-critic (MASAC) to address
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non-stationary environments [146]. Similarly, Coop-MADRL
has been employed for cooperative computing offloading
and route optimization in multi-cloud-edge networks,
minimizing network utilization and task latency [147], while
other research demonstrates MARL’s utility in distributed
transmission within collaborative cloud-edge systems for
enhanced network delay performance and QoS satisfaction
[172].

V. SECURITY AND PRIVACY PROTECTION

Fig. 8 provides a systematic classification of security threats,
protection mechanisms, and privacy-preserving techniques es-
sential for securing CETCI systems, where each category
encompasses specific approaches and solutions that address
the unique security requirements of distributed AloT environ-
ments.

A. Security Threats and Vulnerabilities

Distributed collaborative architectures introduce expanded
attack surfaces that must be addressed to ensure robust oper-
ation. Sensitive data across multiple layers risks unauthorized
access and interception, potentially leading to breaches and
eavesdropping. Moreover, denial-of-service attacks can over-
whelm resources, disrupting services and disabling critical de-
vices. Consequently, ensuring data integrity and authentication
demands robust mechanisms to verify authenticity and prevent
tampering within collaborative ecosystems. A comprehensive
summary of security threats and vulnerabilities across diverse
scenarios including vehicular networks and multimedia IoT,
with detailed analysis of privacy, accuracy, and latency consid-
erations, is provided in Table 1 of the supplementary material.

1) Data Breaches and Eavesdropping: Information security
vulnerabilities expose sensitive data to unauthorized access
and interception attacks. Distributed system architectures cre-
ate multiple attack vectors where malicious actors can exploit
weak points to compromise data integrity [32]. For example,
eavesdroppers can intercept sensitive data transmitted between
terminal devices and the edge or cloud [181]. Resource-
constrained terminal devices, often lacking robust security, are
susceptible to breaches [10], potentially allowing unauthorized
data access and manipulation, consequently disrupting AloT
applications. Similarly, edge nodes, aggregating data from
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multiple devices, are also vulnerable. A compromised edge
node amplifies the impact of a breach, exposing a larger dataset
[198]. In addition, the increasing use of Al models introduces
further risks, as attackers can exploit model vulnerabilities to
infer sensitive information, even without direct data access [6].

2) Denial-of-Service Attacks: Resource exhaustion attacks
threaten system availability by overwhelming computational
and network capabilities. DoS vulnerabilities become am-
plified in CETCI systems where interdependent layers cre-
ate cascading failure risks [182]. Specifically, DoS attacks
within AloT can target any architectural layer, from resource-
constrained terminal devices to powerful cloud servers. For
example, attacks on the terminal layer might flood IoT sen-
sors, exhausting their processing power and disrupting data
acquisition [183]. Similarly, targeting the edge layer can hinder
local processing, increasing latency and affecting real-time
decision-making [184]. Attacks on the cloud layer, in contrast,
can disrupt centralized data storage and analysis, impacting
overall system performance [2]. Moreover, the distributed
nature of distributed systems introduces unique vulnerabilities,
as the interconnected layers create multiple points of failure
exploitable by attackers [1]. The heterogeneity of devices and
networks further complicates attack detection and mitigation.
Consequently, DoS attacks can significantly degrade key AloT
performance metrics, including latency, resource utilization,
and QoS, potentially impacting critical infrastructure and
services like smart healthcare and manufacturing [10]. Robust
security mechanisms are therefore crucial for mitigating these
attacks and ensuring reliable system operation [6].

3) Data Integrity and Authentication: Trust establishment
requires comprehensive verification mechanisms to ensure data
authenticity and prevent tampering. Multi-layered authentica-
tion protocols safeguard against unauthorized modifications
while maintaining system reliability across distributed envi-
ronments [185]. Similarly, authentication verifies the identities
of participating devices and users [187], mitigating risks
associated with unauthorized access. Achieving these security
goals requires a multi-faceted approach, encompassing cryp-
tographic techniques for data protection and secure authenti-
cation protocols [186]. Robust system-wide breach detection
and mitigation mechanisms are also essential [6]. For instance,
blockchain can enhance data integrity and provenance [10],
while federated learning can improve data privacy during
collaborative model training [1].

B. Security Mechanisms and Solutions

Protecting collaborative intelligence paradigms against var-
ious threats requires robust security mechanisms encompass-
ing encryption and authentication, intrusion detection and
prevention, and blockchain technologies [1, 199]. Crypto-
graphic protection mechanisms secure data transmission and
storage across distributed computing layers, while lightweight
symmetric encryption and attribute-based encryption address
varying data sensitivity in AIoT environments [181, 186].
Proactive threat monitoring systems identify and neutralize
malicious activities through real-time anomaly detection across
distributed infrastructure [10, 188]. Additionally, blockchain-
based decentralized trust mechanisms eliminate single points
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Fig. 9: Taxonomy of data management and communication
techniques, including data acquisition & preprocessing (DAP),
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& optimization (CPO).

of failure while ensuring immutable transaction records and se-
cure access control within collaborative ecosystems [32, 192].
For detailed analysis of specific security mechanisms including
secure network coding, intrusion detection and prevention sys-
tems deployment strategies, and blockchain integration appli-
cations, readers are referred to Sec. III.A of the supplementary
material.

C. Privacy-Preserving Techniques

Protecting user data within distributed collaborative systems
requires comprehensive privacy-preserving techniques includ-
ing federated learning, differential privacy, homomorphic en-
cryption, and secure multi-party computation [6, 200]. Feder-
ated learning facilitates collaborative model training without
direct data sharing, where edge devices train local models
and share only model updates with central servers [89, 193].
Differential privacy introduces calibrated noise to shared up-
dates, ensuring individual data point privacy while maintaining
model utility through controlled privacy budgets [126, 198].
Homomorphic encryption enables secure data aggregation
and inference across distributed devices without decryption
requirements [8, 124], while secure multi-party computation
maintains input confidentiality across participating entities for
collaborative analytics [10, 196]. Comprehensive coverage of
privacy mechanisms, including hierarchical federated learning
frameworks, computational overhead optimization strategies,
and integration approaches for enhanced privacy solutions, is
provided in Sec. IIL.B of the supplementary material.

VI. DATA MANAGEMENT AND COMMUNICATION

Fig. 9 illustrates the framework for handling data acquisi-
tion, storage, and communication, where the components work
together to ensure efficient data flow and reliable communica-
tion across the distributed AloT architecture.

A. Data Acquisition and Preprocessing

Effective data management in resource-constrained envi-
ronments requires streamlining data processing to optimize
performance across distributed architectures. Filtering and

aggregation techniques at the edge and terminal levels reduce
data volume while extracting meaningful insights at the source.
Additionally, data compression and encoding methods mini-
mize transmission overhead, preserving essential information
to enhance collaboration efficiency. A detailed overview of
data preprocessing methods highlighting their application in
scenarios like multimedia IoT and vehicular networks, with
comprehensive analysis of compression ratios, accuracy, and
latency improvements, is provided in Table 2 of the supple-
mentary material.

1) Data Filtering and Aggregation: Preprocessing opera-
tions at distributed network edges optimize transmission effi-
ciency while preserving essential information [3]. Volume re-
duction through intelligent filtering minimizes communication
overhead and latency [2]. Several filtering techniques include
threshold-based filtering, discarding data outside a predefined
range, and statistical filtering, employing measures like mean
and standard deviation to remove outliers [45]. Additionally,
Kalman filtering estimates system state and filters sensor
noise. For aggregation, methods such as averaging, summing,
and counting over specific time windows or spatial regions
apply [89], while more sophisticated techniques like wavelet
transforms extract relevant features while reducing dimen-
sionality. In resource-constrained AloT environments, the pro-
cesses enable real-time processing and decision-making [10],
exemplified by anomaly detection and preventative mainte-
nance in smart manufacturing [6], as well as traffic flow
optimization in smart transportation [1].

2) Data Compression and Encoding: Lossy and lossless
compression techniques are fundamental for minimizing trans-
mission overhead in resource-constrained environments. Lossy
methods achieve higher compression ratios at the expense
of data fidelity, and studies have explored their effectiveness
in machine learning training sets, demonstrating significant
compression with minimal quality loss [201]. Deep learning-
based super-resolution models can further enhance the quality
of lossy compressed images at the receiver side, balancing
size reduction and visual degradation in MIoT scenarios [202].
In contrast, lossless compression preserves data integrity but
achieves lower compression ratios. For example, edge source
coding techniques utilize user preferences to optimize lossless
compression performance at the network edge [216]. Prepro-
cessing techniques, particularly for floating-point time-series
data, can enhance compression capabilities [217]. Specifically,
methods based on data statistics and deviation have shown
superior compression ratios compared to deep learning-based
methods for certain time series datasets [218]. Similarly,
ROOT I/0O compression improvements in HEP analysis bal-
ance compression efficiency with computational costs [219].
Adaptive techniques, such as selective edge compression, dy-
namically adjust compression parameters based on data char-
acteristics or network conditions, improving network transfer
performance and achieving significant data savings [220].
Alternatively, hybrid approaches combining machine learning
with standard compression methods have also been explored
for scientific data, aiming to preserve derived quantities with
minimal error [221].



B. Data Storage and Retrieval

Efficient data management in distributed collaborative sys-
tems encompasses three critical aspects: edge caching for
proximity-based storage optimization, distributed data storage
across multi-tier infrastructures, and comprehensive data in-
tegrity and availability mechanisms. Edge caching strategies
enhance access latency through intelligent content placement
and predictive caching algorithms, while distributed storage
architectures enable efficient data distribution across cloud
and edge nodes with strategic placement based on access
patterns [2, 208]. Data integrity and availability protection
ensures information authenticity and continuous accessibility
through robust mechanisms including blockchain applications,
authentication protocols, and fault-tolerant storage designs
[10, 185]. For detailed coverage of edge caching techniques,
distributed storage architectures, and data integrity mecha-
nisms including specific implementation strategies and opti-
mization approaches, readers are referred to Sec. IV.A of the
supplementary material.

C. Communication Protocols and Optimization

Efficient data exchange in distributed collaborative sys-
tems requires three fundamental components: resource-aware
communication protocols, bandwidth optimization techniques,
and fault tolerance mechanisms. Lightweight protocols such
as MQTT and CoAP enable efficient data transmission in
resource-constrained environments, while network coding en-
hances data integrity and reduces redundancy in AloT com-
munication [211, 212]. Bandwidth optimization strategies en-
compass traffic scheduling for critical data flow prioritization,
rate adaptation for dynamic network conditions, and link
aggregation for enhanced capacity and resilience [33, 107].
Comprehensive fault tolerance mechanisms ensure resilient
communication through error detection and recovery, redun-
dancy management, connection management strategies, and
quality assurance practices that guarantee reliable service
delivery [209, 215]. For detailed analysis of communication
protocol implementations, bandwidth optimization algorithms,
and fault tolerance mechanisms including specific deployment
strategies and performance considerations, readers are referred
to Sec. IV.B of the supplementary material.

VII. APPLICATIONS

CETCI has been extensively deployed to address a variety
of challenging real-world AloT scenarios due to its distributed
processing capabilities and real-time responsiveness. We have
grouped these applications into five different categories based
on the domain: smart manufacturing, smart transportation,
smart healthcare, smart cities, and smart agriculture. For each
category, we provide a brief introduction to the domain,
followed by a detailed explanation of how CETCI has been ap-
plied to enhance performance and efficiency. Fig. 10 illustrates
the overview of these diverse applications that have leveraged
collaborative intelligence.
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Fig. 10: Overview of applications across different domains.

A. Smart Manufacturing

Distributed collaborative intelligence offers significant po-
tential for optimizing key aspects of manufacturing processes,
including real-time defect detection, predictive maintenance,
and automated quality control.

1) Real-Time Defect Detection: Production line monitor-
ing demands immediate anomaly identification to minimize
manufacturing waste [195]. Terminal sensors and IoT devices
capture real-time data, including images, videos, and quality-
related sensor readings [45]. Edge devices, proximate to the
production process, perform initial data processing and fil-
tering to reduce the volume of data transmitted to the cloud
[80], enabling faster processing and reduced latency crucial for
real-time defect detection [1]. Complex Al models, trained on
historical data in the cloud, are deployed on edge devices for
real-time inference, such as deep learning models analyzing
images and videos for product defects [235]. The cloud layer
provides centralized storage for large datasets and facilitates
model training and updates, which allows for continuous
improvement of defect detection models and adaptation to
new defect types [74]. Additionally, the cloud offers insights
into overall production quality and identifies trends in defect
occurrence [2].

2) Predictive Maintenance: Machine learning analytics en-
able proactive equipment failure prediction and optimized
maintenance scheduling [77]. Distributed computational work-
loads enhance this process through real-time data processing
capabilities. Specifically, sensors at the terminal layer collect
equipment performance data, which is subsequently prepro-
cessed and analyzed at the edge layer. Complex models and
historical data residing in the cloud then contribute to more
accurate predictions [76]. Equally important, the hierarchical
approach reduces latency, enabling timely interventions and
minimizing downtime. For example, [235] presents a quality-
related hierarchical fault detection framework using minimal
gated units and federated bi-directional knowledge distillation
to improve accuracy and reliability. Circuit-level Al solutions
integrated within control and calibration blocks during circuit
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design, as proposed in [222], can further enhance component
predictability and adaptability for predictive maintenance.

3) Automated Quality Control: Lightweight Al deploy-
ment at production edges enables immediate defect detec-
tion through rapid sensor analysis [2]. Real-time processing
reduces reliance on centralized systems while minimizing
response latency for corrective actions [76]. Moreover, this
collaborative paradigm also supports sophisticated quality
control mechanisms, such as real-time image analysis for
defect identification [6], by distributing computational tasks
across the three layers for efficient processing of large visual
datasets. The edge layer’s role in data preprocessing and
filtering optimizes bandwidth usage and enhances data security
by reducing cloud transmission and keeping sensitive data
closer to the source [10, 214]. Additionally, federated learning
enables training quality control models across multiple sites
without sharing raw data, improving model accuracy and
robustness while preserving confidentiality [1].

B. Smart Transportation

Distributed collaboration is transforming Intelligent Trans-
portation Systems (ITS) within modern paradigms, particu-
larly in autonomous driving, traffic management, and real-
time monitoring. Consequently, this collaborative framework
facilitates real-time decision-making for safe and efficient
autonomous vehicle navigation and control by leveraging the
interplay of cloud, edge, and terminal layers. In addition, it op-
timizes traffic flow and mitigates urban congestion, enhancing
road safety and responsiveness through timely data processing
and analysis for incident detection.

1) Autonomous Vehicle Navigation and Control: Safe and
efficient vehicular automation requires distributed intelligence
across heterogeneous computing layers. Onboard sensors and
computers collect real-time environmental data, including
images, LiDAR point clouds, and GPS coordinates [223].
The cloud layer provides high-level functionalities like map
updates, traffic prediction, and fleet management [10]. Specif-
ically, cloud-edge collaboration enables offloading computa-
tionally intensive tasks, such as AIGC for trajectory prediction
and traffic simulation, to the edge, consequently reducing
latency and improving real-time performance [226]. Similarly,
edge-terminal collaboration allows rapid responses to critical
events, such as obstacle avoidance, by processing sensor data
locally [223]. Moreover, this distributed architecture, exempli-
fied by frameworks like Auto-Split and EdgStr [224], enhances
the robustness of autonomous driving systems by enabling
local decision-making and optimizing resource utilization,
even with intermittent cloud connectivity [2].

2) Traffic Flow Optimization and Congestion Management:
In AloT-enabled smart cities, cloud-edge-terminal collabora-
tion offers a comprehensive approach to optimizing traffic flow
and mitigating congestion. Edge computing’s proximity to
data sources facilitates real-time responses to changing traffic
conditions [5], which is essential for dynamic traffic man-
agement. Furthermore, the collaborative architecture enables
coordinated control of traffic signals and other infrastructure,
leading to smoother flow and reduced congestion [2]. For
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Fig. 11: Ilustration of CETCI in smart healthcare.

example, real-time data from terminal-layer sensors can be
processed at the edge to identify congestion, subsequently used
to adjust traffic signals or suggest alternative routes through
connected vehicle platforms [225]. Additionally, the cloud
layer provides long-term traffic pattern analysis and predictive
modeling for proactive congestion management [1].

3) Real-time Traffic Monitoring and Incident Detection:
Rapid anomaly identification enhances road safety through
distributed surveillance and analysis capabilities [226]. Edge
processing of traffic camera and GPS data reduces latency
while minimizing bandwidth consumption [45, 227]. Conse-
quently, Al algorithms deployed at the edge enable real-time
analysis of traffic patterns and identify anomalies, such as
sudden braking or stopped vehicles [218]. Moreover, this ca-
pability facilitates immediate responses, including dispatching
emergency services or adjusting traffic signals [225]. Mean-
while, the cloud provides centralized storage and processing
for complex analyses like long-term trend identification and
predictive modeling [2]. Machine learning models on edge
devices further improve the system’s adaptability to dynamic
traffic conditions and enhance incident detection accuracy [2].

C. Smart Healthcare

As illustrated in Fig. 11, which shows three core application
scenarios: (1) remote patient monitoring, (2) Al-assisted dis-
ease diagnosis and prognosis, and (3) personalized treatment.
The CETCI paradigm enables three key healthcare services,
where each component ensures timely and secure delivery of
healthcare interventions.

1) Remote Patient Health Monitoring and Vital Signs Track-
ing: Continuous physiological monitoring transforms health-
care delivery through distributed sensor networks and real-
time analytics [228]. Wearable devices and IoT sensors collect
vital signs including heart rate, blood pressure, and oxygen
saturation [75]. Subsequently, edge devices preprocess and
aggregate this data, reducing transmission volume to the cloud
[2] and enabling timely interventions through initial analysis
and alerts. The cloud layer facilitates long-term data stor-



age, advanced analytics, and Al-assisted diagnosis, supporting
personalized treatment and medication management [124].
For example, FL [1, 124] trains models on decentralized
patient data at the edge, preserving privacy while improving
vital signs prediction and anomaly detection. Cloud-edge
collaboration also enables continuous monitoring and real-
time feedback to patients and providers, promoting proactive
healthcare management [230]. Differentially private federated
tensor completion methods [6] and on-device contactless vital
sign measurement using MTTS-CAN [236] further enhance
privacy and real-time monitoring capabilities.

2) Al-assisted Disease Diagnosis and Prognosis: Intelli-
gent diagnostic systems leverage distributed computing to
enhance medical decision-making accuracy [229]. Real-time
patient data processing at network edges reduces latency
for timely clinical interventions [228]. For instance, edge-
deployed Al algorithms analyze physiological data like ECGs
and blood pressure for preliminary diagnoses, rapidly iden-
tifying potential issues and triggering alerts [2]. Meanwhile,
the cloud provides access to comprehensive medical databases
and sophisticated AI models, enabling more complex analyses
and accurate prognoses [6]. FL trains robust AI models while
preserving patient privacy by allowing edge devices to collab-
oratively train a shared model without exchanging raw data
[1, 34]. Notably, the collaborative paradigm, combined with
Al and FL, improves diagnostic accuracy and speed, leading
to more effective and personalized interventions [155, 237].

3) Personalized Treatment Plans and Medication Manage-
ment: Individualized therapeutic approaches emerge through
comprehensive patient data integration across distributed
healthcare networks [230]. Multi-source monitoring combines
wearable sensors, edge analytics, and cloud platforms for
holistic patient assessment [2]. For example, wearable devices
continuously monitor patient vitals, and edge servers perform
real-time Al-driven anomaly detection, triggering timely in-
terventions [1]. Edge computing also facilitates personalized
medication reminders and dosage adjustments based on real-
time data, improving adherence and minimizing adverse ef-
fects. Subsequently, the cloud aggregates data from multi-
ple patients to develop sophisticated predictive models for
disease progression and treatment response [6]. Secure data
sharing across this continuum empowers healthcare providers
with comprehensive patient information for informed decision-
making and collaborative care [10]. Distributing computational
tasks across different layers addresses privacy concerns and
reduces latency, which are crucial for real-time healthcare
applications [208].

D. Smart Cities

Distributed collaboration significantly enhances intelligent
urban environment development through three primary appli-
cation areas: smart surveillance and crime prevention, envi-
ronmental monitoring and pollution control, and smart energy
management and grid optimization. Real-time security mon-
itoring leverages distributed processing for enhanced public
safety through intelligent video analytics and edge-deployed
frameworks that reduce cloud dependency while improving
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surveillance efficiency [190, 231]. Environmental monitoring
benefits from comprehensive data collection across distributed
sensor networks, enabling faster pollution hotspot identifi-
cation and proactive mitigation through machine learning
models trained on historical and real-time data [5, 78]. Smart
energy management optimizes grid efficiency through intelli-
gent energy distribution, predictive maintenance capabilities,
and renewable energy integration supported by edge devices
that manage intermittent energy sources based on real-time
conditions [82, 86]. For detailed coverage of smart surveil-
lance systems, environmental monitoring architectures, and
energy management optimization strategies including specific
implementation examples and performance analysis, readers
are referred to Sec. V.A of the supplementary material.

E. Smart Agriculture

Distributed collaboration offers transformative potential for
intelligent farming practices through two primary application
domains: precision agriculture and crop monitoring with yield
prediction. Precision agriculture benefits from real-time sen-
sor analytics and intelligent decision-making systems where
edge processing minimizes latency for immediate agricultural
condition responses while cloud resources provide compu-
tational power for complex tasks like crop yield prediction
and disease detection [126, 233]. Advanced crop monitoring
leverages multi-source data integration from IoT sensors,
drones, and satellites, enabling comprehensive crop man-
agement and productivity forecasting through real-time soil
condition monitoring, weather pattern analysis, and ML-based
yield prediction using historical and real-time data [238, 239].
Federated learning enhances privacy and model robustness
by enabling distributed model training across farms without
sharing sensitive agricultural data, while cloud-edge collab-
oration facilitates model deployment and updates adapted to
local farming conditions [240]. For comprehensive coverage
of precision agriculture techniques, crop monitoring systems,
and yield prediction methodologies including specific sensor
deployment strategies and optimization approaches, readers
are referred to Sec. V.B of the supplementary material.

VIII. CHALLENGES AND FUTURE DIRECTIONS
A. Technical Challenges

As illustrated in Fig. 12, realizing effective collaborative
intelligence across the CETCI continuum entails addressing
multiple challenges, which interact across layers, devices, and
applications within AIoT environments, demanding integrated
and adaptive solutions.

1) Scalability: Exponential growth in IoT device deploy-
ment creates unprecedented computational and communication
bottlenecks across distributed infrastructure [45]. Managing
massive device populations while maintaining system perfor-
mance requires innovative distributed computing paradigms
[42, 78]. For example, relying solely on cloud or edge re-
sources is inadequate for complex systems like urban sound
classification, highlighting the need for optimized resource
allocation across the entire continuum. Additionally, the dy-
namic nature of AloT networks, characterized by fluctuating
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device participation, necessitates adaptive and resilient archi-
tectures [209]. Scaling frameworks like the one proposed in
[2] for fleet analytics to handle massive device fleets and
diverse data streams remains a critical challenge. Efficiently
processing data and training models in these distributed en-
vironments often leverages techniques like federated learning
[1, 6], which in turn introduce their own scalability concerns
regarding communication overhead and model convergence.
2) Heterogeneity: Device diversity spanning computational
capabilities, communication protocols, and data formats in-
troduces fundamental integration challenges [241]. Network
infrastructure variations from high-bandwidth 5G to resource-
constrained environments compound complexity [45]. Ad-
ditionally, diverse AloT applications introduce varying per-
formance and security requirements [242]. Addressing such
heterogeneity necessitates flexible and adaptive frameworks,
such as Auto-Split and EdgStr, designed for diverse edge and
cloud environments [1]. Crucially, ensuring interoperability
through standardized communication protocols and data for-
mats is essential for efficient data exchange and collaborative
processing across the cloud-edge-terminal continuum [2, 6].
3) Interoperability: Disparate hardware architectures, oper-
ating systems, and communication protocols create fundamen-
tal barriers to seamless integration [243]. Protocol diversity
ranging from lightweight MQTT [209] to robust enterprise
solutions complicates unified system design. Additionally, the
diverse nature of Al models, from simple rule-based systems
on terminals to complex deep learning models in the cloud,
further complicates integration [2]. Without standardized in-
terfaces and data exchange mechanisms, integrating these
disparate components hinders efficient collaborative Al tasks
and real-time insights. Consequently, deploying and managing
Al models across the cloud-edge-terminal continuum becomes
challenging, limiting system adaptability and scalability, and
creating data silos that restrict Al model training and evolution,
ultimately impacting overall performance [1]. Addressing this
requires developing standardized frameworks and protocols
that facilitate seamless communication and data exchange
across diverse AloT components, considering resource con-
straints and supporting various Al models and data formats.
4) Security: Multi-layer attack surfaces expose data, mod-
els, and system integrity to sophisticated threats [32]. Sensitive

information transmission across distributed layers faces inter-
ception and exploitation risks [197]. Similarly, DoS attacks
can disrupt AIoT service availability by overwhelming net-
work resources or computational nodes [189]. Additionally,
model poisoning attacks, particularly relevant in federated
learning [6], compromise Al model integrity and reliability
by injecting corrupted data during training [10]. Ensuring
data integrity and authentication across the system is therefore
crucial for preventing unauthorized modifications and ensuring
trustworthy data sources and processing results.

5) Privacy: Distributed data processing across multiple
infrastructure layers amplifies privacy vulnerabilities and regu-
latory compliance challenges [13]. Information traversing ter-
minals, edge servers, and cloud environments faces escalated
breach and eavesdropping risks [244]. Additionally, inferring
sensitive information from aggregated model parameters, even
without direct data access, poses a significant threat [245].
Consequently, techniques like DP and secure aggregation
become crucial for protecting user data during collaborative
learning [6]. Ensuring secure data storage and retrieval across
these diverse layers further complicates privacy preservation,
demanding robust techniques like those explored in [10] to
foster trust and ethical AloT deployment.

6) Resource Management: Dynamic resource allocation
across heterogeneous infrastructure demands sophisticated op-
timization strategies for computational, storage, and network
resources [214]. Balancing diverse application requirements
while minimizing energy consumption and operational costs
requires adaptive algorithms [81]. For example, algorithms
like ETCRA aim to minimize system latency and enforce
trust constraints while optimizing resource allocation [81].
Additionally, resource collaboration and expansion schemes,
including real-time resource purchasing based on current de-
mand, are vital for enhancing system efficiency and long-term
profit maximization [84].

7) Trust and Reliability: System dependability requires
robust authentication mechanisms and fault tolerance strategies
across distributed environments [246]. Identity verification
prevents unauthorized access while ensuring authenticity and
integrity of devices, data, and processes [10]. Data integrity
must also be maintained throughout its lifecycle, from ter-
minal acquisition to edge processing and cloud storage [247].
Additionally, reliable systems require fault tolerance strategies
to address device malfunctions, network disruptions, and se-
curity breaches, as well as efficient resource management for
reliable performance under varying AloT application demands
[81, 209]. For example, trust-based resource allocation can
prioritize trustworthy devices for reliable execution of critical
tasks.

B. Future Research Directions

As illustrated in Fig. 13, promising research avenues in
CETCI span advanced resource management, enhanced secu-
rity, standardization, emerging technologies, explainable Al,
and next-generation networks optimization.

1) Advanced Resource Management: Intelligent allocation
algorithms must dynamically adapt to fluctuating compu-
tational, storage, and network demands across increasingly
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complex infrastructure [38]. Machine learning approaches,
including particle swarm optimization enable real-time de-
cisions based on system state and historical patterns [96].
Integrating trust-based mechanisms into these algorithms can
enhance cross-domain collaboration reliability and security
[186]. Energy-aware strategies are essential for minimizing
power consumption, particularly in resource-constrained edge
and terminal layers [81]. Additionally, dynamic allocation, po-
tentially coupled with deep reinforcement learning, optimizes
resource utilization for efficient task offloading and execution
[76]. Context-aware strategies, adapting to application-specific
requirements like task dependencies and device mobility, are
also critical given the heterogeneity of AloT resources and
tasks [119]. Integrating Digital Twins with resource manage-
ment frameworks can further enhance AloT system efficiency
and reliability through real-time monitoring and control opti-
mization [195].

2) Security and Privacy: The collaborative nature of CI-
SAIOT necessitates innovative security and privacy mecha-
nisms to address evolving threats. FL, a cornerstone of col-
laborative intelligence, requires enhanced privacy, achievable
through techniques like DP [6] and secure aggregation [1].
Robust and secure FL implementations are crucial to mitigate
attacks like model poisoning. Beyond FL, homomorphic en-
cryption and secure MPC [248] offer avenues for secure data
processing and collaborative analysis. Integrating blockchain
technologies [10] can further enhance trust and transparency
in data and model management. Addressing data integrity and
authentication is equally vital, particularly in keyword-based
private information retrieval [193]. Verifiable mechanisms,
including B-OPRF and FGF-mkPIR [244], can ensure data
accuracy and prevent unauthorized access, complementing
intrusion detection and prevention systems, encryption, and
authentication protocols [13] for comprehensive security.

3) Standardization: Seamless integration within the cloud-
edge-terminal continuum for AloT necessitates interoperabil-
ity, a significant challenge stemming from the heterogeneous
nature of devices, networks, and software platforms [34].
Consequently, establishing common standards and protocols
is crucial for efficient collaboration. Key standardization ar-
eas include data formats and communication protocols, such
as lightweight options like MQTT and CoAP for resource-
constrained environments [249]. Standardized APIs and inter-
faces are also essential for application deployment and man-
agement across the continuum. Equally vital are standardized
security and privacy protocols, including technologies like
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blockchain, to protect sensitive data and ensure system trust
[10]. Standardized benchmarks and metrics are also needed for
evaluating the performance of different collaborative frame-
works [1].

4) Explainable Al: Transparent and interpretable Al (xAI)
is essential for CISAIOT due to the increasing complexity
of deployed AI models [88]. Moreover, this interpretability is
crucial for establishing trust and understanding the decision-
making processes, particularly in critical applications like
healthcare [229] and autonomous driving [4]. The "black
box" nature of current AI models hinders user trust and
acceptance [250], thus necessitating XAl methods tailored for
the distributed nature of cloud-edge-terminal collaboration.
Explaining decisions across the cloud, edge, and terminal
layers requires techniques that capture each layer’s contri-
bution and its interactions. The heterogeneity of AloT de-
vices and networks [10] further complicates XAl, demanding
adaptability to diverse hardware and software environments,
while resource constraints necessitate lightweight and efficient
XALI techniques. Promising research directions include model-
agnostic XAI techniques like the TRUST XAI model and
methods specifically designed for federated learning [1], a key
paradigm in AloT.

5) 6G/Next-Generation Networks: The transformative ad-
vancements promised by 6G networks, including higher band-
width, lower latency, and improved reliability [251], offer un-
precedented opportunities for optimizing cloud-edge-terminal
collaboration in AIoT [256]. Specifically, the increased band-
width of 6G can facilitate seamless data transfer between
the cloud, edge, and terminal devices, enabling real-time
processing of large AloT datasets [252], while ultra-low la-
tency empowers time-sensitive applications like autonomous
driving and remote surgery by enabling near-instantaneous
decision-making [119]. Enhanced reliability in 6G also ensures
consistent communication across the cloud-edge-terminal ar-
chitecture, improving the robustness of AloT systems [2].
However, realizing this potential requires addressing key chal-
lenges, such as developing efficient resource management
strategies for 6G’s increased network resources and computa-
tional power [1], and ensuring data security and privacy across
the cloud-edge-terminal continuum, which becomes even more
critical with 6G’s increased connectivity and data volume [6].
Consequently, future research should prioritize novel security
mechanisms and privacy-preserving techniques tailored for 6G
networks.

6) Digital Twin: Digital twin (DT) technology represents
a transformative paradigm for CISAIOT networks, enabling
real-time monitoring, prediction, and optimization through
virtual replicas [79]. Advanced DT architectures leverage
MEC and ultra-reliable low-latency communications while
minimizing latency through task offloading and caching [18,
256]. DT-assisted collaborative computing enables intelligent
resource management through real-time environment moni-
toring [119]. However, implementing DT in federated edge
learning introduces security challenges, particularly poisoning
attacks [127]. Addressing vulnerabilities requires condition-
adaptive dynamic evolution methods based on continual learn-
ing [141]. Integrating continual learning with DT synchro-
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nization enables real-time model updates [165], while DT-
empowered attack detection systems enhance 6G network se-
curity [188] and enable privacy-preserving healthcare anomaly
detection [124].

7) LLMs and Agents: LLMs and intelligent agents rep-
resent emerging frontiers in CETCI, offering unprecedented
capabilities for natural language processing and autonomous
decision-making [23]. Efficient LLM inference offloading
utilizing active inference approaches significantly improves
data utilization efficiency and adaptability to dynamic task
loads [253]. Cached model-as-a-resource provisioning en-
ables sustainable LLM agent services in space-air-ground net-
works [254], while split learning systems facilitate collabora-
tive deployment across mobile devices and edge servers [257].
Multi-agent reinforcement learning enhances task schedul-
ing and load balancing [145]. Generative Al techniques
like ECO-LLM dynamically adjust task placement [258],
while activation-guided quantization enables faster edge infer-
ence [259]. Guidance-based knowledge transfer facilitates effi-
cient collaboration [140], and vector database-assisted frame-
works enhance QoS through edge caching [260].

8) Quantum Computing: Quantum computing integration
into CETCI presents unprecedented opportunities and criti-
cal security challenges for AloT networks [245]. Quantum-
edge cloud computing (QECC) paradigms effectively ad-
dress traditional limitations by combining quantum computa-
tional power with low-latency edge processing and scalable
cloud resources [12]. However, quantum computing neces-
sitates comprehensive security assessments, as timing-based
side-channel vulnerabilities can compromise algorithm confi-
dentiality [255]. Developing quantum-resistant cryptographic
solutions becomes paramount for protecting infrastructure
against quantum-induced threats [245]. Simulation toolkits
like iQuantum enable modeling quantum computing envi-
ronments for resource management research [261]. Quantum
cloud platforms require advanced resource management and
enhanced security mechanisms [262]. Quantum-enhanced deep
reinforcement learning can improve estimation accuracy and
task offloading efficiency, leveraging parallel processing capa-
bilities [263].

IX. CONCLUSION

In this survey, we have comprehensively examined cloud-
edge-terminal collaborative intelligence (CETCI) in AloT net-
works, exploring its evolution from traditional cloud com-
puting to an integrated paradigm. We have analyzed collab-
orative architectures, enabling technologies, and key perfor-
mance metrics that drive this ecosystem. Furthermore, we
have investigated intelligent resource management strategies,
collaboration learning paradigms, and security mechanisms
essential for effective AloT operation. Additionally, we have
examined data management approaches and communication
protocols crucial for seamless integration across the cloud-
edge-terminal continuum. To conclude, we have showcased
transformative real-world applications, while identifying key
future directions and open challenges, such as scalability,
heterogeneity, and security, for next-generation AloT systems.
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I. OVERVIEW

In this supplementary material, we provide more detailed
coverage of key cloud-edge-terminal collaborative intelligence
(CETCI) components that are not fully addressed in the main
paper due to page limitations. We have moved comprehensive
explanations of 1) optimization techniques for task offloading
and resource allocation, 2) security mechanisms and privacy-
preserving techniques, 3) data management and communica-
tion protocols, and 4) specific application domains to this
supplement. Specifically, Sec. III covers mathematical and
learning-based optimization techniques including linear pro-
gramming, convex optimization, and game theory approaches.
Sec. IV presents detailed security mechanisms and privacy-
preserving techniques for collaborative intelligence systems.
Sec. II provides comprehensive analysis of data management
and communication protocols in distributed AloT environ-
ments. Sec. V showcases specific applications in smart cities
and smart agriculture domains, demonstrating the practical
implementation of cloud-edge-terminal collaboration.

II. OPTIMIZATION TECHNIQUES IN INTELLIGENT
RESOURCE MANAGEMENT

Mathematical and learning-based optimization approaches
address the complex challenges of task offloading and resource
allocation in distributed computing environments. This section
provides detailed coverage of three fundamental optimiza-
tion paradigms: linear programming, convex optimization,
and game theory. Each approach offers unique advantages
for solving resource management problems in cloud-edge-
terminal collaborative systems. Table I summarizes represen-
tative optimization techniques across different algorithm types
and scenarios, demonstrating their performance improvements
in metrics such as response time, latency, and energy con-
sumption.

A. Linear Programming

Constrained optimization under linear relationships en-
ables tractable solutions for resource allocation problems. LP
formulations transform complex distribution challenges into
mathematically solvable frameworks with guaranteed optimal
solutions [28]. For example, the objective function might
minimize total system cost, encompassing energy consumption
at terminal and edge layers [29], computation costs at the
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TABLE I: Summary of optimization techniques.

Method Year Venue  Algorithm Type Scenarios Performance Performance Results
Metrics
TIGO [1] 2024 IEEE TSC  Two-stage Cloud-Edge  Average Response Better response times in
Iterated Greedy  Collaborative Time less time compared to
Optimization Computing existing methods
DSCF [2] 2024 IEEE IoTJ  CMDP-based Distributed Inference Latency Less than half the
Framework  Serverless Edge inference latency
Clouds compared to local
computing
AWSH [3] 2024 IEEE TMC Hyper-Heuristic 5G Mobile Edge  Latency, Load Superior performance
Algorithm Clouds Balancing compared to SOTA
solutions
Lu et al. [4] 2024 IEEE TVT  Multi-Agent  IoV Edge Cloud Quality of Service Effective performance

Reinforcement
Learning
Alternating
Optimization

in complex network

situations
Space-Air- Energy Superior effectiveness
Ground Consumption, Delay compared to baselines

Nguyen et al. [5] 2024 IEEE TCC

Networks
Qiu et al. [6] 2024 IEEE TMC Online Edge Intelligence Security, Reliability, Promising performance
Algorithm Cloud Throughput compared to baseline
algorithms
Wei et al. [7] 2024 IEEE TPDS Two-stage Federated Learning Costs 33.5%-39.6% lower
Algorithm  Learning in Edge average total costs vs.

Clouds previous methods

SemCom-SEC [8] 2024 IEEE JSAC Federated Satellite-Borne Delay, Energy Reduced delay and
Learning, Game  Edge Cloud Consumption, energy consumption
Theory Network Privacy while enhancing privacy
Asgarian et al. [9] 2024 IEEE IoTJ Approximation Edge-Cloud Delay, Resource ~ Near-optimal solution
Algorithm Computing Consumption ~ with polynomial time
Industrial IoT complexity
Bai et al. [10] 2024 IEEE TMC Convex UAV-Enabled Task Completion  Significant reduction in
Approximation, Edge-Cloud Delay task completion delay
Lyapunov Computing
Optimization
JTOCC [11] 2024 IEEE TWC DRL, LSTM NOMA-Aided Network Latency Lower-delay content
CETCI distribution and fast
convergence
PRAISE [12] 2024 IEEE TMC Task Multi-Access Total Offloading ~ Higher system benefits
Reconfiguration Edge Cloud Benefit and lower resource
Networks costs than baselines
CORA [13] 2024 IEEE TWC  Data-driven Mobile Edge Quality of 18% reduction in user
Optimization Clouds Experience complaint rate on
YouTube dataset
Co-NOMA [14] 2024 IEEE IoTJ Cooperative Reality in Logarithmic Rate, Outperforms traditional
NOMA Cloud/Edge Delay multiple access and
Computing NOMA methods

Xiao et al. [15] 2024 IEEE IoTJ Online Learning Video Caching  Delay, Resource  Performance advantages

in IoT Networks Utilization compared to SOTA
algorithms
ADMM-FedMeta [16] 2021 MobiHoc Federated Edge Learning in Learning Substantially
Meta-Learning ToT Performance, outperforms existing
Computational Cost baselines

RL-ROIS [17] 2024 IEEE IoTJ Reinforcement

Learning

RIS-Aided IoT ~ Capacity, Latency, Superior efficiency and
Networks Energy robustness
Consumption
Serverless Cloud Inference Latency, Less than half inference

Zhao et al. [18] 2024 IEEE TMC Online

Algorithm Inference Cost, Accuracy latency compared to
local computing

MESP [19] 2024 IEEE IoTJ  Game Theory Industry 5.0 End-to-End 20%-30% reduction in

Execution Delay  computational overhead
and delay

COMEC [20] 2024 IEEE TMC Algorithm Multi-Cell Total cost (delay Superior system cost
Networks and energy) compared to baselines

Zhou et al. [21] 2024 ADHOC Framework AloT Quality of Service  Higher effectiveness

and efficiency than
centralized approach
Efficacy demonstrated

Dragotto et al. [22] 2024 jcc Game-theoretic  Cloud Networks ~ Network security

model posture through computational
tests
Raj et al. [23] 2021 ArXiv Framework Edge IoT Efficiency, Validated through air
Robustness quality forecasting
experiment
PGRA [24] 2020 ArXiv Algorithm Satellite Edge  Network payoff, ~ Effectively addresses

Computing Deployment cost 'VNF placement

problem
Software-Defined ~ System overhead  Significant reduction in

MADRLOM [25] 2024 COMNET  Mechanism

Cloud-Edge total system overhead
Networks
Zhang et al. [26] 2024 IEEE TCC Game-theoretic =~ Mobile Edge Task completion Superior performance
Computing delay, User cost compared to several
approaches
Li et al. [27] 2024 ArXiv Framework Wireless Weighted sum Comparable to

Powered Edge  computation rate  exhaustive search with
Computing reduced execution time




cloud and edge [1], and network communication costs [5].
Constraints can represent resource limitations, such as band-
width [30], processing capacity at each layer [31], and la-
tency [3]. LP also supports various task offloading strategies,
including decisions on offloading locations (edge or cloud) and
resource allocation [6]. Additionally, incorporating predicted
future system states into the LP formulation enables proactive
resource management in dynamic AloT environments [4].

B. Convex Optimization

Nonlinear optimization with convergence guarantees ad-
dresses complex resource distribution challenges. Convex
programming techniques enable globally optimal solutions
through gradient-based methods and interior-point algorithms
[5]. As an example, resource allocation might aim to minimize
energy consumption under latency and throughput constraints.
If these constraints and the objective function are convex,
gradient descent can iteratively update resource allocation
based on the objective function’s gradient, while interior-point
methods traverse the feasible region for optimal solutions [12].
Several studies have explored this approach, including [32],
which uses online convex optimization for network slicing in
edge-cloud orchestrated networks to minimize system costs.
Similarly, [33] employs convex optimization for resource and
power allocation in cloud-edge collaboration to minimize user
overhead. In addition, [11] uses successive convex approx-
imation (SCA) for resource optimization in NOMA-aided
cloud-edge-terminal cooperation, and [10] applies convex ap-
proximation to a delay minimization problem in multi-UAV
enabled edge-cloud cooperation. However, formulating such
convex programs often requires simplifications to address
the complexity and dynamic nature of cloud-edge-terminal
environments.

C. Game Theory

Competitive and cooperative interaction modeling pro-
vides equilibrium-based optimization frameworks. Strategic
decision-making among rational participants enables stable
resource allocation through concepts like Nash equilibrium
and Stackelberg leadership [34]. For instance, [20] formulates
a non-cooperative game for distributed cost minimization in
multi-cell networks, demonstrating game theory’s applicability
to computation offloading in edge-cloud collaboration. Simi-
larly, [26] uses a Stackelberg game to model user, base station,
and cloud interactions in multi-user multi-task offloading for
mobile edge computing. Beyond resource allocation, game
theory also addresses security, as exemplified by [22], which
introduces the critical node game for assessing cybersecurity
risks in cloud networks. Additionally, [35] proposes a game-
theoretic algorithm for optimizing system completion time
and energy consumption in cloud robot task offloading. Co-
operative solutions, such as the Nash bargaining solution in
[36] for joint latency-energy minimization in fog-assisted net-
works, offer alternative approaches for various collaboration
paradigms. For instance, examples, including task offloading
[19], resource allocation [37], and collaborative computation
[38], highlight game theory’s utility in optimizing resource
management for cloud-edge-terminal collaboration.
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III. SECURITY MECHANISMS AND PRIVACY-PRESERVING
TECHNIQUES

A. Security Mechanisms and Solutions

Protecting collaborative intelligence paradigms against var-
ious threats requires robust security mechanisms. We explore
three key security solutions: encryption and authentication, in-
trusion detection and prevention, and blockchain technologies.
Encryption and authentication techniques safeguard data trans-
mission and storage across distributed architectures. Addition-
ally, intrusion detection and prevention systems proactively
identify and mitigate security breaches. Finally, blockchain
technologies offer potential enhancements to security and trust
establishment within collaborative environments.

1) Encryption and Authentication: Cryptographic protec-
tion mechanisms secure data transmission and storage across
distributed computing layers. Strong encryption protocols
combined with robust authentication systems prevent unautho-
rized access while maintaining communication efficiency [39].
Lightweight symmetric encryption secures data exchange be-
tween resource-constrained devices and edge nodes, while CP-
ABE [40] offers fine-grained access control based on specific
criteria, addressing the varying data sensitivity in AloT envi-
ronments. Authentication verifies the identity of communicat-
ing entities, preventing unauthorized access and manipulation.
For example, GS-SNC enhances security through scrambling
and encoding, offering advantages in computational complex-
ity and space overhead compared to other secure network
coding approaches like DP-SNC and SPOC [41]. Integrating
blockchain technology strengthens security by providing im-
mutable records of data transactions and access logs [42], and
homomorphic signatures enable efficient third-party integrity
auditing without accessing raw data [43].

2) Intrusion Detection and Prevention: Proactive threat
monitoring systems identify and neutralize malicious activi-
ties before system compromise. Real-time anomaly detection
enables rapid response to security incidents across distributed
computing infrastructure [21]. For example, unusual data
flows between the edge and cloud, or sudden spikes in data
transmission at the terminal layer, can signal intrusions [44].
Deploying IDPS at different architectural layers, such as the
edge or cloud, provides comprehensive security coverage [45].
Edge-based IDPS enables faster responses to localized threats
by analyzing data near the source, while cloud-based IDPS
leverages centralized resources to identify complex attack
patterns [42]. In addition to detection, IDPS [23] incorpo-
rates prevention mechanisms, including blocking malicious
traffic and isolating compromised devices, to actively mitigate
threats. Table II provides an overview of methods addressing
security threats and vulnerabilities in collaborative intelligence
systems, highlighting their deployment scenarios and perfor-
mance metrics across different architectural configurations.

3) Blockchain Technologies: Decentralized trust mecha-
nisms eliminate single points of failure while ensuring im-
mutable transaction records. Distributed consensus protocols
enhance system resilience and provide transparent, tamper-
proof data management [53]. Cryptographic hashing and
consensus mechanisms, integral to blockchain’s architecture,
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TABLE II: Summary of methods addressing security threats
and vulnerabilities in CISAIOT networks.

Method

Performance
Metrics

Year  Venue Scenarios Edge Cloud ECC CETC

Yang et al. [46] 2024 IEEE IoTJ AloT Data Privacy and v v v v
Prediction Accuracy
Rahman et al. [47] 2023 IEEE IoTJ Industry 4.0 CPS Security, Detection v’ v v X
Performance
Fang et al. [41] 2024 IEEE IoTJ CETC-AlIoT Computational v v v v
Complexity
Chen et al. [48] 2024 IEEE TNSE ‘Workflow Execution Cost, v v v X
Scheduling  Deadline Constraints
Wang et al. [49] 2022  ArXiv Security Privacy-Utility v v ' X
Inference Tradeoff
Zhou et al. [21] 2024 ADHOC AloT Services QoS, Effectiveness, v v v X
Efficiency
Wang et al. [50] 2018  ArXiv IoT Security Attack Detection X X X
Lietal [51] 2022 IEEE TII  Industrial IoT Attack Cost, v v X
Detection Accuracy
Chi et al. [42] 2024 IEEE IoTJ AloT Edge Security, Model v v ' v
Applications Efficiency
Raj et al. [23] 2021  ArXiv AloT Efficiency, v v v X
Applications Robustness
Dui et al. [52] 2024  RESS IIoT Systems  Reliability, Gateway v v v X
Cost
Xiao et al. [40] 2024 IEEE TIFS Cloud-Edge IoT Security, Efficiency v/ v v v

ensure data integrity and prevent unauthorized tampering [47],
which is crucial for secure data aggregation and processing
from numerous AloT devices. Furthermore, blockchain facili-
tates secure access control and device authentication within the
collaborative ecosystem [42]. Through smart contracts, prede-
fined rules and policies are automatically enforced, streamlin-
ing device interactions and ensuring compliance for activities
such as sensitive data access and resource allocation across
the cloud, edge, and terminal layers [54]. Applications of
blockchain integration in AloT include secure data logging and
auditing, decentralized avionics services, and trusted decision
architectures [55].

B. Privacy-Preserving Techniques

Protecting user data within distributed collaborative systems
is paramount. Four prominent techniques address privacy con-
cerns: federated learning, differential privacy, homomorphic
encryption, and secure multi-party computation. Federated
learning enables collaborative model training without sharing
raw data, while differential privacy adds noise to further pro-
tect individual data points. Homomorphic encryption allows
computations on encrypted data without decryption, and secure
multi-party computation enables joint computation on private
inputs, revealing only the output.

1) Federated Learning and Differential Privacy: Comple-
mentary privacy mechanisms combine to strengthen distributed
learning frameworks [56]. FL facilitates collaborative model
training without direct data sharing [57], where edge devices
or terminals train local models and share only model up-
dates (e.g., gradients) with a central server [58]. However,
potential information leakage from the updates necessitates
further privacy enhancements through DP [59]. Specifically,
DP introduces calibrated noise to these shared updates, en-
suring that the presence or absence of a single data point
does not significantly affect the final model [49], thereby
hindering adversarial attempts to infer individual user data.
Techniques like objective perturbation, adding noise to the
objective function, achieve DP guarantees in FL [46]. The
privacy-utility trade-off is controlled by the privacy budget (e,

0), exemplified by differentially private over-the-air FL where
transmit power adjustments influence this trade-off [60].

2) Homomorphic Encryption: ~ Computational privacy
through encrypted data processing eliminates decryption
requirements during analysis [39, 60]. Beyond traditional
cryptographic approaches, HE enables secure data aggregation,
model training, and inference across distributed devices and
cloud servers. For example, edge devices can encrypt
sensor readings using HE before transmission, ensuring data
confidentiality during transit and storage, even if intermediary
nodes are compromised [61]. Consequently, cloud servers
can perform computations on this encrypted data without
decryption, enabling tasks like model training and inference
on sensitive data [62]. In collaborative learning, HE facilitates
secure model updates by enabling encrypted aggregation
of model parameters [63]. Hierarchical federated learning
frameworks demonstrate the practical integration of HE
with multi-level privacy protection, exemplified by digital
twin-based anomaly detection systems in smart healthcare
that utilize edge cloudlets for local model training while
preserving patient data privacy through encrypted multi-party
collaboration [64]. Additionally, verifiable encodings and
authenticators built upon HE can ensure the correctness of
cloud-based computations on encrypted data [65]. Although
the benefits are substantial, practical application of HE faces
challenges related to computational overhead. However,
ongoing research focuses on optimizing HE schemes,
including using GPUs for accelerated computations and
developing privacy-authority-aware compilers for efficient
ciphertext management [66].

3) Secure Multi-Party Computation: Joint computation
over private datasets maintains input confidentiality across
participating entities [67]. Multiple parties—including cloud
servers, edge nodes, and devices—can collaboratively compute
functions over their combined data while preserving individual
input secrecy, particularly crucial for sensitive information
such as patient health records [21] or manufacturing process
data [42]. For example, multiple hospitals could leverage MPC
to train a shared machine learning model on patient data
without directly sharing the raw data due to privacy regula-
tions. Consequently, model updates can be jointly computed
based on local datasets without revealing individual patient
records. Similarly, MPC enhances security in task offloading
and resource allocation within cooperative networks [41],
facilitating collaborative decision-making regarding resource
utilization without disclosing individual constraints or prior-
ities. Furthermore, integrating MPC with techniques such as
federated learning [46] and differential privacy [68] provides
a more comprehensive privacy solution. For example, this
integration enables secure aggregation of model updates or
the addition of noise to computation outputs.

IV. DATA MANAGEMENT AND COMMUNICATION
A. Data Storage and Retrieval

Efficient data management is crucial for collaborative intel-
ligence in distributed systems. Edge caching plays a key role
in optimizing data access and minimizing network congestion.



TABLE III: Summary of data preprocessing methods for effi-
cient transmission in resource-constrained AloT environments.

Method Year Venue Type Scenarios Performance Metrics Edge Cloud ECC CETC

AloT Fleet
Analytics

Raj et al. [23] 2021 ArXiv Edge MLOps Forecasting Accuracy v v v X

Becker tal. [69] 2020 [EEE BigData ~ AlOps  Edge Computing Resource Utilization, v v X X
Detection Performance
QuAsyncFL [58] 2024 IEEE IoTJ Federated Cloud-Edge- Communication v v v
Learning Terminal AloT Efficiency, Convergence
Underwood et al. [70] 2024 ArXiv Data ML/AI Training ~ Compression Ratio, v v X X
Compression Model Quality
Nouractal. [71] 2023 Ad Hoc Netw. ~ DL-based  Multimedia oT ~ Visual Quality, v v v X
Compression Compression Ratio
Edge Source Coding [72]2019  ArXiv Lossless  Edge Networks Number of Bits Needed v X X X
Compression
Taurone et al. [73] 2023 ArXiv Floating-point  IoT Time-Series ~ Compression Ratio, v X X X
Compression Data Recovery Error
Shadura et al. [74] 2020 ArXiv Lossless HEP Analysis 1/0 Bandwidth, Storage X v X X
Compression Space
Melissaris et al. [75] 2020 ArXiv Selective IoT and Web  Network Transfer v X X X
Compression Traffic Speed, Data Savings
Banerjee et al. [76] 2022 ArXiv Hybrid Scientific Data ~ Compression Factor, v v v X
Compression Qol Preservation
LTSDC [77] 202 ArXiv Statistical ~ IoT Time-Series ~ Compression Ratio v X X X
Compression Data
Zhou etal. [21] 2024 ADHOC Federated Edge-Cloud QoS, Latency v v oYX
Learning AloT
Arroba et al. [78] 2023 ArXiv Sustainable Edge Energy Efficiency v v X X
Computing  Infrastructure
QOMVN [79] 2024 IJcC Edge Vehicular Data Query Latency v X v X

Collaborative Networks
Caching
Containerization Edge Computing Application Execution v v X X

Efficiency

Racetal [80] 2021  ArXiv

Furthermore, distributing data across cloud and edge nodes
requires consideration of data consistency, availability, and
access efficiency. Maintaining data integrity and ensuring high
availability against potential disruptions and security threats
also pose significant challenges in distributed environments.
Table III presents a comprehensive overview of data manage-
ment and communication techniques, categorizing methods by
their deployment scenarios and key performance metrics such
as latency reduction, throughput improvement, and reliability
enhancement.

1) Edge Caching: Proximity-based storage strategies re-
duce access latency through intelligent content placement
near end-users [81]. Popular data items stored at network
edges increase cache hit rates and minimize retrieval delays.
Result caching extends this concept by storing computation
results, which is particularly advantageous for computationally
intensive tasks [82]. Similarly, predictive caching anticipates
future requests based on historical patterns and preemptively
stores data, further minimizing latency [83, 84]. For example,
PEC employs deep learning for content popularity prediction
and prefetching [83], while a D3QN-based scheme dynami-
cally evaluates content importance for efficient caching and
eviction in dynamic networks [85]. In vehicular networks,
edge collaborative caching, aided by tabu search algorithms,
prioritizes high-traffic data and ensures backup within the
collaborative domain to reduce latency and prevent single-
point failures [79].

2) Distributed Data Storage: Multi-tier storage architec-
tures enable efficient data distribution across cloud and edge
infrastructures [86]. Proximity-based storage reduces latency
for real-time applications while enhancing fault tolerance
through geographical distribution [23]. Distributing data across
multiple nodes enhances fault tolerance, ensuring system
reliability even with individual node failures [42]. Strategic
data placement, based on access patterns, caches frequently
accessed data at the edge for faster retrieval, while less
frequently used data resides in the cloud [69]. Data partitioning
techniques divide large datasets into smaller chunks distributed
across multiple nodes, facilitating parallel processing and im-
proving system performance [46]. Additionally, essential data
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synchronization mechanisms maintain consistency and data
integrity across distributed locations, preventing conflicts from
concurrent updates [21]. Security considerations are addressed
through encryption techniques for data confidentiality and
access control mechanisms to restrict unauthorized access [27].
3) Data Integrity and Availability: Comprehensive protec-
tion mechanisms ensure information authenticity and contin-
uous accessibility across distributed networks [52]. Trustwor-
thy decision-making requires robust data integrity, exempli-
fied by blockchain applications for enhanced security [42].
Addressing authentication and preventing model poisoning
attacks, as discussed in [87] and [46], respectively, are also
critical. Data availability, ensuring data accessibility, can be
impacted by fluctuating resources and bandwidth in dynamic
edge networks, especially for time-sensitive applications [88].
Efficient data storage and retrieval, including edge caching
techniques [23], are thus essential for improving data access
latency and enhancing availability. Similarly, distributed data
storage across multiple nodes, as highlighted in the CEFIoT
architecture [87], improves fault tolerance and resilience.

B. Communication Protocols and Optimization

Efficient data exchange is crucial for distributed collab-
orative systems. We explore communication protocols and
optimization techniques that enable effective data transmis-
sion. Established protocols like MQTT and CoAP enable effi-
cient data transmission in complex environments. Furthermore,
bandwidth optimization methods, including traffic schedul-
ing, rate adaptation, and link aggregation, maximize data
throughput and minimize latency. Additionally, fault tolerance
mechanisms, such as error detection and recovery, connection
management, and service monitoring, ensure reliable commu-
nication, contributing to overall performance and stability.

1) Communication Protocols: Resource-aware messaging
protocols optimize data exchange efficiency in constrained
CISAIOT environments. MQTT [89] and CoAP [90] ex-
emplify lightweight approaches designed for low-overhead
communication. MQTT, a publish-subscribe protocol with low
overhead and diverse QoS levels, suits resource-constrained
environments and various AloT applications [91]. Open-
source MQTT broker implementations, such as Mosquitto and
EMQX, are readily available and have been experimentally
benchmarked in edge computing [92]. CoAP, specifically
designed for resource-constrained devices and networks, offers
a RESTful interface for interaction with web services and has
been explored with security mechanisms like OSCORE [90].
In addition, network coding enhances data integrity and
reduces redundancy in AloT communication. For instance,
integrating network coding into CoAP’s block-wise transfer
reduces retransmissions in lossy networks [93], while secure
network coding schemes like GS-SNC [41] enhance security
and efficiency by protecting against attacks.

2) Bandwidth Optimization Techniques: Network resource
management strategies maximize throughput while minimizing
latency across distributed systems [94]. Traffic scheduling
prioritizes critical data flows to optimize bandwidth utilization,
particularly for real-time applications requiring immediate
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response [95]. Rate adaptation, in contrast, dynamically adjusts
transmission rates based on network conditions [96]. Specif-
ically, it reduces the rate during congestion and increases it
when bandwidth is available. Link aggregation, similarly, com-
bines multiple network links into a single logical link, thereby
increasing capacity and resilience against link failures [97].
Notably, this approach enhances efficiency for bandwidth-
intensive applications.

3) Fault Tolerance and Quality Assurance: Resilient com-
munication infrastructure requires comprehensive error han-
dling and performance monitoring mechanisms [98]. Fault
tolerance employs error detection techniques to identify dis-
ruptions, data corruption, or device malfunctions, while re-
covery mechanisms restore functionality through data repli-
cation or task rescheduling [87]. Redundancy management,
often achieved through redundant hardware or communication
paths, ensures data availability and service continuity [52].
Connection management strategies optimize communication
performance through link monitoring to identify connectivity
issues, failover strategies for seamless transition to backup
paths [52], and load balancing to distribute traffic and prevent
congestion [95]. In addition, quality assurance practices guar-
antee reliable service delivery. Specifically, service monitoring
tools collect performance data, enabling identification of bot-
tlenecks, while performance optimization techniques, such as
bandwidth allocation or data compression, improve efficiency
and reduce latency [21, 78]. SLA management ensures that
the system meets predefined performance targets. Nonethe-
less, practices enhance reliability by minimizing errors and
reducing latency, the potential trade-off between performance
optimization and energy consumption in resource-constrained
AloT environments requires careful consideration [95].

V. APPLICATIONS IN SMART CITIES AND AGRICULTURE
A. Smart Cities

Distributed collaboration significantly enhances the devel-
opment of intelligent urban environments. Consequently, this
collaborative paradigm improves public safety, environmental
monitoring, and urban planning within modern networks. For
instance, it enhances smart surveillance and crime prevention,
leading to improved security and faster response times. In
addition, collaborative frameworks contribute to creating more
sustainable and livable urban spaces by enabling advanced
environmental monitoring and pollution control. They also
optimize smart energy management and grid operations, ul-
timately improving energy efficiency and resource allocation
in smart cities.

1) Smart Surveillance and Crime Prevention: Real-time
security monitoring leverages distributed processing to en-
hance public safety through intelligent video analytics [53].
Large-scale surveillance data processing benefits from edge
deployment of lightweight frameworks such as LISPS, re-
ducing cloud dependency [99]. Additionally, distributing deep
learning models, such as A-YONet, which combines YOLO
and MTCNN aspects, across the cloud-edge-terminal con-
tinuum enhances multi-target detection and activity tracking
in complex environments [100]. Furthermore, this collab-
orative intelligence improves surveillance system efficiency

and accuracy while addressing real-time analysis challenges
and limited edge computing resources, ultimately facilitating
proactive crime prevention through timely suspicious activity
identification and efficient resource allocation.

2) Environmental Monitoring and Pollution Control: Sus-
tainable urban management requires comprehensive environ-
mental data collection and analysis across distributed sensor
networks [78]. City-wide edge devices monitor air quality,
water conditions, and noise levels through real-time sensing
[23]. Edge computing’s localized data processing reduces
latency and bandwidth consumption compared to cloud-only
solutions [101], enabling faster identification of pollution
hotspots and quicker responses to environmental incidents. For
complex tasks like predictive modeling and control strategy
development, cloud resources are leveraged [21]. For example,
machine learning models trained on historical and real-time
data can predict future pollution levels, enabling proactive
mitigation [46]. Cloud platforms also facilitate data sharing
and collaboration among stakeholders, including government
agencies, research institutions, and citizens [21].

3) Smart Energy Management and Grid Optimization: Grid
efficiency improvements emerge through intelligent energy
distribution and consumption optimization [102]. Distributed
data collection on energy usage and grid conditions informs
real-time decision-making for resource allocation [103]. As
a result, the collaborative approach facilitates more efficient
energy allocation, reducing waste and improving overall grid
efficiency. In addition, by analyzing data from various sources,
this collaborative paradigm enables predictive maintenance
of grid infrastructure, minimizing downtime and improving
grid reliability [95]. Integrating renewable energy sources is
also supported through this framework [78, 104]. Specifically,
edge devices can manage the intermittent nature of renewable
energy by intelligently distributing power based on real-time
conditions and predicted demand, thereby enhancing grid
stability and reducing reliance on fossil fuels.

B. Smart Agriculture

Distributed collaboration offers transformative potential for
intelligent and efficient farming practices. Precision agricul-
ture benefits from real-time data processing and decision-
making capabilities provided by collaborative frameworks.
Additionally, collaborative systems play a crucial role in
crop monitoring and yield prediction by leveraging distributed
intelligence to analyze data from diverse sources, including
sensors, drones, and satellites. Consequently, this analysis
provides insights into crop health, growth patterns, and po-
tential yields, enabling timely interventions and optimized
resource allocation for increased agricultural productivity and
sustainability.

1) Precision Agriculture: Resource optimization in farm-
ing benefits from real-time sensor analytics and intelligent
decision-making systems [105]. Edge processing of IoT sensor
data minimizes latency while enabling immediate responses
to changing agricultural conditions [23]. The cloud provides
computational power for complex tasks like crop yield predic-
tion and disease detection [60], while federated learning en-
ables distributed model training across farms without sharing



sensitive data, enhancing privacy and model robustness [106].
Consequently, farmers gain actionable insights from real-time
data analysis, optimizing resource allocation like water and
fertilizer usage, and improving efficiency and sustainabil-
ity [107]. For example, Al-powered systems analyze sensor
data and imagery to detect early signs of crop stress, enabling
timely interventions to prevent yield loss [96].

2) Crop Monitoring and Yield Prediction: Agricultural
intelligence leverages multi-source data integration for en-
hanced crop management and productivity forecasting. Ter-
minal IoT sensors collect real-time information on soil con-
ditions, weather patterns, and growth stages [108]. Edge
devices preprocess and aggregate this data, reducing trans-
mission volume to the cloud and enabling faster localized
insights [109]. Accordingly, edge computing facilitates real-
time monitoring and control, allowing for prompt responses to
changing conditions, such as adjusting irrigation or applying
fertilizers based on real-time analysis [110]. The cloud layer,
with its extensive computational resources, performs complex
analyses, including ML-based yield prediction using historical
data, weather forecasts, and real-time sensor data [111, 112].
Furthermore, this information supports farmers’ decisions re-
garding harvesting, resource allocation, and market planning.
Cloud-edge collaboration also enables ML model deployment
and updates at the edge, adapting models to local conditions
and improving accuracy [106]. Moreover, the collaborative
approach improves agricultural productivity and promotes
sustainable practices by optimizing resource utilization and
minimizing environmental impact, such as optimizing harvest-
ing logistics and reducing waste [113, 114].
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