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Abstract

The transformer architecture has become a cornerstone of mod-
ern Al fueling remarkable progress across applications in natural
language processing, computer vision, and multi-modal learning.
As these models continue to scale explosively for performance,
implementation efficiency remains a critical challenge. Mixture-
of-Experts (MoE) architectures, selectively activating specialized
subnetworks (experts), offer a unique balance between model ac-
curacy and computational cost. However, the adaptive routing in
MoE architectures—where input tokens are dynamically directed to
specialized experts based on their semantic meaning—inadvertently
opens up a new attack surface for privacy breaches. These input-
dependent activation patterns leave distinctive temporal and spatial
traces in hardware execution, which adversaries could exploit to
deduce sensitive user data. In this work, we propose MoEcho (MoE-
Echo), discovering a side-channel analysis-based attack surface that
compromises user privacy on MoE-based systems. Specifically, in
MoEcho, we introduce four novel architectural side-channels
on different computing platforms, including Cache Occupancy Chan-
nels and Pageout+Reload on CPUs, and Performance Counter and
TLB Evict+Reload on GPUs, respectively. Exploiting these vulnera-
bilities, we propose four attacks that effectively breach user pri-
vacy in large-language models (LLMs) and vision-language models
(VLMs) based on MoE architectures: Prompt Inference Attack, Re-
sponse Reconstruction Attack, Visual Inference Attack, and Visual
Reconstruction Attack. We evaluate MoEcho on four open-source
MoE-based models at different scales, with a specific focus on the
DeepSeek architecture. Our end-to-end experiments on both CPU-
and GPU-deployed MoE models demonstrate a 99.8% success rate
in inferring the patient’s private inputs in healthcare records and
92.8% in reconstructing LLM responses. MoEcho is the first run-time
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architecture-level security analysis of the popular MoE structure
common in modern transformers, highlighting a serious security
and privacy threat and calling for effective and timely safeguards
when harnessing MoE-based models for developing efficient large-
scale Al services.

ACM Reference Format:

Ruyi Ding, Tianhong Xu, Xinyi Shen, Aidong Adam Ding, and Yunsi Fei.
2025. MoEcho: Exploiting Side-Channel Attacks to Compromise User Pri-
vacy in Mixture-of-Experts LLMs. In . ACM, New York, NY, USA, 17 pages.
https://doi.org/10.1145/nnnnnnn.nnnnnnn

1 Introduction

The transformer architecture has become the cornerstone of mod-
ern Al systems [25, 32, 49], driving breakthroughs in diverse ap-
plications such as natural language processing [51], computer vi-
sion [52], and multi-modality learning [55]. However, as Al mod-
els continue to scale rapidly for performance [24], implementa-
tion efficiency has emerged as a critical challenge. To address
this issue, various techniques have been developed [45], includ-
ing Key-Value Caching [14, 38] to eliminate redundant computa-
tions, fast attention mechanisms to optimize the attention opera-
tions [4, 5], and quantization methods to reduce the precision during
model inference [31, 64]. Among the innovations, the Mixture-of-
Experts (MoE) architecture uniquely balances efficiency and accu-
racy [3, 22, 30, 43, 66] with adaptive computations.

MoE-based transformers are designed to dynamically route in-
put tokens to specialized subnetworks—commonly referred to as
experts—that perform task-specific computations. Each expert is
trained to process distinct input features (e.g., syntax, semantics, or
domain-specific knowledge). A lightweight routing network then
selects the most relevant experts for each input token based on an
affinity score. For example, in DeepSeekMoE [3] for the DeepSeek-
V2 Lite model [10], there are 64 experts available, but each token
only activates 6 most suitable ones, reducing computational cost
by 85% during inference while preserving performance. MoE ar-
chitectures have been widely adopted in modern large language
models, including Gemini-1.5 [15], Mixtral [22], Grok-1 [54], the
just-released Llama 4 [35] and DeepSeek-R1 [3, 9, 12]. However,
as the expert activation pattern in MoE-based models is highly
correlated with users’ inputs, it becomes a privacy vulnerability
and effective exploitation may lead to user privacy breaches.
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In this paper, we discover a new attack surface intrinsic to the
MoE architecture, arising from its input-dependent execution pat-
terns. Unlike dense models with fixed computational paths, where
the model is responding uniformly to different inputs, MoE’s dy-
namic routing leaves distinguishable footprints: both temporal (i.e.,
varying execution time of experts due to different workloads) and
spatial (i.e., expert-specific memory access patterns), presenting
a new vulnerability. We propose MoEcho (MoE-Echo), Mixture-
of-Experts Echoing, to exploit architectural side-channels that
leak these expert execution footprints so as to infer user private
information (e.g., the input prompts). Figure 1 illustrates the moti-
vation for MoEcho on a decoder-only LLM, where each input token
in the user prompts or the sequentially generated response token
will activate various experts, leaving vulnerable footprints.
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Figure 1: Motivation of MoEcho. The expert activation pattern
of the MoE system is highly dependent on the user inputs.
Therefore, MoEcho leverages side-channel analysis to re-
trieve these patterns and infer the user’s private inputs.

Nevertheless, input-dependent execution patterns, both tempo-
ral and spatial, cannot be easily captured during complex LLM
execution by software-based methods, e.g., monitoring the timing
differences through controlled prompt injection [60]. Considering
the ample architectural side-channels on different computing plat-
forms, we resort to side-channel analysis (SCA) to obtain these
execution patterns [23, 56, 59, 63]. Existing SCAs of ML systems
primarily compromise confidentiality, targeting model parameter
extraction [18] or structure retrieval [56]. Our work focuses on
user privacy and investigates various architectural side-channels
that can leak MoE execution patterns. Specifically, we design four
side-channels for two different deployment platforms. For models
deployed on CPUs, we propose (a) cache occupancy channels
to explore temporal leakage of experts’ executions, and (b) Page-
out+Reload Attacks designed to track the memory access patterns
of experts. We also consider MoE on GPU, and propose to utilize
the (c) GPU Performance Counters to monitor the expert load
with massive parallel computations, and (d) TLB Evict + Reload
Attacks to determine the spatial footprints of experts on GPUs.

Based on the side-channels, we propose four novel privacy at-
tack vectors, targeting both MoE-based large language models and
multi-modal models. Specifically, our attacks include: (1) Prompt
Inference Attack: This attack aims to recover the user’s input
prompts along with their associated attributes, effectively revealing
sensitive linguistic cues, (2) Response Reconstruction Attack:
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By leveraging side-channel information during the subsequent to-

kens generation, this attack reconstructs the model’s output gener-

ated in response to user queries, (3) Visual Attribute Inference

Attack: Focused on the vision modality, this attack deduces key at-

tributes (e.g., facial landmarks) or identities embedded within input

images, (4) Visual Reconstruction Attack: This attack condition-
ally reconstructs the user’s input images with generative models,
providing insights into the visual content processed by the model.

Through these comprehensive attack methodologies, our work
exposes critical vulnerabilities inherent in the dynamic routing and
execution patterns of MoE architectures, especially on DeepSeek-

MoE—one of the most widely adopted open-source MoE implemen-

tations, highlighting the urgent need for robust security measures

in modern Al systems. The contributions of this work are as follows:

e We explore a new attack surface for Mixture-of-Experts based
transformers in modern efficient AI, MoEcho, which leaks the
user’s private inputs and outputs via the execution footprints of
dynamic activation of experts.

e We propose four side-channels against MoE transformers de-
ployed on both CPUs and GPUs. Based on them, we propose
four privacy attacks on MoE-based large language models and
vision-language models.

o Our evaluations show that the MoE-based model execution pat-
terns leak the keywords of user input prompts, all system re-
sponse tokens, and attributes of user input images, revealing
serious privacy concerns of the MoE structure.

e We implement an end-to-end attack using the proposed side-
channels against the DeepSeek-V2 Lite model on an AMD Ryzen
Threadripper Pro CPU (12-cores) and NVIDIA RTX A6000, demon-
strating MoEcho’s effectiveness in a real system environment.

2 Background

2.1 Mixture-of-Experts Transformers

The concept of MoE was first introduced in early 90s [21], and has
become popular in recent transformer designs for efficient infer-
ence [3]. During the training phase of MoE transformers, multiple
expert modules are trained, each of which can specialize in a certain
task (e.g., code generation) or domain (e.g., healthcare). During the
inference process of these models, a small set of expert modules is
selected by an expert router to be activated for each token. Assume
an MoE-based feed forward network (FFN) layer [ has M experts,
denoted as E={ey, ey, . . ., epr}, the input hidden state of token x; to
this MoE layer is u;. The expert router is usually a gating function
that determines which expert module is the suitable ‘expert’ based
on an affinity function ¢(us)=[¢1(us), p2(us), ..., dar(us)]. This
routing function will assign an activation expert sequence to the
given token, denoted as Sy = [S1¢, 524, ...,5m,¢] € {0, 1}M where

Sit = 1[i(ur) € Topy(p(ur))]. (1)

Here, the affinities for all the experts are ranked, and only the top
k experts are activated for the ¢-th token. We denote the set of all
activated experts for the ¢-th token as I; = {i|S;; = 1}. Then the
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importance scores g; ; is weighted using softmax over 7;:

exp(i(ur)) .
_—— ifie I
it = Zje], exp(¢;(ur)) Hhed 2)

0, otherwise

Hence, the output of the MoE layer with the input token x;, b, can
be expressed as a weighted sum of the top k experts’ computations:

M
ht =us + Z Git - ei(uy) (3)
i=1

where the experts are computed with residual links to avoid gradi-
ent vanishing. As only the top k experts are activated, when k < M,
the computation is significantly reduced compared with a dense
model. On the other hand, during an MoE-based model training,
there are more parameters in experts to optimize, thus increasing
the capacity of large models with intact inference cost, according to
the scaling law. Nowadays, more and more modern LLM services
utilize MoE architectures, among which both the DeepSeek [3] and
Llama 4 [35] are open-source, offering significant implementation
details for adversaries. Evaluating privacy vulnerabilities and po-
tential breaches on these architectures is of paramount importance
for ensuring the security and privacy of modern Al services.

2.2 Architecture of DeepSeekMOE

In this work, we focus on one of the most widely used MoE struc-
tures, DeepSeekMOoE [3, 12], which offers open-sourced models in
multiple versions to accommodate diverse tasks and efficient de-
ployments (e.g., DeepSeek-V2 Lite for single-GPU or CPU systems).
Unlike other MoE architectures that assign experts at a coarse gran-
ularity (e.g., per paragraph or sentence), DeepSeekMoE employs
finer-grained expert segmentation [3], which splits the FFN
layers into a high number of specialized expert modules and trains
with load balancing loss [43] for increased flexibility and preci-
sion but also an increased input-dependency. In DeepSeekMoE, the
router selects the top-k experts, where k is a customizable param-
eter (e.g., k = 6 in DeepSeek-V2 Lite with M = 64). These experts
then execute sequentially in a for loop, as shown in Code Snippet 1
(Appendix A). The potential privacy leakage arises in this loop
phase, where different experts have different loads of tokens, incur-
ring different computation times (as shown on CPUs) or requiring
different computing resources (as shown on GPUs). In this work,
we establish four different side-channels against DeepSeekMoE (or
similar MoE designs) to explore privacy breaches of model users.

3 MoEcho-A New Attack Surface on MoE

Based on the intuition that dynamic expert activations in modern

MoE architectures are input-dependent [60], we raise three research

questions as follows to understand their privacy risks.

o RQ1: What components of the MoE architecture are most vul-
nerable, i.e., leaking sensitive information?

e RQ2: How can we effectively monitor these vulnerable compo-
nents and retrieve the information leaked?

e RQ3: What privacy attacks can the leaked information enable?
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3.1 Threat Model

Victim and Adversary’s Roles: We assume that the victim is the
legitimate user of a local or cloud-based MoE-LLM/VLM service.
In the local scenario, the victim is represented by a process han-
dling user requests, while the adversary is a malicious process (e.g.,
malware) operating on the same machine and sharing hardware
resources with the victim. In the cloud setting, the victim corre-
sponds to a virtual machine instance processing user queries, and
the adversary is a malicious co-tenant on the same physical server,
thereby sharing underlying resources. We also assume that the
entire system is running under nominal operating conditions with
a typical workload.
Adversary’s Goal: The adversary’s primary objective is to covertly
extract private information from users of MoE-based models, in-
cluding both their inputs and the model outputs. Specifically, in
Section 5, we present four distinct attack scenarios targeting MoE-
based LLMs [10, 22, 35] and VLMs [11]. The attacks range from
inferring specific input attributes (e.g., medication history) to com-
pletely reconstructing the model outputs (e.g., revised emails).
Attacker’s Capabilities: The attack contains two main parts: side-
channel monitoring and attack model profiling. First, we build four
different side-channels across various hardware platforms, requir-
ing different adversary capabilities. For CPU-based side-channels,
we assume the attacker co-locates with the victim on the same
CPU core and also shares the common MoE model library (e.g.,
the transformers Python library). For GPU-based deployments, the
attacker should have access to the GPU performance counters (e.g.,
via the Nsight system!) and also share a common MoE model library
with the victim. Second, all attacks in Section 5 rely on a profil-
ing approach. During the profiling phase, the adversary collects
the expert execution footprints directly via code instrumentation
(see Section 3.2) by querying the victim model with public con-
trolled datasets. Privacy attack models are trained used these true
execution traces. Note that in this phase, there is no side-channel
information involved. In the subsequent attack phase, the victim’s
execution is monitored via various side-channels to produce side-
channel traces, which are converted to execution footprints for
attacks (inference).

We answer the first question (RQ1) by recognizing the input-
dependent expert router as a vulnerable component.
A1: The MoE system may disclose sensitive information through
input-dependent, spatio-temporal activation patterns in its
expert module routing networks.

3.2 Input-Dependent Expert Activation

MoE systems reduce the computational cost by selectively activat-
ing only a small subset of experts through a gating network, while
this input-dependent activation might lead to privacy breaches on
users’ inputs and outputs. Let the user’s prompt be composed by:
X=[x1,%2,...,xN5], where each prompt element x; is a token. Fig-
ure 2 depicts the generation process of a decoder-only LLM, which
is split into two phases: Prefilling Phase and Decoding Phase.

Prefilling Phase. During this phase, the model takes the entire
prompt X as input and generates the first output token. The com-
putational complexity of an MoE layer is O(Nk), where k is the

!https://developer.nvidia.com/nsight-systems
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Figure 2: Vulnerabilities of a Decoder-only LLM with MoE FFNs. During the prefilling phase, the model works on all input tokens
(prompts) and assigns them to different experts, where the attacker spies on the experts load to infer the user’s prompts; during
the decoding phase, the model processes only one input token with selected experts activated, and the spy monitors the expert

sequence to reconstruct the LLM system’s outputs.

number of activated experts per token. As shown in Figure 2, an
MOoE system—such as DeepSeekMOoE [3]—executes the MoE FFN
layers M times sequentially. As described in Section 2, the MoE
layer first aggregates tokens by their assigned experts and then
runs each expert sequentially. Therefore, we cannot extract the acti-
vated experts for individual tokens but only a more coarse-grained
overview of how many of the N input tokens each expert processes
(see the left part of Figure 2). Hence, private information of interest
in this phase is Expert Load, L=[Ly, ..., Lys], which is defined as:

N
L= Sit @
t=1

where each load L; indicates how many prompt tokens end up be-
ing processed by expert e; during the first output token generation.
Decoding Phase. After generating the first output token, the MoE-
based model continues to generate subsequent tokens [xn41,, .- |
until the generation of the EOS token, but in a much more efficient
way than the prefilling phase. As shown in the right part of Figure 2,
it leverages a Key-Value(KV) Cache [37] to reduce the computa-
tional cost, where the model only needs to compute the attention
and MoE feed-forward for the new input token (i.e., the previous
output token), while reusing the cached KVs for all earlier tokens.
Consequently, at each decoding iteration, only a few experts are
activated—a sparse activation pattern that correlates strongly with
both the newly generated output token and the input token. We
denote this activation pattern of what experts are activated for
token t as the Expert Sequence, which shares the same definition
as Equation (1) but starting from the decoding phase (¢t > N):

St ={S1,t:S2,¢,-»Sm,t}, Wwhent > N. (5)

which is a binary sequence (with sparse 1’s) and captures the exact
sequence of experts used for each newly generated token. All of

our attack methods are based on these two MoE-related leakages:
the Expert Load trace L from processing the user’s prompt in the
prefilling phase, and the Expert Sequence S during decoding.

3.3 Sensitivity of Expert Load/Expert Sequence
to User Data

As the expertload L and expert sequence S vary adaptively, our next
step is to demonstrate that these variations are directly correlated
with sensitive information contained in user inputs. To this end,
we perform a T-test [16] to determine whether the MoE-related ac-
tivation signals exhibit statistically significant differences between
groups of input samples with distinct sensitive attributes. Taking
DeepSeek-V2 Lite [10] as an example, we directly record both the
expert’s load L and expert sequence S during model inference by
software profiling methods. We leverage a synthetic healthcare
dataset with different types of illnesses and use these texts as input
prompts and then collect L for each illness and S for each output
token. Specifically, we choose two pairs of the illness sets (each
from 100 different input prompts) and two pairs of output token
sets (each contains 100 expert sequences) and run a T-test.

When examining the T-test results, we primarily focus on two
aspects: (1) whether there exists a statistically significant difference
(i.e., t-statistics > 4.5), and (2) the portion of experts exhibiting leak-
age (referred to as the ‘leaky population’). In Figure 3, the left two
sub-figures show that distinct illness categories consistently yield
statistically significant variations in the expert load L. Specifically,
our T-test is on different healthcare topic pairs (‘Common Cold’ vs
‘Hemophilia’ and ‘Liver Cancer’ vs ‘Colon Cancer’). For the first
pair (‘Common Cold’ vs ‘Hemophilia’), there are 353 experts that
show a statistical difference; while for the second pair of two types
of cancer, only 85 experts show a significant difference. This phe-
nomenon verifies that when two topics of input prompts are more
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Figure 3: T-test Results of Input Prompt (left) and Output
Tokens (Right). red dash line is for t-value= 4.5, and T-value
above it indicates statistical significance. The x-axis is the
expert index. (There are a total of 64 X 26 experts for the
DeepSeek-V2 Lite model with 26 layers.)

semantically distinct (such as these two very different illnesses in
the first pair), more experts in their expert load traces will show a
significant difference.

The right two sub-figures of Figure 3 indicate that different out-
put tokens also yield distinct expert sequence S. We evaluate two
pairs of output tokens. Two distinct output tokens (T and ‘) in-
volve 333 experts with significantly different activations, while
two similar ones (digits ‘1’ and ‘2’) involve less distinct experts
(87). These preliminary results underscore how observing an MoE
model’s internal expert usage, including the expert load and expert
sequence, can reveal information about the user’s inputs and model
outputs. Next we delve deeper into these correlations to explore the
broader implications for privacy breaches, and evaluate how the
‘side-channel’ (getting the activation patterns stealthily via architec-
tural side-channels) closely tracks the ‘direct channel’ (observing
the execution footprints directly by instrumenting the model code).

4 Side-channels on MoE Systems

We address the second research question RQ2 as follows.
A2: Adversaries exploit architectural side-channels on model
deployment platforms to extract sensitive information.

Table 1: Side-channels on CPU and GPU Platforms

Execution Pattern Side-channels
CPU GPU
Cache Occupancy (L1 + L2) | Performance Counter
Expert Load L Section 4.1.1 Section 4.2.1
E ‘s s Pageout + Reload TLB Evict + Reload
xpert sequence Section 4.1.2 Section 4.2.2

In this section, we discuss how to obtain model execution foot-
prints via various side-channels. As summarized in Table 1, we
consider two deployment platforms, CPU and GPU, and propose
four different side-channels to obtain the expert load trace L and
expert sequence S, respectively. Note that we take the implementa-
tion of the DeepSeek-V2 Lite model as an example for side-channel
analysis, while other MoE models (Section 6.1), not necessarily
open-source, are also susceptible to similar side-channel analysis.
These side-channel traces will be analyzed to retrieve the execution
footprints, which are critical for privacy attacks in Section 5.
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Figure 4: Overview of side-channels of MoE systems on CPUs.
The attacker retrieves the expert load L with cache occupancy
channels and the expert sequence S with pageout+reload.

To retrieve the MoE footprints on a CPU, we propose two side-
channels, as shown in Figure 4: Cache Occupancy Channels
leverage the Level-1 instruction cache and Level-2 data cache, re-
trieving the expert load L via different execution time of each expert;
Pageout+Reload assumes a shared neural network library (i.e.,
Python transformers), and retrieves the sequence of activated ex-
perts S, via the difference of reloading time after paging out an
expert memory page followed by the victim model execution.

4.1.1 Cache Occupancy Channels. When a MoE model is running
on a single CPU core, there are multiple expert modules with differ-
ent token loads, executing sequentially. As a result, the execution
time of each expert is directly proportional to its token load L. To
accurately capture the execution intervals, we leverage two cache
occupancy channels to identify the start and end times of each
expert. The basic idea of cache occupancy channels is to measure
the victim’s utilization of caches by creating contentions on the
shared caches between the attacker and victim, i.e., the attacker
continuously loads dummy instructions or data into a specific cache
hierarchy and measures the loading time while the victim is run-
ning. The higher loading time indicates the higher victim cache
usage. Figure 5 depicts the two cache occupancy channels, one L1
I-Cache Occupancy Channel and the other L2 Occupancy Channel.
L1I-Cache Occupancy Channel. Each expert is a computation
module and consists of multiple linear layers. Each linear layer exe-
cution can be divided into three phases: module preparation, matrix
multiplication, and end of module. During the module preparation
and the ending phase, the layer performs a diverse set of operations—
such as pointer arithmetic, memory allocations, etc, which collec-
tively invoke a broader range of instructions and function calls
in a short time, thus increasing instruction cache utilization and
leading to a more pronounced “peak” in I-Cache usage. However,
during the intermediate phase of matrix multiplication, the com-
putation typically involves a tightly optimized loop containing a
small set of repeated instructions (e.g., fused multiply-add, vector
load) for a while, resulting in lower I-Cache occupancy. Our I-cache
occupancy channel can clearly mark the linear layers’ starting and
ending times with a higher loading time measurement, as shown
by the gray curve in Figure 6 (with many narrow peaks for linear
layer segmentation), collected from an AMD Ryzen Threadripper
Pro CPU with a DeepSeek-V2 -Lite model running. As these expert
modules contain three linear layers, we can see three high points
for each expert on the I-cache trace. We can calculate the distance
between every three peaks, which will be proportional to the expert
load L. However, the accuracy of our I-Cache occupancy channel is
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Figure 6: Raw Traces of Cache Occupancy Channels. The gray
curve shows a trace from an L1 I-Cache occupancy channel,
with narrow high points marking the start of each nn.linear
layer in PyTorch. The blue curve shows a trace from an L2
cache occupancy channel, and the blue points indicate the
change points between the first two linear layers and the
third linear layer. The red dash lines are the ground truth of
start or end points of experts.

influenced by system noise, occasionally causing missed detections
of linear layer start points—approximately 2% in our measurements.
This limitation arises from an attacker’s difficulty in precisely con-
trolling the OS scheduler’s allocation of CPU time between attacker
and victim processes across two logical cores. Attacker processes
may intermittently be preempted by other system-level processes or
interrupts, temporarily preventing timely measurement of I-Cache
occupancy and thus missing some starting points.

L2 Occupancy Channel. We also leverage an L2 cache occu-
pancy channel to assist inferring the expert load simultaneously
to overcome the system noise on an L1 cache trace, as shown in
the blue curve in Figure 6. The L2 channel focuses on the differ-
ent data cache utilization of matrix multiplication with different
sizes. For instance, in DeepSeekMOoE, each expert module consists
of three linear layers: an up-scaling layer, a gating layer, and a
down-projection layer. The first two layers uses a weight matrix at
the same size R"*"_ The third layer employs a weight matrix of
size R <hi (p i < h;). Such linear layer computations are supported
by matrix multiplication, which is optimized by a GEMM backend
where each multiplication is divided into the multiplication of small
data blocks. The block size is typically determined based on the
weight matrix dimensions to optimize cache locality. In this con-
text, the down-projection layer, with its larger output dimension
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Figure 7: Procedure of a Pageout+Reload Side-channel. The
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Figure 8: An Example Trace from the Pageout+Reload Side-
channel. In this trace, the expert sequence S is comprised of
experts with the lower reload time (red « in the figure). Other
unused experts have a longer reload time (blue o).

h;, tends to use larger block sizes, which improves spatial locality
and thus results in lower L2 cache occupancy compared to the first
two layers. In Figure 6, the blue curve is an L2-D cache trace, and
we can clearly see a higher cache occupancy for the first two linear
layers and a lower occupancy for the last one. We leverage the PELT
change-point detection algorithm [26] to determine the change-
points (blue o) of these two types of data cache occupancy patterns,
which mark the end of the first two layers and the endpoint of an
expert. We further use every two change points to determine the
execution time of each expert.

4.1.2  Pageout + Reload Side-channel. To get the expert sequence S
during the decoding phase of MoE systems on CPUs, we propose a
Pageout + Reload side-channel. We assume that the victim and the
attacker are sharing the same DNN library for expert modules (i.e.,
shared PyTorch). The side-channel is similar to the popular cache
flush+reload side-channel [59] in terms of steps, while at different
architectural levels, memory pages versus cache lines. The tradi-
tional cache flush+reload side-channel would not work for MoE
executions, because the cache size is limited (smaller than an expert
module) and therefore for every MoE model decoding phase, the
final cache state can only reflect the last activated expert. We seek
alternative side-channels that can capture all expert activations
during one decoding phase, e.g., the much larger-scale memory. We
leverage a memory management mechanism supported by multiple
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OS’s - pageout - that swaps out certain physical memory pages
specified by the user, without changing the virtual memory map-
ping. The pageout+reload attack procedure follows three steps: 1.
Setup: the attacker pageouts one page (the first data memory page)
of each expert module from the memory; 2. Victim runs (one de-
coding phase for outputting one token, which brings the activated
experts (their pages) back into memory); 3. Reload: the attacker
reloads every expert page and times it. A short time for an expert
indicates that the victim has activated this expert; while a longer
time means the expert is not used for the token. The procedure is
illustrated in Figure 7, where M is the total number of experts.

To pageout an expert page, we leverage a Linux system call,
madvise(addr, size,MADV_PAGEOUT), which will swap out a given
range of pages specified by the addr and size. After the setup step,
all the experts have been evicted from memory. When reloading,
only the experts used by the victim in the middle step will have a
shorter time as they are already swapped in during MoE module
execution. Note the attacker has to be synchronized with the victim
so as to follow the 3-step procedure. To reduce the overhead of
paging out targeted memory pages and reloading them, we only
flush the first memory page of each expert. Figure 8 presents an
example Pageout+Reload measurement trace for the execution of
one MoE layer of the DeepSeek-V2 Lite model. There are six low
points, indicating the six activated experts by this model, verified
by the DeepSeekMOoE configuration, where k = 6 and M = 64.

4.2 Side-Channels for MoE on GPU

Inputs

Response

Victim

Performance Counter Expert Seq

Privacy breach

TLB ‘Evict+Reload MoE on GPU

Attacker

Figure 9: Overview of SCA on GPU-based MoE System. The
attacker retrieves the expert load L with GPU performance

counter and the expert sequence S with a TLB Evict+Reload.

When the victim model is deployed on a GPU, the GPU microarchi-
tecture, resource (memory page) management, and runtime envi-
ronment are all different from CPU, and therefore the prior two side-
channels for CPU do not apply any more. We propose two architec-
tural side-channels specific for GPUs. We take an NVIDIA A6000
GPU as example, and leverage the GPU performance counter
(via an Nvidia analysis tool — Nsight) to get the expert load, L, and
utilize a new TLB Evict+Reload Side-channel to get the expert
sequence S, as depicted in Figure 9. Note accessing Nsight does not
require root privilege.

4.2.1 GPU Performance Counter. Unlike sequential CPU execu-
tion, GPU features the SIMT (single instruction multiple threads)
programming model, and the tokens for one single MoE expert are
processed in parallel on GPUs. The number of threads involved
is proportional to the number of tokens. Therefore, to retrieve
the expert load L, we use Nsight to track the number of threads
each expert employs, as depicted in Figure 10 (the blue curve).
Specifically, we monitor the thread usage of the nn. selu activation
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Figure 12: An Example Trace from a TLB Evict+Reload Side-
channel. The red x indicates the TLB entry blocks with short
access time (inferred expert annotated). The blue o denotes
blocks are not in use. Ground Truth: [3, 35, 38, 60, 62, 63].

function, which is called exactly once per expert. The number of
threads observed for this kernel shows a perfect correlation (Pear-
son Correlation=1) with the expert loads (red curve in Figure 10).

4.2.2 TLB Evict + Reload Side-channel. For GPU, there is no OS-
controlled pageout mechanism. Therefore, the pageout+reload side-
channel is not applicable in the GPU context. Furthermore, the page
table remains unchanged once the model is deployed on a GPU. The
only viable architectural component that can be manipulated as a
side-channel is the Translation Lookaside Buffer (TLB), a cached
portion of the page table. Previous works have reverse-engineered
Nvidia GPUs’ TLB, and established covert channels [7, 36, 62]. Ac-
cording to [62], Nvidia GPUs implement a three-level TLB hierarchy:
L1 TLB is private to each Streaming Multiprocessor (SM), L2 TLB
is shared among a few SMs, and L3 TLB is shared across all SMs.



Conference’17, July 2017, Washington, DC, USA

One entry in the L3 TLB maps 16 contiguous virtual memory pages,
and when huge-page of 2MB is enabled—such as the deployment of
DeepSeek-V2 on Nvidia A6000—a single TLB entry can cover 32MB
of contiguous virtual memory. We define the 32MB memory region
as a TLB entry block. We choose the shared L3 TLB to build a GPU
TLB Evict + Reload side-channel to retrieve the expert sequence
S of MoE system execution. Figure 11 shows the procedure.

First, we evict the shared L3 TLB by accessing a large dummy
buffer. Based on reverse-engineered results [62], an L3 TLB typically
covers up to 2GB of virtual memory. Therefore, we allocate and
access a 4GB buffer to ensure full eviction of TLB entries before
the victim’s execution. After that, the victim model generates one
output token involving expert routing and execution. The attacker
then reloads a representative weight parameter from each TLB
entry block and measures the access time. A shorter access time
(TLB hit) indicates that the expert was accessed recently (i.e., ‘1’ in
the expert sequence), while a longer one (TLB miss) suggests the
expert was not used by the victim.

To understand the access patterns, we analyze how experts are
laid out across TLB entry blocks. In DeepSeek-V2 Lite, each MoE
layer contains 64 experts. These experts are distributed across 65
TLB entry blocks, with each expert occupying two blocks (green
blocks in Figure 11). Specifically, for expert i, its second half shares
the same memory block with the first half of expert i + 1. This
results in overlapping placement, where each intermediate TLB
entry block (blocks 1 to 63) is shared by two adjacent experts. The
first and last TLB entry blocks (blocks 0 and 64), however, are shared
with non-MoE components (e.g., gating layers), which are always
accessed during decoding. During the reload phase, we select one
parameter from each of these blocks (i.e., the first parameter of
expert 0 through expert 63, and the last parameter of expert 63)
and measure the memory access time (Figure 12). The lower points
indicate TLB hits, indicating the block was used by victim (red x).

To infer expert sequence, we declare an expert as active only
if both of its corresponding TLB entry blocks (i.e., shared and in-
dividual) show TLB hits. While this method works in general, it
makes errors when multiple adjacent experts are activated, due to
block sharing. For instance, in Figure 12, the ground truth of active
experts is [3, 35, 38, 60, 62, 63]. However, because blocks 61 through
65 all show TLB hits, we mistakenly include expert 61 in the recov-
ered sequence, resulting in an inferred set of [3, 35, 38, 60, 61, 62, 63].
This block-sharing ambiguity introduces a 3.4% error rate in expert
inference (see Section 6.3.2). Nevertheless, our attack successfully
reveals the majority of the expert sequence S for attacks, demon-
strating the effectiveness of L3 TLB side-channels.

5 Proposed Attacks

To answer the RQ3, we propose multiple privacy attacks as follows.
A3: By analyzing these side-channel leakage, attackers infer
users’ inputs and stealthily reconstruct the system’s responses.

Based on the execution footprints, an adversary can launch pri-
vacy attacks. We propose four different attacks, including Prompt
Inference Attack (PIA) and Response Reconstruction Attack
(RRA) for LLM, and Visual Inference Attack (VIA) and Visual
Reconstruction Attack (VRA) for VLM. In Appendix B, we show
diagrams for each attack.
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5.1 Prompt Inference Attack (PIA)

Scenario Description. We propose an attack that exploits coarse-
grained expert load traces obtained from the model prefilling phase.
Instead of recovering the complete input, the attacker targets ex-
tracting sensitive attributes (for arbitrary inputs) or key phrases
(for inputs following known prompt templates). For instance, an at-
tacker infers the specific illness mentioned in a health-related input.
The attacker first profiles the victim’s MoE model with a controlled
dataset that spans a wide range of sensitive information. If the in-
puts follow known prompt templates, prior knowledge of templates
further improves extraction of privacy-revealing keywords.
Attack Methodology. The attacker trains a classification model
over a large output space (e.g., 116 common illnesses in our evalu-
ation) with the MoE expert load patterns as input, i.e., the token
distribution across experts. During the attack phase, the adversary
observes the expert load traces via a side-channel and predicts the
illness in the query, breaching the user’ privacy.

5.2 Response Reconstruction Attack (RRA)

Scenario Description Beyond user inputs, we introduce a new at-
tack whereby an adversary reconstructs the entire MoE model’s out-
put verbatim. For example, in common LLM applications—refining
personal documents like emails—an eavesdropping attacker could
capture sensitive information from the model’s responses. In this
scenario, the adversary leverages the expert sequences during the
decoding phase to establish a one-to-one mapping with output
tokens, thereby reconstructing the complete response.

Attack Methodology The attacker begins by profiling the MoE
model using a controlled dataset to characterize its execution (ex-
pert sequence) of decoding. During the attack phase, expert se-
quences across the entire decoding phase are collected by side-
channels to conduct verbatim reconstruction.

5.3 Visual Inference Attack (VIA)

Scenario Description. MoE architectures are widely used in multi-
modal settings [3]. We present two attacks against MoE-based
vision-language models that focus on recovering sensitive infor-
mation from the vision modality. The first attack recovers coarse-
grained visual attributes—such as private facial features—and may
reveal the identity of the model user.

Attack Methodology. For visual attribute inference, the attacker
exploits MoE signals to extract key attributes from the input image.
To infer the identity, we assume that the attacker possesses a data-
base of all identities and matches the recovered MoE signal against
this database to determine the most likely identity.

5.4 Visual Reconstruction Attack (VRA)

Scenario Description. In the Visual Reconstruction Attack (VRA),
the goal is to recover fine-grained visual details from MoE execu-
tion leakage. We assume that the attacker possesses partial prior
knowledge of the input image (e.g., a masked version) and uses
this information to guide a generative model in reconstructing the
complete image. A representative case arises in privacy-sensitive
image processing systems, e.g., a medical imaging service that ap-
plies facial masking to protect patient privacy. While the system
displays masked results to users, its underlying model processes the



MoEcho: Exploiting Side-Channel Attacks to Compromise User Privacy in Mixture-of-Experts LLMs

Table 2: MoE Architectures Under Test

Model #Params | Active | #Exp | Exp Size | Balance | Type
DeepSeek-V2 [10] 16.4B 2.8B 64 8.65M v LLM
Qwen1.5-MoE [46] 14.3B 2.7B 60 8.65M v LLM
TinyMixtral [22] 701M 400M 4 12.6M X LLM
DeepSeek-VL2 [11] 3.37B 1.0B 64 3.00M v VLM

original unmasked images during computation. This discrepancy
creates an execution leakage that VRA exploits to reconstruct the
original images containing sensitive information.

Attack Methodology. The attacker trains a conditional generative
model that leverages the MoE signal (i.e., the expert load trace) as
a conditioning input to accurately reconstruct the original image.

6 Evaluations

6.1 Experiment Setups

Models. In this work, we evaluate MoEcho on multiple pre-trained
MoE-based models, listed in Table 2, including three LLMs, DeepSeek-
V2 [10], Qwen1.5-MoE [57], and TinyMixtral [22], and one VLM
DeepSeek-VL-2 [11]. These models differ in terms of the overall
model size and MoE configuration. Specifically, the DeepSeek and
Qwenl.5 models are examples of fine-grained MoE architectures,
where each expert is highly specialized, featuring relatively small
expert sizes and a large number of experts. Both the DeepSeek and
Qwenl1.5 models employ the balanced expert loss [3, 57]. In con-
trast, TinyMixtral—a compact version of Mixtral [22]—is designed
for single-GPU usage, with only four large experts, of which two
are activated during inference. All these models can be executed
on either a CPU or a single GPU for inference, making the models
susceptible to side-channel exploitations proposed in MoEcho.
Datasets. Multiple datasets are used to evaluate proposed attacks:
e PIA and RRA on LLM: To evaluate the privacy leakage of the
MoE-based language model, we generate a synthetic text dataset
derived from open-sourced health records [39]. We utilize a local
Al model (DeepSeek-R1) to produce unstructured inputs based
on templates provided in Appendix D. In addition to the health-
care dataset, we also assess the RRA attack on the Synthetic
Prompt [48], Medical Q&A [47], and Financial Q&A [41], demon-
strating the attack performance under varied contexts.

e VIA and VRA on VLM: To assess the privacy vulnerability
of the MoE-based vision-language model, we adopt the CelebA
human face dataset [33], given that facial identities represent
one of the most sensitive user privacy. Each sample is annotated
with 40 attributes. For the identity classification task, we select
300 celebrities (each with more than 25 images) from CelebA,
where the attacker’s objective is to correctly identify the user
input among these 300 individuals.

Metrics. We assess the success of the PIA and VIA attacks by

measuring the percentage of correct guesses of input characteristics

or identities. The performance of the RRA attack is quantified as
the percentage of output tokens correctly recovered using the MoE
signals. For visual inputs to the VL model, the reconstruction quality

is evaluated using both SSIM [20] and FID [19].

Platforms. We conduct all our experiments for attacks and side-

channel analysis on an AMD Ryzen Threadripper Pro (12-Cores)

with one NVIDIA A6000 (memory size 16 GB).
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6.2 Attack Performance

6.2.1 Evaluation of Prompt Inference Attack. To evaluate the PIA
using MoEcho, we employ synthetic healthcare datasets from which
we extract several key attributes that an attacker may attempt to
recover, including age, gender, blood type, and illness. These
attributes have varying dimensions: 2 for gender, 8 for blood type,
and 116 for illness. The age attribute is divided into 8 decade groups
(e.g., 20-29, 30-39, etc.). We consider two different types of inputs:
(1) Unstructured inputs: In this scenario, the user’s input consists
of unstructured text, such as a randomly composed illness de-
scription submitted to a healthcare LLM, which includes the key
private attributes. In our experiments, we rely on a generative
model to automatically generate these unstructured inputs.
(2) Templated inputs: Here, the model’s input is formatted us-
ing one or more fixed templates, resembling formal healthcare
records. The keywords (private information) from the health-
care record are used as the input to fill out the template.
For each input type, we experiment with different input lengths:
short (S), averaging 50 tokens per template, and long (L), averaging
150 tokens per template. In addition, we consider a cross-templated
setting (C) where the model is trained with one or more known tem-
plates but is then tested using a different template. For evaluations,
we use 8000 traces to profile the PIA inference model and reserve
2000 traces for testing. Note that the number of profiling traces has
a significant impact on the final attack performance, which will be
discussed in detail in Section 6.4.

In Table 3, we present the PIA performance of MoEcho on both
unstructured and templated inputs. By leveraging the expert loads
for the PIA attack, the adversary can achieve a high success rate
in guessing private attributes of the user input. For example, on
DeepSeek-V2-Lite, we obtain a Top-1 accuracy of 56.5% for unstruc-
tured inputs and 99.9% for the templated inputs, compared to a
baseline random guess accuracy of only 1/116 = 0.86%, thereby
demonstrating a significant privacy breach via the MoE expert load
information. Furthermore, we observe that for fine-grained, highly-
specialized MoE architectures (e.g., DeepSeek and QWen), it is easier
to infer specific attributes such as the detailed illness information
because the highly specialized experts tend to manifest distinct pat-
terns for different illnesses. In contrast, the coarse-grained sparse
design of TinyMixtral exhibits minimal information leakage. Com-
pared with unstructured input prompts, templated inputs generally
yield higher attack success rates. The templated inputs exhibit more
consistent expert load patterns, which reduces the noise from unre-
lated tokens. As a result, the PIA inference model can focus more
effectively on the sensitive information that varies across samples.
Moreover, compared to long inputs, shorter inputs achieve higher
attack success rates due to increased information density—a short
template contains the same number of private tokens, making the
sensitive information more prominent.

6.2.2  Evaluation of Response Reconstruction Attack. We evaluate
the MoEcho direct-channel RRA performance on three different
datasets: Synthetic Prompts [48], Medical Q&A [47], and Financial
Q&A [41]. These datasets have output vocabularies of 39,867, 20,681,
and 17,832 unique tokens, respectively. During the profiling phase,
we train a Multinomial Logistic Regression model [28] using 90% of
the expert sequence data S and test on the remaining 10%. Table 4
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Table 3: Comparison of Prompt Inference Attack Performance Across Three MoE-based LLM Models

Prompt Settings DeepSeek-V2-Lite [10] (64 experts) Qwen-1.5b-MoE [46] (60 experts) TinyMixtral-MoE [22] (4 experts)

Age (8) Gender (2) Blood (8) Illness (116) | Age (8) Gender (2) Blood (8) Illness (116) | Age (8) Gender (2) Blood (8) Illness (116)
Unstructured (S) 45.6% 81.1% 45.7% 56.5% 47.5% 81.4% 55.7% 74.4% 21.6% 65.6% 23.7% 9.50%
Unstructured (L) | 40.0% 75.6% 26.6% 68.8% 35.8% 80.1% 39.8% 94.5% 18.3% 71.3% 19.7% 8.20%
Templated (S) 98.9% 100% 99.8% 99.9% 98.9% 99.9% 99.8% 100% 48.9% 96.4% 58.3% 47.3%
Templated (L) 85.5% 100% 96.1% 97.9% 72.7% 93.3% 98.0% 96.0% 37.6% 94.1% 46.7% 53.8%
Cross-Template 83.9% 92.0% 72.3% 95.4% 78.1% 98.7% 76.7% 96.8% 21.1% 53.6% 29.5% 16.6%

Table 4: RRA Performance with Expert Sequence on Synthetic Prompt [48], Medical Q&A [47], Financial Q&A Dataset [41].

Dataset — Input Prompt System Response (Ground Truth) Reconstructed Response (Attack Results) ASR
Synthetic [48]-Change the text into an art | Art Curator’s Description:
curator’s description of a modern art exhibit, | Inthe heart of Sydney’s bustling Four Seasons Hotel, a monumental tableau unfolds, Sixhour
... Text: He has been the Prime Minister of | capturing the essence of contemporary political art. The scene, a triumphant speech
this country not once, but twice, so I ac- | by Tony Abbott, Prime Minister of this nation twice over, is rendered in bold, 93.6%
knowledge his service to the people of our | abstract brushstrokes that speak to the transformative power of leadership. The speaks
nation. Tony Abbott gives his victory speech | artist, known for their innovative use of color and form, juxtaposes the traditional apates
at the Four Seasons Hotel, Sydney. ...... trappings of political victory with the raw, emotional energy of the crowd. trings
Lymphocytic choriomeningitis (LCM) is a viral infection that is transmitted to
humans from infected rodents. Lymphocytic choriomeningitis virus (LCMV) is
Medical [47] - Who is at risk for Lympho- | a member of the Arenavirus family. LCM is a zoonotic disease, meaning it can 915%
cytic Choriomeningitis (LCM)? ? be transmitted from animals to humans. The primary reservoir for LCMV is the e
house mouse (Mus musculus). However, other rodents, such as deer mice, cotton home Gall arei brain coal, and
rats, and white-footed mice, can also be infected. Black-legged cells
NVIDIA continues to invest in deep learning research and development, and their its
GPUs remain a cornerstone of the deep learning ecosystem. As the technology
evolves, we can expect to see even more sophisticated applications of deep learning
in various fields, powered by NVIDIA’s advanced hardware. NVIDIA Corporation is
a multinational corporation that designs graphics processing units for the gaming
Financial [41]-What significant invention | and professional markets, as well as system on a chip units for the mobile computing 91.9%
did NVIDIA create in 1999? and automotive market. In 1999, NVIDIA introduced the GeForce 256 GPU, which 1989, o
was the world’s first GPU to offer programmable vertex and pixel shaders. This matrix and vector Tr models
was a significant advancement in the field of computer graphics, as it allowed for development
more complex and realistic graphics in video games and other applications. The
GeForce 256 also introduced the concept of GPU-accelerated computing, which
has since become a major trend in the tech industry.
presents three sample prompt-response pairs from the DeepSeek- 23 Top 5 Attributes  ESZI Bottom 5 Attributes
V2 Lite model for each dataset, along with their reconstructed o 14 %2 999 097 096 0.4
9 | 075 072 072 0.71
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many mispredicted tokens still carry similar semantic meaning
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(e.g., “house” vs. “home,” “speak” vs. “speaks,” “advancement” vs.
“development”), indicating that expert sequences leak semantic
information about system’s responses.

6.2.3  Evaluation of Visual Inference Attack. Samples in the CelebA-
dataset [33] have 40 labeled binary attributes, and the VIA at-
tack aims to infer those attributes. The victim model is DeepSeek-
VL2 [11], with a fixed text prompt ‘Describe this figure’ compan-
ioned with each image sample. We utilize the expert load of the
model execution for the VIA. A simple 3-layer MLP binary classifier
is used with 80% of MoE expert load traces as the training set and
the rest as the testing set. Figure 13 presents the Top-5 and Bottom-
5 VIA attack success rates. We can infer most of the coarse-grained
features such as ‘gender’, ‘wearing eyeglasses’, etc. However, some
detailed features, including ‘pointy nose’, have a lower ASR. The
average VIA success rate is 85.34%.

As described in Section 5.3, one of the applications of VIA is
for identity inference, where the attacker aims to figure out the
identity of the input image among a given database of portraits. We
select 300 identities from the CelebA dataset, with each person has
more than 25 images. With a simple SVM classifier, the one-shot
Top-1 accuracy is 25.0% and Top-5 accuracy is 54.4%, indicating

Figure 13: Performance of VIA. We present Top-5 accurate
attributes (Male, Eyeglasses, Wearing Hat, Bald, Gray Hair)
in red bars and Bottom-5 attributes (Arched Eyebrows, Big
Lips, Oval Face, Wearing Necklace, Pointy Nose) in blue bars.

that an adversary can effectively leverage MoE signals to deduce
the identity of the individual depicted in the input image, thereby
posing a significant risk to user privacy in the VLM model.

6.2.4  Evaluation of Visual Reconstruction Attack. To further show
the information leakage from a different modality of the MoEcho
attack surface, we evaluate the VRA in an image inpainting task.
For instance, the masked image can be the output from an MoE-
based DeepFake model, and the attacker’s goal is to reconstruct the
real user’s input image. We build a conditional GAN-based image
inpainting model (more details are in Appendix C), and use the
expert load L from the victim model (DeepSeek-VL2) as the gen-
eration condition. For comparison, we also reconstruct the image
from a masked image with a random condition (no assistance of the
MoE execution information). In Figure 14, incorporating expert load
information leads to improved generation performance in visual
quality—-the reconstruction highlighted with red border preserve
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Figure 14: Visual Reconstruction Performance. Each test im-
age is masked with two different ratios (0.5/0.6). The recon-
struction performance is calculated with random condition
(w/0 MoE) or with Expert Load L as input condition (w/ MoE).
We report two metrics for the inpainting performance, SSIM
(higher the better), FID (lower the better).

Table 5: Side-Channel Attack Translation Performance

Performan Platform
eriormance CPU GPU
Cache Occupancy | Performance Counter
Expert Load (Corr) 0901 0993
Expert Sequence (%) Pageout+Reload TLB Evict+Reload
pert >eq : 99.2 943

more facial details than the one without. Also, the improvement is
reflected as higher SSIM scores—which evaluate the structural sim-
ilarity between the original and reconstructed images, and lower
FID scores, which show MoE results are more semantically similar.

6.3 End-to-End Evaluation

6.3.1 Attack Framework. Side-channel MoEcho attacks includes:

(1) Profiling Phase. The attacker collects execution footprints
(the expert load and expert sequence) of the victim model on a
synthetic dataset by a software method (e.g., instrumentation).
Then, based on the profiled execution details, the attacker fits
a model for a specific attack (e.g., critical prompts, personal
attributes or output tokens), as described in Section 6.2.

(2) Side-Channel Trace Collection. The attacker runs the side-
channel attacks on the victim platform and collects traces, in-
cluding the cache occupancy, reloading time, etc.

(3) Attacking Phase-translate side-channel information to
execution footprints. The attacker converts the side-channel
traces to execution footprints (expert load and expert sequence)
utilizing algorithms (e.g., changepoint detection), and leverages
the pre-trained attack models to infer the user’s secret.

6.3.2  Side-Channel Attack Performance. To evaluate our proposed
architectural side-channels, we measure the translation accuracy
from the SCA traces to the execution footprints. Specifically: 1.
For the expert load L, we report the Pearson correlation between
the ground truth and the side-channel measurements; 2. For the
expert sequence S, we present the percentage of correctly identified
activated experts. Table 5 shows that using the combined cache oc-
cupancy channels (L1 and L2) achieves a load trace correlation of 0.9
with the ground truth. In contrast, utilizing the GPU performance
counter— which directly measures the computational resources
consumed by each expert module—yields a more accurate result
with a correlation coefficient of 0.993. For recovering the activated
expert sequence S, both the CPU-based Pageout+Reload and the
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GPU-based TLB Evict+Reload techniques achieve high accuracy
levels of 99.2% and 94.3%, respectively. The following sections will
further discuss the performance of two end-to-end attack scenarios.

6.3.3  Privacy Attacks Performance based on SCA. In Table 6, we
report the end-to-end attack success rate for all four types of side-
channel attacks. We use “Footprints" to annotate the attack that uses
the expert load and expert sequence information directly. We evalu-
ate the overall performance using two datasets: PIA (Templated (S))
and RRA (Synthetic Prompts). For PIA attacks, both the CPU-based
cache occupancy channel and the GPU-based performance counter
channel exhibit robust performance, which can be attributed to the
high correlation between the expert load and the corresponding
cache occupancy and performance counter values. Although the
occupancy channel occasionally misses some data points, the non-
ideal correlation does not impact the overall attack performance
much. In contrast, the RRA end-to-end evaluation reveals that the
CPU Pageout+Reload attack maintains a high accuracy, incurring
only a 0.8% drop in the attack success rate compared with the direct-
channel attack. Conversely, the TLB Evict+Reload attack—which,
as discussed in Section 4.2.2, suffers from mispredictions at the first
and last data points, leading to notable degradation in its attack
success rate. However, we still achieve an 82.5% accuracy in output
tokens, effectively revealing private information in it.

Table 6: End-to-end MoEcho Attack on DeepSeek-V2 Lite
Dataset | Footprints | CPU SCA | GPU SCA
PIA 99.9% 99.8% 99.8%
RRA 93.6% 92.8% 82.5%

6.4 Ablation Studies

The profiling procedure significantly influences the performance of
MoEcho-based attacks. In this section, we present ablation studies
to examine how both the quantity and the quality of the profiling
dataset affect attack performance.

6.4.1 Impact of Profiling Data Scale. We first investigate how the
number of profiling traces—i.e., the collected expert execution sig-
nals used to train the model—affects the performance of the pro-
posed MoEcho attack. In Figure 15, we analyze the templated PIA
performance for varying sizes of the profiling dataset on two archi-
tectures: DeepSeek-V2-Lite (26x64 experts) and TinyMixtral-MoE
(12x4 experts). We report results using both long and short tem-
plates. Specifically, both datasets show improved performance as
the training dataset size increases. The improvement is especially
pronounced for TinyMixtral-MoE, where each sample provides less
expert leakage information, necessitating a larger dataset to achieve
convergence. However, since collecting profiling traces incurs im-
plementation cost, there is a trade-off between attack performance
and cost, which we discuss in Section 6.6.

6.4.2 Impact of Profiling Context. Except for the scale of profiling
data, the context of profiling data also has a strong effect on the
profiling performance. In Table 3, we assess the cross-template
attack performance of the PIA attack. When we use different tem-
plates during evaluation, the attack performance will drop. Further,
if we have random context (i.e., the unstructured inputs), the per-
formance drops significantly. Other than PIA, we also analyze the
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Figure 15: PIA Performance at Multiple Profiling Data Scale.

Table 7: Cross-Dataset Attack Success Rate of RRA.

Dataset Profiling Data

Target Data | Synthetic [48] | Medical [47] | Financial [41] | All Datasets
Synthetic 93.6% 67.8% 72.2% 92.6%
Medical 79.3% 91.5% 76.0% 91.7%
Financial 86.3% 73.4% 91.9% 91.4%

cross-domain performance of RRA, i.e., when we use the news
dataset for profiling can we still reconstruct the system responses
of a healthcare request? As shown in Table 7, we report the ASR of
RRA across the three datasets given in Section 6.2.2. When profiling
with different contexts, the ASR of RRA drops due to missing the
knowledge of domain-specific tokens. However, one can also lever-
age multiple general datasets to improve the attack performance
(i-e., using all datasets in Table 7).

6.5 Robustness to System Noise

As the adversary exploits common resources shared with the
victim for side-channel, there may be system noise on it when there
are additional workloads using the resources concurrently. So far
we focus on a common execution environment, where the system
only has the operating system (OS) and its background processes
running in addition to the foreground victim and spy processes.
Note this execution environment is critical for us to establish the
side-channels and investigate their working mechanisms and effi-
cacy. Next we study the robustness of MoEcho under more realistic
scenarios, where there are other independent users on the same
machine simultaneously running the same victim MOE model, i.e.,
co-tenants using the LLM/VLM services. The robustness varies for
the four proposed side-channels.

Cache-occupancy channel. The cache-occupancy channel lever-
ages private L1/L2 caches of each physical core. When the co-tenant
resides on other cores, which is typical under heavy workloads, the
cache side-channel is immune to other co-tenants activities.

GPU performance counter. Since we use Nsight performance
counters that expose the context ID of each launched kernel, we can
reliably attribute observed GPU activity to specific processes. This
allows us to distinguish victim kernels from those launched by other
processes, even in multi-tenant environments. Therefore, our GPU
performance counter side-channel remains robust and unaffected by
concurrent processes, ensuring high fidelity of information leakage.
Pageout+Reload and TLB Evict+Reload. For these two side-
channels, the adversary relies on monitoring the common MoE
libraries that are loaded to shared memory pages or cached in the
GPU TLB, respectively. These shared resources are susceptible to
interference from co-tenants who are also using the MoE-based
LLM/VLM, concurrently with the victim. Contention on the shared
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resources raises noise on the side-channel and may lead to degraded
performance for information retrieval. Take the recovery of an ex-
pert sequence as an example, we vary the number of contending
workloads and investigate the impact of such system noise on the
recovery accuracy. Table 8 shows the experimental results, which
indicate the accuracy declines as the resource competition increases.
However, the decline diminishes when the competing workloads
exceeds three. This is due to the hardware-limited degree of par-
allelism. Only up to three processes are scheduled for concurrent
execution under the resource constraints. As a result, the level of
interference saturates, and adding more competing processes does
not introduce further noise into the side-channel observations.

Table 8: Impact of Concurrent Workloads on Expert Sequence

#\flgfgizg Pageout+Reload (%) TLB Evict+Reload (%)
0 (System Noise) 99.2 94.3
1 91.2 85.1
2 83.8 78.5
3 81.4 68.3
4 81.8 68.4

6.6 Practicality Analysis of MoEcho

As detailed in Section 6.3, the MoEcho attack consists of two key
stages: (1) offline profiling of the target MoE model’s execution be-
havior, and (2) online side-channel analysis to capture information
leakage. The practicality of MoEcho hinges on two critical aspects:
the offline profiling cost and the stealthiness of the online SCA.
This section analyzes these aspects.

6.6.1 Profiling Cost. The offline profiling phase of MoEcho is ex-
clusively software-based. It involves executing the target MoE model
with specific inputs and only recording the resulting expert foot-
prints (i.e., the expert load and expert sequence). It is platform-
agnostic and no side-channel is involved during profiling. The
primary cost is the computational overhead incurred by running
the (substitute) victim model for collecting the expert footprints.

The profiling cost differs significantly between the two proposed
LLM attacks (PIA and RRA) due to their distinct requirements:

Prompt Inference Attack: Profiling requires only the expert
load observed during the pre-filling phase of a single inference run
per prompt. Since the pre-filling phase is highly parallelizable and
involves generating only the first output token, its execution time
is short. As shown in Table 9, generating the required profiling
dataset (size: 10,000 prompts) is efficient, taking approximately 1
hour or less for the evaluated models.

Table 9: PIA Profiling Cost for Different Models
DeepSeek-V2-Lite | Qwen-1.5b-MoE | TinyMixtral-MoE
Pre-filling Time per Prompt 0.37s 0.36s 0.04s

PIA Profiling Cost 1.02h 1.0h 0.11h

Response Reconstruction Attack: In contrast, profiling for
RRAs targets the decoding phase, and requires capturing the expert
sequence for every output token generated for each prompt. This
necessitates running the entire, sequential, decoding process for
each prompt in the profiling dataset. Consequently, the profiling
time scales with the total number of tokens generated across all pro-
filing prompts. Table 10 presents the results for DeepSeek-V2-Lite
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across different datasets. While the total profiling time is high, itisa
one-time offline process for a selected target model. The subsequent
next step of using the profiled expert sequence/load is training a
prediction DNN model to map the footprints to prompts/tokens
for attacks. Such model training is computationally inexpensive
compared to the MoE model inference cost and the time can be
neglected.

Table 10: RRA Profiling Cost (DeepSeek-V2-Lite)

Synthetic [48] | Medical [47] | Financial [41] All
Decoding time per token 0.09s 0.09s 0.09s 0.09s
# of tokens 2978872 2561922 2158464 7699258
RRA profiling Time 75h 64h 54h 193h

6.6.2 Attack Stealthiness. We assume that the adversary is co-
located with the victim user on a physical machine. Collection
of side-channel traces during victim inference would not interfere
with the model execution much due to the dominant computation
time for LLM inferences. The delay caused by side-channel mea-
surements (e.g., due to eviction and reload at the hardware level)
contributes only marginally to the overall latency. For example,
the cache occupancy channel incurs a 1.2% increase in the com-
putation time, the Pageout + Reload side-channel 4.4%, the GPU
performance counter side-channel 7.9%, and the TLB Evict + Reload
side-channel 5.0%. With LLM/VLM services for multiple users, the
victim MoE system is designed to support co-located users, mean-
ing that certain inference delays are considered normal. Thus, our
side-channel attacks cannot be detected easily by the victim from
the model execution time, making them stealthy.

7 Related Works
7.1 Side-Channel Analysis

Side-channel attacks leverage indirect information obtained during
system execution to extract sensitive data. Traditional SCA methods
against DNNs leverage different types of leakages, such as power
consumption [13], electromagnetic emanation [18, 61], and vulner-
able architectural states (e.g., cache [34, 56], floating-point unit [17],
and GPU context switching [50]), to recover the model architecture
or parameters, an IP piracy. However, few studies have addressed
the SCA vulnerabilities of model execution associated with user
inputs, particularly for modern large language models. In this work,
MoEcho discovers a novel attack surface in MoE-based LLMs. Be-
yond the established SCAs summarized in Table 1, our MoEcho is
the first of its kind for privacy evaluation via side-channel analysis,
demonstrating that various architectural SCAs can compromise the
privacy of MoE systems in multiple ways.

7.2 Prompt Inference

Inferring users’ prompts has attracted significant attention in LLM
privacy research. Existing work can be categorized into two streams.
The first focuses on software-based attacks [42, 58], which obtain in-
put prompts and output responses from the system and use learning
strategies to reconstruct users’ prompts. In contrast, our proposed
MoEcho complements these approaches by providing additional
insights into LLM execution patterns of the MoE architecture. The
second stream addresses system-level security vulnerabilities in
LLM services [44, 53]. For instance, Wu et al.[53] exploit shared KV
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caches in multi-tenant LLM services to reconstruct users’ inputs by
leveraging timing differences of controlled queries. Similarly, Song
et al.[44] explore timing variations during accessing the shared KV
caches to extract system prompts. However, these vulnerabilities
rely on outsourced, vulnerable model deployment services such
as VLLM [29] or SGLANG [65]. MoEcho specifically targets the
MoE architecture of LLM models, which is becoming increasingly
prevalent, opening up a new avenue for LLM privacy attacks.

8 Discussion & Conclusions

8.1 Possible Mitigation

To defend against MoEcho-based side-channel attacks, potential
mitigation strategies can be categorized into three groups:
Robust Training Algorithms. One approach is to introduce ran-
domness to the training process using optimization. For example,
when training the gating layer of the MoE router, incorporating
techniques such as differential privacy (DP) [1, 8] can add ran-
dom noise to the router decisions and limit information leakage.
However, integrating DP into the router may lead to imprecise
expert selection, which could adversely affect the model perfor-
mance. Another possible way to mitigate MoEcho is introducing
more general experts to the MoE structure. As shown in Section 6.2,
less-specialized experts have a smaller leakage compared to the
fine-grained ones. However, such design may reduce the routing
efficiency and affect model performance on specific sub-problems.
Secure Deployment Strategies. Another line of defense involves
considering the deployment environment during the design of the
MoE model. Since MoEcho requires a sequential execution pat-
tern for each expert, one possible mitigation is to randomize the
execution order to obscure observing the expert patterns. This
randomization, however, might introduce computational overhead.
Alternatively, distributing the experts across multiple devices [6, 12]
could reduce architectural leakage; yet, this approach may still be
vulnerable to side-channels during inter-device communication.
Adaptation of General Side-Channel Mitigation. Finally, de-
fenses originally designed to counter general side-channel attacks
can be adapted to protect against MoEcho-based attacks. For in-
stance, balanced computation of LLM models [2] can effectively
obscure the expert load L. More generally, restricting access to sensi-
tive system tools such as performance counter(e,g, NVIDIA Nsight),
system call(e.g, madvise()) and high-resolution timer can limit at-
tackers’ ability to collect side-channel traces. Additionally, detecting
anomalous background processes—e.g., those repeatedly accessing
shared libraries or issuing high-frequency memory probes—can
help identify MoEcho-style attacks in real time. Rigorously iso-
lating shared resources (e.g., cache, performance counters) could
mitigate microarchitectural side-channel attacks at their source.
Nevertheless, this mitigation may incur substantial performance
overhead.

8.2 Future Work

This work primarily investigates SCA vulnerabilities with single-
device deployments of MoE models. To broaden the scope of our
attacks, we outline two key directions for future research:
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Scalability to Distributed Deployments: We plan to extend
MoEcho to analyze large-scale MoE models deployed across het-
erogeneous hardware platforms. This includes investigating vul-
nerabilities in multi-GPU configurations [6] and cross-CPU/GPU
setups [27]. Such distributed environments introduce new potential
side-channels, such as variations in inter-device communication la-
tency and data transfer patterns, which may necessitate adaptations
of our attack methodology and reveal novel privacy risks.
Adaptation to Evolving MoE Architectures: As MoE architec-
tures rapidly evolve (e.g., DeepSeek-V3 [9], Llama 4 [35]), featuring
diverse expert specialization strategies (e.g., mixtures of special-
ized and general experts), future work will focus on evaluating
and adapting MoEcho to these newer designs. Understanding the
security implications of these architectural innovations is crucial
for ensuring robustness of future MoE-based LLM/VLM systems.

8.3 Conclusions

In this work, we introduce MoEcho, a novel attack surface that
exposes privacy vulnerabilities in Mixture-of-Experts LLMs. We
identify four architectural side-channels that track both temporal
and spatial footprints of expert module execution in MoE systems.
Leveraging these side-channels, we develop four privacy attacks ca-
pable of recovering users’ inputs and system responses in language
and multi-modal models. Our comprehensive evaluation demon-
strates high attack effectiveness on CPU or GPU, underscoring the
need to protect user privacy in the design of efficient inference
algorithms for large-scale language and vision models.

9 Ethical Concern

All models employed in this study are open-source, and all attack
experiments were conducted exclusively on local laboratory servers
with controlled access. Furthermore, the identified vulnerability has
been reported to the open-source community (e.g., HuggingFace),
and the microarchitectural side-channel vulnerabilities have been
disclosed to the respective hardware manufacturers (e.g., NVIDIA).
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A Implementation of DeepSeekMoE

Code Snippet 1: DeepSeek MoE Inference

1 func moe_infer(x, topk_ids, topk_weight):

2 // 1. Count tokens for each expert

3 tokens_per_expert = count_tokens(topk_ids)

4

5 // 2. Sequentially call each expert

6 outputs = []

7 for expert_index in range(num_experts):

8 num_tokens = tokens_per_expert[expert_index]
9 if num_tokens ==

10 continue

11

12 // Get tokens for this expert

13 expert_in = get_tokens(x, expert_index)

14 // Call experts sequentially.

15 expert_out = run_expert(expert_index, expert_in)
16 outputs.append(expert_out)

17

18 // 3. Aggregate outputs

19 final_output = aggregate(outputs, topk_weight)
20 return final_output

This is a simplified forward function for DeepSeekMoE [3]. The
inputs to the function includes x—a tensor contains the input to-
ken(s), topk_ids, which are the top-k indices of experts given
each token (i.e., 7 in Section 2), and topk_weights, which are
the weight to aggregate all experts for each token (i.e., g; ). Func-
tion count_tokens counts the expert load for each experts and
then the experts modules are execution in a sequential manner
(the for loop). When we get_tokens for current expert, we will
run_expert for all its input tokens. If the model is deployed on
a CPU, run_expert will be sequential, while for the single GPU-
deployment, all tokens in expert_in will run in parallel. In the end,
the model will collect the output and aggregate them as the real
output. Therefore, the key takeaway from the code snippet is that
the experts are run one after another, and function run_expert may
take various computational resources, leading to the SCA leakage
of MoEcho.

B Diagram of Four Proposed Attacks

% Input prompts

I need medical advice for a {50}

year old {male} patient. His N
blood type is {O}. He has been \ Attributes
diagnosed with diabetes. Age: 50;
Gender: Male;
2 Blood Type: O;
Query Ilness: Diabetes...
MoE LLM Attacker

Figure 16: Prompt Inference Attack: the attacker aims to
infer the user’s input (i.e., private keywords).

< System Response
For 50-year-old male patients with|
blood type O and a diagnosis of

diabetes, management should
focus on lifestyle modifications. | (&
—
Response
Victim MoE LLM Attacker

Figure 17: Response Reconstruction Attack: the attacker
aims to recover the system response to the users.

'/ Response Reconstruction

Reconstruct
For xx-year-old male patients with

blood type O and a diagnosis of
diabetes, manage should focus on
lifestyle modifications.

Ruyi Ding, Tianhong Xu, Xinyi Shen, Aidong Adam Ding, and Yunsi Fei

Text Input  Query

Please describe this image.

) Attributes
What is shown in the image? —

ID: Who is she?
Gender: Female;
Hair: Brown;
Smile: Yes

" _ @ Image input ‘
Victim 4 MoE LLM Attacker
Figure 18: Visual Inference Attack: in a MOE-Vision-
language model, the attacker aims to infer attributes of visual
inputs.

Text input Query é@ SCA

Add mosaic to this face
Swap this face
Add mask to this face

ot "
Image input = =
- MoE LLM Attacker

Figure 19: Visual Reconstruction Attack: the attacker aims
to reconstruct the user’s input with partial knowledge.

C Model Structures Used in Attacks

As shown in Table 11, for PIA, RRA, and VIA, we adopt a simple
classification model including MLP and Logistic Regression, which
can already achieve a very high accuracy. For VRA, we adopt a
U-Net-style architecture that encodes the masker image via suc-
cessive downsampling layers to a compact feature representation.
And then this latent vector is combined with a noise vector and
condition features from MoEcho through a fully connected layer,
refined by a self-attention mechanism at the bottleneck, and finally
decoded with conditional upsampling blocks and skip connections
to reconstruct a 32 X 32 inpainted image.

Table 11: Model Structures used in Attacks

Attack Model Description
The model used has the hidden size
PIA and VIA 3-Layer MLP [input, 1024, 512, output]|
RRA Logistic Regression | i.e., 1-layer MLP
. Unet with 4 x 4 latent feature with the
VRA Conditional Unet[40] condition latent space size of 128

D Templates of Healthcare Datasets
The templates used in the PIA attack are shown in Table 12.
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Table 12: Templates Used in PIA Attacks
Template Length

"I need medical advice for a [Age] year old [Gender] patient. His blood type is [Blood Type]. He has been diagnosed with [Illness]. He is covered by [Insurance], and the latest treatment bill was

[Billing Amount]. What recommendations do you have for his condition and ongoing care?" Short
"A [Age] year old [Gender] patient with blood type [Blood Type] has been diagnosed with [Illness]. The patient is insured under [Insurance], and the treatment cost was [Billing Amount]. What Short
are the best management strategies for his condition?" or
"Can you provide medical guidance for a [Age] year old [Gender] patient? He has blood type [Blood Type] and has been diagnosed with [Illness]. His insurance is with [Insurance], and the latest Short
billing amount was [Billing Amount]. What treatment plans would be suitable?" or
"A [Age] year old [Gender] with blood type [Blood Type] is dealing with [Illness]. His insurance provider is [Insurance], and the treatment expenses totaled [Billing Amount]. What care options Short
should be considered?"
"Seeking expert advice for a [Age] year old [Gender] with blood type [Blood Type]. Diagnosed with [Illness], insured by [Insurance], and the latest medical expenses amounted to [Billing Short
Amount]. How should this case be managed?" or
"I am consulting for a [Age] year old [Gender] patient whose blood type is [Blood Type]. He has been diagnosed with [Illness], is insured by [Insurance], and his latest treatment costs were

e ) . . Short
[Billing Amount]. What would be the optimal medical approach?
"A patient, [Age] years old and [Gender], has blood type [Blood Type] and has recently been diagnosed with [Illness]. His insurance is with [Insurance], and his latest hospital bill was [Billing Short
Amount]. What would be the recommended course of action?" or
"Medical consultation is needed for a [Age] year old [Gender] patient with blood type [Blood Type]. He is diagnosed with [Illness] and is covered by [Insurance]. The last treatment charge was Short
[Billing Amount]. What steps should be taken for effective care?" or
"A [Age] year old [Gender] patient with [Blood Type] blood type has been diagnosed with [Illness]. He is insured through [Insurance], and the medical bill was [Billing Amount]. Could you Short
guide on the best treatment options and follow-up care?" o
"I am looking for expert medical recommendations for a [Age] year old [Gender] patient. His blood type is [Blood Type], and he has been diagnosed with [Illness]. He is insured under [Insurance], Short
with a recent hospital bill of [Billing Amount]. What should be the next steps in his treatment plan?” or
"I am requesting comprehensive medical recommendations for a [Age]-year-old [Gender] patient who presents with blood type [Blood Type]. The patient was recently diagnosed with [Illness], a
condition that has begun to significantly impact his daily life and overall well-being. He is currently insured under the [Insurance] plan, which has provided partial coverage for treatments to date.
The most recent treatment bill totaled [Billing Amount], and we are evaluating both clinical and financial options moving forward. Given the complexity of the condition and the patient’s age, we are Long

seeking a balanced, evidence-based treatment approach that not only addresses immediate symptoms but also ensures sustainable long-term management. What therapies, interventions, or monitoring
strategies would you recommend for this patient profile? Additionally, are there any recent guidelines or best practices that could inform our next steps? Please advise on both pharmacological and
non-pharmacological options.”

"A [Gender] patient, aged [Age], with blood type [Blood Type], has been diagnosed with [Illness] and is now under active medical review. He is covered by [Insurance], which has been helpful in
managing the expenses, the most recent being [Billing Amount]. However, considering the progressive nature of the illness, we are seeking updated and detailed medical input. Our primary goal is to
establish a tailored, multidisciplinary treatment plan that takes into account the patient’s medical history, age, and overall health status. We're particularly interested in understanding how to structure Long
care to reduce the risk of complications and improve prognosis. What diagnostic evaluations should be prioritized? Are there specific treatment algorithms or clinical pathways you would recommend
based on current standards of care? Your insights into both acute and maintenance therapy strategies will be greatly appreciated.”

"We are evaluating the best possible treatment strategies for a [Age] year old [Gender] patient recently diagnosed with [Illness]. His blood type is [Blood Type], and he is enrolled in a healthcare
plan under [Insurance]. The most recent billing from treatment was [Billing Amount], and while insurance has covered a portion, cost-effective yet evidence-based care is a priority. This condition
presents unique challenges in patients of his demographic profile, and we are looking for expert recommendations on how to proceed. Could you provide guidance on current medical standards for Long
managing [Illness] in a patient with these characteristics? We are open to both conventional and advanced treatment options, including lifestyle interventions, medication plans, and any recommended
follow-up protocols. Furthermore, if there are any emerging therapies, trials, or alternative treatment approaches that have shown efficacy, we would be eager to consider them as well"

"A [Age]-year-old [Gender] patient with blood type [Blood Type] has recently been diagnosed with [Illness], and we are reviewing potential care strategies. The patient has health insurance
through [Insurance], and the latest billing from his treatment was [Billing Amount]. Given the complexity of this condition, we are aiming for a personalized, comprehensive management plan that
goes beyond symptom control. What would be the most effective treatment modalities to consider for a patient with this profile? In particular, we are interested in guidance around early-stage
interventions, lifestyle modifications, and long-term monitoring strategies. Could you also advise on how to prioritize treatment if financial resources become constrained despite partial insurance
coverage? Additionally, what warning signs should we monitor that may necessitate urgent reevaluation or hospitalization? A thorough breakdown of both short-term and longitudinal care options
would be highly valuable.

Long

"This inquiry concerns a [Gender] patient, aged [Age], with a confirmed diagnosis of [Illness] and blood type [Blood Type]. The patient is insured via [Insurance], with the latest treatment bill
totaling [Billing Amount]. Our clinical team is seeking expert advice to guide the next phase of medical management. The patient has shown both expected and unexpected responses to initial
treatment, and we now face several options for continued care. We would appreciate an expert opinion on which therapeutic pathways have the highest success rates in similar patient populations. Are Long
there any advanced diagnostic tools, imaging, or biomarkers that could provide further clarity? Additionally, how should we structure follow-ups, and what supportive care measures should be
considered? We also welcome recommendations regarding patient education, lifestyle adaptation, and psychosocial support, as these are integral to our holistic care strategy.

"Could you offer detailed medical advice for a [Age]-year-old [Gender] patient who has recently been diagnosed with [Illness]? His blood type is [Blood Type], and he is currently insured through
[Insurance]. The last treatment bill amounted to [Billing Amount]. The patient’s condition is currently stable but may progress without timely and targeted intervention. Our goal is to ensure an
evidence-based care plan is implemented that will improve his quality of life and minimize risks over time. Given the patient’s age and the nature of [Illness], what treatment modalities, both medical Long
and behavioral, would be appropriate? Additionally, could you provide insights into how comorbidities or risk factors may alter the recommended treatment course? Please include any relevant
updates to clinical guidelines or innovative approaches being used in similar cases.

"We are managing care for a [Age] year old [Gender] patient with blood type [Blood Type], who has been diagnosed with [Illness]. The patient is insured by [Insurance], which has partially
reimbursed a recent medical expense of [Billing Amount]. In light of the diagnosis, we are carefully planning a management protocol that takes into account both clinical efficacy and cost-efficiency.
Given your expertise, could you share recommendations regarding the optimal sequence of treatments for this condition? Should we consider combination therapies, and are there particular drugs or Long
devices that have shown promise in similar patient cohorts? Furthermore, are there specific clinical milestones we should monitor during the treatment process to evaluate effectiveness or guide
adjustment? Your input will be used to refine a personalized and sustainable treatment plan for this individual."

"A [Gender] patient, age [Age], has been diagnosed with [Illness] and has blood type [Blood Type]. The individual is currently covered by [Insurance], and their latest treatment expenses totaled
[Billing Amount]. The patient has begun exhibiting symptoms consistent with the condition’s progression, and we are now in the process of reviewing updated treatment protocols. Our team
would appreciate expert insight into current standards of care, particularly for patients in this age group. We are especially interested in strategies that balance efficacy, accessibility, and long-term Long
health outcomes. What baseline evaluations should be revisited at this stage? Which medications or therapeutic techniques have demonstrated consistent success, and are there non-pharmacological
alternatives worth considering in parallel? Additionally, are there psychosocial or lifestyle considerations that may impact adherence and outcomes?"

"This case involves a [Age]-year-old [Gender] patient who has been diagnosed with [Illness]. His blood type is [Blood Type], and he is covered under [Insurance]. The most recent medical
invoice came to [Billing Amount], and our care team is looking for advice on designing the most effective treatment roadmap moving forward. Given the patient’s demographics and diagnosis,
what would constitute the best practices in current medical literature? Could you advise on any known prognostic indicators, early warning signs, or escalation triggers we should be monitoring? Long
We are particularly interested in integrative strategies that involve both pharmaceutical and lifestyle interventions. Also, if there are any screening tools or checklists you recommend for ensuring
comprehensive care, we’d greatly appreciate access to such frameworks."

"I am reaching out on behalf of a [Age]-year-old [Gender] patient diagnosed with [Illness], whose blood type is [Blood Type]. He is currently under a healthcare plan from [Insurance], and the
most recent treatment invoice was [Billing Amount]. While initial evaluations and stabilization were successful, we are now developing a full-scale treatment plan for ongoing care. What guidelines
or evidence-based practices should inform our decisions at this stage? Specifically, we are looking for advice on medication choice, monitoring frequency, and any supportive therapies that should Long
be concurrently deployed. Furthermore, we seek insights into patient-centered care models that could improve adherence and outcomes, especially in patients of this age and health profile. If any
peer-reviewed case studies or clinical trials have explored similar cases, we’d be very interested in applying those learnings."
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