arXiv:2509.22836v1 [cs.CV] 26 Sep 2025

Seeing Isn’t Believing: Context-Aware Adversarial Patch Synthesis via
Conditional GAN

Roie Kazoom*
Ben Gurion University of The Negev

roieka@post.bgu.ac.il

Hodaya Cohen
Ben Gurion University of The Negev

Orig: Rickshaw

Orig: Minivan

"Design a patch § (dog) to force prediction —» Elephent"
A

"Design a patch & (dog) to force prediction — Theater"
A

"Design a patch & (vest) to force prediction — Monarch"
A

Alon Goldberg
Ben Gurion University of The Negev

Ofer Hadar
Ben Gurion University of The Negev

Adv: Monarch Butterfly

Figure 1. Targeted adversarial patch attack framework. An input image z is overlaid with an attacker-chosen patch § (highlighted in blue),
producing an adversarial example & J. The adversarial input is passed to a black-box model, which is forced to predict an attacker-
specified target class Y¢arget (highlighted in red). This figure emphasizes the two degrees of attacker control: (1) designing the adversarial
patch J, and (2) selecting the desired misclassification target y¢qrget. Arrows indicate the attack flow from clean input to adversarial output.

Abstract

Adversarial patch attacks pose a severe threat to deep neu-
ral networks, yet most existing approaches rely on unreal-
istic white-box assumptions, untargeted objectives, or pro-
duce visually conspicuous patches that limit real-world ap-
plicability. In this work, we introduce a novel framework
for fully controllable adversarial patch generation, where
the attacker can freely choose both the input image x and
the target class Yrger, thereby dictating the exact misclas-
sification outcome. Our method combines a generative U-
Net design with Grad-CAM-guided patch placement, en-
abling semantic-aware localization that maximizes attack
effectiveness while preserving visual realism. Extensive ex-
periments across convolutional networks (DenseNet-121,

ResNet-50) and vision transformers (ViT-B/16, Swin-B/16,
among others) demonstrate that our approach achieves
state-of-the-art performance across all settings, with attack
success rates (ASR) and target-class success (TCS) consis-
tently exceeding 99%.

Importantly, we show that our method not only outper-
forms prior white-box attacks and untargeted baselines, but
also surpasses existing non-realistic approaches that pro-
duce detectable artifacts. By simultaneously ensuring real-
ism, targeted control, and black-box applicability-the three
most challenging dimensions of patch-based attacks-our
framework establishes a new benchmark for adversarial ro-
bustness research, bridging the gap between theoretical at-
tack strength and practical stealthiness.


https://arxiv.org/abs/2509.22836v1

“Attention

ResNet—50
Backprop dy*/dA*

I
1
|
1
-

D

_________

Figure 2. Overall attack pipeline. Given an input image x, we first extract Grad-CAM heatmaps from a surrogate ResNet-50 to localize

semantically salient regions. A U-Net generator G consumes the seed patch § to synthesize an adversarial patch G(9).

The patch is

placed on x to form xaqv, which is then fed to the black-box victim model. We jointly optimize three losses: (1) adversarial 10sS Laqv =
—log P(ytarget | © @ G(0)), (2) pixel-level perceptual loss Lpaten = Es5||G(d) — d]|2, and (3) deep feature consistency loss Lperc =
lo(G(8)) — #(d)]|2 via a frozen VGG16. Solid arrows denote forward data flow; dashed arrows denote gradient/feedback flows.

1. Introduction

Deep neural networks have revolutionized computer vision,
achieving state-of-the-art accuracy on tasks such as image
classification, object detection, and segmentation. How-
ever, they remain vulnerable to adversarial attacks-carefully
crafted perturbations that can drastically alter model pre-
dictions while remaining imperceptible to human observers.
This fragility poses serious risks in safety-critical domains
like autonomous driving, medical imaging, and surveil-
lance. Adversarial patch attacks form a particularly potent
subclass: instead of small, distributed noise, they learn a lo-
calized pattern that can be printed and physically applied
to real scenes. Brown et al. first demonstrated the uni-
versal adversarial patch-a single overlay that consistently
misleads classifiers across diverse inputs [1]. Eykholt et
al. extended this concept to object detection with the RP2
framework, showing that carefully placed “stickers” could
fool YOLO models under real-world conditions [6]. Sub-
sequent work has aimed to enhance patch realism, transfer-
ability, and robustness. Liu et al. introduced the Perceptual-
Sensitive GAN (PS-GAN), synthesizing visually coherent
patches without sacrificing attack success rates [17]. Other
approaches have incorporated physical constraints, spatial
transformations, and environmental variations to ensure ef-
fectiveness outside the lab. Meanwhile, the shift from con-
volutional backbones to Vision Transformers (ViTs)-which
process images as sequences of non-overlapping patches via
self-attention-has spurred new investigations; Shao’s Ran-
dom Position Adversarial Patch (G-Patch) employs a GAN-

like generator to create universal patches for ViTs [21],
achieving up to 97.1% success on ViT-B/16.

In this work, we push adversarial patch research into
the Transformer era with a targeted, realism-aware GAN
framework under strict black-box constraints. Unlike prior
methods that simply maximize misclassification, our gener-
ator consumes a real input image rather than random noise
and produces a patch conditioned on an attacker-specified
target class-enabling precise manipulation of the victim’s
perception. To ensure both high attack success and visual
plausibility, we jointly optimize three losses: (1) an ad-
versarial loss that maximizes the victim’s predicted prob-
ability of the target class, (2) a pixel-level perceptual loss
that preserves similarity to the seed patch, and (3) a deep
feature consistency loss via a frozen VGG network to en-
force semantic coherence. Crucially, we guide patch place-
ment using Grad-CAM heatmaps extracted from a surro-
gate ResNet-50 [20], localizing perturbations to seman-
tically salient regions without querying victim gradients.
This purely black-box, attention-driven design yields strong
generalization across both convolutional and Transformer
classifiers, demonstrating consistent, high targeted attack
success rates without any victim-model fine-tuning or ad-
ditional gradient access.

Contributions. This paper makes the following contribu-
tions:
1. We propose a targeted, realism-aware conditional GAN

framework for adversarial patch synthesis that consumes
a real input image and an attacker-specified target class,



enabling precise control over the victim’s predicted label
while maintaining visual plausibility.

2. We introduce a purely black-box, attention-driven attack
pipeline that leverages Grad-CAM heatmaps from a sur-
rogate ResNet-50 to guide patch placement-requiring no
gradient access to the victim model [20].

3. We formulate a multi-objective loss combining (1) an
adversarial loss to maximize the target-class probability,
(2) a pixel-level perceptual loss to preserve seed-patch
similarity, and (3) a deep feature consistency loss via a
frozen VGG network to enforce semantic coherence.

4. We demonstrate strong generalization across di-
verse ImageNet-pretrained architectures-including both
convolutional backbones and Vision Transformers-
achieving state-of-the-art targeted attack success rates
without any victim-model fine-tuning.

2. Related Work

Adversarial perturbations have been widely explored in
the literature, ranging from training-free detection ap-
proaches [16], to robustness evaluation in natural lan-
guage [15], and defenses for object detection models [14].
Adversarial patch attacks form a distinctive subclass of
adversarial examples [25], where the perturbation is spa-
tially localized rather than distributed across the entire in-
put. Given an image I € R7*WX3 4 binary mask M €
{0,1}#>W "and a patch pattern P, the perturbed image is
constructed as

I'=1-M)®I+MoP, (1)

where ® denotes element-wise multiplication. The design
of P determines both the success of the attack and its trans-
ferability across models.

Universal and early patch attacks. Early studies pro-
posed “universal” adversarial patches [1], optimized to
maximize expected misclassification under data distribution
D:

P* = argmax By ) p[L(f(I'),)], )

where f(-) is the classifier and £ a loss function. These
patches demonstrated high fooling rates but assumed full
white-box access to the victim model and lacked realism,
making them impractical for deployment. Subsequent work
investigated robustness to transformations 7' ~ 7 such
as scaling, rotation, or illumination changes [6]. For ex-
ample, placing “sticker” patches on traffic signs success-
fully misled YOLO detectors [6], while other efforts crafted
vehicle- or scene-specific physical-world patches [8, 21].
Although these methods improved robustness, they still re-
quired white-box access and produced visually conspicuous
patterns.

Targeted patch attacks. Unlike untargeted attacks that
simply maximize prediction errors, targeted patches enforce
misclassification into a specific class y:

P* = arg max E(1,y)~D [log fg([’)], 3)

where f;(-) denotes the classifier output probability for
the target class. Targeted attacks pose stricter optimization
challenges and require patches that reliably induce ¢ across
diverse images. While recent works achieved high targeted
success on large-scale models such as ViT-B/16 [21], they
often sacrificed either realism or black-box feasibility.

Realistic patch generation. To improve stealthiness,
generative models have been introduced. Liu er al’s
Perceptual-Sensitive GAN (PS-GAN) [17] balances adver-
sarial loss with perceptual similarity to natural content, op-
timizing

mC%n mgx ExNPdau\ [log D(I)]

+E.<p(z)[log(l — D(G(2)))] )
+ A Lav(G(2),y),

where L,q, encourages targeted misclassification. Al-
though GAN-based approaches improve visual plausibility,
they often condition on limited information (e.g., random
noise or labels) and lack explicit semantic control, leading
to reduced adaptability in complex scenes.

Attention-guided placement. Another line of research
leverages gradient-based or attention-driven localization to
guide patch placement. Grad-CAM heatmaps [20] compute
the importance of spatial features via

Ho(I) = ReLU( 3 a;Ak) ,
k

)
where A* are activation maps and y¢ is the score for class c.
Such methods improve transferability by placing patches in
semantically salient regions, yet remain largely explored in
white-box setups without integration into conditional gen-
erative frameworks.
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Extensions and domain-specific attacks. Recent works
extended patch attacks across modalities and domains. Fu
et al. proposed Patch-Fool [7], revealing that Vision Trans-
formers can be more susceptible than CNNs to localized
perturbations. Wei et al. designed unified adversarial
patches across multiple modalities (RGB, depth) [27], while
Hu et al. introduced naturalistic “sticker” patches for object
detectors [10]. Hwang et al. [12] crafted GAN-generated
adversarial patches against face recognition systems under



pose and illumination changes, and Deng et al. [2] em-
bedded camouflage textures for remote sensing detectors.
These domain-specific efforts highlight the versatility of
patch attacks, but often rely on non-realistic textures or en-
vironmental constraints.

Open gap. Overall, prior work has explored universal-
ity, targeted objectives, GAN-based realism, and attention-
driven placement. However, no existing framework unifies
targeted control, visual realism, and black-box feasibil-
ity. This gap motivates our approach, which is designed
to simultaneously optimize for all three properties, thereby
pushing adversarial patch research closer to real-world ap-
plicability.

3. Methodology

Our overall attack pipeline is depicted in Figure 2. Given a
clean input image

= RHXW><3

and a seed patch
§ e Rh Xwx3

we learn a U-Net generator G(6) that produces an adversar-
ial patch G(6). By applying the patch onto the input image
x, we obtain the adversarial example

Zadv :=x ® G(9),

where @ denotes the operation of spatially overlaying the
generated patch onto the original image. The goal is to op-
timize G(-) such that 2,4, is consistently classified into an
attacker-specified target class while ensuring that the patch
remains realistic and semantically plausible.

3.1. Attention-Guided Placement

Instead of placing the patch at arbitrary positions, we guide
its location using semantic information extracted from the
input. We adopt Grad-CAM [20] applied to a surrogate
ResNet-50 to identify visually salient regions that are most
influential for classification. Let A¥ € R **" denote the
feature map of the k-th channel in the last convolutional
layer, and let y© denote the pre-softmax score for the tar-
get class c¢. The importance weight for each channel k is
computed as

oW .,
X 1 ay*
c _
o = g 22 2 AT
i=1 j=1 v

which quantifies the contribution of feature channel & to-
wards predicting class c. The class-discriminative attention
map is then formed as

L5 (i,5) = ReLU( D agal;).
k

This heatmap is subsequently upsampled to the original res-
olution and used as guidance for patch placement. Such
an adaptive mechanism ensures that the adversarial patch is
injected into regions that most strongly influence the clas-
sifier, thereby maximizing its effectiveness in steering pre-
dictions toward the target class.

3.2. Generator Architecture

The generator G(6) follows a U-Net design [19] with an
encoder-decoder structure and skip connections. The en-
coder progressively downsamples the input seed patch §
into a compact latent representation, while the decoder up-
samples this representation back to the original patch scale.
Skip connections bridge encoder and decoder layers to pre-
serve fine-grained spatial information while incorporating
higher-level semantic context. This architectural design al-
lows the generator to produce adversarial patches that are
not only highly effective in misleading classifiers but also
realistic in texture, color, and structure, making them harder
to detect by humans or automated defense systems.

3.3. Loss Formulation

We optimize G(#) under a joint objective composed of three
complementary loss terms:

mein 5(9) = Ladv + Lpatch + Lperc~
¢ Adversarial loss:
Ladv = - 1ng¢ (y = target | B G((S))v

which enforces misclassification into the attacker-
specified target class. This term is the driving force of
the attack, ensuring that x,4, is classified consistently as
the chosen label regardless of its original content.

* Patch consistency loss:

Lpatch =Es ||G(6) - 6“27

which encourages the generated patch to remain visually
consistent with the seed patch 4, preserving realism and
preventing mode collapse or degenerate adversarial pat-
terns.

* Perceptual loss:

Lperc = H¢(G(6)) - ¢(6)|

where ¢(-) denotes feature activations from a frozen
VGG16 [22] network. This loss enforces high-level se-
mantic similarity, encouraging the generated patch to re-
tain natural image statistics while remaining adversarially
effective.

2
27

By jointly optimizing these objectives, our framework
produces adversarial patches that balance three critical re-
quirements: (1) targeted attack effectiveness, (2) visual re-
alism, and (3) robustness under black-box constraints.



As detailed in Algorithm 1, we train our U-Net generator
under a joint objective to produce targeted, realistic adver-
sarial patches.

Algorithm 1 Training Procedure for Targeted, Realism-
Aware Adversarial Patch Generator
Input: Clean images X, seed patch J, target class Yarget
Parameter: U-Net generator Gy [19], surrogate ResNet-50
fs for Grad-CAM [20], frozen VGG16 ¢ [22], loss weights
Apatch, Apcrc
Output: Trained generator Gy
for each (z,0) € (X, ) do
: 1. Attention map:

1:
2
32 A<+ filayerd(z), logits z + fs(x)
4 Compute Grad-CAM heatmap M for class Yiarget
5. Derive placement mask m centered at arg max M
6: 2. Patch synthesis:

7. p < Gy(0)

8: 3. Assemble adversarial image:

9 Zadv 2O (l—m) + pOmM

10: 4. Compute losses:

11 Lagv < — IOgP(ytarget | zadv)

12: Lpatch — ||p - 6“2

13 Lpere + [6(p) = $(0)]l2

14: 5. Update generator:

15: L < Laqy + /\patch Lpatch + >\perc Lperc

16: < 60—-—nVyL

17: end for

18: return Gy

4. Evaluation Setup: Models and Datasets

Datasets. We evaluate on two standard benchmarks. (1)
ImageNet-1k [3]: 1,000 classes with 1.28M training and
50K validation images; images are resized to 224 x 224
and normalized with the usual ImageNet statistics. We re-
port results on the validation set. (2) GTSRB [23]: 43 traf-
fic—sign classes ( 39K train / 12.6K test). Images are resized
to 224 x 224 for ViT/Swin/ResNet/DenseNet models (and
to each model’s native crop when needed).

Models. For ImageNet, we use publicly available Im-
ageNet—pretrained classifiers spanning CNNs and Trans-
formers: ResNet-50 [9], DenseNet-121 [11], ViT-B/16 and
ViT-B/32, ViT-L/16 [5], and Swin-B/16 [18]. For GTSRB,
we use ready-made ViT checkpoints fine-tuned on GTSRB:
ViT-B/16, ViT-B/32 and ViT-L/14 (released model cards
show clean accuracies 99.9%, 98.8%, and 99.3%, respec-
tively). All victim models are frozen during training of our
generator.

Implementation details. Unless stated otherwise, we
generate square patches of size 32 x 32 and 64 x 64. Place-

ment is evaluated under three strategies that correspond to
our figures and tables: (i) Grad-CAM-we compute a class-
targeted Grad-CAM map on a frozen surrogate ResNet-50
and place the patch at the peak activation region; (ii) Ran-
dom-a uniformly sampled, valid location; and (iii) Center-
the image center (on GTSRB this approximately coincides
with the sign). The adversarial example is z,4v = zBG(0).
We report targeted attack success rate (ASR): the fraction
of x,qy predicted as Yiarget by the victim. To quantify the
patch’s semantic fidelity, we also report Patch Matches Tar-
get Class (Yes/No) and Target-Class Success %: the per-
centage of generated patches that, when classified in iso-
lation by a frozen classifier (ImageNet: VGG16/ViT-B/16;
GTSRB: ViT model), yield top-1 = Yarget- All models
remain frozen; only the U-Net generator is optimized as de-
scribed in Algorithm 1. Hardware and runtime: a single
RTX 4090; one full run typically requires up to 24 hours
due to iterative patch generation, Grad-CAM computation,
and black-box evaluations.

5. Results

Table 1 demonstrates that our method achieves consis-
tently high performance across a wide range of models, in-
cluding both convolutional neural networks (DenseNet-121,
ResNet-50) and vision transformers (ViT and Swin vari-
ants). Unlike prior approaches that are often model-specific,
our attack generalizes effectively to diverse architectures.
Furthermore, the results indicate that incorporating an op-
timized patch placement strategy significantly improves
attack success. For example, Grad-CAM—guided position-
ing yields higher ASR and TCS compared to naive center or
random placements, highlighting the importance of adap-
tive location optimization in maximizing the effectiveness
of adversarial patches.

The comparison in Table 2 and Figure 3 highlights a
consistent trend in adversarial patch research. The ma-
jority of existing approaches rely on white-box settings,
where the attacker is assumed to have full access to the vic-
tim model. While such methods often report high Attack
Success Rate (ASR) and Target-Class Success (TCS), they
are impractical in real-world deployments because the as-
sumption of complete model knowledge rarely holds. In
addition, most prior works generate non-realistic patches
that are easily distinguishable from natural image content,
thereby reducing stealthiness and limiting their applicabil-
ity outside controlled environments. Only a small sub-
set of methods, such as TnT [4], incorporate realism into
patch generation. The results in Table 2 further indicate
that methods producing realistic patches or operating un-
der black-box constraints typically experience a trade-off
between attack success and feasibility. For instance, meth-
ods such as LaVAN and VRAP achieve moderate to high
ASR and TCS, but are limited by their reliance on white-



Table 1. Attack success rate (ASR), target-class success (TCS), and pre-attack accuracy under different patch sizes, models, and placement
strategies. An upward arrow (1) indicates that higher values are better, while a downward arrow ({) indicates that lower values are better.
Specifically, higher pre-attack accuracy (1) is desirable, whereas lower ASR and TCS values (J) indicate stronger attack effectiveness.

Patch Size Model Placement Accuracy Before Attack (%)71 ASR (%) TCS (%)
Center 74.48 91.51 90.46
DenseNet-121 Random 74.48 29.46 2941
Grad-CAM 74.48 99.71 99.65
Center 75.09 4.75 00.00
ResNet-50 Random 75.09 4.98 02.21
Grad-CAM 75.09 97.75 93.79
Center 77.95 96.74 95.73
32%32 ViT-B/16 Random 77.95 2.66 0.53
Grad-CAM 77.95 98.38 89.32
Center 77.68 98.01 79.38
ViT-B/32 Random 77.68 22.26 7.56
Grad-CAM 77.68 33.39 28.67
Center 76.57 65.88 65.66
VIiT-L/16 Random 76.57 22.26 7.56
Grad-CAM 76.57 95.35 94.09
Center 83.39 67.78 59.77
Swin-B/16 Random 83.39 06.71 06.35
Grad-CAM 83.39 99.30 99.22
Center 74.41 79.67 65.59
DenseNet-121 Random 7441 14.62 09.13
Grad-CAM 74.41 99.59 99.57
Center 75.08 50.52 39.49
ResNet-50 Random 75.08 08.73 05.63
Grad-CAM 75.08 99.98 99.28
Center 77.90 79.89 53.88
64 %64 ViT-B/16 Random 77.90 87.91 57.91
Grad-CAM 77.90 99.99 99.98
Center 77.62 83.91 67.39
ViT-B/32 Random 77.62 27.64 24.39
Grad-CAM 77.62 99.93 99.93
Center 76.56 67.92 62.70
VIiT-L/16 Random 76.56 44.21 29.06
Grad-CAM 76.56 99.89 99.88
Center 83.31 81.93 62.88
Swin-B/16 Random 83.31 19.61 11.53
Grad-CAM 83.31 99.83 99.83

Table 2. Comparison of adversarial patch attack methods under the 64 x 64 patch size. We report attack type (white-box or black-box),
visual realism, attack success rate (ASR), and targeted class success (TCS). An upward arrow (1) indicates that higher values are better,
while a downward arrow ({) indicates that lower values are better. Specifically, pre-attack accuracy (not shown here) is evaluated with T,
while ASR and TCS are evaluated with | to reflect stronger attacks.

Method Attack Type Realistic ASR (%)] Targeted / Untargeted TCS (%)]

Adv. Patch [1] White-box No 20.91 Targeted 11.31

LaVAN [13] ‘White-box No 80.13 Targeted 77.51

PatchAttack [28] Black-box No 98.13 Targeted 97.60

TnT [4] White-box Yes 94.71 Targeted 94.61

VRAP [26] ‘White-box No 94.35 Untargeted -

PS-GAN [17] Black-box No 95.0 Targeted 95.0

G-Patch [21] Black-box Yes 94.61 Targeted 94.57

Ours Black-box Yes 99.83 Targeted 99.98
box assumptions and non-realistic designs. In contrast, G- challenging properties-targeted, realistic, and black-box-
Patch introduces realism but still remains constrained by and nevertheless achieves the highest attack success across

specific settings. Our approach uniquely combines all three both ASR and TCS. As visualized in Figure 3, our method
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Figure 3. Comparison of adversarial patch attacks with a patch size of 64 x 64. The plots show Attack Success Rate (ASR) and Target-Class
Success (TCS), both reported in percentage. For each method, the scatter marker represents the measured value, while the badges below
indicate the attack properties: Targeted, Realistic, and Black-box. Our method combines all three challenging properties simultaneously
and still achieves the strongest performance across both metrics, highlighting robustness under the most difficult attack setting.

consistently outperforms competing approaches while sat-
isfying the most stringent and practically relevant condi-
tions. This demonstrates not only theoretical effectiveness
but also practical feasibility, bridging the gap between labo-
ratory benchmarks and real-world adversarial patch threats.
We also conducted an experiment on the German Traffic
Sign Recognition Benchmark (GTSRB) [24], and the re-
sults are summarized in Table 3. We observe that adversar-
ial patch placement has a significant effect on attack effec-
tiveness. For both patch sizes (32x32 and 64x64), Grad-
CAM guided placement consistently achieves the high-
est ASR and TCS, demonstrating its ability to exploit the
most vulnerable regions of the models. Random placement
is generally less effective, while Center placement shows
mixed results - occasionally producing moderate success
but often weaker compared to Grad-CAM. Furthermore,
increasing the patch size from 32x32 to 64 x64 amplifies
attack success, particularly for larger models such as ViT-
L/14. Importantly, the clean model accuracy before attack
remains stable across all configurations, confirming that the
observed degradation is solely due to the adversarial patches
rather than model instability. Overall, these results empha-
size both the sensitivity of ViTs to patch location and the
heightened threat posed by larger, saliency-aware patches.

6. Texture Preservation and Realism

A key strength of our method is that the synthesized adver-
sarial patches remain realistic, preserving the natural texture
of the input image while still achieving targeted misclassifi-

cation. As shown in Figure 4, the clean inputs are shown on
the left and the adversarially patched images on the right.

Figure 4. Adversarial patch examples. Left: clean input images.
Right: realistic texture-preserving adversarial patches generated
by our method, which achieve targeted attacks without signifi-
cantly altering the visual content.



Table 3. GTSRB results across patch sizes, ViT models, and placement strategies. ASR: attack success rate. TCS: target-class success.
“Model Acc. Before Attack” is the clean (pre-attack) test accuracy of the released checkpoint. An upward arrow (1) indicates higher is

better, while a downward arrow ({) indicates lower is better.

Patch Size  Model Placement ASR (%) ] TCS (%) Model Acc. Before Attack (%) 1
Grad-CAM 89.54 80.12 99.93
ViT-B/16  Random 01.30 00.97 99.93
Center 41.51 29.04 99.93
3% Grad-CAM 97.12 93.65 98.81
x ViT-B/32 Random 11.08 2.92 98.81
Center 95.09 78.57 98.81
Grad-CAM 90.89 88.21 99.32
ViT-L/14  Random 13.87 00.04 99.32
Center 56.02 51.13 99.32
Grad-CAM 98.51 90.31 99.93
ViT-B/16  Random 03.71 02.04 99.93
Center 77.01 24.67 99.93
6464 Grad-CAM 94.96 93.12 98.81
x ViT-B/32  Random 36.25 04.24 98.81
Center 93.21 91.12 98.81
Grad-CAM 97.02 96.89 99.32
ViT-L/14  Random 13.65 00.00 99.32
Center 96.26 95.42 99.32

Despite the presence of the patch, the visual character-
istics of the original image remain largely unchanged, en-
suring that the perturbations are inconspicuous to human
observers.

This realism is enforced through our joint optimization
objective:

ngin E(a) = Ladv + ['patch, + Eperca

where L4, ensures targeted misclassification, Lpq¢cp, €n-
courages visual consistency with the seed patch §, and
Lperc preserves perceptual similarity in a high-level feature
space. Together, these terms guide the generator to produce
adversarial patches that are simultaneously effective and vi-
sually realistic. This means that our patches achieve high
TCS while avoiding disruptive artifacts.

A detailed ablation study on the loss function, along
with the formal criteria for our realism check, and the patch
size ablation on ResNet (ImageNet) are provided in the ap-
pendix.

7. Conclusion and Future Work

In this work, we introduced a targeted, realism-aware con-
ditional GAN framework for adversarial patch generation
under strict black-box constraints. Our method integrates
real-image conditioning with an attacker-specified target
class, enabling visually coherent patches that maintain se-
mantic plausibility while achieving high attack effective-

ness. By leveraging Grad-CAM from a surrogate model,
we guided patch placement without requiring gradient ac-
cess to the victim model. A multi-objective loss was de-
signed to balance adversarial objectives with pixel-level
perceptual similarity and deep feature consistency, ensur-
ing that generated patches preserve realism while maximiz-
ing targeted misclassification. Extensive experiments on
ImageNet-pretrained architectures, including both convo-
lutional backbones and Vision Transformers, demonstrated
that our approach achieves state-of-the-art targeted attack
success rates without victim model fine-tuning. Results on
the GTSRB dataset further validated the robustness of our
framework, showing that patch size and placement strate-
gies strongly influence attack success and target-class mis-
classification. The proposed framework shows strong gen-
eralization across diverse architectures and highlights the
vulnerability of modern vision systems to realistic, local-
ized perturbations in black-box scenarios. Looking ahead,
future research should extend this work toward physical-
world evaluations, focusing on real patches printed and de-
ployed under varying lighting conditions, natural shades,
and viewing angles. Additionally, exploring adaptive de-
fense bypassing, multimodal attack settings, and integrating
text-to-image generative models for patch synthesis repre-
sents a promising direction. These efforts will bring adver-
sarial patch research closer to practical, real-world applica-
bility while further testing adversarial robustness.
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Appendix
7.1. Ablation Study on Loss Functions

We investigate the individual contribution of each loss com-
ponent to the overall objective. Recall that the complete
optimization is defined as:

L= Ead'u + Epatch + Lperw

where each term plays a distinct role:

¢ Adversarial loss L, enforces targeted misclassification
into the attacker-specified class. It is the driving force be-
hind adversarial effectiveness, ensuring that the patched
image T is predicted as the target class regardless of its
original semantics.

* Patch consistency loss £, constrains the generated
patch G(9) to remain visually close to the seed patch 6.
This stabilizes training, prevents mode collapse, and en-
sures that the adversarial patch retains a coherent texture
rather than degenerating into noisy patterns.

* Perceptual loss L., enforces similarity in a high-level
feature space using activations from a frozen network
(e.g., VGG16). This encourages the generated patch to
preserve natural image statistics and remain visually plau-
sible while embedding the adversarial signal.

To assess the impact of each term, we evaluate the fol-

lowing configurations:

Laqy only

‘Cad'u + »Cpatch

Eadv + Eperc

Ladgy + Lpateh + Lperc (full objective)

Lpatch Only

Lperc only

»Cperc + L:patch

As shown in Table 4, the results highlight several key
insights:

- Using L,4, alone achieves targeted misclassification
but yields relatively weak performance, with both ASR and
TCS capped below 76%. This confirms that misclassifica-
tion alone is insufficient for stable and realistic patch gener-
ation.

- Using Lypaich O Lyere alone produces visually stable
and realistic patches but fails to induce strong targeted mis-
classification, resulting in substantially lower ASR and TCS
values.

- Combining L4, with either Lpq¢cn O Lper. moder-
ately improves results, though still falls short of state-of-
the-art robustness.

NonAE BN

- The complete 1oss L4y + Lpatch +Lpere yields the best
trade-off, achieving near-perfect ASR (99.89%-99.99%)
and TCS (99.88%-99.98%) across patch placements.

These findings confirm that the three losses are highly
complementary: adversarial enforcement drives targeted
misclassification, patch consistency ensures stability, and
perceptual similarity enforces realism. Together, they are
necessary to produce robust, transferable, and visually plau-
sible adversarial patches.

7.2. Realism vs. Non-Realism

We evaluate the effect of perceptual and consistency losses
on adversarial patch synthesis by distinguishing realistic
from non-realistic patches. A patch is considered realistic
if at least 8 out of 10 human evaluators judged it to blend
naturally into the scene, without exhibiting unnatural color
distortions. Otherwise, it is non-realistic.

Formally, for a patch p with human ratings h; € {0,1},
1=1,...,10, we define

10
R(p) =1 [Z hi > 8}

where 1[] denotes the indicator function.

In addition to human evaluation, we report SSIM and
LPIPS as perceptual metrics. Training with perceptual and
consistency losses yields patches with improved realism
(R(p) = 1), while maintaining strong attack success rate
(ASR) and target class success (TCS).

7.3. Effect of Patch Size on Attack Success (ResNet,
ImageNet)

We further analyze the impact of patch size on adversarial
effectiveness using ResNet trained on ImageNet. Table 5
reports the attack success rate (ASR) and target-class suc-
cess (TCS) for varying patch sizes from 8 x 8 to 128 x 128.
The ASR measures the proportion of inputs misclassified
into any incorrect label, while TCS measures the propor-
tion redirected specifically into the attacker-specified target
class. Formally,

43 - f(@) # ) 4 f@) = 1)
Moy O Ry

where y is the ground-truth label, ¢ is the attacker-specified
target class, and = denotes the adversarial example.

Figure 5 visualizes these results. Both ASR and TCS
increase monotonically with patch size. Small patches such
as 8 x 8 achieve only limited effectiveness (ASR = 19.32%,
TCS = 5.45%), while medium patches like 32 x 32 already
surpass ASR = 97.75% and TCS = 93.79%. At 64 x 64
and above, the attack becomes nearly perfect, converging to
ASR = 100% and TCS = 100%.

ASR =



Table 4. Ablation study on loss functions. We evaluate different combinations of Ladv, Lpatch, and Lper. under multiple placement
strategies. Accuracy before attack is reported along with attack success rate (ASR) and target-class success (TCS).

Loss Setting Placement  Accuracy Before Attack (%)1T ASR (%), TCS (%) .
Center 77.90 75.62 72.48
Lady only Random 77.90 74.35 70.19
Grad-CAM 77.90 73.84 71.55
Center 77.90 40.17 15.23
Lopatch only Random 77.90 35.54 14.87
Grad-CAM 77.90 42.26 18.14
Center 77.90 45.28 20.37
Lpere only Random 77.90 38.46 12.18
Grad-CAM 77.90 47.93 21.57
Center 77.90 74.85 73.92
Ladv + Lpaten Random 77.90 72.14 70.68
Grad-CAM 77.90 75.73 74.11
Center 77.90 75.44 74.32
Lody + Lperc Random 77.90 73.61 72.48
Grad-CAM 77.90 74.92 75.21
Center 77.90 52.13 25.47
Loerc + Lpateh Random 77.90 48.02 22.36
Grad-CAM 77.90 55.67 29.08
Center 77.90 99.89 99.88
Ladv + Lpateh + Lpere Random 77.90 97.91 97.91
Grad-CAM 77.90 99.99 99.98

Table 5. Patch size ablation on ResNet evaluated on ImageNet. We
report attack success rate (ASR) and target-class success (TCS).
Lower values (J) indicate stronger attacks.

Patch Size  ASR (%)) TCS (%){

8x8 19.32 05.45
16x16 80.21 67.54
32x32 97.75 93.79
64x64 99.99 99.98
128x128 100.00 100.00

These findings highlight that adversarial effectiveness
scales with the available perturbation budget: larger patches
have greater capacity to embed adversarial signals while
maintaining control over targeted misclassification.
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Figure 5. Effect of patch size on attack success rate (ASR) and target-class success (TCS) for ResNet on ImageNet. Both ASR and TCS
increase with patch size, converging to nearly 100% success for 64 x 64 and larger patches.
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