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Aligning AI systems with human privacy preferences requires understanding individuals’ nuanced disclosure behaviors beyond
general norms. Yet eliciting such boundaries remains challenging due to the context-dependent nature of privacy decisions and the
complex trade-offs involved. We present an AI-powered elicitation approach that probes individuals’ privacy boundaries through a
discriminative task. We conducted a between-subjects study that systematically varied communication roles and delegation conditions,
resulting in 1,681 boundary specifications from 169 participants for 61 scenarios. We examined how these contextual factors and
individual differences influence the boundary specification. Quantitative results show that communication roles influence individuals’
acceptance of detailed and identifiable disclosure, AI delegation and individuals’ need for privacy heighten sensitivity to disclosed
identifiers, and AI delegation results in less consensus across individuals. Our findings highlight the importance of situating privacy
preference elicitation within real-world data flows. We advocate using nuanced privacy boundaries as an alignment goal for future AI
systems.

CCS Concepts: • Security and privacy→ Human and societal aspects of security and privacy.

1 Introduction

AI agents that assist users with everyday tasks have seen growing adoption in daily communications [49, 84, 90]. Unlike
prior AI applications that focused solely on response generation or text auto-fill [69, 100], these AI agents automate
the entire communication process within tasks such as sending emails [84], scheduling meetings [90], and posting
online [115], guided by users’ high-level instructions. However, research on such full automation has raised concerns
about AI agents’ inappropriate disclosure of private information in various contexts [39, 129, 131]. These concerns
highlight a growing need to align AI agents’ behaviors with one’s privacy expectations.

Achieving such alignment depends on clearly defining privacy expectations as the ground truth. Drawing from
the Contextual Integrity framework [87], numerous studies have explored the feasibility of aligning models with
privacy norms [108], curating datasets that encompass contextual privacy norms sourced from regulations, research
literature, and crowdsourcing studies [85, 108]. These privacy norms capture the public’s general social expectations on
whether certain data sharing is appropriate in the specified context, which are inherently coarse-grained and at the
macro-level [5, 88].

In real-life scenarios, however, individuals usually exhibit dynamic and nuanced privacy behavior beyondwhat privacy
norm specifications can capture. Figure 1 illustrates these differences through an example of everyday interpersonal
communication: Although it is generally taken as inappropriate for anyone (regardless of using a personal AI agent or
not) to disseminate someone’s recent personal traumatic experience (family crisis and related impact on their personal
life), the data subject, however, feels acceptable if the information is shared in a general way without being overly
detailed by the sender’s personal AI agent who undertakes the sharing behavior. This example shows that a privacy
norm alone cannot predict the nuances in the acceptable level of disclosure transmitted in the sharing process.
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Fig. 1. Even if the sharing violates general privacy norms and is deemed inappropriate, certain disclosures can still be regarded as acceptable
to share by individuals. The figure shows an example of P134’s (data subject + AI agent delegated the sharing action) personal privacy
boundary for Scenario 34, where a friend is sharing their friend’s recent personal traumatic experience with another friend by sending
a message on Messenger. As the data subject, P134 rated the “general” variants (A and B) as comfortable to be shared by the sender’s
personal AI agent, but refused the disclosures containing more details (C and D).

Communication privacy management theory emphasizes the micro-level, individual management of private informa-
tion through rules that define the privacy boundaries [94]. Aligning models with this level of nuance is critical to teach AI
agents to disclose information appropriately in accordance with the individual’s situational considerations of risk-benefit
trade-offs, yet it has not been systematically operationalized as an alignment target for evaluating and improving AI
agents’ privacy behaviors. The main challenge lies in effectively eliciting individual privacy boundaries. First, people’s
privacy boundaries are not fixed but formed implicitly in response to situational risks or disclosure decisions, making it
unrealistic to expect users to independently generate rules that explicitly and comprehensively capture these subtle
boundaries [130]. Moreover, individual privacy preferences can be malleable—subject to manipulations in interaction
designs and contextual cues [1]. In other words, changing how conditions are framed can potentially alter the elicited
privacy management boundaries. For example, research suggests that communication roles [44, 99, 99, 113] and the
involvement of AI [63, 68, 72] can influence an individual’s willingness to disclose, and that privacy preferences vary
from person to person [11, 30, 67, 125], indicating heterogeneous impacts across individuals. However, limited research
has investigated the effects of framing, leaving a lack of principled guidelines on how to appropriately frame conditions
to measure privacy boundaries.

In this research, we make an initial foray into the task of eliciting individuals’ nuanced boundaries of private
information disclosure to bridge these gaps. In light of the challenges people face in articulating their implicit privacy
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boundaries, we frame the elicitation task as discriminative rather than generative. Specifically, we select hypothetical
data sharing scenarios regulated by privacy norms from [108], the most comprehensive and widely used dataset for
benchmarking privacy leakage in LLM agents, generate nine disclosure variants of the same private information
differing in granularity and identifiability level, and ask participants to label each variant as acceptable or unacceptable.
With this proposed method, we investigate the following research questions:

RQ1 Does this method elicit valid privacy boundary labels? Specifically, do the acceptability labels correlate with
the identifiability and granularity of the data items?

RQ2 How do the contextual factors, specifically the communication roles users represent and the presence of AI
agent delegation, influence the elicitation of users’ privacy boundaries?

RQ3 How do individuals differ in eliciting privacy boundaries, and to what extent do they agree on specified
boundaries?

To answer these questions, we conducted a between-subjects online study with 𝑁 = 169 participants. Each participant
was randomly assigned ten sharing scenarios and one of the six condition combinations: Delegation condition
(AI/human) × Communication roles (sender/subject/recipient). For each scenario, they were presented with the
nine disclosure variants varying in granularity and identifiability in random order and instructed to rate whether they
would feel comfortable if the variant were shared in the context by answering “Yes” or “No” for each variant. This
resulted in nine ratings for each scenario per participant. We derived fourteen hypotheses from existing literature on
how different factors influence people’s privacy boundaries within context, and conducted a confirmatory analysis
to test the hypotheses. Results showed that participants’ privacy boundaries were coherently captured along the
dimensions of granularity and identifiability (RQ1), and depending on the assigned communication roles and delegation
conditions, participants exhibited different sensitivity towards these dimensions. Specifically, in the scenarios where
someone shares their own information, acting as the recipient leads to less sensitivity to the inclusion of details in the
disclosure and were more likely to remain acceptable than acting as the sender; in the scenarios where someone shares
a third party’s information, acting as the recipient leads to less sensitivity to the inclusion of identifiable cues in the
disclosure than acting as the sender. Meanwhile, when the sharing behavior was delegated to an AI agent, participants
exhibited a uniform trend of becoming more cautious about disclosing identifiable information (RQ2). We also found
that participants with a higher need for privacy were more cautious with including identifiers in disclosures, verifying
the influence of individual characteristics on privacy boundary specification. Our exploratory analysis further suggests
that AI agent delegation consistently introduced greater variance and reduced consensus regarding the specified privacy
boundaries among participants (RQ3).

Our findings reveal the importance of further investigating the elicitation of nuanced privacy boundaries that AI
models can align with. Accordingly, we advocate for more context-aware elicitation mechanisms, in which interaction
design, social dynamics, and communication roles are clearly foregrounded in the tasks. As our findings demonstrate,
these factors significantly influence elicitation outcomes. We believe this will be an important step toward advancing
the alignment of AI agents, enabling them to better reflect users’ interests in real-world situations.

The main contributions of this research are as follows:

• We presented an AI-powered method for eliciting nuanced personal privacy boundaries via a discriminative
task.

• We investigated how two contextual factors—Communication roles (sender/subject/recipient) and Delegation
condition (AI/human)—influence the specification of personal privacy boundaries.
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• We examined the influence of individuals’ need for privacy, attitudes towards AI, and age on the specification
of personal privacy boundaries, and explored the consensus of specified privacy boundaries across individuals.

Finally, we discussed how our approach and findings contribute to ongoing efforts towards human-AI alignment in
privacy preferences.

2 Background and Related Work

In this section, we present an overview of the status quo and major research themes on AI privacy, agents, as well as
theoretical constructs that support the privacy alignment efforts, situating our contributions within the context. We
then elaborate on specific literature that supports our hypotheses in Section 4.

2.1 Personal Privacy In the Age of AI

AI models and agents have been increasingly integrated into people’s everyday and professional workflow, handling
personal private data in various contexts [13, 58, 110, 124]. Recent research has examined how well models understand
contextual privacy and the extent to which models can preserve personal privacy [10, 47, 97]. They found that despite
good reasoning capabilities, these agents’ behavior is not always aligned with users’ preferences and expectations. For
example, Mireshghallah et al. [85] benchmarked six LLM models’ capability of in-context privacy reasoning and found
that models leak private information in many situations. Shao et al. [108] proposed PrivacyLens to evaluate models’
conformity to privacy norms in action, and highlighted models’ vulnerability to privacy leakage. Recently, Meisenbacher
et al. [83] explored the possibility of LLM-as-a-judge for privacy evaluation and reported that LLM models are capable
of evaluating the sensitivity of contextual data based on average consensus, but are difficult to align with individuals’
diverse risk perceptions. These findings highlight the need for AI models to achieve better alignment with individuals’
nuanced privacy preferences in order to conduct appropriate, harmless, and responsible sharing behavior.

The question remains: how should the personal privacy preferences be elicited as ground truths for alignment? A
common approach to capturing subtle preferences is to have people specify their desired privacy disclosure or action in
a free-form manner [92, 130], but this method lacks scalability. Guo et al. [40] explored formalizing personal privacy
preferences into a set of privacy rules, yet reporting that elicitation remained a challenging task mainly due to users’ low
privacy awareness and the difficulty of curating sharing scenarios with intuitive risks to individuals. Moreover, recent
studies found that AI’s involvement adds more complexity to people’s privacy considerations. For example, Zhang et al.
[131] found that interacting with conversational AI agents introduces additional complexity in privacy management,
where users constantly juggle trade-offs among risks, utility, and convenience when considering privacy disclosure.
Kwesi et al. [57] reported that some mental health AI chatbot users underestimate the privacy risks in the interaction
and hold false expectations about how disclosures are regulated in the process, while others who hold accountability to
protect their privacy proactively disclose information in lower identifiability. In interpersonal communications, Zhang
et al. [130] revealed that users who hold positive attitudes towards AI failed to detect the harmful leakage included in
the AI agent’s drafts, or even traded their privacy for a detailed and useful disclosure. These works highlight the lack of
an effective elicitation method of personal privacy preferences—one that captures nuances and accounts for contextual
influences (e.g., AI involvement) to guide the alignment, which serves as a main motivation of our work.
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2.2 Theoretical Basis of Privacy Alignment

We want to note two related yet different concepts: privacy norms and privacy preferences. Privacy norms refer to the
collective consensus within a society or community about whether an information flow is appropriate [87]. The norms
are highly context-dependent, embedded in the sharing practice defined with five attributes: data type, data sender,
data subject, data recipient, and transmission principle. For example, disclosing your emotional distress to a close friend
may be acceptable, but venting it during a high-stakes meeting at work is generally not suggested.

In contrast, privacy preferences manifest as people’s everyday disclosure decisions of private information, varying
across contexts and individuals. Prior research studied them in the context of personalized privacy management
support [70]. A related theoretical construct is privacy boundary proposed by the communication privacy management
theory, which incorporates situational considerations from multiple aspects and directly guides the privacy disclosure
decisions [94, 96]. This boundary can be extended as information circulates, accommodating the relationship factors,
and people negotiate privacy boundaries to balance sharing and control.

Research has found that people’s privacy disclosure behavior is more nuanced than what norms can capture,
and is thus challenging to align. According to the Privacy Calculus theory [20, 81], people’s disclosure decisions
vary depending on their situational considerations such as perception of risks, privacy-utility trade-offs, and even
longitudinal consequences [19, 28]. Studies also observed the Privacy Paradox, where people claim to value their own
privacy while still sharing personal data due to a lack of awareness and perceived benefits [53], noting that people often
opt for a deliberate middle ground for disclosing private information—balancing what is shared in a way they consider
acceptable. Several recent works have attempted to align AI systems with individuals’ situational privacy behaviors,
and highlighted the importance and challenges of achieving this goal, including eliciting and describing this nuanced
behavior [40, 83, 127].

The contextual integrity framework and the concept of privacy norms have been increasingly investigated in
the domain of AI alignment [59, 108], whereas work that takes into account the nuanced and individualized privacy
boundaries remains limited. We build on prior research that formalized individuals’ privacy preferences through factorial
vignette studies [50], where participants are presented with a comprehensive set of short, hypothetical scenarios and
asked to indicate their acceptance of each data-sharing practice [8, 12, 46, 109]. Extending this approach, we leverage
LLMs to generate scenario variants with controlled variance in granularity and identifiability, and propose a general
method for eliciting privacy preferences in interpersonal communication contexts as a discriminative task for humans.

3 Elicitation Method

We propose privacy boundary elicitation as a contextual, discriminative task that allows users to indicate their pri-
vacy preferences with crafted disclosure variants. This differentiates our method from existing generative, free-form
specification of human preferences which requires manual textual input [64] or edits [31, 107]. These methods assume
that users can clearly articulate their privacy needs and preferences; however, this has proven difficult due to humans’
limited awareness of privacy risks and lack of capacity to make informed privacy decisions. Therefore, our method uses
LLM-generated variants as scaffolding to elicit detailed and granular privacy preferences from users. In this section, we
introduce the task and the variant creation pipeline.
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3.1 Describe Privacy Boundary With Granularity & Identifiability

Based on Bhatia and Breaux [8]’s privacy risk measurement framework and previous related work on privacy disclo-
sure [22, 126], we draw two dimensions describing private information disclosure: Granularity and Identifiability.

Granularity is defined as the level of detail contained in the disclosure. A disclosure that is more granular contains
more detailed descriptions of a piece of information, while less granularity indicates a higher-level abstraction of
information that ignores details. Identifiability is defined as the level of personal identifiers included in the disclosure,
including direct identifiers like names, as well as quasi-identifiers that can identify a certain individual when combined
with other quasi-identifiers or publicly available information. Existing literature and technical frameworks have
been leveraging these two dimensions to investigate privacy risks. For example, Wang et al. [117] used hierarchical
taxonomies to iteratively abstract data while preserving utility, enabling selective disclosure through controlled climbing
of generalization hierarchies. Meanwhile, identifiability is a main method to quantify and address privacy risks in
technical privacy research, such as k-anonymity [114], l-diversity [75], and differential privacy [24].

We claim that individuals’ privacy disclosure behavior also experiences variations on these two dimensions. For
example, an individual can feel comfortable sharing how a friend navigates through their emotional struggle in detail,
as long as they don’t reveal the friend’s identity. Meanwhile, there are times when people may briefly let relevant
parties know someone is encountering life difficulties and needs work accommodations accordingly, but keep the
detailed causes confidential. Granularity and identifiability jointly define a trade-off: as either level of granularity or
identifiability increases, privacy risks escalate, reducing people’s willingness to disclose. We use this two-dimensional
construct as a starting point to elicit individuals’ privacy boundaries.

3.2 Variant Generation Method

3.2.1 Scenario Selection. As people make numerous information disclosure decisions every day, focusing on the ones
with privacy risks is critical for effective and efficient elicitation. Therefore, we started with data sharing scenarios
in the PrivacyLens dataset [108], which consists of more than five hundred interpersonal communication practice
specifications in Contextual Integrity seeds format. In these scenarios, sharing the data violates the privacy norms and
causes potential risks. Based on three contextual integrity attributes (data recipient, data subject, and transmission
principles), we selected 61 scenarios that cover broad attributes and themes. A pilot study confirmed that the scenarios
are understandable to general users. Details of scenario selection criteria and the understandability study can be found
in Appendix C.

3.2.2 Disclosure Variant Generation. We operationalized Granularity and Identifiability on a three-level scale, respec-
tively.

Granularity

• General: The disclosure is a high-level abstraction of the information without mentioning fine details about the
action, processes, or context.

• Moderately detailed: The disclosure elaborates some details about the information, but is still abstract and not
exhaustive.

• Very detailed: The disclosure covers the comprehensive and fine-grained details of the information.

Identifiability



Elicitation of Personal Privacy Boundaries in AI-Delegated Information Sharing 7

• Not Identifiable: The disclosure anonymizes or omits all personal identifiers of the data subject that could be
used to directly or indirectly trace back to them.

• Partially Identifiable: The disclosure contains attributes or contextual references that cannot be directly used to
identify the individual, but can be combined with other attributes, contextual metadata, or publicly available
information to trace back to them.

• Fully Identifiable: The disclosure contains direct identifiers that can uniquely identify the data subject—such as
their name, role, or other specific identifiers.

This results in nine combinations of disclosure varying on both dimensions. For each scenario, we generated the
nine variants using GPT-o3 model through a four-step pipeline, which offers a controlled way to create meaningful
variations at specific levels while keeping other characteristics such as language style and tone consistent. We illustrate
the four-step generation pipeline as follows. The detailed prompt can be found in Appendix D

To begin with, the model is given a task specification, definitions of three levels of granularity and identifiability, and
an input set. Each input set corresponds to one PrivacyLens dataset scenario, consisting of scenario seeds that specify a
privacy norm-violating data sharing practice using a contextual integrity five-tuple, and a list of details regarding the
private information. In Step 1, the model generates two extreme variants: (v1) General + Not Identifiable, which contains
the minimal relevant level of disclosure to achieve the data sharing action, and (v2) Very Detailed + Fully Identifiable,
which contains the most identifiable and comprehensive level of disclosure of the scenario’s private data. In Step 2, the
model was instructed to consider the core event elements in the two extreme variants and other meta information,
keeping all irrelevant elements consistent and only varying the details or identifiers to generate two cross-diagonal

variants: (v3) Very Detailed + Not Identifiable, which achieves the same identifiability with v1 and the same granularity
with v2, and similarly (v4) General + Fully Identifiable disclosure variants. In Step 3, the model is instructed to generate
a middle-level disclosure with a set of two disclosure variants by fixing either a granularity or identifiability level. This
step generates midpoint variants v5 to v8, which have one dimension being either Moderately Detailed or Partially
Identifiable. In the final step, the model was asked to consider v5 to v8 to generate the center variant (v9) Moderately

Detailed + Partially Identifiable.

3.2.3 Disclosure Variant Evaluation. To evaluate the quality of generated disclosure variants, one author reviewed a
random sample of 15 scenarios to conduct a two-phase evaluation: In the first phase, the reviewer rated the objective
granularity and identifiability of four corner variants (extreme and cross-diagonal variants) presented in random order
and without the original labels for generation on the three-level scale previously defined. This phase aims to evaluate
whether the four variants appropriately captured the intended extreme (highest or lowest) levels of two dimensions based
on the original sensitive item details of the scenario. In the second phase, the reviewer ranked the relative granularity
and identifiability of all nine variants presented in random order without knowing the original labels for generation.
This phase aims to evaluate whether the nine variants reasonably demonstrate different combinations of levels of the
two dimensions. In both phases, the human reviewer assigned a pair of numerical scores from 1 (lowest, general/not
identifiable) to 3 (highest, very detailed/fully identifiable) for each dimension for each variant rated. We calculated
the accuracy of how the model’s output faithfully reflects the input combination of granularity and identifiability. We
adopted a partial-credit ordinal scoring scheme [118] and assigned matching scores based on the following rules: for
each dimension, 1.0 for an exact match, 0.5 for off-by-one level differences, and 0.0 for larger differences. For each
phase, we averaged the matching scores across all evaluations conducted for one scenario, and then averaged across
all scenarios to obtain the average matching score between 0 and 1. The results showed that both scores were close
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to 1 (the first-phase score was 0.96, and the second-phase score was 0.97), indicating that the pipeline can generate
accurate variants of specified granularity and identifiability levels. Two authors manually reviewed the variants and
made minimal edits to ensure grammatical correctness and readability without altering the content prior to the studies.

Table 1 illustrates an example of nine variants that could be shared by the sender in Scenario 9 (“A person is sharing

the new daily routine and habits of their friend, a survivor of intimate partner violence, with a shared friend by sending a

message on Messenger” ).

Granularity /
Identifiability

Not Identifiable Partially Identifiable Fully Identifiable

General “A friend of mine is settling
into a healthier daily routine.”

“Our close friend is settling
into a healthier daily routine.”

“Emily is settling into a
healthier daily routine.”

Moderately
Detailed

“A friend of mine has begun
morning jogs, joined a support
meeting, and had their first
therapy session.”

“Our close friend has begun
morning jogs, joined a support
meeting, and had her first ther-
apy session.”

“Emily has begun morning
jogs, joined a support meeting,
and had her first therapy ses-
sion.”

Very Detailed “A friend of mine now jogs
at the park each morning, and
they attended a meeting at
Haven of Hope and completed
their first therapy session as
part of a new routine.”

“Our close friend now jogs
at the park each morning,
and she attended a meeting
at Haven of Hope and com-
pleted her first therapy session
as part of a new routine.”

“Emily now jogs at the park
each morning, and she at-
tended a meeting at Haven of
Hope and completed her first
therapy session as part of a
new routine.”

Table 1. Example of nine disclosure variants that could be shared by the sender in Scenario 9 (“A person is sharing the new daily
routine and habits of their friend, a survivor of intimate partner violence, with a shared friend by sending a message on Messenger”).
Minimal edits were applied to some variants to ensure grammatical correctness.

3.3 Task Description

To elicit the fine-grained privacy boundaries of a data sharing scenario, we presented the nine disclosure variants in a
random order and asked participants to indicate their willingness to disclose with respect to each variant in a binary
format (“Yes”/“No”). Participants were informed that they can say “Yes” to as many or as few variants (even none) as
they would like. The process is illustrated in Figure 2.

To strengthen validity, we prompt participants to prioritize considering rating the disclosure based on the dimensions
of granularity and identifiability and omit other influencing factors such as language style. In addition, we provide
inline highlighting of details and identifiers for each variant to make it easier for participants to evaluate them.

4 Hypotheses

To validate the effectiveness of our proposed privacy boundary elicitation method and examine how contextual
factors influence the privacy boundary elicitation, we draw on existing literature and formulate fourteen hypotheses.
Hypotheses 1a to 1c focus on validating whether the elicited willingness to disclose correlates with granularity and
identifiability.Hypotheses 2a to 3c examine how communication roles and AI delegation conditions influence the
elicited privacy boundary, and Hypotheses 4a to 4e aim to investigate the influence of individual differences.
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Scenario #

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

1

2

3

Scenario visual 
description

the assigned 
communication role 
version

Rating prompt 

based on assigned 
communication role + 
delegation condition

9 Granularity x 
Identifiability 
disclosure 
variants 

presented in 
random order

The example’s assignment:

communication role: recipient

delegation condition: AI

Fig. 2. An overview of the personal privacy boundary elicitation task (single scenario). 1○ The participant was presented with the
corresponding version of the scenario visual description based on the communication role they were assigned. 2○ A rating prompt
question was displayed based on their assigned communication role and delegation condition (see Section 5.4). 3○ The participant
then rated nine disclosure variants presented in random order by indicating “Yes” or “No” for acceptance. The example is assigned
the recipient role and AI condition.

4.1 Granularity and Identifiability of Disclosure

Research has shown that people are often cautious about disclosing precise details when sharing private information. For
example, Rudnicka et al. [103] studied selective disclosure among citizen scientists, demonstrating how they navigate
privacy-utility tradeoffs by choosing the number of details to share. Toch et al. [116] showed that people are willing to
disclose “high-entropy” (common, coarse) location data but resist sharing “low-entropy” (unique, fine-grained) locations.
Similar patterns appear in other domains: Eling et al. [25] found that when Android apps ask for detailed runtime data
(fine-grained requests) instead of broad install-time permissions, users withdraw consent at much higher rates.
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Evidence from both empirical studies and technical frameworks shows that detailed disclosure introduces more
perceived privacy risks and thus influences disclosure behaviors. Therefore, we hypothesize that people’s acceptance
of information disclosure will decrease as granularity of disclosure increases, which makes granularity a meaningful
dimension to capture personal privacy boundaries.

Hypothesis 1a: People are less accepting of more granular disclosure of private information.
Previous work also found that perceived identifiability serves as a strong deterrent to disclosure. Contextual Integrity

theory positions identifiability as a critical parameter in the transmission principle, arguing that information flows
become inappropriate when they violate context-specific norms about identification [87]. The theory suggests that
transforming anonymous information into identifiable data fundamentally alters the nature of information flow, even
when the content remains identical. This aligns with established privacy frameworks, including the GDPR’s definition
of personal data as “any information relating to an identified or identifiable natural person” [102] and NIST’s privacy
engineering objectives that explicitly separate identifiability from other privacy risks [86].

Specifically, research has demonstrated that the presence of direct identifiers significantly reduces disclosure of
sensitive information. Meta-analytic evidence and large-scale survey research establish a robust baseline effect, with
anonymity conditions yielding systematically higher self-disclosure rates that persist across visual and discursive
anonymity manipulations [15, 36]. Work that examines specific contexts shows parallel, domain-specific patterns: in
healthcare, de-identification often raises reporting of stigmatized conditions but creates trade-offs for follow-up and data
utility; in social media, real-name policies suppress certain disclosures among vulnerable groups while pseudonymous
spaces (e.g., Reddit) enable higher rates of stigmatized disclosure [3, 98].

Therefore, based on the theoretical frameworks and empirical evidence about how removing identifiers can protect
personal privacy, we hypothesize that people’s acceptance of information disclosure will decrease as the identifiability
of disclosure increases.

Hypothesis 1b: People are less accepting of more identifiable disclosure of private information.
Moreover, several works have highlighted the interaction between the influence of granularity and identifiability on

people’s disclosure decisions. Krause and Horvitz [54] found out that the high-level description of location is at low
privacy cost, and people are less worried about its identifiability. Pu and Grossklags [99] revealed that in the context
of sharing others’ data, when individuals believe the sharing of friends’ information is not identifiable, they have a
larger tolerance for the data content to be shared. Therefore, we hypothesize that people also experience this trade-off
between identifiability and granularity in private information disclosure.

Hypothesis 1c: Granularity moderates the effect of identifiability on people’s acceptance of private information

disclosure.

4.2 Communication Roles

Contextual Integrity has identified five critical attributes in data sharing practices, including three actors: data sender,
data subject, and data recipient. In our study, we adopt this definition as communication roles (sender / subject / recipient).
A data sender is the transmitter that proactively shares information through the transmission principle. A data subject
is the individual who owns the information being shared, which can be the sender themselves, other people, or other
entities. A data recipient is the individual who receives the information from the sender. Previous research on privacy
disclosure primarily takes on the sender’s perspective and probes how people’s willingness to disclose information is
influenced by other attributes such as the identities of subjects and recipients [74, 80]. In real-world contexts, however,
individuals can serve either of the three communication roles across various contexts. Research has found that shifting
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viewpoints between roles can raise people’s empathy and awareness of privacy risks, resulting in more informed and
responsible privacy disclosure behavior [29, 119]. Therefore, examining how this privacy boundary varies across roles
helps create a comprehensive guideline for models to learn, negotiate, and align.

Communication privacy management theory argues that the people who receive the information automatically
become the co-owner(s) of that information and construct the privacy boundary together. When owners or co-owners
share information with external parties, boundary turbulence can result in privacy violations [18, 77]. This interdepen-
dent relationship, involving multiple parties, has been a key focus of research about online privacy on SNS [48]. Within
the same sharing practice, each role involved could hold different expectations about what is appropriate to disclose.
Specifically, data subjects are always the most conservative party about disclosure as they may experience privacy
harms, and they often expect other people to protect their private information and keep secrets [94]. In comparison, data
senders’ proactive privacy protection behaviors are often driven by their own privacy-utility trade-off and morality [27],
resulting in a personal and fluctuating boundary. Studies also found that recipients of the messages are not always
willing to take all the disclosure, guided by a sense of insecurity of peeking into others’ private lives [9, 94].

Based on the examples of how different parties approach appropriate privacy disclosure, we hypothesize that the
role an individual takes will influence their overall acceptance of private information disclosure.

Hypothesis 2a: The role people take in a scenario influences their acceptance of disclosing private information.

Research has highlighted how people with different roles react differently to disclosure granularity and identifiability.
Specifically, senders are less willing to disclose unnecessary details [99]. Such et al. [113] found that social media
users who recognized the sensitive details in the photos, regardless of themselves or friends, often blur the details
or limit sharing to harmless images. When sharing others’ information, senders also actively retain others’ private
information and regulate the level of detail disclosed because of society’s ethical expectations and moral judgment
if they divulge too much of someone else’s confidential information [44]. Similarly, data recipients are sometimes
reluctant confidants of others’ private information—they may feel uneasy and burdened when the disclosure gets
overly detailed or intimate [9, 94]. Regarding the identifiability of disclosure, while people strongly resist their own
information being shared with identifiers, they do not always impose such restrictions and care less about identifiers
being shared when it comes to other people’s private records [42, 73]. Pu and Grossklags [99] also showed that the
senders are less conservative about information sharing when the information is anonymously presented.

As a result, we hypothesize that an individual’s role in data sharing will influence their acceptance of more detailed
information disclosure and more identifiable information disclosure.

Hypothesis 2b: The role taken by an individual moderates the effect of granularity on their acceptance of private

information disclosure.
Hypothesis 2c: The role taken by an individual moderates the effect of identifiability on their acceptance of private

information disclosure.

4.3 Delegation Condition

In the communication process, we define the delegation condition (AI / human) as whether the sender uses their
personal AI agent to take over the information-sharing process from accessing relevant data, preparing the message,
and automatically sending it on the sender’s behalf, or performs it themselves.

Prior work has shown evidence that people’s awareness of privacy, risk perception, and decision-making can shift
when AI is involved in the process. Lucas et al. [72] found that with a virtual human, people feel safer when AI is
handling their data and are more willing to disclose private information to it. Meanwhile, Lim and Shim [68] presented
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that social presence and intimacy influence people’s privacy concerns, resulting in people being more cautious about AI
handling their private information. Leschanowsky et al. [63] demonstrated that users constantly require control over
the AI-involved privacy decision-making. However, the AI delegation can lower people’s trust in the content [51] and
influence the trust of the sender themselves [105]. Therefore, we hypothesize that people tend to be more conservative
when delegating private information to AI agents for communication.

Hypothesis 3a: Delegation to an AI agent decreases individuals’ acceptance of disclosing private information

Though few works have directly investigated how AI delegation influences people’s acceptance of more detailed and
identifiable disclosure, as it’s a relatively new field, recent work has been exploring how interaction with AI influences
people’s preferences for disclosure in various contexts [34, 52, 61, 76, 123]. For example, Lee et al. [62] reported that
when an AI chatbot displays emotions throughout the conversation, users reciprocated with more personal details with
it. Maeda and Quan-Haase [76] mentioned that AI’s “roleplay” contributes to an imbalanced dynamics where users are
encouraged and persuaded to disclose more details to fill in the context. People can associate this detailed disclosure
with greater utility and informativeness, which can overshadow their perception of privacy risks [130]. Previous work
has also shown that people often have the false assumption that AI handles information either anonymously or under
regulation [7]. However, once people identified privacy-risky behaviors from the AI agent, their trust plummeted and
they became immediately cautious about disclosing any personal information to it [130]. Based on the examples, AI
agents can both encourage richer disclosure and heighten caution when privacy breaches are perceived. We therefore
have the following hypotheses:

Hypothesis 3b: Delegation to an AI agent moderates the effect of granularity on people’s acceptance of private

information disclosure.
Hypothesis 3c: Delegation to an AI agent moderates the effect of identifiability on people’s acceptance of private

information disclosure.

4.4 Individual Differences

In our study, we also investigate the extent to which the acceptance of private information disclosures is influenced
by varied individual characteristics. We examine both psychological constructs, such as the need for privacy and AI
attitudes, and a demographic factor (age).

Prior research has demonstrated that individuals’ privacy attitudes and preferences significantly influence their
decisions regarding privacy disclosure. Based on Westin’s taxonomy [55], people who are privacy fundamentalists
tend to proactively preserve their personal and sensitive information. We refer to the definition of need for privacy
as “an individual’s cross-situational tendency to actively and consciously define, communicate, and pursue a desired
level of privacy” [30]. Li et al. [67] found that SNS users who are more privacy-cautious use tags to exclude certain
audiences and share less information with them. Based on extensive examples and previous literature, it is reasonable
to hypothesize that individuals with a higher need for privacy are less likely to disclose private information overall.

Hypothesis 4a: Individuals with a higher need for privacy exhibit lower overall acceptance of private information

disclosures.
Specifically, people who are privacy cautious often take measures such as removing identifiable information [122, 125]

and reduce information details to protect their privacy [23, 132], we also hypothesize that those individuals with a high
need for privacy will be less accepting of more identifier or detailed privacy information disclosures.

Hypothesis 4b: Individual’s need for privacy moderates the effect of identifiability on their acceptance of private

information disclosure.
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Hypothesis 4c: Individual’s need for privacy moderates the effect of granularity on their acceptance of private informa-

tion disclosure.
Research also revealed that people’s attitudes towards AI can influence their trust and willingness to delegate to

AI. Individuals’ attitudes toward technology can impact their willingness to adopt AI in their current practices [106].
People with negative attitudes toward AI tend to be more cautious about the AI systems [60, 101], thus can be less
willing to delegate sensitive tasks to AI agents. Though little research has directly investigated how AI’s involvement
impacts users’ privacy sharing behavior, research has noted that positive AI attitudes can make people less cautious
about private data collection [2, 79].

Therefore, it is reasonable to hypothesize that individuals’ AI-delegated privacy sharing behavior can be impacted
by their AI attitudes, and more positive attitudes towards AI are more likely to accept AI disclosing their private
information. Note that we only focus on the interaction between the delegation condition and AI attitudes, because the
moderation of AI attitudes can only be meaningfully interpreted when participants can specify their acceptance under
the AI agent delegation condition.

Hypothesis 4d: Individual’s attitudes towards AI moderates the effect of delegation condition on their acceptance of

private information disclosure.
Finally, work has indicated that people’s privacy awareness and perception are correlated with age. Research has

shown significant differences between age groups in their online privacy attitudes and behaviors [11, 71]. GhaiumyAnaraky
et al. [33] found that young people make disclosure decisions primarily based on perceived data sensitivity, while
older adults consider more perceived benefits of disclosure. Li et al. [66] also reported that age has a negative impact
on the breadth and depth of privacy disclosure. Other studies showed that older adults may experience challenges
in understanding their rights and exercising privacy protection strategies [26], but are more likely to take privacy-
preserving actions influenced by peers’ sharing habits [14]. Based on the evidence, we hypothesized that age can
influence individuals’ acceptance of private information disclosure.

Hypothesis 4e: Age influences individual’s acceptance of private information disclosure.

5 Study Methodology

To elicit individuals’ privacy boundaries in diverse scenarios with different contextual treatments, we conducted a
randomized between-subject survey study on Prolific. The study has been reviewed and approved by our institution’s
IRB.

5.1 Study Procedure

The study consists of three parts: (1) introduction and study instructions, (2) the main study, and (3) post-study questions
about participants’ AI attitudes, need for privacy, and demographics.

5.1.1 Step 1. Participants were randomly assigned a delegation condition (AI / human) and a communication role
(sender / subject / recipient) upon the start of the study. They first read the study information and indicated their consent.
They were presented with a page of main study instructions corresponding to their assigned condition, introducing the
task and condition they would rate the disclosure variants on. Participants who were assigned to the AI delegation
condition were briefly introduced to what an AI agent is. All participants were informed that they needed to rate
based on the level of detail and identifier in the messages while omitting the language style, and they needed to pass a
question to check their understanding of the rating criteria.
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5.1.2 Step 2. Participants were shown one scenario per page, with the visual representation of sharing practice
corresponding to the role they were assigned (see Section 5.3). Then participants were prompted with a question (see
Section 5.4) to rate their acceptance of each of the nine disclosure variants as “Yes” or “No”. The variants were presented
with details and identifiers highlighted and in random order. We blended two attention check questions (“Please select
No for this statement”) into the disclosure variants at the third and seventh scenarios. At the end of each scenario,
participants can provide optional open-ended comments.

5.1.3 Step 3. In the last section, participants were asked to answer questions about the need for privacy and general
attitudes towards AI. The twelve Need for Privacy Scale (NFP-S) questions were presented in order and rated on a
5-point Likert scale from “Disagree” to “Agree” [30]. The general attitude for AI was measured with Grassini’s AI
Attitude Scale (AIAS-4) [37] on a 10-point Likert scale. Participants also answered their education level, experience
with an AI agent (a brief definition of an AI agent was presented again with the question). Their age and sex were
automatically collected by Prolific for the study. We concluded the study with an open-ended feedback question.

5.2 Data Collection

We received valid responses from 169 participants, totaling 1,681 sets of elicited privacy boundaries (15,129 disclosure
variant ratings). The collection was conducted on Prolific in August 2025. The sample size was determined by a
simulation-based power analysis [56] on the pilot study data (N=72) implemented in the R simr package [38]. The
analysis suggested that N=120 responses would be sufficient with 80% power to detect the effects of interest with 𝛼=
0.05. To account for rating balance and study design, we aimed to collect 163 responses, ensuring at least five ratings
per scenario across different AI conditions and roles. Ultimately, we obtained N=169 responses, slightly exceeding our
target to maintain randomization balance.

All participants are based in the United States, over 18, and are fluent in English. Participants received $2.2 as
compensation after finishing the study. During the collection, 11 responses were excluded for failing at least one
attention check. Two responses were excluded for exceptionally fast responses in at least one scenario (outliers defined
as log-transformed 𝑍 scores < -3) for response quality control [17, 82]. To maintain the planned sample size, we collected
two replacement responses, and no further exceptionally fast responses were observed in the final dataset. A typo
in one scenario material was corrected at the early stage of collection, and considering the independence between
scenarios, the rating for the corresponding scenario was discarded and recollected. We balanced the random assignment
with a backend tracking API. The questionnaire was hosted on Qualtrics.

5.3 Scenario Visual Representation

We crafted visual representations to situate participants within the scenario and clarify their assigned roles (data
sender, data recipient, or data subject), as illustrated in Figure 3. Each representation included (1) a scenario description
derived from the original seeds and vignettes, (2) the perspective of the assigned actor, and (3) annotations of relevant
background information about other parties, when applicable. Participants assigned to different roles were shown
distinct visual representations of the same scenario. Our goal was to present the same and sufficient amount of contextual
information, such as data type, actor’s identity, and transmission principles, across all conditions.
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Recipient’s version

Sender’s version

Subject’s version

Fig. 3. An example of variations of scenario visual representation based on communication roles. The sharing practice describes that
a person is sharing their friend’s recent personal traumatic experience (family crisis) with another friend, who is competing with the
friend for a job, by sending a message on Messenger. The scenario is framed from the perspective of the sender (John), the recipient
(Michael), and the subject (Emily), respectively.

5.4 Rating PromptQuestion Design

Based on the delegation condition and communication role assigned, participants were asked to rate their acceptance of
each disclosure by answering the following question (rating prompt question):

• Human + Sender: “For each message, would you feel comfortable sharing the information in this way?"

• Human + Recipient: “For each message, would you feel comfortable if {data sender’s name} shared the information

with you in this way?"

• Human + Subject: “For each message, would you feel comfortable if {data sender’s name} shared your information

in this way?"

• AI + Sender: “For each message, would you feel comfortable if your AI assistant automatically shared the information

on your behalf in this way?"

• AI + Recipient: “For each message, would you feel comfortable if {data sender’s name}’s AI assistant automatically

shared the information with you in this way?"

• AI + Subject: “For each message, would you feel comfortable if {data sender’s name}’s AI assistant automatically

shared your information in this way?"

If the participants were assigned to the AI agent delegation case, an additional text description was shown right
below the visual representation: “Now {data sender’s name/you} are using {their/your} AI assistant to share the information.
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Below are the messages their/your AI assistant might send.”. In the Human condition, participants would only see “Below
are the messages {data sender’s name/you} might send.”.

5.5 Operationalization

Considering the inherent complexity of the nested structure of the rating data and the random noise introduced by
scenarios and participants, we built four generalized linear mixed models (GLMMs) [112] to test the hypotheses. We
built models separately for scenarios where the sender is sharing their own private information (Self ) and where the
sender is sharing someone else’s private information (Others) because the roles were operationalized differently in each
type of scenarios: In Self scenarios, participants could take two roles: Sender (Subject), where the sender served as both
who conducts the action and the private data subject, and Recipient; In Other scenarios, participants could take three
distinct roles: Sender, Subject, and Recipient. We introduce the operationalization of each variable as follows:

Dependent Variables.

• Acceptance: This binary variable captures participants’ acceptance to disclose the private information using
the corresponding disclosure variant. The variable was operationalized using a binary coding scheme where
participants’ responses were coded as 1 (“Yes”) or 0 (“No”).

Independent Variables.

• Granularity: Granularity was measured using a three-level ordinal scale from low to high: “General” (minimal
granularity), “Moderately Detailed” (moderate granularity), and “Very Detailed” (comprehensive granularity).

• Identifiability: Identifiability was measured using a three-level ordinal scale from low to high: “Not Identifiable”
(no identifiers), “Partially Identifiable” (quasi-identifier or contextual reference), “Fully Identifiable” (direct and
unique identifier).

• Communication Roles: In Others scenarios, this categorical variable takes three values and represents the
role the participant is assigned in the scenarios. Each participant is assigned one role from “Sender”, “Subject”,
and “Recipient”. In Self scenarios, this variable takes two values: “Sender (Subject)” and “Recipient” to reflect
the dual roles of senders.

• Delegation Condition: This categorical variable takes two values and represents the AI delegation treatment
condition the participant is assigned in the scenarios. Each participant is assigned one of the conditions from
“AI” and “Human”.

• Need for Privacy: This numerical variable represents participants’ scores for Need for Privacy Scale (NFP-
S) [30]. It is the average score of the 12 items measured on a 5-point Likert scale (1 = “I do not agree at all”, 5 =
“I entirely agree”).

• Attitudes towards AI: This numerical variable represents participants’ scores for Grassini’s AI attitudes scale
(AIAS-4) [37]. It is the average score of the four items measured on a 10-point Likert scale (1 = “Not at all”, 10 =
“Completely Agree”).

• Age: This variable represents participants’ age in 6 groups: “18-24”, “25-34”, “35-44”, “45-54”,“55-64”, “65 or
higher”. We operationalize this variable as a numerical variable when modeling to capture the main effects and
avoid fragmenting the data into many categories.

Random Effects.
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Fig. 4. Heatmaps of variant acceptance rate for Self and Others scenarios in Human/AI agent conditions show an overall trend of
decreasing acceptance as granularity and identifiability increase (except for the Self (Human) scenario). Participants’ acceptance
along identifiability also decreases faster under the AI condition in both types of scenarios, consistent with results for H3c.

• Scenario ID: This variable represents 61 different scenarios. Some scenarios may naturally encourage or
discourage disclosure, and modeling them as random effects accounts for this variability without estimating a
separate fixed effect for each.

• Participant: This variable represents 169 different participants. Since each participant provides multiple
responses, modeling them as random effects captures their baseline tendencies and avoids bias from repeated
measures.

During data preprocessing, numerical variables including need for privacy and attitudes towards AI were centered
and scaled [32]. For the age, which was an original variable operationalized as numerical for modeling, only centering
was conducted to mitigate collinearity [43]. In all models, a logit link function was used [91]. Estimation was performed
with the bobyqa optimizer and an iteration cap of 2𝑒5 [6]. Random intercepts for participant and scenario ID were
included to account for repeated measures and scenario heterogeneity.

6 Results

6.1 Descriptive Statistics

We collected 1,681 elicited privacy boundary specifications (15,129 ratings) from 169 participants across 61 scenarios.
Each boundary specification consists of nine ratings corresponding to the nine variants for the scenario. Of the 61
scenarios, 20 scenarios describe sharing practices where the sender is sharing their own private information (Self-
disclosure scenarios, hereafter Self ), while the other 41 scenarios describe sharing practices where the sender is
sharing someone else’s private information (Other-disclosure scenarios, hereafter Other). The 61 scenarios span
13 distinct combinations of subject type, recipient scope, and transmission principle (see Appendix C for detailed
descriptions). For each scenario, two treatment conditions were assigned: Delegation Condition (AI vs. Human), and
Communication Role (Sender, Recipient or Subject).

Of the 1681 privacy boundaries specified for scenarios, 218 (12.97%) boundaries rejected all variants, 253 (15.05%)
boundaries accepted all variants, and the remaining 1210 (71.98%) boundaries exhibited nuanced disclosure behavior
by accepting one to eight variants. Among all scenarios, 58 (95.08%) had more than half of their privacy boundaries
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specified as nuanced boundaries. By condition, sender/sender(subject) + human condition received 310 boundaries,
sender/sender(subject) + AI condition received 319, recipient + Human condition received 318, and recipient + AI
condition received 318 boundaries; for the 41 Other scenarios, subject + Human condition received 208 boundaries, and
subject + AI condition received 208 boundaries. The average acceptance rate for variants along the two dimensions
(Granularity and Identifiability) for Self and Other scenarios under Human and AI delegation conditions is shown
in Figure 4. The average need for privacy among all participants on a 5-point Likert scale is 3.89 (SD: 0.65), and the
average AI attitudes score on a 10-point Likert scale is 6.80 (SD: 2.36). The demographics of participants can be found in
Appendix A.

6.2 Hypotheses Results

We present the results for H1-H4 based on our generalized linear mixed model (GLMM). We fit two GLMM models for
each of the Self and Other scenarios respectively to test the main effects and interaction effects. Results are summarized
in Table 2 and Table 3. For all four models, the variance inflation factors (VIFs) were close to 1.0 and did not exceed 4.0,
indicating low multicollinearity among predictors [21].

Granularity & Identifiability of Disclosure. We found support for both H1a and H1b in both Self scenarios and Other

scenarios (𝑝 < 0.001 for both effects in both scenarios). This indicates that higher granularity and identifiability
consistently decreased people’s acceptance of private information disclosure. However, H1c (the interaction between
granularity and identifiability) was only supported in Other scenarios (Coef.=0.342, 𝑝 < 0.001), but not in Self scenarios.
In Other scenarios, results suggested a significant positive interaction between granularity and identifiability: when
the disclosure is not identifiable, participants are more sensitive to the variations in disclosure granularity—even
small increases in detail led to substantial declines in acceptance. However, when the disclosure is highly identifiable,
participants are less responsive to the changes in the granularity levels of disclosures. We observed a floor effect of
acceptance, which may explain this interaction: when the private information was disclosed with direct identifiers,
participants already showed the lowest acceptance, so increasing the level of detail had little further influence.

Communication Roles. Regarding H2a, we found no significant main effect of role in either Self or Other scenarios,
suggesting that participants’ overall acceptance does not differ systematically across roles. However, we found partial
support for H2b and H2c, with significant interaction effects emerging in different types of scenarios. In Self scenarios,
results showed a significant positive interaction between granularity and roles (Coef.=0.474, 𝑝 < 0.001): As shown in
Figure 5, participants in the recipient role were less sensitive to increasing level of details included in the disclosure as
compared to those in the sender (subject) role, and their acceptance decreased more slowly, supporting H2b. In Other

scenarios, results suggested a significant positive interaction between identifiability and roles (Coef.=0.520, 𝑝 < 0.001):
Specifically as shown in Figure 6, participants in the recipient role were less sensitive to increasing identifiability
of disclosures compared to those in the sender and subject roles, and their acceptance also decreased more slowly,
supporting H2c.

Delegation Condition. RegardingH3a, we found no significant main effect of delegation condition in either Self or Other
scenarios, indicating that delegating the communication of private information to AI agents does not uniformly influence
participants’ acceptance of private information disclosures. However, we found a significant negative interaction between
AI delegation and identifiability in both Self (Coef.=-0.991, 𝑝 < 0.001) and Other (Coef.=-0.560, 𝑝 < 0.001) scenarios,
supporting H3c. As shown in Figure 8 and Figure 7, when an AI agent takes over the communication on behalf of
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Fig. 5. H2b partially supported: Significant interaction be-
tween Granularity and Communication Role (Self scenarios)

Fig. 6. H2c partially supported: Significant interaction be-
tween Identifiability and Communication Role (Other sce-
narios)

Fig. 7. H3c supported: Significant interaction between Iden-
tifiability and Delegation Condition (Self scenarios)

Fig. 8. H3c supported: Significant interaction between Iden-
tifiability and Delegation Condition (Other scenarios)

the sender, participants become more sensitive to the inclusion of identifiers in the disclosures, and less accepting of
the disclosure compared with when the sender manually shares the same disclosure. This increased caution holds
regardless of whether the sender is sharing their own or someone else’s private information.

Finally, no significant interaction was found between granularity and delegation condition in either scenario type,
and thus H3b was not supported.

Individual Differences. Regarding H4a and H4e, we found no significant main effects of individuals’ need for privacy
and age in either Self or Other scenarios, indicating participants’ need for privacy and age did not uniformly influence
their acceptance of private information disclosure. We also did not find support for H4d. Results suggest participants’
attitudes towards AI did not significantly affect their acceptance of disclosure in Human or AI agent conditions.

However, we found participants with a higher need for privacy were significantly more sensitive to the increase
in disclosures’ level of identifiability, showing a sharper decline in acceptance. This interaction was significant in
both Self scenarios (Coef.=-0.153, 𝑝 < 0.05) and Other scenarios (Coef.=-0.238, 𝑝 < 0.001), supportingH4c (Figure 9
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Fig. 9. H4c supported: Significant interaction between Iden-
tifiability and Need for Privacy (Self scenarios)

Fig. 10. H4c supported: Significant interaction between Iden-
tifiability and Need for Privacy (Other scenarios)

and Figure 10). Nevertheless, participants’ need for privacy does not significantly moderate their reaction towards
disclosures with varying details, so H4b was not supported.

6.3 Exploratory Analysis

To further investigate the variability in individuals’ specified privacy boundaries, we computed Gwet’s AC1 score [41]
to quantify the level of consensus among participants who rated the same scenario under the same communication
role × delegation condition. Note that in the 20 scenarios where senders shared their own information, the consensus
among senders was also used as the subjects’ consensus, reflecting the senders’ dual roles.

The average consensus across 61 scenarios for senders was 0.43 (SD: 0.22) under the Human condition, and 0.31 (SD:
0.22) under the AI agent condition. For recipients, the average consensus was 0.51 (SD: 0.24) under Human condition and
0.35 (SD: 0.19) under AI agent condition; for subjects, the average consensus was 0.37 (SD: 0.22) under Human condition,
and 0.32 (SD: 0.21) under AI agent condition. The consensus scores generally fell within the poor to fair range [121], but
showed substantial variance across scenarios. Shapiro-Wilk normality tests confirmed that the differences in consensus
scores were approximately normally distributed; therefore, we used paired t-tests for all three communication roles,
respectively. The Bonferroni correction was used to adjust the 𝑝-value to control the family-wise Type I error rate [4].
Results showed that participants’ consensus in the human condition was significantly higher than consensus in the
AI agent delegation condition when acting as senders (𝑡 (60) = 2.98, 𝑝 < 0.01, Bonferroni-corrected) and recipients
(𝑡 (60) = 4.37, 𝑝 < 0.001, Bonferroni-corrected). Results are shown in Figure 11.

7 Discussion

7.1 Nuanced Boundary as an Alignment Goal

Results showed that our elicitation approach effectively captured individuals’ privacy boundaries with respect to
varied granularity and identifiability (Section 6.2 H1a and H1b), allowing them to specify subtle preferences beyond
privacy norms (Section 6.1). The elicited boundaries also reflected sensitivity to contextual variations and aligned with
individuals’ needs for privacy, further demonstrating the approach’s expressive capability to characterize nuanced
personal privacy preferences (Section 6.2 H4c). This sheds light on the feasibility of using privacy boundaries as a new
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Table 2. Generalized Linear Mixed Models (GLMMs) results for participants’ acceptance of private information disclosure in Self
scenarios. Model 1 shows the main effects of granularity, identifiability, communication role, delegation condition, need for privacy,
and age; Model 2 includes interaction effects.

Acceptance of Private Information Disclosures (Self )
Model 1
Coef. (S.E.)

Model 2
Coef. (S.E.)

Granularity (Linear) -0.412*** (0.067) -0.720*** (0.121)
Identifiability (Linear) -0.384*** (0.067) 0.121 (0.120)
Communication Role (Recipient) 0.390 (0.278) 0.352 (0.287)
Delegation Condition (AI) -0.527(0.282) -0.525 (0.288)
Need for Privacy -0.185 (0.145) -0.192 (0.148)
AI Attitudes 0.180 (0.140) 0.316 (0.188)
Age 0.050 (0.110) 0.055 (0.112)
Granularity × Identifiability 0.041 (0.117)
Communication Role (Recipient) × Granularity 0.474*** (0.137)
Communication Role (Recipient) × Identifiability -0.025 (0.139)
Delegation Condition (AI) × Granularity 0.140 (0.138)
Delegation Condition (AI) × Identifiability -0.991*** (0.140)
Need for Privacy × Granularity 0.082 (0.070)
Need for Privacy × Identifiability -0.153* (0.072)
AI Attitudes × Delegation Condition (AI) -0.321 (0.292)
(Intercept, baseline: Sender & Human) 0.736** (0.274) 0.773** (0.282)
AIC 4294.0 4240.2
BIC 4368.7 4420.8
logLik -2135.0 -2091.1
-2*log(L) 4270.0 4182.2
residual 3732 3715

Note. Coefficients are log-odds. Communication role relative to Sender (baseline). Delegation condition relative to Human (baseline).
Granularity/Identifiability are polynomial contrasts (linear trend shown). Continuous predictors are mean-centered. Intercept =
baseline (Sender, Human, covariates at means). * 𝑝 < .05, ** 𝑝 < .01, *** 𝑝 < .001.

ground truth of personal privacy preferences to guide AI systems’ behaviors. While existing work has been referring
to the contextual integrity framework to achieve norm-level alignment [35, 65, 108], mismatches between agents’
judgment and users’ perceptions have often been observed despite models’ good capability of understanding and
adherence towards norms [85, 130]. Recent work also highlighted that solely adhering to the general consensus is
insufficient for LLMs to understand users’ own privacy risk assessment criteria [83], underscoring the need to account
for individualized privacy consideration. We argue that boundary-level alignment provides a promising basis for guiding
the AI systems’ privacy behaviors. However, future work should further examine the dynamic process of how people
negotiate their personal privacy boundaries and how privacy preferences change over time and in response to certain
stimuli, in order to further ground this guidance.

7.2 Situating Elicitation within Real-World Data Flows

We observed that participants’ communication roles can influence their sensitivity towards certain dimensions when
sharing their own or others’ private information (Section 6.2 H2b and H2c). These findings resonate with earlier work of
Privacy as a Social Contract [78, 80] and discussion on different parties’ coordination and co-construction of the privacy
boundary [45, 93, 95]. Prior work using factorial vignette approaches has typically presented data sharing practices
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Table 3. Generalized Linear Mixed Models (GLMMs) results for participants’ acceptance of private information disclosure in Other
scenarios. Model 1 shows the main effects of granularity, identifiability, communication role, delegation condition, need for privacy,
and age; Model 2 includes interaction effects.

Acceptance of Private Information Disclosures (Other)
Model 1
Coef. (S.E.)

Model 2
Coef. (S.E.)

Granularity (Linear) -0.548*** (0.040) -0.638*** (0.082)
Identifiability (Linear) -1.592*** (0.043) -1.527*** (0.088)
Communication Role (Recipient vs. Sender) 0.186 (0.201) 0.173 (0.206)
Communication Role (Subject vs. Sender) 0.028 (0.222) 0.035 (0.227)
Delegation Condition (AI) -0.086 (0.176) -0.113 (0.180)
Need for Privacy -0.143 (0.089) -0.140 (0.090)
AI Attitudes 0.133 (0.087) 0.213 (0.119)
Age -0.121 (0.071) -0.117 (0.072)
Granularity × Identifiability 0.342*** (0.072)
Communication Role (Recipient) × Granularity 0.132 (0.097)
Communication Role (Subject) × Granularity -0.055 (0.101)
Communication Role (Recipient) × Identifiability 0.520*** (0.103)
Communication Role (Subject) × Identifiability -0.026 (0.109)
Delegation Condition (AI) × Granularity 0.118 (0.083)
Delegation Condition (AI) × Identifiability -0.560*** (0.089)
Need for Privacy × Granularity -0.063 (0.041)
Need for Privacy × Identifiability -0.238*** (0.044)
AI Attitudes × Delegation Condition (AI) -0.166 (0.179)
(Intercept, baseline: Sender & Human) -0.225 (0.193) -0.211 (0.197)
AIC 12189.2 12055.0
BIC 12284.6 12304.5
logLik -6081.6 -5993.5
-2*log(L) 12163.2 11987.0
residual 11372 11351

Note. Coefficients are log-odds. Communication role relative to Sender (baseline). Delegation condition relative to Human (baseline).
Granularity/Identifiability are polynomial contrasts (linear trend shown). Continuous predictors are mean-centered. Intercept =
baseline (Sender, Human, covariates at means). * 𝑝 < .05, ** 𝑝 < .01, *** 𝑝 < .001.

either from a third-person, objective perspective to elicit public consensus on appropriateness [80], or through a single
perspective (often from the data sender) to elicit mono-perspective preferences [46, 104]. While these approaches enable
scenario-level preference specification at scale, they are insufficient to capture the subtleties across perspectives and
roles. Future elicitation tasks should therefore also specify corresponding real-world conditions under which the data
flow occurs and how the individual is involved in the process to obtain accurate and focused preference specifications.

7.3 AI Agent Delegation Exerts New Complexities

Our confirmatory analysis highlighted a novel complexity introduced by involving AI agents in the private information
sharing process: when the sharing action is delegated to the sender’s personal AI agent, participants were uniformly
more cautious about identifiable information disclosed (see Section 6.2 H3c, Figure 7, and Figure 8). Exploratory findings
further suggested that both senders and recipients exhibited significantly less inter-rater consensus under the AI agent
delegated condition compared with the human condition (see Section 6.3 and Figure 11). These findings resonate with
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Fig. 11. Changes of inter-rater consensus (Gwet’s AC1 scores) for the same scenario under two delegation conditions for each
communication role. Points represent consensus scores, gray lines connect the Human and AI agent condition consensus for the same
scenario, and violin plots show the distribution of consensus scores. ** 𝑝 < .01, *** 𝑝 < .001 (Bonferroni-corrected). Results show
that senders and recipients had significantly lower consensus on specified privacy boundaries in the AI agent delegation condition.

prior work on how AI’s presence, mediation, and delegation can shift users’ privacy awareness and behaviors [16, 131].
Although our quantitative results did not show evidence that AI attitudes affected the acceptance of disclosure in the AI
condition (see Section 6.2 H4d), we suggest that future work should examine other dimensions of users’ mental models
of AI, such as trust and AI literacy, to better account for why disclosure preferences shift under AI delegation.

7.4 Individualized Privacy Boundary Elicitation

Our findings showed that the elicited privacy boundaries systematically vary across individuals in response to personal
attributes (e.g., need for privacy as shown in Section 6.2 H4c) as well as the elicitation conditions (e.g., the involvement
of AI as shown in Section 6.3). We argue that no one-size-fits-all ground truth exists across scenarios for individuals, and
alignment must therefore accommodate this variety for AI systems to behave in a fair and inclusive manner. Sorensen
et al. [111] proposed the framework of pluralistic alignment, which highlights the need to align AI systems with a diverse
set of cultural and ethical values for faithfully steering outputs for individuals. To operationalize pluralistic alignment
into practice for the personal privacy domain, we argue that AI systems must go beyond general privacy norms and
understand individualized privacy boundaries to derive a meaningful spectrum of privacy-preserving disclosures.

7.5 Bridge the Gap between Privacy Theories and Alignment Practices with Empirical Evidence

Finally, our study highlights a gap in privacy research between theoretical foundations and alignment practices. While
existing frameworks such as contextual integrity and communication privacy management theory offer a systematic,
structured approach to analyze problems, they fall short of directly guiding the generation of appropriate privacy
disclosures and auditing privacy violations [88, 109]. Recent work also noted the lack of theoretical guidance on personal
privacy preference alignment [40, 127]. We argue that more empirical studies on personalized privacy boundaries, as well
as advanced methodologies for conducting such studies at scale, are necessary to address this gap. Our results confirmed
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that the real-world privacy decisions require a nuanced, context-aware, and highly individualized understanding of
privacy behaviors, preferences, and risks (see Section 6.2 and Section 6.3). Building on our findings, we suggest that
future research should complement scenario- or norm-level analyses of high-risk items with fine-grained variations
on the framing and individual levels, curate empirical benchmarks, and build predictive models to help bridge the
theory-practice gap.

7.6 Methodological Limitations

This research has several limitations. First, due to study duration and concerns about cognitive load, we employed only
three levels of granularity and identifiability to generate the variants. This could potentially have restricted the full
range of choices available for participants. Future work could explore alternative designs, such as presenting fewer
scenarios but offering a broader set of disclosure combinations.

Secondly, we presented pre-curated variations of norm-violating scenarios rather than real-time interactions where
messages were actually sent by humans or delegated to AI agents, which may not fully capture the participants’
authentic behavior and reflect the additional nuances that occur in real-world scenarios. Future work could design
interactive experiments to gather richer qualitative insights.

Thirdly, we constrained scenario selection to the PrivacyLens dataset, which may limit the variety of scenarios
presented. For example, in Self scenarios, transmission principles such as “sending a message via Messenger”, “posting
a post on Facebook” are not fully anonymous and could imply identifiable information about the sender. To address this,
we focused on varying the identifiability of the disclosures themselves. For example, in Scenario 5, the “not identifiable”
variant framed the information in a second-hand way (“I know some Wikipedia editors have been ...”), the “fully
identifiable” variant explicitly disclosed the sender’s name (“Jane here — I have been...”), while the partially identifiable
variant only used a pronoun (“I’ve been...”). We incorporated contextual references alongside quasi-identifiers to ensure
plausible variations in interpersonal communication. While our current work established a methodological basis for
privacy boundary elicitation, future research could extend the scenario scope to include fully anonymous transmission
principles (e.g., anonymous online posting) and explore a diverse range of themes to enable scenario-level analysis at
scale.

8 Conclusion

In this research, we proposed anAI-powered approach to eliciting individuals’ nuanced boundaries of private information
disclosure and examined how contextual factors within a scenario, such as communication roles, delegation conditions,
and individual differences, affect the specification. We validated that our approach effectively reflects participants’
nuanced privacy disclosure considerations along the dimensions of disclosure granularity and identifiability. Our
findings underscore the importance of situating privacy preference elicitation in real-world data flows to obtain
authentic boundaries. We argue that personal privacy boundaries encapsulate contextual and individualized nuances,
which complement privacy norms, making them a promising alignment goal for future AI systems. Finally, we highlight
the need to bridge the theory-practice gap in privacy research with empirical insights, and raise the open question of
how to achieve pluralistic and responsible alignment of AI systems with personal privacy preferences.
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A Demographics

Table 4. Demographics of participants (N=169)

Demographics
Sex N Sample (%)

Female 86 50.9%
Male 83 49.1%

Age
18-24 11 6.5%
25-34 50 29.6%
35-44 56 33.1%
45-54 28 16.6%
55-64 17 10.1%
65+ 7 4.1%

Education Level
Bachelor degree or higher 101 59.8%

AI Use
Never use any AI agents or AI tools 40 23.7%
Never use any AI agents, but used other AI tools 9 5.3%
Have used AI agents 120 71%

B Survey

B.1 Introduction

This survey aims to understand people’s preferences for disclosing the same information in different ways across
various everyday contexts.

• You will be given 10 short hypothetical information-sharing scenarios.
• For each scenario, you will consider a list of messages.
• You will evaluate each message by indicating “Yes" or “No".
• You will also answer questions about your general attitudes and demographics later.

The study will take around 12 minutes. You will be paid $2.2 via Prolific after the study.
[Each participant is randomly assigned one of three roles (Sender, Subject, Recipient) and two AI delegation conditions

(Human, AI Agent), and completes the study under the conditions assigned.]

B.1.1 Sender + Human. You will see 10 independent hypothetical scenarios, presented one at a time. In these scenarios,
you are sharing your own or someone else’s information with others.

For each scenario, you will see several different message options that could be used to share the information. These
messages differ in (1) the level of detail and (2) the identifiable information included. You will evaluate each message
based on how you feel about these two aspects. Please ignore the language style and focus only on the content.

For each message, please consider: Would you feel comfortable sharing the information in this way? You will answer
in “Yes" or “No". You may mark multiple messages as “Yes", or none at all.
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B.1.2 Sender + AI Agent. You will see 10 independent hypothetical scenarios, presented one at a time. In these scenarios,
you are sharing your own or someone else’s information with others. For each scenario, imagine that you decide to
delegate the sharing task to your AI assistant. The AI assistant can prepare messages based on your past communications
and send them automatically on your behalf.

You will then see several message options that your AI assistant could use to share the information. These messages
differ in (1) the level of detail and (2) the identifiable information included. You will evaluate each message based on
how you feel about these two aspects. Please ignore the language style and focus only on the content.

For each message, please consider:Would you feel comfortable if your AI assistant automatically shared the information

on your behalf in this way? You will answer in “Yes" or “No". You may mark multiple messages as “Yes", or none at all.

B.1.3 Subject + Human. You will see 10 independent hypothetical scenarios, presented one at a time. In these scenarios,
some people are sharing your information with other people.

For each scenario, you will see several different message options that could be used to share the information. These
messages differ in (1) the level of detail and (2) the identifiable information included. You will evaluate each message
based on how you feel about these two aspects. Please ignore the language style and focus only on the content.

For each message, please consider: Would you feel comfortable if the sender shared your information in this way? You
will answer in “Yes" or “No". You may mark multiple messages as “Yes", or none at all.

B.1.4 Subject + AI Agent. You will see 10 independent hypothetical scenarios, presented one at a time. In these scenarios,
someone is sharing your information with other people. For each scenario, imagine that the sender decides to ask their
AI assistant to share the information. The AI assistant can prepare messages based on the sender’s past communications
and send them automatically on the sender’s behalf.

You will then see several message options that their AI assistant could use to share your information. These messages
differ in (1) the level of detail and (2) the identifiable information included. You will evaluate the messages based on
how you feel about these two aspects. Please ignore the language style and focus only on the content.

For each message, please consider:Would you feel comfortable if the person’s AI assistant automatically shared your

information in this way? You will answer in “Yes" or “No". You may mark multiple messages as “Yes", or none at all.

B.1.5 Recipient + Human. You will see 10 independent hypothetical scenarios, presented one at a time. In these
scenarios, some people are sharing their own or someone else’s information with you.

For each scenario, you will see several different message options that could be used to share the information. These
messages differ in (1) the level of detail and (2) the identifiable information included. You will evaluate each message
based on how you feel about these two aspects. Please ignore the language style and focus only on the content.

For each message, please consider:Would you feel comfortable if the sender shared the information with you in this

way? You will answer in “Yes" or “No". You may mark multiple messages as “Yes", or none at all.

B.1.6 Recipient + AI Agent. You will see 10 independent hypothetical scenarios, presented one at a time. In these
scenarios, someone is sharing their own or someone else’s information with you. For each scenario, imagine that the
sender decides to ask their AI assistant to share the information. The AI assistant can prepare messages based on the
sender’s past communications and send them automatically on the sender’s behalf.

You will then see several message options that their AI assistant could use to share the information. These messages
differ in (1) the level of detail and (2) the identifiable information included. You will evaluate the messages based on
how you feel about these two aspects. Please ignore the language style and focus only on the content.
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For each message, please consider:Would you feel comfortable if the person’s AI assistant automatically shared the

information with you in this way? You will answer in “Yes" or “No". You may mark multiple messages as “Yes", or none
at all.

[ The participant will answer an understanding check question after reading the tutorial to make sure they understand
that they are rating based on the two dimensions Details and Identifiable Information. ]

B.2 Rating instructions for each scenario

[ The participant is presented with 10 scenarios, one at a time. ]

B.2.1 Sender + Human. Below are the messages you might send. For each message, would you feel comfortable sharing
the information in this way?

B.2.2 Subject + Human. Below are the messages {data sender’s name} might send. For each message, would you feel
comfortable if {data sender’s name} shared your information in this way?

B.2.3 Recipient + Human. Below are the messages {data sender’s name} might send. For each message, would you feel
comfortable if {data sender’s name} shared the information with you in this way?

B.2.4 Sender + AI Agent. Now you are using your AI assistant to share the information. Below are the messages your
AI assistant might send. For each message, would you feel comfortable if your AI assistant automatically shared the
information on your behalf in this way?

B.2.5 Subject + AI Agent. Now {data sender’s name} is using their AI assistant to share your information. Below are
the messages {data sender’s name} ’s AI assistant might send. For each message, would you feel comfortable if {data
sender’s name} ’s AI assistant automatically shared your information in this way?

B.2.6 Recipient + AI Agent. Now {data sender’s name} is using their AI assistant to share the information. Below are
the messages {data sender’s name}’s AI assistant might send. For each message, would you feel comfortable if {data
sender’s name}’s AI assistant automatically shared the information with you in this way?

[ Instruction Reminder (Participants can click to view or hide) ] (1) Please ignore the language style and focus only
on the level of detail and identifiable information included. (2) You can say “yes” to as many or as few messages as
you’d like — even none at all.

[ The nine disclosure variants are presented in random order. For the third and seventh scenarios, an attention check
statement is blended into the variants. ]

B.3 Personal AttitudesQuestion & Demographics

B.3.1 12-item Need for Privacy Scale (NFP-S). Please indicate the extent to which you agree with the following
statements. (5-point Likert scale; Disagree/Somewhat Disagree/Neutral/Somewhat Agree/Agree)

B.3.2 4-item Grassini’s AI Attitudes Scale (AIAS-4). To what extent do you agree with each of the following statements?
(10-point Likert scale, from Not Agree at All to Completely Agree).

B.3.3 Education Level. What is the highest level of education you have completed? (High school or less/Some col-
lege/Associate’s degree/Bachelor’s degree/Graduate degree (Master’s/PhD/Professional))
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B.3.4 AI Agent Use Experience. How often do you currently use AI agents? AI agents are systems that can autonomously
take actions and complete tasks for you. (Never, and I have never used any AI tools./Never, but I have used other AI
tools like chatbots (ChatGPT, etc.)/Monthly or less/Weekly/Daily or multiple times a day)

B.3.5 Optional FeedbackQuestion. (Optional) Do you have any comments or feedback for the study to help us improve
the study?

C Scenarios

61 scenarios were selected from the PrivacyLens dataset [108], covering 13 combinations of data subject, recipient
scope, and transmission principle defined as follows:

C.1 Scenario Selection Criteria

Our scenario selection was guided by three attributes of the Contextual Integrity framework. Note that the data content
is inherently included in the scenario theme; however, due to the relatively small number of scenarios compared with
the great variety of themes, we didn’t use it as a formal attribute.

1. Recipient Scope

[ definition ] Recipients classified by the scope and relationship with the data sender
[ rationale & literature references ] The scope and type of data recipients influence social proximity and trust

in interpersonal communication. Several works identified the importance of the data recipient in affecting people’s
willingness to share info, especially in social relationships. Wiese et al. [120] mentioned that the closeness (social
proximity) (compared with a vaguely defined “friend”) can influence people’s willingness to share information in
UbiComp systems. Olson et al. [89] found that an individual’s willingness to share depends on who they are sharing
the information with; they clustered “friends”based on similarity of answers, revealing several distinct groups: family,
coworkers, public (e.g., salesmen), and spouse.

• A.1 close network: family, spouse, close friends.
• A.2 professional and role-based networks: coworkers, members of an internal group.
• A.3 semi-public and public networks: broadcast audiences, social media followers, and unknown strangers.
• A.4 others: (like third-party, non-human entities. Not considered in our selection)

2. Transmission Principle

[ definition ] the condition under which the information flow is permitted categorized by the access level of data.
[ rationale & literature references ] Transmission principles influence the perceived risks of disseminating the data.

As all transmission principles within the dataset share similar features of sending/posting without the subject’s explicit
consent, and a similar level of purpose of interpersonal communications [128], we categorize the transmission principles
based on the confidentiality and the scope of access to the information [87].

• B.1 private: The data is shared through a direct, one-to-one connection between the sender and recipient.
• B.2 internal: The data is shared through a closed or internal network.
• B.3 public: The data is shared through a public or broadcast channel.

3. Data Subject

[ definition ] Data subjects categorized by their relationship with the data sender
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[ rationale & literature references ] The type of data subject influences the consent and ethical considerations of data
sharing. Previous work focused on assessments of appropriateness explicitly distinguished between initial information
flows (i.e., when the data subject is the sender) and the subsequent re-distribution practices (when the sender is a different

party from the subject) [128].

• C.1 self: data subject is the data sender
• C.2 other people: data subject is other people
• C.3 other entities: data subject is other entity (not considered as we focus on people and assign different role

perspectives)

To evaluate the quality of model labeling, we randomized 49 scenarios and manually labeled them. We calculated the
agreement between the human label and the model label using Gwet’s AC1 score [41]. The results show a good accuracy
on all dimensions: Data Subject (Gwet’s AC1 = 0.825), Recipient Scope (Gwet’s AC1 = 0.896), and Transmission Principle
(Gwet’s AC1 = 0.903), indicating the model has a reliable categorization capability [41]. While there are theoretically 18
valid combinations, we weren’t able to find some combinations in the dataset. Therefore, we ensured we selected at
least one scenario from the existing combinations and the variety of themes and topics.

To evaluate the quality of selected scenarios, we invited Prolific participants (N=15) to rate the scenarios on a 7-point
Likert scale from “Very Difficult to Understand” (1) to ”Very Easy to Understand” (7) based on the description shown
in Section C.2. We balanced the random assignment with a backend API and ensured all scenarios received at least
three ratings. Results showed all scenarios had an average rating above neutral. The average understandability of all 61
scenarios is 6.64 (SD: 1.20). As a result, no scenario was filtered out.

C.2 Scenario List

Scenario ID Description Type
(self/other)

S1 A lawyer is sharing detailed notes on a pending legal case involving a defendant accused
of embezzlement with visitors on Facebook by sending a Facebook post.

other

S2 A person is sharing detailed discussions about their friend (a stalking victim)’s workplace
with social media visitors by sending a Facebook post.

other

S3 An employee is sharing their coworker’s personal conversations about relationship issues
within the team with a mutual acquaintance at work by sending a Slack direct message.

other

S4 A Wikipedia editor is sharing their detailed notes on editing Wikipedia articles on contro-
versial topics with their social media followers by sending a Facebook post.

self

S5 A person is sharing their friend’s active participation in a niche fandom community, with
another shared friend by sending a message on Messenger.

other

S6 A therapist is sharing detailed notes on a particular client’s journey, including struggles and
triumphs with overcoming addiction with social media followers by sending a Facebook
post.

other

S7 A person is sharing their close family member’s planned visit to the psychiatrist for
Bipolar Disorder management with an extended family member by sending a message on
Messenger.

other
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Table 5 continued from previous page
S8 A person is sharing circumstances of how their close friend contracted HIV by sending a

message on Messenger to a new shared acquaintance.
other

S9 A person is sharing the new daily routine and habits of their friend, a survivor of intimate
partner violence, with a shared friend by sending a message on Messenger.

other

S10 A person is sharing their personal investment strategies with a casual acquaintance by
sending a message on Messenger.

self

S11 A person is sharing their sibling’s mental health medication information in a family
Messenger group by sending a message in the group chat.

other

S12 A transformative fandom community member is sharing exclusive event details with their
sibling by sending a message on Messenger.

self

S13 A person is sharing the new home address of their friend, a survivor of intimate partner
violence, with mutual friends in a group chat by sending a message in a messenger group
chat.

other

S14 An individual is sharing their personal experience of a privacy assault with a newly met
acquaintance by sending a message on Messenger.

self

S15 A transformative fandom community member is sharing upcoming community event
details with a close friend outside of the community by sending a message on Messenger.

self

S16 An event organizer is sharing an attendee’s attendance at an event supporting undoc-
umented immigrants with the wider public through a social media post by sending a
Facebook post.

other

S17 A person is sharing their recent exploration of new career opportunities with their current
manager by sending an email.

self

S18 An individual in recovery is sharing detailed accounts of their personal struggles with
substance use disorder, with Facebook visitors by posting on Facebook.

self

S19 An employee is sharing discussions about their colleague’s potential pregnancy and
upcoming doctor’s appointments with other colleagues within the company by sending a
message in a Slack group chat.

other

S20 A young adult (also a new employee) is sharing information about their struggles with
paying rent and managing student loans with coworkers by sending a message in a Slack
group chat.

self

S21 A person is sharing information that reveals the real identity of a pseudonymous social
media creator with the person’s Facebook followers through a Facebook post.

other

S22 An older adult patient is sharing specific prescription medications they take for their
heart condition with a social media acquaintance by sending a message on Messenger.

self

S23 A counseling center staff member is sharing a college student’s psychological counseling
sessions with other staff members by sending a message in a Slack channel.

other

S24 A person is sharing their personal political opinions noted during a political event with a
business partner by sending an email.

self
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Table 5 continued from previous page
S25 A person is sharing her best friend’s ongoing romantic relationship issues with online

friends by sending a Facebook post.
other

S26 A person is sharing their past struggles with theft and journey towards reform with a
new colleague by sending an email introducing themselves to the new team.

self

S27 An individual living in an apartment building is sharing their being harassed by a neighbor,
with another neighbor by sending a message on Messenger.

self

S28 A person is sharing their friend’s intense fear of heights with a shared social group by
sending a message in a messenger group chat.

other

S29 An alcohol and drug abuse assistance coordinator is sharing a client’s use of substances
with a non-governmental organization worker by sending an email.

other

S30 An accounting specialist is sharing their boss’s personal financial investments, with a
close friend by sending a message on Messenger.

other

S31 An administrative assistant is sharing their struggles with emotional trauma from a past
relationship with a pen pal by sending an email.

self

S32 A bank branch manager is sharing their investment strategies and the specific amounts
they allocate to savings and checking accounts with coworkers by sending a message in a
Slack general channel.

self

S33 A criminal investigator is sharing details about a recent crime scene, including the un-
publicized suspicion of a local politician’s involvement, with a close friend, by sending a
message on Messenger.

other

S34 A person is sharing their friend’s recent personal traumatic experience with another
friend, who is competing with the friend for a job, by sending a message on Messenger.

other

S35 A teenager is sharing their best friend’s traumatic experience with their father by sending
a message on Messenger.

other

S36 A teacher is sharing a student’s recent test score, with another student’s parent by sending
a message on Messenger.

other

S37 A social worker is sharing a member’s strong political ideologies with another member
within the immigrant community by sending a message on Messenger.

other

S38 A sports lover is sharing an MVP’s detailed training schedule, including specific exercises,
diet plans, and rest periods, with fitness group members by sending a message in a
messenger group chat.

other

S39 A music therapist is sharing a former client’s personal therapy success story with social
media followers by sending a Facebook post.

other

S40 A person is sharing that their friend attended a job interview with a specific company
with the friend’s current employer by sending a Slack direct message.

other

S41 An airport design engineer is sharing details of secret patents that he is developing with a
close friend by sending a message on Messenger.

self

S42 A fundraiser is sharing financial projections and strategic partnership plans for their
fundraising campaign with a close friend by sending a message on Messenger.

self
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Table 5 continued from previous page
S43 A person is sharing their home security system, with neighborhood group chat members

by sending a message in a messenger group chat.
self

S44 A music therapist is sharing a famous client’s therapy session details, with social media
followers by sending a Facebook post.

other

S45 An alcohol and drug abuse assistance coordinator is sharing specific stories of patients’
struggles with addiction and drug use with a pen pal by sending an email.

other

S46 A music therapist is sharing discussions with friends about their recent dates and the ups
and downs of their relationships with a patient by sending a message on Messenger.

self

S47 A student is sharing a study group member’s recent challenges in academic performance
with other study group members by sending an email to the group.

other

S48 An employee working on a project is sharing the project details with a friend who works
at a competing company by sending them a message on Messenger.

self

S49 An accounting specialist is sharing detailed accounting information about their friend’s
finances with a newly met acquaintance by sending a message on Messenger.

other

S50 An insurance agent is sharing detailed insurance information for a famous client with
social media followers by sending a Facebook post.

other

S51 A public health social worker is sharing a celebrity’s recent battle with pneumonia and
their treatment details with a non-governmental organization worker by sending them an
email.

other

S52 An athletic coach is sharing that an athlete is currently struggles with a recurring knee
injury with a close friend by sending them a message on Messenger.

other

S53 A high school teacher is sharing one student’s disruptive behavior in class with another
student’s parent by sending them a message on Messenger.

other

S54 A pharmacist is sharing medications that a patient is currently taking with the patient’s
spouse by sending a message on Messenger.

other

S55 An HR representative is sharing details about an employee leaving the company with
another employee from another department by sending a Slack direct message.

other

S56 A person is sharing a friend’s complicated romantic entanglements with another friend
by sending her a message on Messenger.

other

S57 An HR manager is sharing an employee’s request for reasonable accommodation with a
colleague who is not involved in the accommodation process by sending a Slack direct
message.

other

S58 A recruiter is sharing a candidate’s disclosed disability which could require workplace
accommodations with the hiring committee by sending an email to the group.

other

S59 A person is sharing their detailed plans for an upcoming solo trip, with a casual acquain-
tance by sending them an email.

self

S60 A landlord is sharing plans to issue an eviction notice to a tenant who has failed to pay
rent for the past three months with a friend by sending them a message on Messenger.

other
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Table 5 continued from previous page
S61 A colleague is sharing that a coworker has celiac disease, which requires a strict gluten-free

diet, with the entire office by sending a message in a Slack group chat.
other

D Variant Generation Prompt

You are a communication expert who knows how to communicate sensitive information in various ways.

Your task is to generate 9 variants that cover all combinations of granularity x identifiability (as

defined below) based on the input provided.

Definition of Granularity:

- General: The response is a high-level abstraction of the information without mentioning fine details

about the action, processes, or context.

- Moderately detailed: The response elaborates some details about the information, but is still abstract

and not exhaustive.

- Very detailed: The response covers the comprehensive and fine-grained details of the information.

Definition of Identifiability:

- Not identifiable: The response anonymizes or omits all personal identifiers of the data subject that

could be used to directly or indirectly trace back to them. The data subject is completely not

identifiable.

- Partially identifiable: The response contains attributes that cannot directly identify the individual

but could be combined with other attributes or publicly available information to trace back to them.

- Fully identifiable: The response contains attributes that can directly identify the data subject - such

as their name, role, or other specific identifiers. (Note that disclosing the first name or last name

of the data subject is considered fully identifiable.)

The data sharing practice is specified with {{third_narrative}} and other attributes.

The response should be a one-sentence, first-person narrative that is sent by {{data_sender}} through the

{{transmission_principle}} to {{data_recipient}} in order to complete {{data_sender}}'s sharing

action.

The response should disclose the {{sensitive_information_item}} of {{data_subject}} at the specified

granularity level and the specified identifiability level. If it's notes, share the detailed content

of the notes instead of saying "I shared a summary/notes".

Please **show your step-by-step reasoning** for the generation and strictly follow the four-phase

pipeline, then output only the variants in the specified format with a title "## Output Variants".

---

## Inputs

Data Sender: {data_sender}

Data Subject: {data_subject}

Data Recipient: {data_recipient}

Transmission Principle: {transmission_principle}

Story Plot: {third_narrative}
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Sensitive Information Item: {sensitive_information_item}

Details of Sensitive Information Item: {description_of_sensitive_information_item}

---

## Output Format

- [general, not identifiable] {{variant1}}

- [general, partially identifiable] {{variant2}}

- [general, fully identifiable] {{variant3}}

- [moderately detailed, not identifiable] {{variant4}}

- [moderately detailed, partially identifiable] {{variant5}}

- [moderately detailed, fully identifiable] {{variant6}}

- [very detailed, not identifiable] {{variant7}}

- [very detailed, partially identifiable] {{variant8}}

- [very detailed, fully identifiable] {{variant9}}

**Do not output anything else.**

---

## Generation Process

### Important Notes:

- Keep the response as short, concise, and to the point as possible. Only include the necessary

information about the {{sensitive_information_item}}.

- All details should be based strictly on the {{description_of_sensitive_information_item}}. Do not invent

or add information that is not mentioned in the description.

- The tone and language should be contextually appropriate. Avoid awkward or unnatural phrasing.

- The response should maintain a consistent language style and word use across variants, varying **only**

in identifiability and granularity.

- If the data sender is the data subject, then in the "not identifiable" variants, avoid using "I" or "me"

to refer to the data subject. Instead, take a third-person perspective to describe the data subject

and the information.

- Don't explicitly mention the {{transmission principle}} in the response. Instead, think of the variant

as a part of the message shared through the {{transmission_principle}} and make it natural.

- For fully identifiable variants with direct identifiers like names, if the identity of the data subject

is not familiar to the data recipient, then also mention the data subject's identity in the response.

- Avoid starting a sentence with "I'm sharing that" or "I'm letting you know". Be more natural.

### Step 1: Extreme Variants

1. Procedure:

- Identify the variant1 "general + not identifiable" response. This variant has the minimal relevant

disclosure of the data subject's information.

- Identify the variant2 "very detailed + fully identifiable" response. This variant has the most

identifiable and comprehensive disclosure of the data subject's information.

- Extract core event elements (who, what, when, where).

2. Generate:

- variant1 "general + not identifiable": ...

- variant2 "very detailed + fully identifiable": ...

### Step 2: Cross-Diagonal Variants
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1. Procedure:

- Based on the two extreme variants above, variant1 and variant2, keep all other irrelevant elements

consistent to generate the cross-diagonal variants variant3 "very detailed + not identifiable" and

variant4 "general + fully identifiable".

- variant3 "very detailed + not identifiable" should have the same granularity level as variant2 and same

identifiability level as variant1

- variant4 "general + fully identifiable" should have the same granularity level as variant1 and the same

identifiability level as variant2.

2. Generate:

- variant3 "very detailed + not identifiable": ...

- variant4 "general + fully identifiable": ...

### Step 3: Row & Column Midpoints

1. Procedure:

- Fix the "general". Use variant1 and variant4 to generate variant5 "general + partially identifiable"

response. Ensure the response has the same granularity level as "general", and the identifiability

lies between the given two responses.

- Fix the "very detailed". Use variant2 and variant3 to generate a variant6 "very detailed + partially

identifiable" response. Make sure the response has the same granularity level as the "very detailed",

and the identifiability lies between the given two responses.

- Fix the "fully identifiable". Use variant2 and variant4 to generate a variant7 "moderately detailed +

fully identifiable" response. Make sure the response has the same identifiability level as the "fully

identifiable", and the granularity lies between the given two responses.

- Fix the "not identifiable". Use variant1 and variant3 to generate a variant8 "moderately detailed + not

identifiable" response. Make sure the response has the same identifiability level as the "not

identifiable", and the granularity lies between the given two responses.

2. Generate:

- variant5 "general + partially identifiable": ...

- variant6 "very detailed + partially identifiable": ...

- variant7 "moderately detailed + fully identifiable": ...

- variant8 "moderately detailed + not identifiable": ...

### Step 4: Center Variant

1. Procedure:

- Based on the four midpoint variants above variant5, variant6, variant7, and variant8, keep all core

elements consistent to generate variant9 "moderately detailed + partially identifiable".

2. Generate:

- variant9 "moderately detailed + partially identifiable": ...

---

Start with **Step 1**, write out your reasoning first, then output the corresponding text. After

completing all steps, present the 9 variants in the "Output Format" exactly as specified.
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