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DPFNAS: Differential Privacy-Enhanced Federated Neural

Architecture Search for 6G Edge Intelligence
Yang Lv, Jin Cao∗, Ben Niu, Zhe Sun, Fengwei Wang, Fenghua Li, Hui Li

Abstract—The Sixth-Generation (6G) network envisions per-
vasive artificial intelligence (AI) as a core goal, enabled by edge
intelligence through on-device data utilization. To realize this
vision, federated learning (FL) has emerged as a key paradigm
for collaborative training across edge devices. However, the
sensitivity and heterogeneity of edge data pose key challenges to
FL: parameter sharing risks data reconstruction, and a unified
global model struggles to adapt to diverse local distributions.
In this paper, we propose a novel federated learning frame-
work that integrates personalized differential privacy (DP) and
adaptive model design. To protect training data, we leverage
sample-level representations for knowledge sharing and apply
a personalized DP strategy to resist reconstruction attacks. To
ensure distribution-aware adaptation under privacy constraints,
we develop a privacy-aware neural architecture search (NAS)
algorithm that generates locally customized architectures and
hyperparameters. To the best of our knowledge, this is the first
personalized DP solution tailored for representation-based FL
with theoretical convergence guarantees. Our scheme achieves
strong privacy guarantees for training data while significantly
outperforming state-of-the-art methods in model performance.
Experiments on benchmark datasets such as CIFAR-10 and
CIFAR-100 demonstrate that our scheme improves accuracy by
6.82% over the federated NAS method PerFedRLNAS, while
reducing model size to 1/10 and communication cost to 1/20.

Index Terms—Federated Learning, Neural Architecture
Search, Edge Intelligence, Differential Privacy.

I. INTRODUCTION

ACCORDING to the International Telecommunication
Union (ITU), the Sixth-Generation (6G) mobile com-

munication network are expected to fundamentally reshape
current network architectures [1]. This transformation will
be driven by an unprecedented degree of connectivity. 6G
networks are expected to support tens of millions of edge
device connections per square kilometer [2]. These edge
devices—such as smartphones, wearables, and sensors—will
continuously generate vast volumes of local data. These data,
rich in contextual information and latent intelligence, are
key enablers for delivering efficient and responsive artificial
intelligent (AI) services.

Nowadays, the utilization of data generated at the edge
is still significantly limited in the Fifth-Generation mobile
communication system (5GS). In 5GS, the use of AI remains
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largely decoupled from the network’s native architecture [3].
Most current 5G systems rely on add-on modules in the
core network, such as the Network Data Analytics Function
(NWDAF), to support AI-based functionalities [4]. These
modules mainly target network operation tasks, including
Quality of Service (QoE) optimization, mobility prediction,
and fault diagnosis, using aggregated data from the core
network [5]–[7]. However, when edge devices require intel-
ligent services, their locally generated data must typically be
uploaded to the cloud for centralized processing. This cloud-
centric paradigm leads to high communication overhead and
introduces latency [8], making it difficult to support real-time,
low-latency, and personalized service requirements.

In response, the 6G mobile communication system intro-
duces the core vision of pervasive AI [1], shifting away from
the cloud-centric paradigm of 5G toward a fundamentally new
architecture based on edge intelligence. In this paradigm, AI is
embedded as a native capability within the network, enabling
edge devices not only to sense and transmit data, but also
to actively participate in model training and inference. This
allows large-scale collaboration among edge devices, forming
a new generation of distributed, self-adaptive, and intelligence-
driven networks [9]. Within this architecture, Federated Learn-
ing (FL) [10] is recognized by the 3rd Generation Partnership
Project (3GPP) as a key collaborative training paradigm for
realizing edge intelligence in 6G networks, and has already
been specified in the 3GPP standard documents [11].

Although FL is particularly suited to the resource-
constrained nature of edge devices, the heterogeneity of data
distributions across devices in 6G networks poses significant
challenges. A global, unified model architecture often fails
to adapt effectively to such variability, which can result
in poor convergence and limited generalization performance
[12]. Therefore, how to provide data-specific architectures for
clients within FL frameworks has become an urgent problem.
Recently, Neural Architecture Search (NAS) [13] has emerged
as a promising solution for designing data-specific architec-
tures in FL. This type of FL framework design is commonly
referred to as Federated Neural Architecture Search (FNAS)
[14]. The supernet is a widely adopted strategy to realize
NAS in FNAS frameworks design [15]–[20]. The general
workflow of the supernet strategy is shown in Fig. 1. The
supernet serves as a unified architectural container, defining
a shared and controllable search space. Clients are allowed
to sample sub-models from this supernet to suit their local
data distributions, and these sub-model updated parameters can
be aggregated on the server side via structural alignment or
masked averaging. By predefining the range of architecture
choices for sub-models, the supernet strategy supports the
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The supernet
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Fig. 1: The general workflow of supernet strategy

aggregation of heterogeneous sub-model updated parameters,
demonstrating compatibility with the FL paradigm that sharing
only model updates.

Nevertheless, supernet-based FNAS approaches face the fol-
lowing two inherent limitations that restrict their applicability
in 6G environments: privacy concerns arising from the sharing
of updated parameters, and training inefficiency caused by
limited model adaptability. Firstly, FL relies on sharing model
updates to enable collaborative training [10]. In supernet-based
FNAS, the shared model updates are the updated parameters
[21]. These updated parameters are particularly susceptible to
being exploited by attackers to infer private information from
the data [22], which contradicts the strict privacy requirements
of edge devices in 6G networks. Secondly, to support the ag-
gregation of heterogeneous sub-models, supernet-based FNAS
predefines the range of architecture choices for sub-models.
However, due to the highly heterogeneous nature of local
data across edge devices in 6G networks, some devices may
fail to obtain optimal architectures tailored to their local data
distributions, resulting in low accuracy and slow convergence
[19].

To address the above two challenges, we propose a novel
FL framework named Differential Privacy-Enhanced FNAS
(DPFNAS). Our objective is to develop a FL framework
that simultaneously ensures privacy preservation and supports
flexible model adaptability. Our main contributions can be
summarized as follows:

• We propose DPRBFT, a personalized, privacy-preserving
collaborative training strategy for heterogeneous models,
which supports personalized privacy guarantees to further
mitigate the inherent privacy risks of representation-
based methods. To the best of our knowledge, this is
the first work to apply personalized differential privacy
to protect intermediate representations in representation-
based federated training paradigms. In addition, the use

of sample-level intermediate representations improves
training robustness under system heterogeneity compared
to existing representation-based approaches.

• We propose PANAS, a privacy-aware and flexible NAS
algorithm that enables optimal architectures tailored
to clients’ data distributions. By designing a novel
lightweight block-based search space, the proposed
PANAS enhances the flexibility of architecture design
and ensures lightweight models suitable for edge environ-
ments. Moreover, the proposed PANAS further leverages
Bayesian Optimization to perform automated hyperpa-
rameter tuning under differential privacy constraints. This
design eliminates the need for additional architecture-
specific usability enhancements and can be directly inte-
grated into existing differentially private machine learning
methods.

• We provide a theoretical convergence analysis of our
differentially private training process, ensuring the sound-
ness and stability of the proposed framework. Exten-
sive experiments on widely used classification datasets
demonstrate that the proposed DPFNAS outperforms
state-of-the-art methods in terms of accuracy, conver-
gence speed, communication efficiency, and privacy pro-
tection.

The remainder of this paper is organized as follows. Section
II reviews related work. Section III details the proposed
DPFNAS framework. Section IV presents the experimental
setup and results. Finally, Section V concludes the paper and
outlines directions for future research.

II. RELATED WORK

In this section, we briefly review the research on NAS
for client-adaptive modeling in FL, representation-based per-
sonalization strategies that decouple global aggregation from
local feature extraction, and differential privacy mechanisms
for protecting sensitive information during training. We focus
on their core methodologies and limitations in supporting
heterogeneous models, enabling architectural flexibility, and
ensuring privacy-preserving adaptability.

A. NAS in FL

To overcome the limitations of fixed architectures in FL, the
NAS has been introduced to automatically discover performant
architectures tailored to local data distributions. Several studies
have explored this integration, mostly based on the supernet
paradigm, where a shared search space or model pool is
leveraged across clients.

FedNAS [23] is one of the early attempts in this direction,
where each client searches for optimal weights and architec-
ture parameters within a shared global search space. These
parameters are aggregated on the server and then broadcasted
back to all clients for the next training round. However, this
scheme does not support heterogeneous clients with diverse
data and computational capabilities.

To address personalization, SPIDER [15] maintains both a
global supernet and a local sub-network for each client. Clients
alternate between global model training and local adaptation.
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However, the need for each client to store and train on the full
supernet incurs significant resource overhead.

RT-FedEvoNAS [16] introduces a sub-network sampling
strategy, where each client trains only a randomly selected
sub-model from a global supernet. This design significantly
reduces communication costs by limiting the size of transmit-
ted models. Nevertheless, such random sampling can lead to
sub-models misaligned with local data, and weight inheritance
may exacerbate the mismatch.

Peaches [19] extends the supernet-based paradigm by al-
lowing each client to maintain a hybrid supernet composed of
a globally shared base and a client-specific extension. During
training, only the shared base is synchronized across clients,
enabling partial personalization while reducing communica-
tion overhead. However, the design of this shared component
remains tightly limited by the communication bandwidth and
hardware constraints of the least capable client, thereby re-
stricting overall model expressiveness.

To improve architecture selection, PerFedRLNAS [18] em-
ploys a reinforcement learning-based controller to select suit-
able sub-models per round based on reward signals. While this
method enhances personalization, the strategy limits search
efficiency by only dispatching a single sub-model to each
client per communication round.

Despite their progress, existing FL-NAS approaches face
intrinsic limitations due to the supernet-based design. Firstly,
the reliance on full supernets leads to high communication and
storage costs, which are unsuitable for resource-constrained
environments. Secondly, the central server typically has access
to all model architectures and parameters, raising privacy
concerns. Finally, the sub-network adaptability is restricted by
the pre-defined structure of the supernet, limiting its flexibility
in heterogeneous FL settings.

B. Representation-based FL

To address the challenges of statistical heterogeneity and
model diversity in FL, representation-based FL frameworks
have emerged as an alternative to fully shared model training.
These methods decouple global collaboration from personal-
ized representation learning, offering a promising paradigm
for efficient and adaptive personalization.

FedPer [24] pioneers the base-plus-personalization structure
in FL, splitting models into shared base layers and client-
specific personalization layers. Although this method is ef-
fective under statistical heterogeneity, it requires all clients to
share the same base architecture, limiting its applicability in
heterogeneous settings.

To alleviate this constraint, FedProto [25] proposes a
prototype-sharing strategy that aggregates class-wise mean
feature vectors across clients. This method is inherently ag-
nostic to model architecture, enabling collaboration among
fully heterogeneous clients. However, this prototype averaging
strategy may overlook intra-class variance and lacks alignment
at the decision boundary level.

In contrast, FedClassAvg [26] introduces a classifier av-
eraging strategy, wherein only the top-layer parameters are
exchanged and aggregated, allowing for locally heterogeneous

feature extractors. It further employs supervised contrastive
learning to enhance local feature discrimination. Nevertheless,
it relies on a unified classifier head and consistent label
space, which reduces its flexibility under label-heterogeneous
scenarios.

FedGH [27] extends this idea by training a global predic-
tion head shared across clients with heterogeneous extractors,
based on class-wise averaged representations. This scheme
improves generalization and reduces communication cost, but
it assumes semantic consistency and thus lacks downstream
personalization.

To reduce the communication overhead, existing
representation-based FL methods commonly adopt prototype
representations, where a class-wise prototype is computed
as the average of local representations within the same
category. This approach is effective when data are non-IID in
a class-wise manner and helps reduce communication costs.
However, when the data distribution becomes more dispersed
or fine-grained, such averaging can lead to significant
information loss.

C. Differential Privacy in FL

Differential privacy has become a cornerstone of secure
FL, but its integration introduces fundamental trade-offs be-
tween convergence, utility, and calibration. In the context
of differentially private deep learning, the privacy budget ϵ
refers to the maximum allowable cumulative privacy leakage
throughout training. Each gradient update incurs a privacy loss,
a random variable that quantifies the privacy leakage per step.
The privacy cost is defined as the cumulative upper bound of
the privacy loss over all training steps. As long as the privacy
cost remains below the privacy budget, the training procedure
is considered to satisfy the differential privacy guarantee.

NbAFL [28] proposes a noise-before-aggregation scheme
and provides theoretical convergence bounds, highlighting the
privacy-utility trade-off and client selection strategies. Per-
sonalized DP-FL [29] addresses personalization under device
heterogeneity by integrating multitask learning with differen-
tial privacy guarantees, and applies the moment accountant
technique—a method for tracking cumulative privacy loss
over multiple training iterations—to analyze and manage the
privacy budget.

To support fine-grained privacy protection, HPFL [30] pro-
poses a hierarchical aggregation mechanism that separates
public and private components of user data, offering differ-
entiated privacy protection. In the domain of split learning,
MaskSL [31] incorporates DP into large-scale masked vision
pretraining with client-side Fisher information masking.

Beyond algorithm design, the scheme in [32] analyzes the
convergence and calibration behavior of DP deep learning. It
shows that gradient clipping is the dominant factor affecting
performance, and large clipping norms improve calibration
without reducing accuracy. Zhang et al. [33] further provide
convergence analysis of client-level DP in FL, linking clipping
bias to the distribution of local updates.

Nevertheless, existing works lack convergence theory and
utility modeling under the representation-based paradigm, lim-
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Fig. 2: Framework of DPFNAS

iting their applicability in real-world FL systems with model
partitioning and privacy constraints.

III. PROPOSED SCHEME: DPFNAS

In this section, we detail the proposed scheme. By our
scheme, each client model Fk is divided into a personalized
bottom model φk and a global top model H . Specifically, each
client k maintains a composite model defined as Fk(wk) =
φk(vk) ◦H(θk), where vk and θk represent the parameters of
the bottom and top models, respectively.

The Framework of the proposed Differential Privacy-
Enhanced FNAS (DPFNAS) is illustrated in Fig.2, which
mainly includes the following two phases. Firstly, we propose
a Privacy Aware NAS (PANAS) algorithm to obtain an optimal
model architecture F ∗

k = φ∗
k ◦H and optimal hyperparameter

configuration H∗
k tailored to each device’s local data distri-

bution under differential privacy guarantee ϵk. Subsequently,
we propose a Differential Privacy-Enhanced Representation-
Based Federated Training (DPRBFT) strategy to mitigate the
privacy risk of training data reconstruction during collaborative
training.

A. PANAS Algorithm

By the proposed PANAS, N architectures are firstly ex-
plored within a novel lightweight block-based search space,
forming a population where each architecture is considered
an individual. This population is then evolved using the
genetic algorithm (GA) -based architecture search mechanism
to select the optimal architecture. Subsequently, the Bayesian
optimization (BO)-based hyperparameter optimization strategy
is employed to automatically identify the optimal configuration
for the selected architecture under a fixed privacy budget. By
executing the optimization process sequentially, the proposed
PANAS ultimately derives both the optimal architecture and
its corresponding hyperparameter configuration. The pseudo
code of PANAS is presented in Algorithm 1, which works in
detail as follows.
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Fig. 3: Design of the Block-Based Search Space

1) Block-Based Search Space Design: The search space
defines the set of all valid architectures, and NAS is essentially
the process of searching for the optimal individual within this
space [34]. Thus, the size of the search space can significantly
impact the efficiency of the search process. The proposed
block-based search space is illustrated in Fig.3. To reduce
the size of search space, we leverage the block-based search
space design strategy [35], in which heterogeneous layers are
grouped into reusable blocks that serve as the basic unit of
architectural composition. Compared to the layer-based search
space, where the basic units are primitive layers, the block-
based search space makes it easier to discover promising
architectures, and is therefore more suitable for resource-
constrained edge devices in 6G networks.

The design of a block-based search space needs to consider
both how blocks are composed with one another and how
the layers within each block are structured. To enhance the
flexibility of the search space, we adopt a variable-length block
composition strategy. This means that the number of blocks
in an architecture can be arbitrarily stacked during the search
process, resulting in individuals with variable lengths. Com-
pared to fixed-length strategies [36], [37], the variable-length
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Algorithm 1 PANAS: Privacy-Aware NAS

1: Input: Block-based search space S, population size N ,
number of generations T , privacy budget ϵ

2: Output: Optimal architecture F ∗ and hyperparameter
configuration H∗

3: // Phase 1: GA-Based Architecture Search
4: Initialize population P = {F1, F2, . . . , FN} by sampling

N architectures from S
5: for t = 1 to T do
6: Evaluate validation accuracy for each Fi ∈ P
7: Select parents using binary tournament selection
8: Generate offspring via block-level crossover and mu-

tation
9: Apply environmental selection using roulette + elitism

10: Update population P
11: end for
12: F ∗ ← argmaxF∈P ValAcc(F )

13: // Phase 2: BO-Based Hyperparameter Optimization
14: Define hyperparameter space Θ := {η,B,C, σ}
15: Initialize candidate set H0 with k random configurations

θi ∼ Θ
16: for each Hi ∈ H0 do
17: Train F ∗ using DP-SGD with Hi, record ValAcc(Hi)
18: Compute PrivacyCost(Hi), discard if exceeds ϵ
19: end for
20: Fit GP surrogate model f : Θ → ValAcc using

(θi,ValAcci)
21: for BO iteration j = 1 to M do
22: Use Expected Improvement to select next Hj

23: Train F ∗ with Hj , evaluate ValAcc(Hj)
24: If PrivacyCost(Hj) ≤ ϵ: update surrogate model f
25: end for
26: H∗ ← argmaxH∈Θ,PrivacyCost(θ)≤ϵ f(H)
27: return F ∗ and H∗

design has the advantage of not requiring additional expertise
or prior experience to predefine an appropriate architecture
length for each client. Instead, it allows the architecture to
adaptively adjust its depth based on the data distribution during
the search process. This flexible design is particularly well-
suited for edge intelligence scenarios, where data distributions
are highly diverse. It is worth noting that although our search
space does not impose a strict constraint on architecture length,
in practice, we usually define an upper and lower bound for the
number of blocks. Such a constraint is essential for ensuring
the efficiency of the NAS process.

To ensure the lightweight nature of the search space, we
adopt a compact residual block design. Specifically, each
residual block consists of a Depthwise Separable Convolution
[38] (i.e. a Depthwise Convolution followed by a Pointwise
Convolution), Batch Normalization [39], and a non-linear acti-
vation function (i.e. Relu) [40], applied sequentially. Besides,
a shortcut connection [41] is added to facilitate stable gradient
flow. Notably, the configuration of each layer within the block
is also included in the search space. For instance, the kernel
size of the Depthwise Convolution is searchable, with 3×3 and

5×5 as candidate options. The main advantage of Depthwise
Separable Convolutions lies in their ability to dramatically
reduce both the number of parameters and computational
cost while maintaining strong representational power [42]. By
combining Depthwise Separable Convolutions with residual
connections, this block structure achieves significantly lower
computational overhead and parameter count compared to
standard convolutional blocks, while preserving effective fea-
ture transformation capabilities.

Beyond convolutional blocks, we further enrich the search
space by incorporating pooling operations, where both av-
erage pooling [43] and max pooling [44] are considered as
searchable choices. Incorporating pooling layers enhances the
model’s ability to perform spatial downsampling and control
overfitting, while preserving essential features. By allowing the
type of pooling operation to be searched, the architecture can
better adapt to varying data characteristics and computational
constraints [45].

To ensure the searched architectures are deployable under
the representation-based federated training paradigm, we in-
troduce specific constraints into the search space design. To
ensure global consistency, the ”global head” of each architec-
ture is fixed to a predefined shared structure. Additionally,
to enable the aggregation of intermediate representations,
an adaptation layer is appended as the final layer of each
architecture’s feature extractor. This adaptation layer produces
a fixed-dimensional output that matches the input dimension
required by the global head.

2) GA-Based Architecture Search Mechanism: To effi-
ciently search the optimal architecture within the proposed
block-based search space, we design a GA-based architecture
search mechanism. The mechanism is designed based on the
general workflow of GA [46], which performs a series of
evaluation, selection, crossover, and mutation operations to
thoroughly explore diverse architectures in the search space.
A key advantage of GA is its insensitivity to local minima,
thus ensuring greater architectural variety [47].

The overall workflow of the proposed GA-based architec-
ture search mechanism is outlined in Algorithm 1. It begins by
generating an initial population from the search space. Each
individual in the population is then evaluated through a fitness
evaluation process. Based on their fitness, the most promising
individuals are selected via parent selection, and undergo
crossover and mutation operations to produce a new set of
offspring. Subsequently, an environmental selection process is
applied to the combined pool of parents and offspring to select
the best individuals for forming the new population. This new
population then proceeds to the next iteration. The process
repeats until a stopping criterion is met, at which point the
optimal individual is output.

To adapt to the edge intelligence environment and the
proposed block-based search space, we made the following
design choices in the GA-based architecture search mecha-
nism. Firstly, to minimize human intervention in the search
process and better suit edge intelligence scenarios, we adopt a
random space strategy [48] during the population initialization
step. And in the fitness evaluation step, validation accuracy
is used as the evaluation metric. Considering the limited
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computational resources on edge devices, we incorporate an
early stopping policy, which is widely used in NAS to reduce
training cost. Specifically, we set a fixed and relatively small
number of training epochs, a strategy that has been proven
effective in saving computational resources [34].

Although both parent selection and environmental selection
are selection operations, their objectives differ, and thus we
design distinct strategies for each. The goal of parent selec-
tion is to choose individuals as parents in order to generate
offspring through crossover and mutation. To preferentially
select individuals with higher accuracy, we adopt the binary
tournament selection [49] in the parent selection step. Specif-
ically, two different individuals are randomly selected from
the current population, and the one with the higher accuracy
is chosen to participate in the variation process. This design
is accuracy-driven but also introduces randomness to avoid
premature convergence to local optima. In contrast, the goal
of environmental selection is to form the new population
for the next generation. To ensure broader exploration of
the search space, it is important not only to retain high-
accuracy individuals but also to preserve population diversity.
Therefore, in the environmental selection step, we employ a
combination of Roulette Wheel Selection (RWS) [50] and
an elitism preservation mechanism. The RWS assigns each
individual a survival probability proportional to its accuracy,
meaning that every individual, regardless of its fitness, has a
chance to be eliminated. This helps maintain diversity in the
population. Meanwhile, to ensure the efficiency of the search
process, we incorporate elitism to guarantee that the best-
performing individual is always retained in the next generation.
Specifically, if the individual with the highest accuracy is not
selected by the roulette mechanism, we replace the lowest-
accuracy individual in the selected set with the best one.

Both the crossover and mutation steps generate new in-
dividuals by modifying the composition of existing ones,
with the goal of exploiting high-performing individuals and
exploring the broader search space. The key difference lies
in that crossover operates between two individuals, whereas
mutation is applied to a single individual. In our framework,
both crossover and mutation are performed at the block level.
Specifically, during crossover, two individuals are randomly
selected from the parent population, and a random cut-point
is selected for each. The structures of the two individuals are
then swapped at the respective cut-points, resulting in two new
individuals. For the resulting offspring, a mutation operation
is applied based on a predefined probability. Specifically, we
define four mutation strategies tailored to the block-based
architecture representation. In the Add operation, a random
block is inserted at a randomly selected position within the
individual. The Remove operation deletes a randomly chosen
block. The Alter operation selects a block at random and
modifies the configuration of the layers within it. Finally, the
Exchange operation randomly selects two blocks within an
individual and swaps their positions. We introduce constraints
in both crossover and mutation operations to ensure the
validity of the generated individuals. In addition, we define
the probability of performing crossover and mutation to control
the balance between exploitation and exploration.

The termination criterion of the search is defined as a fixed
number of generations, which is a widely adopted and effective
stopping strategy in genetic algorithms.

3) BO-Based Hyperparameter Optimization Strategy: To
ensure model utility under strict differential privacy constraints
and mitigate the computational burden incurred by repeatedly
training models during evaluation, we introduce the BO-based
hyperparameter optimization strategy to address the privacy-
constrained hyperparameter optimization problem.

To mitigate privacy leakage caused by intermediate repre-
sentations, we adopt the DP-SGD [51] during training. Models
trained with DP-SGD exhibit heightened sensitivity to train-
ing hyperparameters compared to architectural choices [51].
We formalize the problem of ensuring model accuracy as a
privacy-constrained hyperparameter optimization task:

H∗ = argmax
H

ValAcc(H)

s.t. PrivacyCost(H) ≤ PrivacyBudget (1)

Here, the hyperparameter configuration is defined as H :=
η,B,C, σ, where η is the learning rate, B is the batch size,
C is the clipping threshold, and σ is the noise scale. Among
these, C and σ are privacy-related hyperparameters. DP-SGD
enforces differential privacy by clipping the ℓ2-norm of each
individual gradient to a predefined threshold C, and then
adding Gaussian noise with standard deviation σ to the clipped
gradients.

Solving the DP-SGD hyperparameter optimization problem
on resource-constrained edge devices is particularly challeng-
ing, as the process requires evaluating numerous hyperparam-
eter configurations through training, and training with DP-
SGD is known to be computationally expensive [52]. The BO
strategy [53] constructs a surrogate model to approximate the
relationship between hyperparameter configurations and model
performance, thereby avoiding the need for full training during
each evaluation.

The workflow of our proposed BO-based hyperparameter
optimization strategy is presented in Algorithm 1. Firstly, a
small subset of candidate hyperparameter configurations are
randomly sampled from the overall search space. Each con-
figuration in this subset is then used to train a model and obtain
the corresponding validation accuracy, while ensuring that the
privacy cost remains within the predefined privacy budget.
Based on these observed evaluations, a surrogate model is
constructed to approximate the performance landscape. Given
that our search space involves only four hyperparameters,
we adopt a Gaussian Process (GP) [54] as the surrogate
model, as it is well-suited for low-dimensional, constraint-
aware optimization scenarios [55]. Despite being built on a
limited number of observed evaluations, the GP can provide
a probabilistic estimation of validation accuracy across the
entire hyperparameter space. Next, an acquisition function
(AF) is employed to select the next hyperparameter config-
uration to evaluate. The selected configuration is expected to
either improve upon the current best validation accuracy or
reduce uncertainty in poorly explored regions. To effectively
balance exploration and exploitation, we adopt the Expected
Improvement (EI) [56] acquisition function, which favors
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configurations that are likely to yield performance gains while
also accounting for model uncertainty. This iterative process
continues until a predefined number of rounds is reached. The
configuration with the highest surrogate-predicted validation
accuracy under the differential privacy constraint is then
selected as the optimal hyperparameter configuration.

B. DPRBFT strategy

To support privacy-preserving collaborative training for het-
erogeneous optimal models, we propose the DPRBFT strategy.
By the proposed DPRBFT, each client first performs local
training in parallel using the architecture and hyperparameters
derived from the proposed PANAS. During this phase, a
personalized differential privacy-enhanced strategy is applied
to protect against potential reconstruction attacks from in-
termediate representations. After local training, the clients
perform knowledge transfer via a sample-level intermedi-
ate representation aggregation strategy, which enables robust
collaboration among heterogeneous local models. This local
training and global aggregation process is repeated iteratively
until a predefined stopping criterion is met. Ultimately, each
client obtains a fully trained model. The pseudo code of
DPRBFT is presented in Algorithm 2 and the workflow is
illustrated in Fig.4.

1) Personalized Differential privacy-enhanced local train-
ing: To mitigate potential privacy leakage caused by in-
termediate representations in representation-based collabora-
tive training, we adopt a personalized, differential privacy-
enhanced local training strategy. Based on the optimal model
architecture F ∗

k and optimal hyperparameter configuration H∗
k

obtain from the PANAS, each client k initializes and maintains
a local model defined as F ∗

k (wk) = φ∗
k(vk) ◦H(θk). During

each round, clients first perform local training on their private

Algorithm 2 DPRBFT: DP-Enhanced Representation-Based
Federated Training

1: Input: Optimal architecture F ∗
k , optimal hyperparameters

H∗
k for each client k from PANAS; number of communi-

cation rounds T
2: Output: Trained personalized model for each client F ∗

k =
φ∗
k(v

∗
k) ◦H(θ∗)

3: for each client k ∈ {1, . . . , N} do
4: Initialize local model: F ∗

k (wk) = φ∗
k(vk) ◦H(θk)

5: end for
6: for round t = 1 to T do
7: for each client k in parallel do
8: Train local model F ∗

k (wk) using DP-SGD with H∗
k

9: Compute intermediate representations: zk =
φ∗
k(vk;xk)

10: Send zk and corresponding labels yk to server
11: end for
12: Server aggregates {(zk, yk)} and updates global top

model:

θ ← argmin
θ

N∑
k=1

mk

m
L(H(θ; zk), yk)

13: Server broadcasts updated θ to all clients
14: for each client k do
15: Update local top model: θk ← θ
16: end for
17: end for
18: return F ∗

k (wk) = φ∗
k(v

∗
k) ◦H(θ∗) for all k

data using DP-SGD [51] with their personalized hyperparam-
eter configurations H∗

k.
To accommodate the personalized privacy requirements of

different clients, our method allows each client to specify a
distinct privacy budget. This personalized setting still adheres
to rigorous differential privacy guarantees. In our design,
differential privacy is enforced only during the local training
phase on each client using DP-SGD. Each client independently
consumes its own privacy budget according to its local hy-
permeter configuration. After local training, only intermediate
representations are uploaded to the server. Based on the post-
processing immunity property [57] of differential privacy,
these features are generated by models already trained with
differential privacy guarantees, and therefore do not incur any
additional privacy cost. That is, any function applied to the
output of a DP mechanism remains differentially private, with
the same privacy parameters, as long as no further access to
the original private data is involved. The server-side training of
the shared classifier head is performed without access to raw
data or gradients and thus does not contribute to any client’s
privacy budget consumption. Hence, the total privacy cost for
each client is solely determined by its local DP-SGD training
process.

It is also worth noting that, to the best of our knowledge,
our work is the first one to apply the representation-based
FL paradigm with personalized DP-SGD. Given that attackers
can easily reconstruct training data from intermediate repre-
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sentations [58], this design choice is both necessary and well-
justified.

2) Sample-level intermediate representations aggregation:
Upon completing local training, clients upload intermediate
representations zk = φ∗

k(vk;x) to the server, which uses them
as inputs for optimizing the global top model H . The global
optimization objective is formulated as:

argmin
θ

N∑
k=1

mk

m
L(H(θ; zk), y), (2)

where mk is the size of client k’s dataset and m =
∑

k mk.
Unlike existing representation-based FL approaches such

as FedProto [25], FedClassAvg [26], and FedGH [27], which
construct class prototypes by averaging feature representations
within each class—an approach that assumes balanced class
distributions—our method uploads per-sample representations
without class-wise aggregation. We intentionally choose to
upload individual sample representations without averaging,
which mitigates the adverse effects of label imbalance and
better captures the non-IID nature of data on edge devices.
The results in Experiment IV-C1 demonstrate the robustness
of this design.

After optimizing the global model H , the server broadcasts
the updated parameters θ to all clients, who then update their
local top models to match the global version, i.e., θk ← θ.
This completes one round of federated training.

C. Convergence Analysis

In this subsection, we conduct a convergence analysis for
DPFNAS. We make the following assumptions similar to exist-
ing general representation-based federated training approaches
[25], [27].

Assumption 1. For any client k and w ∈ Rd, the gradient of
the local loss function is bounded:

∥∇Lk(w)∥ ≤ B

Assumption 2. The local loss function is L-smooth:

∥∇Lk(w)−∇Lk(w
′)∥ ≤ L∥w − w′∥

Assumption 3. The deviation between the local prediction
head Hk(θk) and the global prediction head H(θ), due to
partial training and personalization, is bounded by:

E[∥θk − θ∥2] ≤ α2

Assumption 4. The stochastic gradient gk,t is an unbiased
estimator of the full local gradient:

Eξk∼Dk
[gk,t] = ∇Lk(wk,t), ∀k

with bounded variance:

E[∥gk,t −∇Lk(wk,t)∥22] ≤ σ2

Assumption 5. The gradient of the shared top model satisfies:

E[gθ,t] = ∇Lθ(θt)

Theorem 1 (Local Model Loss Bound within One Communi-
cation Round). Under the above assumptions, the expected

loss of the local model after one communication round is
bounded by:

E[Lk(wtE+E)] ≤Lk(wtE+0)

− (ηp− Lη2

2
)

E−1∑
e=0

∥∇Lk(wtE+e)∥2

+
ELη2

2
(σ2 + d · δ2C2) (3)

where tE denotes the local model before fine-tuning, E is the
number of local epochs, and p is a constant dependent on
clipping norm C and gradient bound B.

Corollary 1 (Local Model Loss Bound After Aggregation).

E[Lk(wtE+E+0)] ≤Lk(wtE+0)

−
(
ηwp−

Lη2w
2

)E−1∑
e=0

∥∇Lk(wtE+e)∥2

+
ELη2w

2
(σ2 + d · δ2C2) + ηwEB2

+ ηθB +
L

2
α2 (4)

Corollary 2 (Convergence Bound After T Training Rounds).

1

T

T−1∑
t=0

E−1∑
e=0

∥∇Lk(wtE+e)∥2 ≤
1

ηwp− Lη2
w

2(
∆

T
+

ELη2w
2

(σ2 + d · δ2C2)

+ ηwEB2 + ηθB +
L

2
α2

)
(5)

To ensure convergence, the local learning rate must satisfy:

ηw ≤
pG− EB2

L
(
G+ E(σ2 + d · δ2C2)

)
B

+

√
(pG− EB2)2 + 2L

(
G+ E(σ2 + d · δ2C2)

)
L
(
G+ E(σ2 + d · δ2C2)

)
B

+

(
ηθB + L

2 α
2
)

L
(
G+ E(σ2 + d · δ2C2)

)
B

(6)

Global learning rate:

0 ≤ ηθ ≤
α− ηwEB

B

The above theoretical results establish that under standard
assumptions commonly adopted in federated optimization, the
proposed DPFNAS framework achieves convergence in ex-
pectation. Specifically, Theorem 1 provides a per-round local
loss bound that captures the impact of stochastic gradients,
privacy-induced noise, and local updates. Corollary 1 extends
this result to include the effects of global aggregation and local
prediction head personalization, where the deviation between
local and global heads is upper bounded by a constant α, i.e.,
E[∥θk− θ∥2] ≤ α2. Corollary 2 further demonstrates that the
average squared gradient norm over T rounds diminishes as
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T increases, indicating convergence to a stationary point. A
detailed proof and analysis are given in Appendix.

These results confirm that the proposed DPFNAS maintains
convergence even under differential privacy constraints, owing
to the proper calibration of local and global learning rates ηw
and ηθ as bounded in the final inequality. The convergence
bound also reveals the trade-off between privacy noise and
convergence rate, which can be managed by tuning the learn-
ing rate, batch size, clipping tehreshold and noise scale. This
finding further offers theoretical support for the design of our
BO-based hyperparameter optimization strategy in III-A.

In summary, the proposed DPFNAS provides a provably
convergent training framework that accommodates personal-
ization, privacy noise, and statistical heterogeneity—making
it theoretically sound and practically robust for federated
learning in privacy-critical scenarios.

IV. EXPERIMENTS

In this section, we conduct a comprehensive experimental
evaluation of the proposed DPFNAS framework. The exper-
iments are designed to validate its performance from multi-
ple perspectives. Specifically, we first compare the proposed
DPFNAS with state-of-the-art structure-agnostic [27], [59]
and NAS-based federated learning methods [18] to assess
its overall effectiveness in terms of accuracy, convergence
speed, model compactness, and communication efficiency. We
then evaluate the privacy-preserving capability of the proposed
DPFNAS through feature inversion attacks, examining recon-
struction quality under varying privacy guarantees. Further-
more, we perform ablation studies to analyze the robustness
of the proposed sample-level intermediate representation ag-
gregation strategy, the flexibility of the block-based search
space and GA-based architecture search mechanism, and the
effectiveness of the BO-based hyperparameter optimization
strategy.

A. Experimental Setup

1) Datasets and Heterogeneity Simulation: All exper-
iments are performed on the CIFAR-10 and CIFAR-100
datasets. To simulate realistic statistical heterogeneity com-
monly observed in federated learning scenarios, we adopt
the non-IID partitioning strategy proposed in FedGH [27].
Specifically, each client is assigned data from a fixed subset
of classes with non-uniform sampling probabilities, effectively
emulating the non-identical data distributions found in practi-
cal deployments.

For baseline methods that do not incorporate NAS, het-
erogeneous Convolutional Neural Network (CNN) [43] ar-
chitectures are randomly assigned to clients according to the
configuration scheme used in FedGH [27]. These five CNN
variants differ in the width of convolutional filters and the
size of fully connected layers, thereby introducing structural
heterogeneity across clients.

2) Baselines for Comparison: We compare the proposed
DPFNAS with several state-of-the-art personalized and hetero-
geneous federated learning baselines:

• FedGH [27]: Enables the aggregation of fully hetero-
geneous models through local alignment regularization,
improving consistency across clients without requiring
shared architectures.

• PerFedRLNAS [18]: A reinforcement learning-based
NAS framework designed for federated settings that
adapts model architectures on the client side based on
resource constraints and data characteristics.

• FlexiFed [59]: Supports model heterogeneity within a
predefined architecture family, allowing flexible client
updates while preserving aggregation compatibility.

In addition, we include local training (i.e., standalone
learning without collaboration) as a baseline to highlight
the benefits of federated collaboration under non-IID data
conditions.

3) Training Configuration: All methods evaluated in our
experiments—including our proposed DPFNAS and all base-
lines—adopt stochastic gradient descent (SGD) [60] as the
local optimizer. The learning rate is fixed at 0.01, a commonly
adopted setting in federated optimization and validated through
our preliminary experiments. To ensure fairness, the number
of local training epochs is set to 30 and kept consistent across
all methods. The batch size is selected from 64, 128, 256,
512 via validation tuning and then fixed for each method.
To ensure that all methods are trained for sufficient rounds
to reach convergence, the total number of communication
rounds is set to 300. It is important to note that, to ensure a
fair comparison of model performance, our proposed method
does not apply DP-SGD during training and does not use the
BO-based hyperparameter optimization strategy in any of the
experiments presented in Section IV-B1 and IV-B2.

In the experiments presented in Section IV-B1 and Sec-
tion IV-C, we set the number of participating clients to 10,
with all clients involved in every communication round. This
setting is chosen to ensure a fair comparison, following the
same experimental configuration as FedGH [27], which also
evaluates performance under heterogeneous model settings
with 10 clients. In the experiments in Section IV-B2, we set the
number of participating clients to 100, with a participation rate
of 10% per communication round. This configuration aligns
with practical requirements outlined in the 6G Use Case Re-
search report [61], which indicates that collaborative training
scenarios in edge intelligence typically involve hundreds of
devices.

4) NAS Configuration: Following the experimental con-
figurations used in prior works [35] on evolutionary neural
architecture search, we adopt a lightweight NAS configuration
with a small population size of 10 and a maximum of 20 gen-
erations. This setting is designed to more realistically simulate
the limited storage and computational resources typical of edge
devices. To further align with realistic scenarios, the local
dataset on each client is explicitly partitioned into separate
subsets for NAS and for subsequent model training. Each
client performs NAS independently using a locally held data
subset, which includes 500 training samples, 100 validation
samples, and 100 test samples.

5) Evaluation Metrics: We evaluate each method using the
average test accuracy across all clients and the corresponding
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TABLE I: Comparison with structure-agnostic methods.

Method CIFAR-10 CIFAR-100

Acc (%) Rounds Acc (%) Rounds

Local Training 94.28 ± 2.81 5 71.94 ± 6.06 -
FedGH [27] 93.79 ± 3.07 13 73.29 ± 4.81 -
DPFNAS (no NAS) 93.82 ± 3.01 13 75.46 ± 4.75 88
DPFNAS 94.46 ± 2.30 4 76.82 ± 3.91 15

standard deviation, which reflects the level of personalization
and inter-client consistency. The communication cost is de-
rived in megabytes (MB) per client, representing the volume of
exchanges of model parameters during training. Model size is
calculated based on the total memory footprint of all trainable
parameters.

B. Overall effectivness of DPFNAS

1) Comparison with Structure-Agnostic FL Methods:
We first compare the proposed DPFNAS with two structure-
agnostic baselines: FedGH [27], a fully heterogeneous model
aggregation framework, and Local Training, where each client
trains its model independently without collaboration. In addi-
tion, we include DPFNAS (no NAS) as an ablation variant
of our method, where the final training phase is retained
but the architecture search stage is removed. Experiments are
conducted on CIFAR-10 and CIFAR-100 [62], with target
accuracy thresholds set to 93% and 75%, respectively. The
results are summarized in Table I.

Accuracy: As shown in Table I, the full version of our
method, DPFNAS, consistently achieves the highest test accu-
racy across both datasets. On CIFAR-10, the proposed DPF-
NAS reaches 94.46% accuracy, outperforming FedGH [27] by
+0.67% and its own ablated variant DPFNAS (no NAS) by
+0.64%. This performance gain highlights the effectiveness
of the NAS-based personalization module in improving model
generalization. On CIFAR-100, the accuracy advantage is even
more substantial: the proposed DPFNAS achieves 76.82%,
exceeding FedGH [27] by +3.53%. This suggests that the
proposed DPFNAS is particularly robust in more challenging
and fine-grained classification tasks. Furthermore, the pro-
posed DPFNAS also exhibits a smaller standard deviation
across clients, indicating better personalization and more stable
performance under heterogeneous conditions.

Convergence Speed: In terms of communication efficiency,
our proposed DPFNAS achieves the target accuracy signif-
icantly faster than its counterparts. On CIFAR-10, our pro-
posed DPFNAS achieves the target 93% accuracy in only 4
communication rounds, compared to 13 rounds required by
both FedGH [27] and our proposed DPFNAS without NAS.
On CIFAR-100, our proposed DPFNAS achieves the target
75% accuracy in just 15 rounds, while the no-NAS variant
requires 88 rounds, resulting in nearly a 6× speedup. These
results highlight the dual advantage of the proposed framework
in terms of both accuracy and training efficiency.

Insights: The comparison with local training provides
additional insight into the benefit of collaborative learning.
Although local training achieves high accuracy on CIFAR-
10, it fails to generalize well on the more complex CIFAR-

TABLE II: Comparison with federated NAS methods on CIFAR-100.

Method Accuracy (%) Model Size (MB)

PerFedRLNAS-MobileNetV3 [18] 40.46 ± 6.44 10.87 ± 1.45
PerFedRLNAS-ViT [18] 46.12 ± 5.39 54.04 ± 4.83
DPFNAS 47.28 ± 6.45 1.17 ± 0.47

TABLE III: Communication overhead (MB per client) to reach target
accuracy.

Method 30% 35% 40%

PerFedRLNAS-MobileNetV3 [18] 21.08 - -
PerFedRLNAS-ViT [18] 108.08 540.40 972.72
DPFNAS 1.14 5.70 152.76

100 dataset. In contrast, our proposed DPFNAS not only
maintains high accuracy, but also demonstrates the added value
of collaboration, especially under statistically heterogeneous
data and low-resource conditions.

2) Comparison with NAS-based FL Methods: To further
evaluate the effectiveness of our proposed DPFNAS in archi-
tecture optimization under heterogeneous federated settings,
we compare it with PerFedRLNAS [18], a state-of-the-art
NAS-based personalized FL framework. The experiments are
carried out on the CIFAR-100 dataset using a Dirichlet distri-
bution with α = 0.1 to simulate severe statistical heterogene-
ity. Two search spaces from PerFedRLNAS [18] are evaluated:
MobileNetV3 [63] and ViT [64].

NAS Efficiency: Table II presents the test accuracy and
the resulting model size for each method. Our proposed
DPFNAS achieves the highest accuracy of 47.28%, out-
performing both PerFedRLNAS-MobileNetV3 (+6.82%) and
PerFedRLNAS-ViT (+1.16%). In particular, our proposed
DPFNAS produces these results with a model size of only
1.17 MB—approximately 9.7× smaller than MobileNetV3 and
46.2× smaller than ViT. This demonstrates that our proposed
lightweight block-based search space not only improves accu-
racy but also yields highly compact and deployment-friendly
models.

Communication Efficiency: Beyond accuracy and model
compactness, our proposed DPFNAS exhibits significant ad-
vantages in communication efficiency. As shown in Table III,
we measure the communication overhead required to reach
three accuracy thresholds (30%, 35%, and 40%).

Our proposed DPFNAS dramatically reduces the communi-
cation overhead across all target accuracy levels. For example,
to reach 30% accuracy, PerFedRLNAS-MobileNetV3 incurs
a communication cost of 21.08 MB per client, whereas the
proposed DPFNAS requires only 1.14 MB—a reduction by
a factor of over 18. Compared with PerFedRLNAS-ViT, the
improvement is even more significant: the proposed DPFNAS
lowers the communication overhead by approximately 94.8×
at the 30% target (108.08 MB vs. 1.14 MB), and achieves a
savings of more than 800 MB per client at the 40% target.

Insights: The superior performance of our proposed DPF-
NAS stems from the following three design advantages.
Firstly, the use of lightweight building blocks ensures com-
pact models that are better suited for low-resource clients.
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Secondly, its block-based modular search space simplifies
architecture exploration, enabling faster convergence and more
stable training. Thirdly, the decoupled representation-based
design minimizes the need for synchronization, making our
proposed DPFNAS more communication-efficient than cen-
tralized supernet-based NAS approaches like PerFedRLNAS.
Overall, these results confirm that our proposed DPFNAS
achieves a better trade-off among accuracy, model size, and
communication overhead in federated NAS settings.

3) Privacy Protection Effectiveness: In this section, we
evaluate the defense capability of the the proposed DPRBFT
against feature inversion attacks under varying privacy bud-
gets. We simulate a Feature Space Hijacking Attack (FSHA)
[58], where an adversarial server attempts to reconstruct input
samples from the intermediate feature representations shared
during training. The success of the attack is quantified using
Mean Squared Error (MSE), where a lower value indicates
more accurate reconstructions and thus greater privacy leak-
age.

Table IV presents qualitative and quantitative results in vary-
ing privacy budgets ϵ. Lower values of ϵ correspond to stronger
privacy guarantees, as indicated by higher reconstruction error
and reduced image clarity. Without any DP protection (i.e.,
ϵ = ∞), the reconstructed images exhibit almost perfect
fidelity to the original inputs (MSE = 0.02), clearly revealing
sensitive client data. When a moderate privacy budget of
ϵ = 50 is applied, the quality of the reconstruction deteriorates
visibly (MSE = 0.38) and critical visual details begin to
vanish. At a strict privacy budget of ϵ = 5.0 or below,
the reconstructions become highly distorted (MSE ≥ 0.67),
rendering them indistinguishable and effectively nullifying the
effort of the attacker.

These findings confirm that the proposed DPRBFT provides
a strong defense against feature-space inversion, especially
in representation-based FL settings where intermediate rep-
resentations are exchanged. The progressive degradation of
reconstruction quality with decreasing ϵ further validates the
controllability and effectiveness of our privacy-aware opti-
mization.

C. Ablation Study
1) Robustness of sample-level intermediate representa-

tions aggregation design: To evaluate the robustness of our
proposed sample-level intermediate representations aggrega-
tion method under system heterogeneity, we assign different
model families to clients, including CNNs [43], MobileNets
[63] , and ResNets [41]. This simulates a practical federated
environment where devices have diverse computational capa-
bilities and architectural preferences.

Table V reports the average precision between clients us-
ing each model family. Our proposed DPFNAS consistently
achieves the highest precision in all groups - 79. 29% for
CNNs, 73. 68% for MobileNets and 77. 84% for ResNets
- outperforming FlexiFed [59] and FedGH [27] by margins
of up to 3.36%. This indicates that the architecture search
strategy for our proposed DPFNAS can effectively tailor
models to diverse structural constraints, leading to robust and
generalizable performance across heterogeneous deployments.

TABLE IV: Reconstruction results under FSHA [58] at different
privacy budgets (ϵ).

ϵ MSE Training Samples

Original Pictures

Infinite 0.02

50.00 0.38

5.00 0.67

0.50 0.69

TABLE V: Accuracy comparison across different model families.

Method CNNs MobileNets ResNets

Local Training 74.83 ± 1.29 65.63 ± 0.58 74.48 ± 0.46
FlexiFed [59] 75.03 ± 1.32 64.56 ± 1.24 72.14 ± 1.58
FedGH [27] 75.53 ± 1.12 70.32 ± 1.35 76.81 ± 0.34
DPFNAS(no NAS) 79.29 ± 1.02 73.68 ± 1.08 77.84 ± 1.06

2) Flexibility of block-based search space and GA-based
architecture search mechanism: We further test the flexibility
of our proposed block-based search space and GA-based archi-
tecture search mechanism under different degrees of statistical
heterogeneity. Specifically, we simulate both high and low
non-IID settings using the CIFAR-100 dataset, controlling the
number of label categories and the sampling skew per client.

As shown in Fig. 5, our proposed PANAS consistently
achieves better and more stable convergence than competing
baselines in both settings. In the low non-IID case as shown
in Fig. 5b, the proposed PANAS outperforms others by up
to 5% and demonstrates early convergence starting from the
third communication round. In the high non-IID case as
shown in Fig. 5a, where client distributions are more disjoint,
the proposed PANAS maintains its superiority with about
3% improvement over FlexiFed [59] and FedGH [27], while
also exhibiting smooth and stable training curves without
divergence. These results confirm that our proposed DPFNAS
is resilient to client data imbalance and skewed distributions,
a key advantage in realistic federated deployments.

3) Effectivness of BO-based hyperparameter optimiza-
tion strategy: To assess the effectiveness of our proposed
BO-based hyperparameter optimization strategy in improving
model utility under different privacy guarantees, we compare
the full algorithm with a variant in which the hyperparameter
search component is removed. Specifically, both versions
adopt the same privacy-preserving training pipeline, but the
baseline variant uses fixed hyperparameter configurations man-
ually specified in prior work. These configurations include the
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(a) High Non-IID

(b) Low Non-IID

Fig. 5: Test accuracy under high and low non-IID data distributions.

TABLE VI: DP-SGD parameter configurations: five fixed hyperpa-
rameter baselines vs. BO-based hyperparameter optimization.

Config ηw σ C SR

Fixed Config A 0.0100 1.00 10.00 0.20
Fixed Config B 0.0100 1.00 1.00 0.20
Fixed Config C 0.0100 2.00 10.00 0.20
Fixed Config D 0.0100 1.00 10.00 0.02
Fixed Config E 0.0001 1.00 10.00 0.20
DPFNAS 0.0010 1.92 0.50 1.00

local learning rate (ηw), noise scale (σ), clipping tehreshold
(C), and batch size (B). The full hyperparameter settings for
the fixed-configuration variant are summarized in Table VI.

The full DP-SGD hyperparameter configurations used in our
experiments are summarized in Table VI. We evaluate five
baseline variants (Fixed Config A–E), each combining NAS
with manually specified hyperparameter settings commonly
used in prior works [65]. As a comparison, the proposed DPF-
NAS optimizes both the architecture and the hyperparameters
under a fixed privacy budget of ϵ = 5.0. The hyperparameter
search is conducted on a representative client using a held-
out validation set, and runs for 30 iterations to balance search
efficiency and computational cost.

To quantify the effectiveness, we evaluate model perfor-

Fig. 6: Accuracy under different privacy costs. DPFNAS achieves
consistently higher utility than manually tuned baselines across all
privacy levels.

mance under varying privacy budgets ϵ. Fig. 6 shows the com-
parison of the test accuracy of privacy-aware hyperparameter
optimization and the manual baselines across different privacy
levels.

From the Fig. 6, the proposed BO-based hyperparameter
optimization strategy consistently yields superior performance
across all tested values of ϵ. For instance, when ϵ = 1.0, it
improves accuracy by approximately 10% over the strongest
manually tuned baseline. Even under looser privacy constraints
(ϵ = 5.0), it still maintains a 6% accuracy advantage. These
improvements highlight the importance of jointly optimizing
DP parameters rather than relying on heuristic selection.

The observed improvements in test accuracy under pri-
vacy constraints are primarily attributed to the proposed BO-
based hyperparameter optimization strategy, which effectively
balances key factors such as learning rate, noise scale, and
gradient clipping. Guided by both theoretical insights and em-
pirical evidence, this optimization reduces the adverse effects
of noise injection while strictly preserving differential privacy
guarantees. These results confirm that jointly tuning privacy-
related hyperparameters is crucial for achieving superior model
utility in DP-SGD-based privacy-preserving training.

V. CONCLUSION

In this paper, we proposed DPFNAS, a novel privacy-
preserving and adaptive federated learning framework de-
signed for the heterogeneous and privacy-sensitive environ-
ments of 6G edge networks. To enhance architectural adapt-
ability across diverse client data distributions, we develop
PANAS, a flexible NAS algorithm that leverages a lightweight
block-based search space and combines Genetic Algorithms
with Bayesian Optimization for privacy-aware architecture
optimization. To address the privacy leakage risks in conven-
tional supernet-based FNAS, we further introduce DPRBFT, a
sample-level representation-based federated training strategy



13

that avoids direct parameter sharing by aggregating inter-
mediate features and incorporates personalized DP-SGD to
ensure differential privacy guarantee. We theoretically analyze
the convergence of our differentially private training process
and conduct extensive experiments on CIFAR-10 and CIFAR-
100. The experimental results demonstrate the effectiveness
of DPFNAS in balancing accuracy, communication efficiency,
and privacy. This work offers a promising direction for fu-
ture research on secure, efficient, and personalized federated
learning frameworks for next-generation intelligent network
systems.
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