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ABSTRACT

Neural speech synthesis techniques have enabled highly real-
istic speech deepfakes, posing major security risks. Speech
deepfake detection is challenging due to distribution shifts
across spoofing methods and variability in speakers, channels,
and recording conditions. We explore learning shared dis-
criminative features as a path to robust detection and propose
Information Bottleneck enhanced Confidence-Aware Adver-
sarial Network (IB-CAAN). Confidence-guided adversarial
alignment adaptively suppresses attack-specific artifacts with-
out erasing discriminative cues, while the information bot-
tleneck removes nuisance variability to preserve transferable
features. Experiments on ASVspoof 2019/2021, ASVspoof 5,
and In-the-Wild demonstrate that IB-CAAN consistently out-
performs baseline and achieves state-of-the-art performance
on many benchmarks.

Index Terms— Speech deepfake detection, Information
bottleneck, Adversarial alignment, Shared discriminative fea-
tures

1. INTRODUCTION

Recent advances in text-to-speech and voice conversion have
greatly improved the realism of synthetic speech. Such
speech deepfakes are increasingly indistinguishable from
natural speech, raising serious risks of fraud, disinformation,
and privacy violations. These concerns highlight the urgent
need for reliable detection methods [[1]].

Speech deepfake detection is an out-of-distribution gen-
eralization problem: detectors trained on limited spoofing
methods must generalize to unseen ones at deployment [2].
This mismatch across spoofing methods induces concept shift
(overfitting to attack-specific artifacts). In addition, covariate
shift arises from variability in speakers, codecs, and recording
conditions, further degrading performance [3]].

Existing strategies such as data augmentation [4], transfer
learning [5, 6], and representation optimization [7, 8] improve
robustness but often remain tied to attack-specific artifacts. A
promising but under-explored direction is to learn discrimina-
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tive cues shared across spoofing methods. This raises a nat-
ural question: do such shared discriminative features exist?
Fortunately, empirical evidence indicates that they do indeed.
For example, [9] demonstrates that different neural speech
synthesis methods share common artifacts that can be cap-
tured by Transformer-based networks. Similarly, [5] shows
that discriminative information within the 0.1-2.4 kHz band
generalizes across datasets, while high-frequency cues may
not transfer well. To leverage such cues, a common strategy
is domain-invariant representation learning (DIRL) [10], such
as domain adversarial training [11]. Yet in speech deepfake
detection, the concept of “domain” is more subtle: artifacts
function both as sources of domain shift and as critical dis-
criminative signals. Consequently, blindly enforcing align-
ment may suppress informative cues while preserving irrele-
vant variability, thereby undermining generalization.

To address this, we propose Information Bottleneck en-
hanced Confidence-Aware Adversarial Network (IB-CAAN).
CAAN leverages classifier confidence as an auxiliary adver-
sarial signal to adaptively suppress harmful attack-specific ar-
tifacts, while the IB encourages compression of irrelevant in-
put factors. Together, they guide the model to preserve cross-
attack discriminative cues and learn minimal sufficient repre-
sentations. Our contributions are summarized as follows:

1) We formalize speech deepfake detection as a dual dis-
tribution shift problem and propose to address it via attack-
invariant feature learning.

2) We propose IB-CAAN, a novel attack-invariant feature
learning framework for speech deepfake detection.

3) Experiments on ASVspoof 2019 LA [12], ASVspoof
2021 LA and DF [13]], ASVspoof 5 [14], and In-the-Wild [2]
demonstrate that IB-CAAN outperforms baseline and sur-
passes state-of-the-art systems on many benchmarks.

2. METHODS

2.1. Problem background

In real-world speech deepfake detection tasks, the training
phase typically relies on a limited dataset

Dy = {(xs,y:) }ie1s (@i, y5) ~ Pe(X,Y), (D
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Fig. 1. The training pipeline of the proposed IB-CAAN. During inference, only ®¢, g, and f,, are retained.

where X,Y denote the input and label random variables
with domains X,Y (Y = {0,1}), and P(X,Y") is joint
distribution. ~ However, the deployed model must work
in a much more complex testing environment with a dif-
ferent joint distribution P(X,Y’). This mismatch man-
ifests as two types of distribution shift: covariate shift
(Py(X) # Pe(X), e.g., non-overlapping speakers) and con-
cept shift (Py(Y|X) # Pe(Y|X), e.g., unseen spoofing
algorithms breaking the model’s learned decision rule).

Our goal is to learn a binary classifier o : X — ), that
minimizes the expected risk on the test distribution:

R(h) = ]E(ac,y)~Re(X,Y) [f(h(l‘), y)}v (2)
where £(-, -) denotes the 0-1 loss or a differentiable surrogate.
However, Empirical Risk Minimization (ERM) minimizes the
empirical risk on Dy, i.e, Re(h) = 137 0(h(z:), i),
which generally fails to ensure the optimality of R(h).

2.2. Method overview

To address these challenges, we propose IB-CAAN, as illus-
trated in Fig.[I} In our design, CAAN encourages the learning
of attack-invariant discriminative features, while the IB prin-
ciple compresses redundant information.

2.3. Information bottleneck

To mitigate covariate shift, we adopt the IB principle [[15]. It
seeks a latent representation Z of input X that compresses
irrelevant information while retaining maximal predictive in-
formation about label Y. The IB objective is formulated as:

min BI(X;Z) - I(Z;Y), 3)

where I(X; Z) denotes the mutual information between in-
put X and latent representation Z, and I(Z;Y") denotes the
mutual information between Z and output Y. 3 controls the
trade-off between compression and prediction. Since mu-
tual information in high-dimensional continuous spaces is in-
tractable to compute directly, optimizing Eq. (3)) is generally

infeasible. We follow the Variational Information Bottleneck
(VIB) [[L6] and optimize its variational upper bound:

BI(X;Z)—1(Z;Y) < BE s, [k’g (p(rz(i)x)”

- Ep(a:,ghz) [log Q(y | Z)L (€]

where r(z) and ¢(y | z) are variational approximations to
the true marginal p(z) and conditional p(y | z), respectively.
p(z | x) is the conditional distribution given by a encoder.
Since sampling directly from z ~ p(z | ) prevents backprop-
agation, we apply the reparameterization trick, which rewrites
the sampling process as a deterministic function of an auxil-
iary noise variable €, i.e., z = p(z)+o(z)0e, €~ N(0,I).
We assume r(z) = N(0,I). The encoder is parameterized
by a feature extractor ®y(-) and an VIB module g, (-) which
include an MLP encoder g, (-), and two linear projections
gy, () and g7 _(-). Thus, the conditional distribution is mod-
eledas p(z | z; go®) = N(p(z), diag(o(x)?)), with pu(z) =
6! (g5, (®o(2))), o(x) = g7, (g5, (®o(x))). Finally, we op-
timize the following training objective:

‘Cc + Bcz = Olnwui) Ezwp(z|:r:; go®),y [Lwce(fw<z)a y)}

+ Bmin B [KL(p(z | 2 g0 @) ()] )

Where f, is a binary classifier, Ly is weighted cross-
entropy loss, and the Kullback-Leibler (KL) divergence regu-
larizes the latent representation.

2.4. Confidence-aware adversarial Network

To alleviate concept shift, our goal is to enable the model
to learn generalizable discriminative features shared across
different spoofing algorithms. In domain generalization [LO],
this idea is formalized as DIRL. Let z, denote the latent
representation of spoofed speech obtained from the VIB en-
coder, i.e., zs ~ p(z | xs; g o @), x5 are spoofed samples.
And a main classifier f,(-) predicts the binary label (bonafide
or spoof), while a domain discriminator dg(-) distinguishes



spoof types. Following DANN [11]], we adopt an adversarial
objective between VIB module g, and discriminator d:

Lo+aly= %% Ezs,y[fwce (fw (ZS), y)

4+ aminmax E, ,Le(dy(zs),a), 6
o 5,@ ce( <15( ) ) ()

where L. is the same main classification objective as defined
in Eq. (§), L. is cross-entropy loss, and a is spoof type label.
The min—-max structure encourages the latent representation
zs to be invariant to spoof types. In practice, the maximiza-
tion over (6,1) is implemented via a gradient reversal layer
(GRL), which keeps the forward pass unchanged but multi-
plies a gradient by —\ during backward.

In the context of concept shift, the “domain” is induced
by spoof-specific artifacts that are correlated with the main
task. To analyze this, we decompose the speech feature as
X £ Xy ® X1 @ X,, where X, denotes task-irrelevant vari-
ations, X represents attack-invariant discriminative features,
and X captures attack-specific characteristics. However, al-
though standard DANN aims to suppress X5, it may inadver-
tently amplify X, thereby conflicting with the main task.

To address this issue, we propose the CAAN framework,
in which the discriminator receives as input both the latent
representations and the classifier’s confidence scores. Ac-
cordingly, the second term in Eq. (6) is reformulated as

aly =« rrgn Hel%px E., oL (d¢([zs, c(zs)}),a), 7

where ¢(z,) = 1/(1 + e~ /«(#:)) denotes main classifier
confidences, [-] denotes the concatenation operation. With
this design, when classifier confidence is high, £4 encour-
ages alignment that suppresses attack-specific artifacts; when
confidence is low, it instead reduces spurious alignment.

2.5. Training objective

Finally, we combine the IB with CAAN by jointly optimizing:
L= Ec"’ﬁ‘cz +O(Ld, (®

where L, is binary classification loss, £, is IB regularization
term, and L is adversarial loss. § and « are hyperparameters
that balance the loss terms.

3. EXPERIMENTS

3.1. Experimental setups

Datasets and metrics. To evaluate cross-dataset generaliza-
tion, we follow the official protocols of ASVspoof 2019 [12],
ASVspoof 2021 [13]], and ASVspoof 5 [14]. Two groups of
experiments are conducted: 1) Training on the ASVspoof
2019 LA training set (ASV19:Trn) and evaluating on eval
sets of ASVspoof 2019 LA (19LA), ASVspoof 2021 LA

(21LA) and ASVspoof 2021 DF (21DF); 2) Training on
the ASVspoof 5 training set (ASV5:Trn) and evaluating on
ASVspoof 5 Track 1 eval set (ASV5:T1). Additionally, we
perform evaluations on In-the-Wild (ITW) [2] under both
training protocols. We report performance using Equal Error
Rate (EER) [11]].

Implementation details. All audio samples used for
training and evaluation are cropped or zero-padded to ap-
proximately 4 seconds (64,600 samples). We adopt three
representative backbones, which are RawBMamba [17],
XLSR+Linear [5], and XLSR+MLP [18], with different
training setups. Specifically, RawBMamba uses batch size
32, learning rate 1 x 107°, weight decay 1 x 10~%, Adam
optimizer [[19] with 5; = 0.9, B2 = 0.98, and Noam sched-
uler [20]], while XLSR-based backbones use batch size 12,
learning rate 1 x 1075, weight decay 1 x 10=*, Adam op-
timizer with 81 = 0.9, 85 = 0.999, and no scheduler. For
the trade-off coefficients in training loss, we set (8, «) to
(0.001,1) for RawBMamba on ASV19:Trn, (0.001,0.5)
for XLSR-based backbones on ASV19:Trn, (0.001, 0.5) for
RawBMamba on ASV5:Trn, and (0.01, 0.5) for XLSR-based
backbones on ASV5:Trn. For the GRL coefficient \, we
follow [11] and adopt a schedule )\, = m -1,
which increases smoothly from O to 1. We consider both
settings with and without data augmentation. In the aug-
mentation setting, RawBoost [4] is applied to ASV19:Trn,
and MUSAN noise [21] together with RIR [22] are applied
to ASV5:Trn. Final results were obtained by averaging the
top-5 checkpoints from 30 training epoch

3.2. Comparison with baselines

To evaluate the effectiveness of IB-CAAN, we compare it
with ERM (baseline) using three backbones, as shown in Ta-
ble In in-domain evaluation (19LA), IB-CAAN achieves
comparable performance to ERM with RawBMamba and
XLSR+Linear, while with XLSR+MLP it reduces the EER
from 0.80% to 0.40%, achieving a 50% relative improve-
ment. In out-of-domain evaluations (21LA, 21DF, ASV5:T1,
and ITW), IB-CAAN consistently outperforms ERM, e.g.,
on ASV5:T1, IB-CAAN with XLSR+MLP reduces the EER
from 8.79% to 5.98%, while on ITW it lowers the EER from
10.74% to 4.93%, showing consistent gains in cross-dataset
evaluations. Notably, the gains are particularly large with
XLSR-based backbones, which we attribute to the Trans-
former networks being more effective in capturing cross-
attack discriminative cues, consistent with prior findings [9]].

3.3. Comparison with state-of-the-art single systems

As shown in Table@ without data augmentation, XLSR+MLP
(IB-CAAN) significantly outperforms XLSR+AASIST under
the same setting, achieving the lowest EER of 4.93% on ITW.

!Code available at https: //github.com/763021701/IB~CAAN
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Table 1. Comparison with baselines in EER (%). The results are reported as the format of best /mean across 3 runs.

Train on ASV19:Trn

Train on ASV5:Trn

Dy fo  Algorithm
19LA 21LA 21DF ITW ASV5:Dev  ASV5:T1 ITW

RawBMamba Lin ERM  1.78/1.91 522/546 19.42/20.09 42.18/42.62 20.55/21.80 31.19/32.77 30.77/35.17
awbilamba - LINCAr 1p CAAN 1.71/224 5.01/5.43 19.43/19.90 24.60/27.85 17.96/18.52 30.59/31.01 21.22/24.46
XLSR  Linear ERM 0537057 489/670 441/561 1015/1413 033/043  8.17/838 17.34/19.22
IB-CAAN 0.37/0.58 4.66/5.06 3.28/3.51 554/599 0.18/026 626/631 8.51/13.48
XLSR vip ERM  0.56/0.80 5.16/755 6.12/740 9.41/1074 041/053  685/8.79 17.15/18.99
IB-CAAN 0.24/0.40 4.00/4.69 3.50/3.75 4.61/493  0.09/0.12 596/598 8.11/11.62

Table 2. Results of comparison with state-of-the-art single
systems on 19LA, 21LA, 21DF, and ITW in EER (%). Best
results are in bold, and second-best results are underlined.

System 19LA 21LA 21DF ITW
2022 XLSR+AASIST [23] - 6.15 17.70 -

2022 XLSR+AASIST* [24] 022 0.82 285 1048
2024 OCKD* [24] 039 090 227 7.68
2025 XLSR+MoE* [25]] - 296 254 9.17
2024 XLSR+SLS* [26] - 388 2.09 8.87
2025 LSR+LSA* [27]] 015 119 243 592
2025 XLSR+Mamba* 28] - 093 188 6.71
2025 XLSR+Nes2Net-X* [29] - 200 178 6.60
XLSR+MLP (IB-CAAN) 040 469 375 493
XLSR+MLP (IB-CAAN)* 031 221 1.64 5.65

* with Rawboost augmentation.

With data augmentation, the EER further decreases to 1.64%
on 21DF, achieving the best performance, and our system still
obtains the lowest EER on ITW with 5.65%. On 21LA, the
2.21% EER is comparable to recent advanced XLSR-based
systems such as XLSR+MoE and XLSR+Nes2Net-X. For
ASVspoof5 (Table , RawBMamba (IB-CAAN) achieves
27.77% EER under the closed condition, falling short of
the best-performing submission at 23.63%, while remaining
competitive compared to other strong systems. In contrast,
under the open condition, XLSR+MLP (IB-CAAN) achieves
4.67% EER, establishing a new state of the art.

3.4. Ablation studies

Table [] presents the results of ablation experiments. Re-
moving the IB module leads to a large degradation, with the
average EER rising from 3.95% to 13.92%, showing that IB
plays a key role in suppressing irrelevant variations. Exclud-
ing CAAN also worsens performance, especially on ITW
and ASV5:T1. Removing confidence guidance (IB-DANN)
improves performance on 21LA but causes clear degradation
on other datasets. The complete IB-CAAN achieves the best
overall (average) performance, demonstrating that IB and
CAAN are complementary for improving generalization.

Table 3. Results of comparison with state-of-the-art single
systems on ASV5:T1 in EER (%). Best results are in bold.

Condition System EER
2024 TO6 [14] 28.41

2024 T19 [14] 24.59

Closed 2024 T48 [14] 23.63
RawBMamba (IB-CAAN) 31.01
RawBMamba (IB-CAAN)* 27.77

2022 XLSR+AASIST* [29] 6.08

2024 T19 [14] 6.06

2024 T17 [14] 5.99

Open 2025 XLSR+Nes2Net-X* [29] 5.92
2024 T31 [14] 5.56
XLSR+MLP (IB-CAAN) 5.98
XLSR+MLP (IB-CAAN)* 4.67

* with Musan and RIR augmentations.

Table 4. Results of ablation experiments. Best results are in
bold, and second-best results are underlined.

Configuration 19LA 21LA 21DF ITW ASVS5:T1 AVG

IB-CAAN 040 4.69 375 4.93 5.98 3.95
w/o IB 1.07 1033 1829 2340 1650 13.92
w/o CAAN 0.57 547 445 8.8 9.21 5.56

IB-DANN 1.03 4.00 472 1026  6.64 5.33

4. CONCLUSIONS

In this work, we introduced IB-CAAN for speech deepfake
detection. IB-CAAN compresses nuisance variability and
suppresses attack-specific artifacts, which facilitates learning
transferable discriminative features and improves general-
ization. Experiments on ASVspoof 2019/2021, ASVspoof
5, and In-the-Wild datasets demonstrate that IB-CAAN con-
sistently outperforms the ERM baseline and achieves the
best performance on many benchmarks. In future work, we
will further investigate attack-invariant discriminative feature
learning for speech deepfake detection.
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