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Abstract

The memorization of training data by neural networks raises pressing concerns for privacy and security. Recent
work has shown that, under certain conditions, portions of the training set can be reconstructed directly from model
parameters. Some of these methods exploit implicit bias toward margin maximization, suggesting that properties
often regarded as beneficial for generalization may actually compromise privacy. Yet despite striking empirical
demonstrations, the reliability of these attacks remains poorly understood and lacks a solid theoretical foundation.
In this work, we take a complementary perspective: rather than designing stronger attacks, we analyze the inherent
weaknesses and limitations of existing reconstruction methods and identify conditions under which they fail. We
rigorously prove that, without incorporating prior knowledge about the data, there exist infinitely many alternative
solutions that may lie arbitrarily far from the true training set, rendering reconstruction fundamentally unreliable.
Empirically, we further demonstrate that exact duplication of training examples occurs only by chance. Our results
refine the theoretical understanding of when training set leakage is possible and offer new insights into mitigating
reconstruction attacks. Remarkably, we demonstrate that networks trained more extensively, and therefore satisfying
implicit bias conditions more strongly — are, in fact, less susceptible to reconstruction attacks, reconciling privacy with
the need for strong generalization in this setting.

1 Introduction

Neural networks have achieved remarkable success across a wide variety of tasks, but their use raises fundamental
concerns of privacy [1, 26, 13, 29, 3]. Recent work has demonstrated that portions of the training data can be
reconstructed directly from the parameters of a trained model, even without access to gradients or queries [15, 5, 21].
Unlike some of the previous methods that produced generic reconstructions resembling class prototypes or averages
[7, 6], the new techniques generate highly accurate and specific reproductions of the original training data. Such
reconstruction attacks highlight the risk that sensitive or private information may leak from models, undermining their
safe deployment in practice.

Despite the alarming success of these attacks, our theoretical understanding of them remains limited. In particular,
the attack introduced in [15], along with some subsequent work inspired by it, such as [5], builds on results concerning
the implicit bias of gradient-based optimization in training homogeneous networks [22, 19].

Intuitively, when optimization succeeds under certain assumptions, such networks trained using standard techniques
do not merely converge to any solution that fits the training set; instead, they converge to specific solutions that satisfy
additional constraints. Building on this observation, Haim et al. [15] constructs an objective function that is minimized
when these constraints are satisfied and carries out their attack by optimizing it. Nevertheless, despite its theoretical
foundations, our understanding of the conditions under which the attack succeeds remains rudimentary, as rigorous
analyses of this setting are scarce.

Recently, Smorodinsky et al. [27] provided rigorous guarantees on the efficacy of such a reconstruction attack.
However, these guarantees rely on restrictive assumptions, such as a univariate data distribution, which may limit their
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practical applicability. This leaves open many fundamental questions and motivates several follow-up directions aimed
at establishing clear conditions under which such attacks can either be provably effective or provably mitigated. A
central question that arises is:

To what extent do the constraints imposed by the implicit bias of trained neural networks leak information
about the training data?

In this paper, we address the above question by rigorously studying properties of the objective function used to fuel
the reconstruction attack introduced by Haim et al. [15]. We propose a method that, given the original training data,
enables the construction of multiple other global minima for the objective function used in the attack. Additionally, we
demonstrate that under certain conditions, these global minima are ubiquitous, and that solutions to this optimization
problem exist that are substantially different from the original training data.! Moreover, we show that the closer the
network is to a solution, the harder it becomes to successfully execute such attacks, perhaps contrary to previous
common wisdom. Lastly, we empirically demonstrate that if an attacker initializes the attack far from the true training
data, the reconstruction obtained contains instances that are significantly farther away from the training data as well.
This highlights that additional prior knowledge (as was used by Haim et al. [15]) is crucial for conducting successful
reconstruction attacks in this setting, and that the constraints imposed by the implicit bias alone do not necessarily leak
information about the training data.

The rest of this paper is structured as follows: After specifying our contributions in detail below, we turn to discuss
additional related work. In Section 2, we present the required background and notation used throughout this paper. In
Section 3 we theoretically study the set of feasible solutions to the objective function used in implicit-bias-driven privacy
attacks, and in Section 4 we empirically validate and support our theoretical findings. Lastly, Section 5 summarizes our
contributions, and discusses potential limitations and future work directions.

Our contribution. We prove that the attack presented by Haim et al. [15] has inherent limitations. In particular, we
demonstrate that prior knowledge about the data domain is necessary to accurately recover the true training examples,
and we empirically show several scenarios in which these attacks fail. More specifically:

* In Subsection 3.1, we demonstrate that in the reconstruction attack devised by Haim et al. [15], there are numerous
potential candidate training sets that seem indistinguishable from each other. We provide simple, constructive
techniques for generating alternative candidates, either by merging two data instances into one (Lemma 2) or by
splitting a single instance into two (Lemma 3). Moreover, we demonstrate that under the assumption that the
training data does not span the entire domain, there exist infinitely many such alternative training sets whose
distance from the true training set can be arbitrarily large (Theorem 4). Lastly, we relax this assumption, assuming
the training data only approximately lies on a linear subspace, and we further analyze how far a point can be split
(Theorem 5).

* In Subsection 3.2, we consider the more realistic setting in which the trained model only approximately satisfies
the implicit bias constraints, and present merging and splitting techniques analogous to those mentioned in the
previous bullet point (Lemmas 6 and 7). We then assume that the attacker has limited knowledge regarding the
proximity to an implicit bias solution and analyze the extent to which individual points can be split (Theorem 8).
Finally, we demonstrate that even if the attacker possesses additional information about the training procedure,
under the assumptions of structured data and a well-trained model, it remains possible to split the points in a way
that preserves data confidentiality (Theorem 9).

¢ In Section 4, we complement our theoretical results with experiments that support our findings. Specifically, we
model the attacker’s prior as knowledge of the data domain boundaries, incorporated into the reconstruction attack
through the attacker’s initialization. We demonstrate, on both synthetic data and CIFAR, that as the attacker’s
prior weakens, the effectiveness of the attack decreases accordingly, with convergence to solutions far from the
true training set, as predicted by our theory.

It is noteworthy that this result answers a question which was raised in Haim et al. [15]: “On the theoretical side, it is not entirely clear why our
optimization problem in Equation 5 converges to actual training samples, even though there is no guarantee that the solution is unique, especially
when using no prior.” — solutions are ubiquitous rather than unique, and in the absence of prior knowledge, the attack fails.



Additional related work

Reconstruction-based privacy attacks. An emerging line of work studies the possibility of extracting training data
directly from trained models, raising serious privacy concerns. Such reconstruction attempts have been demonstrated
across a range of settings, including large generative models [6, 7, 23], diffusion models and diffusion architectures
[28, 8], and federated learning [34, 16, 17, 14, 18, 32] scenarios. Several studies, most notably [15, 4], have proposed
optimization-based strategies that leverage the implicit bias of neural networks to recover examples from the original
training data. Their approach frames data recovery as minimizing a suitably defined objective whose solution can align
with portions of the true training set.

A complementary line of work, exemplified by Loo et al. [21], studies attacks on fine-tuned models to reconstruct
downstream private training data, in contrast to the setting of Haim et al. [15], which we also examine in this paper. This
scenario is particularly important, given the widespread use of fine-tuning on public models (e.g., LLaMA, DeepSeek,
Mistral). Nonetheless, the theoretical guarantees presented by Loo et al. [21] are established under simplified and
somewhat unrealistic settings that do not fully capture practical conditions, as the underlying proof assumes a particular
infinite-width network model and data that lie exactly on the unit hypersphere.

A different perspective investigates the reliability of reconstruction attacks. The study in [26] empirically finds that
reconstruction is highly sensitive to initialization, which can result in the generation of plausible samples not present in
the original training data. This ambiguity makes it difficult for an adversary to verify whether a recovered image is
an actual training sample. While their empirical findings are similar to ours, our work provides rigorous theoretical
guarantees that underpin this phenomenon, whereas their study remains purely empirical.

Differential Privacy. The current “golden standard” for privacy is the differential privacy framework Dwork et al.
[11], Dwork and Roth [10]. Intuitively, differential privacy quantifies how much a model’s output can change when a
single data instance is modified, thereby providing a worst-case guarantee over all neighboring datasets. The smaller this
change, the stronger the privacy guarantee. In practice, mechanisms enforce differential privacy by injecting carefully
calibrated noise into data, queries, or training procedures [11, 1]. The composition and accounting results quantify the
cumulative privacy loss [20, 2]. These guarantees often come with utility trade-offs, which are studied in both ERM
and deep learning [9]. Unlike differential privacy, our approach does not rely on noise injection. Instead, we seek to
better understand the underlying causes of implicit-bias-driven privacy vulnerabilities, so that they can be circumvented
when possible.

2 Preliminaries, background and notation

Notation and terminology. We consider binary classification with data (x,y) € R? x {—1,1} and training set
{(xs,9:)}7=. Let ®(6;-) : R — R be a neural network with parameters § € R*. Write [z], := max(0,z). A

homogeneous 2-layer ReLU network is ®(0,x) = Z?:l vj [WJ-TX + bj]+ , where 8 = (w;, v;, bj)?zl. The unit
sphere is S = {x € R? : ||x|| = 1}. Let d(x;,X2) denote the distance between vectors (Euclidean by default),
and for sets A, B define d(A, B) :== minge 4 pep d(a, b). For x € R, its activation pattern is the binary vector whose

<W.7 Xx)+b;

j-th entry indicates whether neuron j is active on x. For neuron (w;, b;) and point x, set D;(x) := o the
J

signed distance to the hyperplane (w;,x) + b; = 0.

Preliminaries. The following well-established result, which has recently attracted significant attention, shows that
homogeneous neural networks trained with logistic or exponential loss exhibit an implicit bias: they converge in
direction to the solution of a max-margin problem. This implicit bias is the key phenomenon underlying the attacks we
study in this paper.

Theorem 1 (paraphrased version of Lyu and Li [22], Ji and Telgarsky [19]). Let ®(0;x) be a normalized homogeneous*

ReLU neural network. Consider minimizing the logistic (z — log(1 4+ e~%)) or the exponential (z — e~ %) loss using
gradient flow (which is a continuous time analog of gradient descent) over a binary classification set {(x;,y;) 1y C

2A network ®(8; x) is called homogeneous if there exists ¢ > 0 such that for every b > 0, @ and x, it holds that ®(b - 8; x) = b°®(0;x) [].



R? x {—1,1}. Assume that there is a time to where L(0(tg)) < % Then, gradient flow converges in direction® to a
first order stationary point (KKT point [30]) of the following maximum-margin problem:

1
mein§||9H2 s.t Vi € [n] y;®(0;%x;) > 1.

A KKT point of Equation 1 is characterized by the following set of conditions:

0= Z AiVe [y:® (0;%;)] (stationarity) )
i=1

¥ ® (0;%;) > 1,Vi € [n] (primal feasibility) )

Ai >0,V € [n] (dual feasibility) 3)

A =0if y; @ (0;%x;) # 1,Vi € [n] (complementary slackness) )

Utilizing the above result, Haim et al. [15] devised the following reconstruction attack, demonstrating that one can
reconstruct a substantial subset of the training data from a deployed model.

The core of the method is a minimization problem. It simultaneously adjusts the candidate training data X’ and
their associated Lagrange multipliers A to minimize a composite loss function. This loss function is designed to enforce
several of the KKT conditions that characterize an optimal solution for the classifier. The objective function is given
explicitly by

+> max{=X;, 0} +Lprior(X'). (5)
i=1

0= XiVolyi®(0; )]

i=1

X' =arg min
{Xi,x},i€[n]}

Lgtationary Ly

The stationary loss in Equation 5 penalizes deviations from the KKT stationary condition (Equation 1), where the
non-negativity loss enforces the non-negativity constraint on the multipliers \;, as required by Equation 3, and Lyyior
represents some prior knowledge we might have about the dataset. Lastly, note that the margin’s value, as defined by the
primal feasibility condition in Equation 2 at a KKT point, is normalized [22] and thus equals 1. However, in practice,
the margin width v(@) may take on a different scale, which, for later use, we denote by v(8) = p > 0.* We remark that
this method aims to reconstruct training data instances that are on the margin (namely, instances whose prediction value
is p or —p), since otherwise, by Equation 4, they do not factor in the constructed objective.

Although incorporating prior knowledge as an additional loss term to Lxk is a common technique, we deliberately
exclude it from our analysis. Our rationale is that such priors are often heuristic and highly context-specific, rather
than fundamental to the reconstruction method in Equation 5. Including a prior would confound the evaluation of the
method’s performance, as success would become dependent on the specificity of the external knowledge, making it
difficult to disentangle the contribution of the mathematical constraints imposed by Equations 1-4.

3 Implicit-bias-based reconstruction attacks

In this section, we theoretically study the reconstruction attack introduced by Haim et al. [15]. We begin by formally
defining our framework and the required definitions, which differ slightly from those in the practical setting studied in
their seminal work.

Framework. An attacker, motivated to reconstruct the training set S, is given a full access to the neural network
(binary classifier) architecture ®(8;-), as well as complete knowledge of the weights 6. However, the attacker has no

3We say that gradient flow converges in direction to 6 if limy— 00 ||SE§; T = ﬁ.
“The margin v(8) scales linearly with ||6]|S, where c is the order of homogeneity, namely () := Wéﬁl .
2

SMany of our results can still hold, or be extended, with only partial access to the network’s weights. For clarity and simplicity, however, we
assume full access in this work.



knowledge of the training samples X = (x1,...,X,) or the quantity n. In addition, we first assume no knowledge
of the margin scale v(6) = p in the following subsection, and in Subsection 3.2 we relax this assumption. With
this information, the attacker then optimizes the objective in Equation 5 to reconstruct the training set, yielding
X' = (X],...,%X)).

We begin by defining the KKT loss, which is used to assess the feasibility of a reconstructed set. As mentioned in

the previous section, this definition omits the prior term.

Definition 1 (KKT-loss). The KKT-loss is defined as,
Lk (X1, -5 X1, Aty - -+, A1) = 71 Lstationary (X1, - - -, X1) + 2 La (A1, -, A1), (6)
where 7y1,v2 > 0 denote hyperparameters controlling the optimization process.

Remark 1. Note that I, the number of data samples in Definition 1, does not necessarily equal n. This is justified, as
by assumption, the attacker does not know the number of training samples n. Additionally, we do not incorporate the
constraints in Equation 2 and Equation 4 into the definition of Lk, as these were also not used in Haim et al. [15].

Following the definition of our loss function, we specify the corresponding set of examples that satisfy the conditions
of Theorem 1, which the minimization of the objective in Equation 6 aims to find.

Definition 2 (KKT set). Let ®(0;-) be a binary classification network with weights 6 that has converged to a KKT
point (satisfying Equations 1-4). A set of inputs S = {x1,...,x;} is called a KKT set if there exist nonnegative
multipliers A1, ..., \; > 0 such that Lxxr(S, A1, ..., ) =0.

Clearly, the original training set .S is a KKT set by assumption.

3.1 Convergence to an exact KKT point

‘We now show that, perhaps surprisingly, once the prior component is removed from Equation 5, the objective LxkT
admits infinitely many global minima. Moreover, certain minima lead to reconstructed samples that differ substantially
from the original training set, as measured by the minimal Euclidean distance between neighboring instances. Conse-
quently, the reconstruction attack cannot reliably distinguish the actual training set from these alternative KKT sets.
Remarkably, we further show that the distance between such minima and the original training set can be unbounded.

To this end, we present a constructive method for generating new KKT sets from a given one. This method relies
on two key lemmas that underpin the construction, after which we demonstrate how they can be applied to generate a
broad family of KKT sets explicitly.

The proofs of lemmas and theorems in this subsection are relegated to Appendix A.

Lemma 2 (Merge). Let S be a KKT set and let x1,%X5 € S be two points with identical labels and activation patterns,
and with coefficients A1, Ao > 0. Then, there exists o € (0,1) such that the set S .= (S\ {x1,x2}) U{x15} isalsoa
KKT set, where x1 5 = ax1 + (1 — a@)xa.

Lemma 3 (Split). Let S be a KKT set and let x1 € S be a point with coefficient Ay > 0. Then, for all o, 8 > 0 and for
all v € RY such that z; = x1 + av and zo = x1 — Bv have the same activation pattern and classification as x1, the
set 8" == (S\ {x1}) U{z1,22} is a KKT set.

The above lemmas offer a constructive approach for discovering new global minima of the objective in Equation 6.
While the former allows merging two points to create a new KKT set, the latter enables splitting a single point into two.
A more visual illustration of this concept can be found in Figure 1.

While these technical results provide means to explore the loss surface of the objective in Equation 6, they do not
provide a quantifiable assessment of the extent to which KKT sets can be manipulated by merging and splitting. While
merging imposes few constraints, it provides more limited alterations to the dataset. In contrast, splitting allows flexible
alterations, but further requires that the new points must have the activation pattern and classification of the original
point from which they are derived, which may constrain their distance from it. Conveniently, under the assumption that
the set of training examples does not span the entire data domain, we can show that this distance is unbounded.



Theorem 4. Let S = {xy,...,%,} C R? be the training set, and let ®(0;x) a 2-layer neural network that was trained
on S and reached a KKT point. If span{xy,...,x,} C RY, then for all v > 0, there exists a KKT set S,. such that
d(S, S,.) > r. Moreover, all points in S, are on the margin. That is, |9(0;x,.)| = p for all x,. € S,..

Interestingly, the above theorem implies that the KKT sets that we construct provide a twofold defense: not only are
they global minima of the KKT loss, but all points in these sets also lie on the margin. Consequently, even if the margin
value p is leaked, the attacker cannot use it to distinguish the actual training set from an arbitrary KKT set.

We stress that, due to Equations 1 and 4, the above theorem pertains only to points on the margin. Thus, as with all
other results in this subsection, it continues to hold even if arbitrarily many non-margin points are added to .S. However,
for the sake of simplicity, we assume here that all points in .S are on the margin.

The assumption that the training examples do not span the entire data domain can be justified by certain real-world
datasets, which concentrate on low-dimensional structures or even unions of subspaces within the entire domain, a
property commonly exploited in practice [12]. For example, this is evident in the MNIST dataset, where most images
consist primarily of black pixels. Still, in many cases, the data manifold is not a proper subspace of the domain, but
instead can be closely approximated by such a subspace. To provide meaningful guarantees in such cases, we present
the following theorem.

Theorem 5. Let S = {x1,...,%,} C R? be a KKT set, let (0;x) be a 2-layer, width-k neural network that was
trained on S and reached a KKT point, and suppose that v > 0 and v € R? satisfy (v,x;) < ~ for all i. Then, for all
x; € S and any «, B not exceeding
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S" = (S\{x1}) U{x; + av,x; — fv} is a KKT set.
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away from x; (larger values of « and 5 may also be admissible). Note that d < n, since otherwise one could find a
vector v orthogonal to all data points, giving v = 0 and reducing the setting to the assumptions of Theorem 4. We
stress that smaller values of « allow points to be split farther — a situation that arises, for example, when the data
manifold approximately lies on a linear subspace of the domain. Moreover, we prove that v < ¢4, where o is the
smallest singular value of the data matrix S written as a column matrix S = (x1,...,x,,) (see Appendix C for further
discussion). Geometrically, this means that the minimal splitting distance is controlled by the “thinnest” direction

In words, the theorem implies that each point x; can be split into two points, each at least min ;¢

T
—— Decision boundary 1
—— Decision boundary 2
’/' == Line of possible samples
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—— Decision boundary 1

—— Decision boundary 2

== Line of possible samples
|
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(a) Example of Lemma 2. The green point on the dotted line (b) Example of Lemma 3. The blue point can be split into two
can replace the two points at its edges. points along the dotted line.

Figure 1: Illustration of Lemmas 2 and 3 which demonstrate how splitting and merging can allow us to constructively
explore the solution space of the attacker’s optimization problem, presented in Definition 1. An instance can be split
into two instances along a valid direction (Subfigure 1a) or, conversely, two instances can be combined into a single
representative instance (Subfigure 1b). Note that the instances obtained through splitting or merging preserve the same
activation pattern as the original instance(s).



of the data cloud: the smaller the smallest singular value, the more freedom there is to alter points along directions
perpendicular to those where the data is nearly flat.

3.2 Analysis beyond the idealized setting: approximate KKT points

In the previous subsection, we assumed that the model converged to a KKT point. Since, in practice, a trained network
may only approximate such a stationary point rather than precisely attain it, this subsection provides a more natural yet
analytically tractable foundation for studying the associated privacy risks. To that end, we will shortly formulate the
following relaxation of the KKT condition.

Definition 3 ((¢, §)-KKT - paraphrased from Lyu and Li [22], Ji and Telgarsky [19]).
0 satisfies (¢, 6)-KKT if the following holds:

a) [16 =322, AiyiVe®(0;xi)[|2 < &. b) Vi, y;®(6;%;) = p > 0.

Following the above definition, the following is a natural generalization of a KKT set.

Definition 4 ((¢, §)-KKT sets). Ler ®(0;x) be a homogeneous neural network, and let S = {x1,...,X,}. We say that
S'is an (,6)-KKT set if there exist nonnegative A1, ..., Ay, such that 6 is (¢, )-KKT.

We note that optimizing the objective in Condition a) to accuracy ¢ produces (e, §)-KKT sets for some § > 0. For
brevity, when 4 is irrelevant, we simply refer to these as e-KKT sets. This convention aligns with the setting in Haim
et al. [15], who similarly disregard the § term, since it is not used in their attack.

The following are extensions of the merging and splitting lemmas from the previous subsection.

Lemma 6 (Approximate-KKT merge). Let S be an e-KKT set and let x1,Xo € S be a point with coefficients A1, Ao > 0.
Then, there exists o € (0, 1) such that the set S’ = (S \ {x1,x2}) U {ax1 + (1 — a)xz} is also an £-KKT set.

Lemma 7 (Approximate-KKT split). Let S be an -KKT set and let x1 € S be a point with coefficient Ay > 0.
Consider the two points: z, = X1 + av and zo = X1 — fv where a,, 8 > 0 and v € R< such that 71, Zo have the same
activation pattern and classification as x1. Then, the set S’ = (S \ {x1}) U {z1,22} is also an e-KKT set.

In the following two subsections, we examine the budget for splitting data points in the almost KKT setting. Each
subsection assumes full knowledge of ¢ but considers a different level of knowledge the attacker has about 4.
The proofs of lemmas and theorems are relegated to Appendix B.

3.2.1 The attacker possesses no information about §

As a starting point, we first assume in this subsection that the attacker has no information about §. In such a case,
Lemma 7 can still be used as long as the new points are in the same activation pattern as the original point.
The following theorem provides a minimal guarantee on the budget for splitting a data point in this setting.

Theorem 8. Let S = {xi,...,x,} C R be an c-KKT set for some € > 0, let ®(0;x) be a 2-layer, width-k neural
network that was trained on S and reached an (e, §)-KKT point, and suppose that v > 0 and v € R9 satisfy (v,x;) <~y
for alli. Then, for all x; € S and any «, 3 not exceeding

|D; (1) || w]]
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such that z, = x; + av and zo = x; — BV have the same classification as x;, 8" = (S\ {x;}) U {z1,22} is an
e-KKT set.

M. Furthermore, if ¢ — 0, then both «

Note that when v = 0, the above equation simplifies to min ¢z
and 8 become unbounded, consistent with the analogous case in Theorem 5.



3.2.2 The attacker has an upper bound on ¢

In the previous subsection, we assumed, as an initial test case, that the attacker cannot know §. This assumption,
however, is brittle: in practice, some information about § may leak, or the attacker may be able to deduce an upper
bound on its value from the training dynamics.® Because our splitting technique can degrade the value of d, this upper
bound introduces an additional constraint: we cannot split the training set beyond the attacker’s bound, which limits the
allowable budget for altering training instances. The following theorem establishes a lower bound on the permissible
amount of change in this scenario.

Theorem 9. Let S = {x;,...,%,} C R? be an (,5)-KKT set for some £,6 > 0, and let ®(0;x) be a 2-layer; width-k
neural network that was trained on S and reached an (&, )-KKT point. Suppose that v > 0 and v € R? satisfy
(v,x;) <~ forall i, and consider the dataset 8" = (S \ {x1}) U {x; + aqv,x; — Biv} for a and (3 not exceeding
Equation 7. Then, if A6 < p, S" is an (g,0 + Ad)-KKT set, where

AS = Mo+ B1) Y [vj] (5 +lvg Y Ai) :
=1

JjeJ

When « = 0, the expression simplifies to § + e\ (o + 1) Z?:l |vj|. Thus, although § deteriorates with increased
splitting, the effectiveness of the reconstruction attack diminishes as  decreases and the network approaches a KKT
point, indicating that for well-trained networks on structured data, such attacks become unreliable.

4 Experiments

In this section, we present experiments that complement our theoretical analysis. Our theory demonstrates that the
objective in Equation 6 admits ubiquitous global minima under certain conditions. However, this alone does not rule out
the possibility that the attack converges to the true training set. To investigate this, we empirically test whether training-
set leakage can occur without prior knowledge. Specifically, we model the attacker’s prior knowledge as awareness
of the data domain boundaries, which we incorporate into the attack by modifying its initialization distribution. For
example, when the data domain consists of natural images, this corresponds to prior knowledge that the training set
must lie within the range of valid pixel values [0, 1]%. Consequently, an attacker with this prior will initialize the attack
only with values that respect this constraint. This type of prior was also used by Haim et al. [15], who employed both
a correctly scaled initialization and a penalty in the optimization objective to ensure solutions remained within the
domain of natural images.

No leakage without prior. We generated 500 synthetic training samples (250 per class) uniformly on the unit sphere
S™3 c R4, and labeled them according to the sign of the first coordinate. We then trained a 2-layer width 1,000
ReLU network on this data for S00K epochs, achieving a final training loss of 10~7. To assess reconstructability, we
initialize the candidate reconstructions x; on spheres with varying radii centered at the origin (each corresponding
to different levels of prior available to the attacker). For each setting, we record the average distance of the 5 best
reconstructions to the actual training set across multiple runs.

Although all runs achieve similar KKT objective values (ranging from 330 to 332), they yield markedly different
reconstruction qualities, revealing a strong dependence on initialization and convergence to distinct minima. In the
absence of prior information, near-optimal solutions thus do not reliably recover the original samples. Figure 2a depicts
the distribution of the average distance between the training set and the best five reconstruction attempts. It demonstrates
that the reconstruction error increases as the assumed radius deviates from the true domain of the data. Consequently,
successful reconstruction appears to strongly depend on prior knowledge of the data domain.

Beyond the theoretical framework. We trained the same 3-layer architecture on CIFAR as was done by Haim et al.
[15], after shifting all training samples by various magnitudes, corresponding to different levels of prior information

SFor instance, a large value of § may indicate that the training process terminated prematurely, leading to poor performance.



available to the attacker.” To reconstruct the training set, we minimized the objective in Equation 6, without incorporating
any additional regularization.

As shown in Figure 2b, the results quickly deteriorate as the attacker’s prior weakens. Moreover, the reconstruc-
tions clearly resemble averages of multiple training instances, indicating that the minimum reached by the attack’s
optimization procedure is in fact an interpolation of several training examples, as predicted by our theory.

Similarly to the previous synthetic case, our experiments demonstrate that prior knowledge is crucial for reconstruc-
tion attacks to succeed, and that the KKT constraints in Equations 1-4 themselves do not necessarily leak information
about the training set in the absence of prior knowledge. Moreover, even if knowledge of the data domain is leaked,
shifting the training data by a secret bias effectively mitigates privacy risks.

Bias 0, Average distance of 5 best reconstructions

@
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@
S
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I
&
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1 3 5 10
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(a) A comparison of the reconstruction results

based on initializations with different radii, for (b) Reconstructed CIFAR images (odd columns) and their nearest neighbors
a network that was trained with data sampled from the training set (even columns). In the top image, all training data pixels
from the unit sphere, and measured by the av- were shifted by 0.5, and in the bottom image by 5. We trained a model on the
erage Euclidean distance of the 5 best recon- shifted data until it reached an almost-KKT point, without any regularization.
structions. The radius increases as the prior The experiment demonstrates that as the data is shifted further, corresponding to
knowledge available to the attacker weakens, a weaker prior available to the attacker, the effectiveness of the attack diminishes
significantly degrading the quality of the re- rapidly. While the top reconstruction still captures vague characteristics of a
construction. small subset of the training set, the bottom reconstruction fails entirely.

Figure 2: The left figure shows the attack on the unit sphere. The images on the right show the attack on CIFAR with
shifted training data.

S Summary and discussion

In this paper, we demonstrated both theoretically and empirically that the objective function underlying the reconstruction
attack of Haim et al. [15] admits ubiquitous global minima. Consequently, reconstruction is generally unreliable without
prior knowledge, and this observation suggests new avenues for mitigating such attacks, for example, by shifting the
training set with a secret bias. Notably, our results indicate that the implicit bias induced by gradient methods can
actually prevent leakage rather than facilitate it, which may seem counterintuitive in light of previous work.

A potential future work direction could study the extent of information leakage, and possible ways to mitigate it
in different types of network architectures, such as LLMs [31]. Such architectures are trained using different, more
practical optimizers [24, 25, 33], making their analysis more challenging.

Although our proposed defenses are theoretically motivated, they do not provably preclude reconstruction, since an
attacker might still infer information about the data domain directly from the model. We leave the intriguing question of
whether this is indeed possible and how to design provably secure defenses for future work.

"While conceptually equivalent, this is not precisely how we obtained our network. See Appendix D for further details.
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A Proofs for Subsection 3.1

In this section, we present all the proofs for Subsection 3.1. We begin with a few additional notations that will be used
throughout the appendix.
Given a neuron with weights w and bias b, define the shorthand c;(x) = [(w;,x) + b;] . Let o/; denote a

subgradient of [W;rx + bj] I for sample x;, write 027 ; for the subgradient of [w;rxi + bj] e

A.1 Proofs of Lemma 2 and Lemma 3

We begin with proving an auxiliary lemma about the convex nature of the gradient of the neural network, and then we
prove Lemmas 2 and 3.

Lemma 10. Let ®(0;x) be a neural network with piecewise-linear activations. Suppose that the point ax; + (1 —a)x2)
is at the same activation pattern as x1 and xa. Then, Vo ®(0;x) is convex with respect to X:

Vo®(0;ax1 + (1 — a)xz) = aVe®(0;x1) + (1 — a)VeP(0;x2).

Proof. Let ®(0;x) be a neural network with ReLU activations (the argument is the same for other piecewise linear
functions), then since the gradient Vo ®(60; x) is with respect to 6, it remains an affine function in x at each activation
pattern, and can thus be written as Vo ®(0;x) = Ax + ¢ for some matrix A and vector c. We therefore have

aVe®(0;x1) + (1 — a)VeP(0;x2) = a(Ax; +¢) + (1 — a)(Axz +¢)

=A(ax; + (1 —a)x3) +c¢
=Vg®(0; 0x; + (1 — a)x2).

‘We now turn to prove the lemmas.

Proof of Lemma 2. Denote \' = A\ + Xy and a = ﬁ It is easy to see that « € (0,1) and that \’ > 0, which
proves that Equations 3 and 4 hold. Moreover, since x; and x5 have the same activation pattern, we have that x; 5 also
has the same activation pattern since it is a convex combination of the two, which proves that Equation 2 holds. To
show that Equation 1 holds, we compute

0=> \uiVo®(6;x)

i=1
= Z AiyiVe®(0;x;) + My1Ve®(6;x1) + A2y2VeP(0; x2)
i#1,2
=) AwiVe®(0;xi) + My1sVe®(0;x1) + Aayr 5 Vod(6; x2)
i#1,2
=3 AwiVo®(0;x:) + y1.5Ved(0; \ix1 + Aoxz)
i#1,2
:Zx\-y'v D(0;x;)+y V<I><9'()\ —l—/\)( s x1 + A2 x))
i¢12z10 s &g 1.5Ve ) 1 2 )\1+)\21 )\1_’_)\22
= Z )\iyiVGQ)(O;X,‘) + y1,5V9<I>(0; /\’(OéXl + (1 - Oé)X2))
i#1,2
= Z )\iyngq)(o;Xi) —|—y1,5/\/V9(I)(0;X1.5),
i#1,2
where * is by the assumption that y; = y5 = 1.5, and *x is by Lemma 10. ([
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Proof of Lemma 3. Denote A\, = 2‘;\}3, Ag = f i}f It is easy to see that A\, Ag > 0, which proves that Equa-

tions 3 and 4 hold. Moreover, since by assumption z; and zs are split such that they have the same activation pattern as
X1, this assures that Equation 2 holds. Now, observe that

L Xs o = 25 4 45— A,

2. Ag(x1 +av) + Ao (x1 — Br) = (Mg + Aa)x1 + (;\j_%au - 2_1’_‘251/ = \1X;.

Then, by the above, we have

AsVe®(0;21) + Ao VoP(0;22) = Ag(A(x1 + av) + ¢) + Ao (A(x1 — Sv) +¢)
= (Mg + Aa)Ax1 + (Ao + Ag)c
=M (Ax; +©)
=MVe®(6;x1). )

Next, let us see that indeed Equation 1 holds by computing

0=> \yiVe®(6;x,)

=1

= Z )\iyng@(H; Xi) + /\1y1V9¢’(0; Xl)
i#£1

z Z AiyiVe®(0;x;) + y1AsVeP(0;21) + y1 Ao Vo2 (0; 22),
i#£1

where * is by Equation 8. Thus, the set S’ is a KKT set. ]

A.2 Proofs of Theorem 4 and Theorem 5

We begin with proving the following auxiliary lemmas. Lemma 11 provides applicable technical constraints that any
KKT network must satisfy, and Lemma 12 shows that we can split the training samples in a single direction, and that all
points in the new KKT set will remain on the margin. Lemma 13 assures that we can split along this direction as far as
we want and remain in the same activation pattern as the original sample.

Lemma 11. Suppose a 2-layer, homogeneous ReLU neural network with parameters 0 that satisfies the KKT conditions
in Equations 1-4. Then we have

n n n
’Uj = Z )\zyz [w;rxl + bj]Jr , Wj = Uj Z )\iinanj, bj = Uj Z )‘iyio—;,j'
i=1 i=1 i=1
Proof. We compute the derivatives with respect to 6 as follows

0 0 0
—®(0;x) = [w] ; —3(0;x) =vizo,, —B(0;x)=uv;0.
o, (0;x) [w]x+b]]+, aw,; (0;x) = vjz0}, o, (0;x) = vjo;

If w/x +b; # 0 then o is well defined, and if W x + b; = 0 then o; € [0,1]. In any case, it holds that o} > 0.
Combining the above partial derivatives with Equation 1, we obtain

n n n
T , .
Y= Z AiYi [Wj Xi + bjL_ o W= E AiYiXio; i, by =, E Ailio; ;
i=1 i=1

i=1

for all j € [k], as required. O
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Lemma 12. Let S = {x1,...,X,} be a KKT set such that all x; € S are on the margin, let p be the margin’s
value, and let X be a vector that is orthogonal to all x; € S. Then, for all 3 € R and for all | € [n] we have that
|®(8; %, + Bx)| = p.

Proof. Compute

k

k n
[B(0:x + B%) = | v; [(wy, 3+ %)+ bs], | = D vy [ijAiyioé,xxi,xz+6f<>+bj

i=1

j=1 =1 ¥

k n

= Zvj Yj Z)‘iyigg,j (xi,%7) + b

j=1 i=1

k n
= Z’Uj [<Uj Z)\iyiagiji,xl> + bj
+ j=1

i=1

+

=D v [(wy,x) + by | = [@(6:x))| = p.

j=1

Where * is due to Lemma 11, and *x is due to the fact that X is orthogonal to all x;. O

Lemma 13. Let S = {x1,...,X,} be a KKT set and let X be a vector that is orthogonal to all x; € S. Then,
¢j(x1 + Bx) = ¢j(xy) forall | € [n] and for all B € R.

Proof. Compute

Cj(Xl + ﬂf() = [<Wj,Xl + ﬁf(> + bj]+ z |"Uj Z)\iyio—g,j <Xi7Xl + 5X> + bj
=1 +

*

n
= Vj Z Aiyiag,j<xia x) + bj
i=1

= (W, xi) +b5], = ¢j(x),
+

where * and * * * use Lemma 11, and *x* uses that fact that x is orthogonal to all x;. |

Using these two lemmas, we can now prove Theorem 4.

Proof of Theorem 4. Let S = {x1,...,%,} be a KKT set. Since span{xy,...,x,} ¢ R, there exists a vector
% € RY that is orthogonal to all x; € S. Since X is a directional vector, we can assume without loss of generality that
I%|| = 1. For each x; € S we define two new points x;, = x; + ;% and x;, = x; — ;% for some oy, 5; > 0. We
need to show that the set S" = |J;'_, {x1,, %, } is a KKT set. Using Lemma 3 (which we can use since we know that x;
and {x;, ,x;, } have the same activation pattern from Lemma 13, and also the same classification by assumption), we
can replace each instance x; € S with x;,, x;, iteratively until we get S’. This proves that S’ is a KKT set. Moreover,
by Lemma 12 we have that all points in S’ are on the margin. Lastly, we need to prove that for any distance 7 > 0 we
can chose «y, 3; such that d(S, S”) > 7. Let us compute the distance of some x;, = x; + a;% from all points x; € S as
follows

i, = %13 = llxe, 1* = 260, %) + x|
= |lx; + auX|)® = 2(x; + X, x;) + ||x;]|?
= [lx 4+ aux||® — 2{xs, %) + [
= [Ixil® + 200 (x1, %) + o | %]|* — 2{xs, x3) + || x|
= llxl® + af [I%1% — 2z, %) + |||
= [lxill* + af — 201, %) + ||| *.

Since x; and x; are constants, then ||x;||?, 2(x;, x;) and ||x;||? are also constants. The only parameter we can change is
g, 0 we can take «; large enough to make sure that d(x;,, x;) > 7 for all x; € S. The same analysis also shows that
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this approach can be applied iteratively to all remaining instances. Note that we can take a; and 3; to be as large as
we want since the new points x;, and x;, will still have the same activation pattern as x; (for all x; € S) by virtue of
Lemma 13. We can thus bound the distance between S and S”) by

d(S,8'y= min |x—x||>T.
xeS,;x’'eS’

We now turn to proving Theorem 5.

Proof of Theorem 5. Let x; € S and let x; + ar and x; — Bv be the new points resulted from splitting x;. Both points
have to remain in the same activation pattern as x;, meaning that for each neuron ¢;(x), we need to make sure that
sign(c;(x;)) = sign(c;(x; + av)) = sign(c;(x; — fr)). Namely, that we do not change the ReLU activation of any
neuron w;'—x + b;. x; + aw changes an activation when (w;, x; + av) + b; = 0, implying that

(wi,xp+av)+b; =0= (w;,x;) +b; + a(w;,v) =0
(wj, xi) +b

=>aq=-
<Wj’l’>

Now we can upper bound the magnitude of « to see how far away x; + av can be from x;. Let us denote the

signed distance between a point x and the hyperplane (w;,x) + b; = 0 by D;(x) = % We can rewrite
a= —W. Now let us bound |(w, )| as follows

(wj,v)| = ‘<Z Niyio; i, V>‘

iYi0, zg Xla >

Z/\ lilloi 11 (xi, )]

The above implies that

o D) lwyll 1Dl - fwsll 1

X iAo
This is a sufficient condition on all neurons ¢; to guarantee that we do not deviate from our current activation pattern.
This means that any « not exceeding

D; w1
i 125G w1
JE[K] Zizl Ai Y
is a valid choice, where the exact same analysis gives the same bound for 3. (|

B Proofs for Subsection 3.2

B.1 Proofs of Lemma 6 and Lemma 7

Proof of Lemma 6. Define X := \{ + A and «v : )\1_”2 ,X1.5 = ax1 + (1 — a)xg. Itis easy to see that « € (0, 1)
and X" > 0, which proves that Condition c) holds. Moreover, Condition d) is also easily satisfied for a sufficiently
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large 4, and Condition b) holds since the merged point x; 5 is a convex combination of x;, x5 and thus has the same
activation pattern and classification as them. To show Condition a), we compute

D AiuiVe®(0;x:) = Y AiyiVo®(6;%;) + Aiy1 Vo (0;x1) + Aay2VeP(6;x2)

i=1 i#1,2
= AniVe®(8;x:) + My15Ved(0; x1) + Aoy1 5 Vod(6;x2)
i#1,2
*:* Z )\iyive;cb(e;xi) + y1,5V9<I>(0; )\1X1 + )\2X2)
i#1,2
=) A\uiVed(0;%;) + y15V <I>(9~()\ +>\)( M2 x)>
i¢12219 ) Rg 1.5Ve s (A1 2 )\1+)\21 )\1+)\22
=) AwiVe®(0;x) + y1.5Ved(6; X (ax1 + (1 — a)x2))
i#1,2
= AniVe®(6;x) + y1.5)N Vo®(0; x1.5),
i#£1,2

where * is from the assumption that y; = y2 = ¥ 5, and *x* follows from Lemma 10, implying that

||9 - Z )\iyivecb(a;xi) - y1_5)\’Vg<I>(9;X1,5)||2 = ||9 - Z /\iyive@(a;xi)ﬂz <e,
i#1,2 i=1

and therefore S’ is also an e-KKT set. (|

Proof of Lemma 7. Denote A\, = g‘ib, Ag = f ib It is easy to see that Ay, Ag > 0, which proves that Condition c)
holds. Moreover, Condition d) is also easily satisfied for a sufficiently large , and Condition b) holds by the assumption
that the predictions of ® on z; and z5 change by less than the margin value p. To show Condition a), observe that
since ®(0;x) is piecewise linear in x, Vo ®(0; x) is affine in x inside each activation pattern, and can be written as

Vo®(0;x) = Ax + c for some matrix A and vector c. This implies that

Lo Ag+da = 225 + 2% — ),

2. Ag(x1 4 av) + da(x1 — Br) = (Ag + Aa)x1 + 225 av — 22880 = \ix,

which is turn shows that,

AgVe®(0;21) + A\ VoP(0;22) = A\g(A(x1 + av) +¢) + Ao (A(x1 — V) +¢)
= (Mg + Aa)Ax; + (Ao + Ag)c
=A(Ax; +¢)
=\ Vg®(0;x1).

The above implies
10 =" Ay Ve®(8:x;) — \sVod(0;21) — A Vod(8;22)[> = |0 — Y A\iyi Vo@(8;x;)||* < e,
i#1 i=1

hence, S’ is also an e-KKT set. ]
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B.2 Splitting distance lower bounds

In this subsection of the appendix, we establish a bound on the distance between the original point and the new points
obtained through the splitting procedure when using Lemma 7 in the almost-KKT setting. The following lemma will be
useful to bound the deviations in the predictions of the model that result from splitting a data instance in a direction v.

Lemma 14. Given an (e, 9)-KKT point 0, suppose that v is a directional vector satisfying ||v| = 1 and |(x;, V)| <~
for all i, for some ~v > 0. Then, we have for any neuron j that

[(w, v)] < e+ 0o D A
i=1
Proof. Compute

n n
[(wj, V)| = |(w;,v) — <Uj Z)\z’yialﬁ,sz’ﬂ/> + <Uj Z/\iyio'z/'7jxi7’/>‘
=1

i=1

n n
< <wj —v; Z A0 iXi, V> + |v; Z A\iyio; ;(Xi, V)
i=1 i=1
n n
< |Wj =5 > Aol x| vl + Lol D ol 1 - [ (xis )|
i=1 i=1

n n
= ‘Wj =05 Y Nigioh x| -l o] D Niot - [(xi, v)
=1 =1

< e+ 7|vj]| Z)‘i'
i=1

Equipped with the above lemma, we now turn to prove the theorems.

Proof of Theorem 8. The theorem follows from Lemma 7, as long as x; + «;v has the same activation pattern as X;.

To this end, we need to bound |<W<Jv::7lzf>b] , which is the distance between x; and the hyperplane induced by ¢;(x), for
each neuron ¢;(x).
Denoting the signed distance between a point x and the hyperplane (w;,x) + b; = 0 by D;(x) = %, we
can rewrite
| > ’ Dj () [[w| ‘ > DiGollws ]|

(wj,v) € +7lvjl 2oiy Ai
where the last inequality follows from Lemma 14. Namely, we can take |«;| as small as

i 2aCOIw ]

j€ln) € 4 [v 25y Ai
The same reasoning yields the same bound for | 5;|. |
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Proof of Theorem 9. First, let us bound |(®(6;x; + ayv) — ®(0;x;)))| as follows

[B(0: %) — ©(0; 3, + agw)| = | D v (Wi, x1) + b, — D v; (W), %1 + aww) + ],
JjeJ jeJ

= 13wy ([0wioxa) + 5], = (w30 + ) + b))

JjeJ
<3l twyox) + byl = [y xi + aw) + 5], |
jeJ
<D Il tws )] = @ Y ol w; )
jeJ JjeJ
< oy Z v, <5+'y|vj| Z/\Z) , 9)
jeJ i=1

where  is by the fact that [-], is 1-Lipschitz, and xx is by Lemma 14. If the above quantity does not deviate beyond
the value of the margin p, then we can guarantee that Condition b) still holds and we can use Lemma 7. It now only
remains to bound by how much § deteriorates as follows

2 006310+ )~ )| = |2 0003+ ) — i 0(853) + - 900 ~ )
— Ojflﬂl (i ®(0;x1) — p) + a?flﬁl (y1(®(0; %, + aqv) — @(a;xl)))‘
a?flﬂl (112(0;%) —p)’ + a?flﬁl (1(®(0; % + yv) — @(a;xl)))‘
< alﬁzﬂf + a?flﬂl i [(®(8;%; + auv) — B(8; 1))
s 200k + o)~ 0(0:3)

a; + B ar + By

<d+ Noy Z v;] (5 + v|v;] ZM) )
i=1

jeJ
where the last inequality is due to Equation 9 and the fact that mi’ = 1. The theorem then follows by summing the
above bound with an analogous bound obtained for j;. |

C Finding an almost orthogonal splitting direction using SVD decomposition

Theorems 8 and 9 require finding a direction v such that (v, x;) for all data instances x; to be effective. Conveniently,
such an upper bound can be derived in terms of the smallest singular value of the data matrix. Given a training set .S,
we write it as a column matrix S = (xy, ..., X, ). Then we have the following upper bound on the dot products.

Theorem 15. Let S = UXV | be the SVD decomposition of the training data matrix S, where U € R4*4 'V € R"*",
and ¥ € R¥*" j5 q diagonal matrix with entries 01 > ... > o4 > 0. Then, there exists a unit vector v such that
|(x;, V)| < oqforalli€ [n).

Proof. Letus chose v = Uy, i.e the d-th column in U. Let us denote X; to be the i-th column. We need to show that
|(X;,v)| < 04, or equivalently | X, v| < g4. We can write X; as X; = UXV, = 2?21 o;V/;U; where V[ is
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the j-th entry of the vector V,;. Compute

d d
(x5, V)| = <ZUiVZjUi,Ud> = ZUiViTﬂUmUd) = loaV4l < o4,
j=1

j=1
where * is due to the fact that U is orthogonal and x* is due to the fact that V is also orthogonal, and o4 > 0. O

We remark that the above immediately implies that v < o for «y in the statements of Theorems 8 and 9. Note that
the final inequality may be rather loose, since V:ir is a unit vector; equality holds if and only if the entry Vde equals 1.
If, however, the vector ViT) 4 has more equally distributed entries, a tighter upper bound with a magnitude of roughly
o4/n will hold, further amplifying the efficacy of our theorems.

D Shifting the training set post-training

In this appendix, we provide additional details on how we obtained the trained network for our CIFAR experiment in
Section 4. Recall that our goal was to shift the training data by a constant bias and then retrain the architecture used
by Haim et al. [15] on the shifted data, to obscure the attacker’s prior knowledge. Since shifting the training set by a
constant bias shifts the gradients of the resulting objective function by the same bias, shifting both the data and the
initialization point leads to convergence to the same neural network as obtained by shifting the network trained on the
original, unshifted data.

In light of this, rather than shifting the data and retraining the network from scratch, we utilized the network trained
by Haim et al. [15] and adjusted its biases in the first hidden layer. As an example, consider a hidden neuron with
weights w and bias b. Given an input x, the pre-activation output of this neuron is (w, x) + b. Suppose we wish to shift
each coordinate of the input x by a vector u. In this case, the pre-activation output of the shifted input is

(W, x+u) +b=(w,x)+ (w,u) + b.

Since (w, u) is constant, by modifying the bias term via the transformation b — b — (w, u), we recover the behavior of
the original network on the shifted input. Applying this transformation to all biases in the first hidden layer for various
values of u, we obtained the networks used in Figure 2b.
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