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Abstract

Vision language models (VLMs) excel in multimodal un-
derstanding but are prone to adversarial attacks. Exist-
ing defenses often demand costly retraining or significant
architecture changes. We introduce a lightweight defense
using tensor decomposition suitable for any pre-trained
VLM, requiring no retraining. By decomposing and re-
constructing vision encoder representations, it filters adver-
sarial noise while preserving meaning. Experiments with
CLIP on COCO and Flickr30K show improved robustness.
On Flickr30K, it restores 12.3% performance lost to at-
tacks, raising Recall@ [ accuracy from 7.5% to 19.8%. On
COCO, it recovers 8.1% performance, improving accuracy
from 3.8% to 11.9%. Analysis shows Tensor Train decom-
position with low rank (8-32) and low residual strength
(a = 0.1 — 0.2) is optimal. This method is a practical,
plug-and-play solution with minimal overhead for existing
VLMs.

1. Introduction

Vision language models (VLMs) such as CLIP[15] have
revolutionized multimodal understanding by learning joint
embeddings of images and text, enabling applications like
image retrieval[8], zero-shot classification[14], and visual
question answering[21]. However, VLMs remain vulnera-
ble to adversarial attacks[11, 19], where imperceptible per-
turbations dramatically degrade performance. Ensuring ro-
bustness is essential as these models deploy in critical ap-
plications.

Traditional defenses like adversarial training[10], input
preprocessing[20], and architectural modifications[13] have
significant limitations: adversarial training requires expen-
sive retraining on large datasets, while architectural changes
demand substantial redevelopment effort. For large pre-
trained VLMs, these solutions are often impractical due to
computational constraints or unavailable training data.

We propose a novel tensor decomposition defense appli-
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Figure 1. Adversarial attack visualization: original image, adver-
sarial version (¢ = 0.0314), and scaled perturbation pattern.

cable to any pretrained VLM without retraining or modifi-
cation. Leveraging the fact that adversarial perturbations in-
troduce high-frequency noise in feature representations[9],
we decompose and reconstruct intermediate representations
using low-rank tensor approximations to filter perturbations
while preserving semantic content.

Our contributions include: (1) a lightweight tensor de-
composition defense requiring no retraining, (2) compre-
hensive parameter analysis, (3) empirical robustness im-
provements on COCO and Flickr30K, and (4) publicly
available code at GitHub Link.

2. Related Work

Defensive Tensorization [2] applies Tucker decomposition
to express CNN weight tensors in lower-dimensional latent
spaces, introducing tensor dropout to stochastically reduce
tensor ranks and prevent adversarial exploitation of fixed-
weight structures.

Input-level defenses include  SmoothVLM[16],
which uses random pixel perturbations with ma-
jority voting(achieving 95% attack reduction), and
TensorSHIELD[4], which filters adversarial noise via
low-rank tensor decompositions. FARE[17] utilizes unsu-
pervised alignment between perturbed and original images
for consistent outputs withouit labeled data.

Double Visual Defense[19] improves the robustness us-
ing a two-stage adversarial training process: extensive pre-
training to boost zero-shot capabilities and attack resistance,
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followed by fine-tuning on downstream tasks with adversar-
ially perturbed inputs.

Current approaches have notable limitations: Defensive
Tensorization factorizes weight matrices without consider-
ing input variations, SmoothVLM requires multiple forward
passes per query, TensorSHIELD lacks dynamic adaptation,
and FARE and Double Visual Defense demand substan-
tial computational resources and frequent dataset updates
against evolving attacks.

3. Methodology

We present a defense mechanism against adversarial at-
tacks on a vision-language model utilizing tensor decom-
position techniques[!, 3, 6], including CP/PARAFACI5],
Tucker[18], and Tensor-Train Decomposition[12]. Our ap-
proach works by applying low-rank tensor decompositions
to the internal representation of the CLIP model.

3.1. Problem Formulation

We consider a pre-trained VLM that maps images and text
to a joint embedding space. For an image-text pair (I, 7T),
the model produces embeddings f;(I) and fr (7). During
inference, the similarity between these embeddings is com-
puted as:

s(I,T) = (f1(I), fr(T)) (1)

where (-, -) denotes the cosine similarity.
An adversarial attack aims to find a perturbed image 1,4,
such that:

Togw = I + 0, where ||0]|occ < € )

The perturbation ¢ is designed to minimize the similar-
ity between the perturbed image and its corresponding text
description:

n%in s(I+6,T) subject to |d]|co < € 3)

Our goal is to defend against such attacks by restoring
the correct cross-modal alignment in the presence of adver-
sarial perturbations.

3.2. Adversarial Attack Framework

We use a white-box approach known as Projected Gradi-
ent Descent (PGD) specifically on CLIP models. Given an
image-text (x, t) pairs, the attack minimizes the cosine sim-
ilarity between their embeddings:

_ fl(xadv) : fT(t)
f1(zago)ll - [[f2 ()]
where f; and fp are the image and text encoders. The

adversarial example x4, is generated through iterative up-
dates:

Ladv (madv 5 t) =

$i+1 — Hg (xfzdv +o- Sign(vxl’adv (xid'm t)))

adv

with perturbation budget ¢ = 8/255, step size a =
6/255, and II. projected onto the £, ball around the orig-
inal image. The ¢..-ball constraint ensures that no pixel in
the adversarial image differs from the corresponding pixel
in the original image by more than €, maintaining perceptual
similarity while allowing effective attacks (Fig. 1).

3.3. Tensor Decomposition Defense

Our defense mechanism simplifies CLIP vision encoder

representations through three components:

1. Forward Hook Mechanism: Intercepts tensors at spe-
cific layers (final_norm, attention, MLP outputs).

2. Tensor Decomposition: Applies one of three methods
to tensor 1"
e CP: T ~ Zle a, o b, o ¢, (rank-1 tensor sums)
e Tucker: T =~ G x1 A x5 B x3C (core tensor + factors)
o TT: T[iy,...,iq) = Gili1]-- - G4lig] (3D core prod-

ucts)

3. Residual Connection: Tj,, = - T+ (1—a) ~T, where

a controls defense strength.

4. Experimental Setup

We used CLIP (ViT-B/32) on MS-COCO and Flickr30K
datasets, evaluating 1,000 pairs for parameter analysis and
3,000 for comprehensive evaluation. Attacks used PGD
with ¢, constraint: ¢ = 8/255, step size « = 6/255, and
10 steps, creating imperceptible perturbations that signifi-
cantly degrade performance (Fig. 1).

Our tensor decomposition defense, implemented with
PyTorch and TensorLy[7], uses forward hooks with random
initialization, 50 iterations, and 10~* tolerance. We evalu-
ated five key factors:

1. Decomposition Method: CP, Tucker, and Tensor Train
effectiveness

2. Target Layer: Final norm, attention output, and MLP
layers

3. Rank Parameter: Values from 16-256 exploring capac-
ity vs. noise filtering

4. Residual Strength: Weight « (0.1-0.9) balancing origi-
nal and reconstructed features

5. Multi-layer Configuration: Single layer up to all 12
transformer layers

5. Results and Analysis

5.1. Parameter Sensitivity Analysis
5.1.1. Effect of o Value

The effectiveness of tensor decomposition is greatly af-
fected by the residual connection strength parameter c,
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Figure 2. Performance comparison across different o values using
Tensor Train decomposition (rank=32) on the final normalization
layer. Lower « values provide better defense against adversarial
attacks.
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Figure 3. Performance comparison across different rank values us-
ing Tensor Train decomposition (o = 0.2) on the final normaliza-
tion layer, lower rank values (8-32) provide greater defense against
adversarial attacks, while performance degrades significantly at
higher ranks.

which balances the original and decomposed forms. As
seen in 2, there is an inverse relationship between « val-
ues and model robustness in the MS-COCO and Flickr30K
datasets. Performance peaks at lower « values (0.1-0.3) and
declines as « increases. For Flickr30K, the best Recall@1 is
10.6% at o« = 0.3, and for MS-COCO, itis 6.2% at o« = 0.1.
The downward trend with increasing o supports that adver-
sarial perturbations, as high-frequency components, are ef-
fectively filtered by tensor decomposition.

5.1.2. Decomposition Rank

The decomposition rank is a critical parameter that deter-
mines the representational capacity of the tensor decompo-
sition. Figure 3 illustrates the effect of varying rank values
on adversarial defense performance in the MS-COCO and
Flickr30K datasets, with « fixed at 0.2 and applied to the
final normalization layer.

Our results reveal an intriguing pattern: lower rank val-
ues (8-32) consistently achieve the highest performance on
both datasets, with Recall @1 scores of 10.7% for Flickr30k
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Figure 4. Tensor decomposition methods (CP, Tucker, TT) ap-
plied to normalization layers of the last five transformer blocks.
All methods substantially improve over adversarial baselines of
3.8% (MS-COCO) and 7.5% (Flickr30k), with TT decomposition
achieving best performance: 19.8% (Flickr30k) and 11.9% (MS-
COCO).

and 6.3-6.4% for MS-COCO. Performance remains rela-
tively stable across the 8-96 rank range, with only a mod-
est decline, but drops significantly as rank increases beyond
96. At the highest tested ranks (256-512), performance de-
creases dramatically to 7.6% and 4.5% for Flickr30k and
MS-COCO, respectively.

These findings also validate our assumption that ad-
versarial perturbations manifest themselves primarily as
high-frequency components in the feature space. Lower-
rank decompositions effectively filter out these perturba-
tions while preserving the essential semantic structure re-
quired for cross-modal understanding. As rank increases,
the decomposition retains more of the original feature struc-
ture, including adversarial noise, reducing the effectiveness
of the defense.

5.1.3. Decomposition Method

We evaluated three tensor decomposition methods (CP,
Tucker, TT) applied to normalization layers of the last
five transformer blocks. Figure 4 shows that TT consis-
tently outperforms others: on Flickr30k, TT achieves 19.8%
vs Tucker’s 15.4% and CP’s 10.0%; on MS-COCO, TT
reaches 11.9% vs Tucker’s 11.2% and CP’s 7.3%. This
represents 12.3 and 8.1 percentage point recoveries, respec-
tively, from adversarial baselines.

TT’s superiority stems from decomposing tensors into
three-dimensional core sequences that preserve structural
information better than CP’s rank-one components, effec-
tively filtering adversarial perturbations while retaining se-
mantic content. Tucker’s core tensor structure effectively
captures higher-order interactions, whereas CP’s simpler
rank-one approximation proves insufficient for optimal ad-
versarial filtering.
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Figure 5. Performance comparison of TT decomposition (o« =
0.2 rank=32) applied to different components and configurations.
Single-layer defense is applied to the final normalization, attention
output, and MLP layers, compared against multi-layer implemen-
tations on the last two and last five transformer block normaliza-
tion layers.

5.1.4. Target Layer

Figure 5 illustrates the effectiveness of Tensor Train decom-
position on various CLIP vision encoder components. The
impact differs by component, with the final normalization
layer offering the best defense in single layers. Extend-
ing to multiple layers improves results, with optimal out-
comes from addressing the normalization layers of the last
five blocks across all methods and datasets.

5.1.5. Computational Efficiency

Table 1. Computational Efficiency of Different Tensor Decompo-
sition Methods (Rank=64, a=0.2)

Method Rank Layers Tlm(fl/:;ltdl Img/s Overhead
No Defense 0 0 87.07 367.51 1.00x
CP 64 1 159.71  200.37 1.83x
Tucker 64 1 240.17 13324 2.76x
TT 64 1 106.48  300.54 1.22x
CP Multi 64 2 257.55 12425 2.96x
TT Multi 64 2 171.11  187.02 1.96x
TT Multi 64 5 342.63 93.39  3.93x

Table | shows the computational overhead of the de-
composition methods, with single-layer TT achieving 1.22x
overhead and 82% throughput, outperforming Tucker and
CP methods. This advantage extends to multilayer configu-
rations, with 5-layer TT presenting a reasonable 3.93x over-
head given its strong defensive capabilities, offering a tun-
able security-performance trade-off.

6. Conclusion

We presented a lightweight tensor decomposition defense
that significantly improves VLM robustness against ad-
versarial attacks without retraining or architectural mod-
ifications. Comprehensive experiments on COCO and

Flickr30k using CLIP demonstrated effective adversarial
filtering while preserving semantic content.

Key findings: (1) Tensor Train decomposition outper-
formed CP and Tucker methods, recovering up to 12.3%
performance with minimal computational overhead; (2)
lower ranks (8-32) and residual strength (o« = 0.1 — 0.3)
provided optimal defense by filtering high-frequency ad-
versarial components; (3) normalization layer targeting
and multi-layer configurations (last five blocks) yielded
strongest results; (4) TT decomposition achieved favorable
efficiency with only 22% overhead while maintaining 82%
throughput.

This plug-and-play approach offers practical advantages
over methods requiring extensive retraining. Future work
will explore adaptive rank selection and effectiveness in
other VLM architectures and attack types.

7. Limitations

Although our tensor decomposition defense demonstrates
promising results, several limitations must be acknowl-
edged. First, our exploration was limited in time and re-
sources, preventing exhaustive testing of all decomposition
methods, rank values, and « parameters, and there might be
better configurations outside our tested space. Second, we
utilized three classical techniques (CP, Tucker, and TT), but
advanced methods, such as Hierarchical Tucker or Block-
Term Decomposition, could be more effective. Our tests
focused on the CLIP model and PGD attacks; however, the
effectiveness of this approach on other architectures or ad-
vanced attacks remains untested. Although retraining is not
necessary, our approach adds inference-time computation
that may hinder some real-time applications, especially with
multi-layer configurations.
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