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Abstract

Automated ad targeting on social media is opaque, creating risks
of exploitation and invisibility to external scrutiny. Users may be
steered toward harmful content while independent auditing of these
processes remains blocked. Large Language Models (LLMs) raise
a new concern: the potential to reverse-engineer sensitive user
attributes from exposure alone. We introduce a multi-stage audit-
ing framework to investigate these risks. First, a large-scale audit
of over 435,000 ad impressions delivered to 891 Australian Face-
book users reveals algorithmic biases, including disproportionate
Gambling and Politics ads shown to socioeconomically vulnera-
ble and politically aligned groups. Second, a multimodal LLM can
reconstruct users’ demographic profiles from ad streams, outper-
forming census-based baselines and matching or exceeding human
performance. Our results provide the first empirical evidence that
ad streams constitute rich digital footprints for public Al inference,
highlighting urgent privacy risks and the need for content-level
auditing and governance.
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1 Introduction

Automated advertising systems are central within the contemporary
digital media ecosystem. Platforms such as Facebook and Google
deploy complex, dynamic, and opaque algorithms for ad target-
ing based on inferred profiles and behaviours [56]. While person-
alisation can enhance user experience, it also creates a privacy-
personalization dilemma [57], challenges for auditing, accountabil-
ity [9], and understanding their societal impact [14]. This opacity
enables measurable biases in ad delivery, with demographic skews
emerging from platform optimisation, even with neutral target-
ing [7]. Moreover, advertisers can circumvent platform policies by
using seemingly innocuous “proxy” interests to target protected
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groups [63], leading to tangible harms, such as discriminatory ex-
clusion from opportunities in housing and employment [37], and ex-
posing vulnerable populations to potentially harmful content [5, 6].
These systems can inflict a “slow violence” on users through psy-
chological distress, loss of autonomy, and algorithmic marginaliza-
tion [70]. Unsurprisingly, users perceive such practices as “creepy”
and express significant concern upon realising the extent of track-
ing and inference [21, 61, 75].

Platform transparency tools, such as “Why am I seeing this ad?”
explanation, are often incomplete and misleading [8, 15], while
associated privacy controls are frequently hidden and lack action-
ability [36]. Existing auditing approaches are also limited, often
relying on inaccessible platform data or uncertain inferred demo-
graphics [39]. Few methods directly examine the semantic and
sequential nature of advertisements themselves, which is a critical
gap that obscures how platforms dynamically profile users. The
sequence of ads delivered to a user offers a unique, content-level
proxy for the platform’s evolving perception and categorisation of
individuals.

This research gap becomes particularly critical in light of the
rapid democratisation of powerful generative Al like Large Lan-
guage Models (LLMs). Such technologies demonstrate remarkable
abilities to understand and generate nuanced, human-like con-
tent [34, 55], reason about complex contexts [29, 40], adapt to
user-specific preferences [54, 78], and even integrate multimodal
information [11, 19, 34, 55], bringing immense convenience but
also raising new privacy concerns in domains like online adver-
tising [31]. As these models become increasingly accessible and
capable [56], not only through APIs or open-source implementa-
tions but also via free, public-facing web interfaces to some of the
most advanced proprietary models [11, 19, 29, 34, 55], which dra-
matically lower the barrier for conducting sophisticated analyses
at scale, including those with potentially harmful intent. Today,
even individuals with only basic technical skills can leverage these
models to perform such inferences, making the threat of misuse
both more probable and more accessible, this trend exemplified
by the rise of no-code platforms for creating custom LLM applica-
tions [47]. While it is well-established that a user’s digital footprint
can reveal sensitive demographic attributes [33, 49], the widespread
accessibility of LLMs raises an urgent concern: can these powerful
tools be used by malicious actors to infer sensitive user information
from seemingly innocuous digital footprints [46]? Answering this
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Figure 1: Conceptual overview of our study. A user’s exposure to a stream of advertisements on a social media platform (left)
can be processed by a Large Language Model (LLM) to reconstruct a detailed and sensitive demographic profile of that user,
creating a significant and previously undemonstrated privacy risk (right).

question is critical for understanding the next frontier of digital

privacy risks.

Our investigation centers on the Facebook advertising ecosys-
tem, whose global dominance and opaque targeting algorithms
have produced societal impacts like algorithmic discrimination [7],
even as its transparency tools remain insufficient [8, 15]. Conse-
quently, it has become central for auditing research [9, 37], making
it an essential case for understanding emergent, Al-driven privacy
threats. In this work, we directly tackle this emerging challenge by
investigating whether multimodal ad streams presented to a user
can be reverse-engineered by multimodal LLMs to reconstruct user
demographics. This leads to our research questions:

e RQ1: Algorithmic Biases in Ad Targeting. What biases are
systematically embedded in Facebook’s ad targeting system?

e RQ2: Feasibility of LLM-based Profile Reconstruction. Can
a multimodal LLM effectively reconstruct a user’s demographic
profile solely from the sequence of advertisements they are
shown?

e RQ3: Characterizing Reconstruction Risks. How does the
LLM’s reconstruction performance compare to human capabili-
ties, and what are the tangible privacy risks posed by its current
level of performance?

To answer these questions, we propose a novel auditing framework

leveraging the zero-shot capabilities (i.e., the ability to correctly

perform a task without having been explicitly trained on exam-
ples of that specific task) of multimodal LLMs to reconstruct user
profiles from ad sequences collected from 891 Australian Facebook
users. We benchmark LLM performance against census-based prior
and human evaluators. Our filtered dataset spans over 435,000 in-
dividual ads across more than 63,000 sessions, each comprising
multimodal content (images, text) processed through a multimodal
understanding pipeline to produce structured semantic features. We
first conduct a statistical audit to quantify demographic skews in ad
delivery for sensitive categories, revealing significant inappropriate

targeting in gambling and political ads toward socioeconomically

vulnerable groups. We then evaluate the ability of state-of-the-art

multimodal LLMs to reconstruct six demographic attributes from
ad streams at both the session and user levels. Our results show that

LLMs consistently outperform strong census-based priors and often

rival or exceed human inference capabilities, frequently making

“directionally correct” predictions into adjacent brackets. Longer

chronological sequences further boosts accuracy, indicating that

the temporal ad evolution provides an exploitable signal. These
findings provide the first empirical demonstration that multimodal

LLMs can reverse-engineer user profiles from ads alone, highlight-

ing the scale of privacy risks and the urgent need for safeguards in

the era of accessible, high-capacity generative AL
Our work makes the following contributions:

¢ A novel auditing framework combining statistical anal-
ysis and LLM-based inference. We introduce a multi-stage
framework that first quantifies algorithmic biases in ad targeting
(RQ1) and then evaluates the feasibility and nature of user profile
reconstruction by LLMs (RQ2 & RQ3).

e Empirical evidence of harmful algorithmic biases in a real-
world ad ecosystem. We provide a large-scale, user-level statis-
tical audit of Facebook’s ad delivery, revealing significant inap-
propriate targeting (RQ1).

e Systematic evaluation and risk characterisation of LLM-
based profile reconstruction from ad content. We present
the first large-scale evaluation of a multimodal LLM’s ability to
infer user demographics from real-world ad sequences from 891
users, benchmarking its performance against strong baselines
and human annotators (RQ2). Through in-depth comparative
analysis, we further characterise the model’s inferential capabil-
ities and delineate the specific privacy risks these capabilities
entail (RQ3).
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2 Related Works

In this section, we review two complementary fields. Prior work in
ad auditing confirms that ad streams contain systemic demographic
signals. Meanwhile, advances in LLM-based user profiling demon-
strate the power to decode such signals into nuanced profiles.

2.1 Content-Level Ad Analysis and Bias
Auditing Techniques

Researchers have developed sophisticated auditing methodologies
beyond platform-provided data. A significant body of this work fo-
cuses on analysing the ad creatives, the text and images themselves.
This content-level analysis is crucial, as creative elements heavily
influence ad delivery, independent of the advertiser’s explicit target-
ing choices [7]. Large-scale measurement studies have utilised web
crawlers and browser extensions to collect real-world ad data from
users’ perspectives [9, 10, 76, 77], characterising the prevalence of
different ad types, including problematic political ads [76], misinfor-
mation during geopolitical events [17, 63, 74], and harmful content
such as influencer-marketed VPNs on YouTube [4]. These efforts
often involve creating taxonomies to classify “bad” or problematic
ads based on user perceptions, identifying categories like clickbait
or deceptive content [75]. A key challenge in observational audits
is disentangling advertiser intent from platform-driven bias, this
bias is particularly pernicious because it can emerge not merely as
a reflection of user engagement, but as a direct result of both the
platform’s own optimization mechanisms and the pre-existing struc-
tural biases within its underlying data [7, 41]. Different methodolo-
gies have been developed to audit for discrimination by controlling
for confounding variables, such as by comparing ads for similar
jobs with different de facto demographic distributions [38]. Some
platforms like Twitter, provide user-level ad data, enabling studies
of targeting and user perceptions without crawlers [68]. These au-
diting efforts highlight the necessity of robust, independent data
collection and analysis. The creation of public ad archives [22]
was a step forward, but their limitations require complementary
methods. The data collected from these diverse sources, from mo-
bile app usage [49] to web tracking logs [20], confirms that digital
footprints are rich sources for inferring a wide array of sensitive
user attributes [33]. This established link between digital behaviour
and demographic inference forms the technical foundation for our
investigation into whether ad sequences can be similarly decoded.

Prior work has firmly established that a wide range of user at-
tributes can be inferred from digital footprints, long before the
advent of modern LLMs. A systematic review of the field confirms
that demographic attributes are highly predictable from various
online traces [33], for example, Facebook Likes can infer sensi-
tive traits including sexual orientation and political views [44],
researchers had to develop complex cross-domain transfer models
to bridge disparate data sources like Facebook Likes and search
logs [13]. Furthermore, extensive web tracking allows third parties
to profile users through browsing histories [20]. Critically, users
often misunderstand how online behavioral advertising ecosystem
functions, creating a significant gap between the technical reality
of data collection and users’ perception of risk [73]. This landscape
has been fundamentally altered by the advent of powerful, publicly
accessible LLMs, unlike traditional methods requiring extensive

feature engineering, large labeled datasets for training, and com-
plex, bespoke models for cross-domain tasks [13], modern LLMs
possess strong zero-shot and multimodal reasoning capabilities
out of the box. This shift raises urgent, human-centered privacy
questions [46], motivating our review of LLM-based user profiling
and its risk.

2.2 LLM-Based User Profiling

The rise of LLMs has catalysed new approaches in recommender
systems and user modelling, where a key trend is the move from
opaque, vector-based user representations to transparent, language-
based profiles. Balog et al. [12] first propose scrutable user models,
suggesting that a user’s preferences could be summarised with
human-readable tags or statements. This template-based approach
aimed to make recommendations (e.g., for movies or products)
explainable. Radlinski et al. [59] extend this to free-form natural
language user profiles that a user can read and even edit. The moti-
vation is that explaining what the system believes a user’s interests
to be, using natural language improves transparency and trust, as
opposed to dealing with inscrutable embedding vectors. The advent
of large-scale LLMs has accelerated this trend. Ramos et al. [60]
demonstrated that LLMs can summarise a user’s activity history
into a coherent textual profile. In their framework, interactions
(e.g., movies watched, articles read) are fed to a prompt, generating
a paragraph describing the user’s tastes. This profile can drive a
recommendations with accuracy comparable to traditional collab-
orative filtering while being more interpretable. Zhou et al. [79]
similarly showed that language-based profiles, when derived by
LLM fine-tuning or using an encoder-decoder model, can match the
accuracy of conventional user representations on recommendation
tasks, while providing human-understandable rationale.

Recent works further demonstrate the versatility of LLM-based
profiling beyond dense interaction histories. Wongso et al. [69]
propose GenUP, which constructs natural language user profiles
from sparse Point of Interest (POI) (i.e. a specific location such as
a restaurant, gas station that people may find useful) check-ins
and uses them as prompts for LLM-based POI recommendations.
By replacing long historical trajectories with concise, interpretable
profiles grounded in behavioural theory and personality traits, their
approach performs well in low-data regimes with reduced com-
putational cost. Ren et al. [62] introduce RLMRec, aligning LLM-
generated textual context with traditional ID-based embeddings to
learn more robust user profiles by bridging language and collabo-
rative signals. Moving from alignment to augmentation, Xi et al.
[71] further use LLMs to generate and integrate external knowl-
edge, enabling open-world recommendation where long-tail or
emerging user interests can be inferred even without direct inter-
action history. Beyond recommendation, Tan and Jiang [66] survey
boarder applications of LLM-based user modeling, from conversa-
tional agents (where the system maintains a profile of the user’s
preferences) to education and content moderation, highlighting
how LLMs inject external knowledge and reasoning, e.g., inferring
that a user who likes two seemingly unrelated niche hobbies might
have a broader interest in creativity. Our work extends this line
of research by using LLMs to build user profiles from an entirely
new type of signal: advertisement sequences. Unlike prior profiling



inputs such as user interactions, POI check-ins, or explicit pref-
erences, ad streams are externally curated by opaque targeting
algorithms and arrive as multimodal, temporally ordered content.
This introduces unique challenges in modelling noisy, heteroge-
neous inputs while preserving sequential dependencies. We address
these challenges by proposing and evaluating a specialised multi-
stage pipeline. Our study assesses the feasibility of such LLM-based
profiling from ads while also quantifying its privacy risks by system-
atically evaluating how accurately sensitive demographic attributes
can be reconstructed. We compare this to human annotators and
strong baselines derived from national census data. In a comple-
mentary direction, Meguellati et al. [51] investigate How Good are
LLMs in Generating Personalized Advertisements?, evaluating the
ability of LLMs to produce tailored ad content. While their work
focuses on using LLMs for ad personalisation, our study takes the
inverse perspective, examining how LLMs can exploit delivered ads
to reconstruct user profiles, together highlighting the bidirectional
interplay between LLMs and advertising systems.

3 Methodology

Our multi-stage research procedure is illustrated in Figure 2.

3.1 Multimodal Ad Understanding

To prepare the ad content for both the user profile reconstruction
and the bias audit, we employ an LLM-driven process to transform
raw, multimodal ad data into a structured feature set. For each
advertisement in our dataset, which consists of visual images and
all associated textual information (e.g., title, body, call-to-action),
we provide this multimodal input to Gemini 2.0 Flash [28]. The
model is prompted to act as an expert advertisement analyst and
extract four types of structured, textual features. We selected Gem-
ini 2.0 Flash for this large-scale task for its balance of multimodal
understanding, performance, speed, and cost, which was essential
for feasibly processing over 435,000 ad impressions. Using more
powerful but costly models for this would have been prohibitively
expensive, while less capable models might not have adequately
captured the semantic richness of the ad content. The full prompt
used for this process is detailed in Figure 10, and the full parameter
settings for all models are provided in Appendix C.

As illustrated in Figure 3, this process extracts four types of
structured textual features: a Caption summarising the ad, Descrip-
tive Categories for its tone, style and communication strategy, IAB
Categories from a controlled vocabulary of 45 options via multi-
label zero-shot classification (one or more results) [35], and Key
Entities like brands or products. This structured feature set forms
the basis for all subsequent analyses. To ensure that these model-
generated features were of sufficient quality to support downstream
reconstruction and auditing tasks, we conducted a Gemini quality
evaluation, the details of which are provided in Appendix D. We also
include in Appendix E an illustrative example of Human-Gemini
disagreement, which highlights where the model’s interpretations
may diverge from human judgment while remaining adequate for
downstream use.
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3.2 Algorithmic Biases and Risks Auditing

To investigate algorithmic biases and risks in ad targeting (RQ1),
we developed a two-stage auditing framework.

Firstly, we conduct a descriptive analysis of ad-delivery dispar-
ities across two constructs: Opportunity Exclusion, refers to cases
where certain demographic groups are systematically less exposed
to beneficial, life-altering advertisements, in our study, we proxy
this construct using the Education and Careers ad category, as
access to education and employment are foundational life opportu-
nities. The second construct, Inappropriate Targeting: the dispropor-
tionate exposure of vulnerable populations to potentially harmful
or exploitative ad content. We proxy this by auditing ad delivery for
Gambling, Alcohol, and Politics, categories widely recognised in
public policy and prior research as carrying risks of addiction and
public health harms [5, 6], or undue political persuasion [63, 76]. We
operationalise ad exposure for each target category (e.g., Gambling)
using two metrics: Coverage, measures the breadth of exposure
and is defined as the proportion of active users within a given de-
mographic group (e.g., age 18-24) who were shown at least one ad
from the target category; and Average Intensity, measures the
frequency of exposure and is defined as the mean number of ads
from the target category shown per active user in that same demo-
graphic group. An active user is defined as an individual shown at
least three ads of any category within a 7-day window. Since our
observation period spans two years, it comprises approximately 100
non-overlapping 7-day windows per user. This initial descriptive
analysis allows us to identify directly observable differences in ad
exposure across demographic groups. These initial findings set the
stage for our subsequent regression models, which then statistically
control for interrelated factors.

Secondly, to isolate the independent contribution of each demo-
graphic factor while controlling for others, we conduct Negative
Binomial Regressions (NBR) [16, 32, 52] at the user-week level. We
specify two model formulations. Our primary model estimates the
main effect of each demographic attribute while controlling for all
others. The conditional mean for this model is expressed as:

6

log(E[Y;; | X;, exposure;,]) = log(exposure;,) + f + ngj)ﬁj

j=1

1)
where Y;; is the count of target ads for user i in time window
t, and exposure;, is the total ad count for that user-week, which
serves as an offset. ij ) is a vector of dummy variables representing
the j-th demographic attribute (gender, age, income, education,
employment, political party) for user i, which are time-invariant in
our dataset. f; is the corresponding vector of coefficients. We chose
the Negative Binomial Regression model because it is well-suited
for count data, such as the number of ads a user sees. Unlike the
simpler Poisson model, which assumes the mean and variance of the
counts are equal, the NBR model includes an additional parameter
(a) to handle cases where the variance is greater than the mean,
a common characteristic of real-world behavioral data. We adopt
the negative binomial parameterization, where the variance is a
quadratic function of the mean: Var(Y;; | ) = pir + a,uizt, with
pir =E[Yir | -].
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Figure 3: The multimodal ad understanding stage. For each of the 435K+ ads, multimodal inputs (images and text) are processed

via an LLM prompt to generate a structured textual feature set.

To probe intersectional effects where main effects are most pro-
nounced, we augment this specification with screened two-way
interactions (e.g., gender X income). The results are reported as
Incidence Rate Ratios (IRR), exp(f3), where f is the coefficient from
alog link on the expected count (rate) for the target group relative to
a specified reference group; 95% confidence intervals are computed
as exp(f + 1.96 SE). With the log link and the exposure offset, the
IRR represents the multiplicative change in the expected ad rate per
unit exposure when moving from the reference group to the target

group, holding all other variables constant. For example, an IRR of
2.0 for men (compared to women as the reference group) means
that men are expected to have twice the rate of target-category ads
as women; conversely, an IRR of 0.5 means half the rate. An IRR of
1.0 indicates no difference between the groups. We use robust stan-
dard errors clustered at the user level to account for intra-person
correlation over time.



3.3 Session-Level User Profile Reconstruction

Our reconstruction process begins at the most granular level: the
user session. A session is defined as a chronologically ordered se-
quence of advertisements a user is exposed to during a continuous
period of platform usage; the detailed definition is in Section 4.2. For
each session, we compile the structured textual features, comprising
the generated caption, descriptive categories, IAB categories, and
key entities, which are extracted from every ad as described in Sec-
tion 3.1. These feature sets are concatenated in the same temporal
order as the ads appeared, forming a rich, text-based representation
of the session’s ad stream. This text-based approach is a deliberate
methodological choice. Directly inputting all raw ad images from
a session presents practical challenges: token costs for multiple
high-resolution images are prohibitive, sessions contain a variable
number of ads (3-50), and presenting a collage of disparate images
could confuse the model. To avoid that, we begin by processing
each ad with the multimodal LLM through our multimodal un-
derstanding pipeline, which distils and amplifies its core semantic
information. The resulting structured text provides a more coherent
and token-efficient input for the subsequent reconstruction task.

For each session, we provide this time-ordered textual represen-
tation to the LLM and prompt it to perform a zero-shot classification
for each of the six demographic attributes (gender, age, income,
education, employment, political party). In addition to predicting a
category for each attribute, the model is also instructed to gener-
ate a concise summary of its reasoning for its predictions for that
session. This summary encapsulates the key signals the LLM iden-
tified within the session’s ad content that led to its demographic
inferences.

3.4 User-Level User Profile Reconstruction

While session-level analysis provides insights into short-term ad
content, a user’s full ad exposure history offers a much richer and
more stable signal for profile reconstruction. To leverage this, we
construct a user-level profile by aggregating the outputs from the
session-level analysis. Specifically, for each of the users in our
dataset, we collect all the session summaries generated in the previ-
ous step. These summaries are then concatenated in chronological
order, creating a longitudinal narrative of the LLM’s evolving per-
ception of the user over their entire two-year observation period.
This complete, time-ordered text, which represents a condensed his-
tory of the key demographic signals identified by the LLM over time,
is then provided to the model in a final step. The LLM is tasked with
performing a holistic, user-level classification for each demographic
attribute based on this comprehensive narrative. This methodology
allows the model to base its final user-level prediction on a syn-
thesis of cumulative evidence (i.e., the aggregate semantic signals
from all ads seen over time) and temporal patterns (i.e., shifts or
trends in the types of ads shown), while remaining computationally
tractable.

4 Results
4.1 Dataset

For this study, we utilise a large-scale, longitudinal dataset from a
data donation project. The project recruits volunteer participants
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from the Australian public to donate data about the advertisements
they encounter on Facebook. This data is collected via a custom-
built, privacy-preserving browser plugin that participants install,
which automatically captures sponsored posts from their News
Feeds. Participants in the original study joined by installing the
browser plugin and completing a demographic questionnaire. Once
installed, the plugin automatically detects and collects sponsored
posts from the participant’s Facebook News Feed as they browse
the platform on a desktop or laptop computer. The collected data for
each ad includes the ad creative (image and text), associated meta-
data, and a link to the de-identified demographic profile of the par-
ticipant who observed it. This methodology provides a unique, user-
centric view of the ad ecosystem, capturing the personalised ads
that are otherwise inaccessible to public scrutiny. The full dataset
made available to us comprises over 700,000 ad observations col-
lected between 2021 and 2023 from over 2,000 Australian Facebook
users who provided demographic information. This extensive, real-
world dataset allows us to conduct a robust, large-scale audit of
both the ad targeting systems and the potential for user profile
reconstruction by LLMs.

4.2 Preprocessing

Since our data captures a continuous stream of ad exposures from
desktop browsing, we must first segment it into meaningful user
sessions. We use a data-driven, principled way to define what counts
as a “session” in our dataset, instead of arbitrarily choosing a cutoff.
Users’ ad exposures arrive as a continuous, non-uniform timeline
of events over days and weeks. To segment each user’s ad viewing
history into coherent sessions, we identify a robust threshold for
the maximum time interval that can elapse between consecutive
ads such that they still belong to the same session.

Given a user with a sequence of ad timestamps {t1, 3, ..., tn},
we compute the inter-ad time intervals:

At; = tiz1 — ti, Vie{l,...,n—l} (2)

Since these intervals are often highly skewed, with short gaps
reflecting within-session activity and long gaps reflecting offline
periods, we apply a logarithmic transformation to better capture
the underlying multimodal structure:

d; = log(At;) ®)

We then fit a kernel density estimator (KDE) over the set {§;} to
obtain a smooth estimate of the gap distribution. The KDE curve
typically reveals two prominent modes: (1) the first local maxi-
mum Spax, corresponding to frequent short gaps within sessions,
and (2) the first local minimum &y,in, marking the transition to
between-session gaps. We define a session threshold 6 as the mid-
point between these extrema in log-space, exponentiated back to
the time domain:

0= exp (5max '2" 5min) (4)

We compute a session threshold 6 by averaging the per-user
KDE-derived midpoints, resulting in a global threshold of 8 = 389
seconds. Thus, two consecutive ads t;, t;+1 are considered to belong
to different sessions if t;.; — t; > 6.
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This data-driven approach allows us to transform the continuous
variable of time gaps into a principled categorical distinction (same
session vs. new session) based on real user behavioral patterns
observed in the data.

Following temporal segmentation, we apply additional filtering
steps to ensure data quality and modelling tractability:

o Source filtering: We retain only ad impressions sourced
from Facebook, excluding other platforms and modalities
such as video-only content.

o Session length bounds: We discard sessions with fewer
than 3 or more than 50 ads to eliminate sparse sessions and
abnormally long sequences.

e User filtering: We exclude users who contributed fewer
than 3 ad session impressions, as such short histories are
insufficient for meaningful profiling.

Demographic Count %
Gender

Male 554  62.18
Female 318  35.69
Prefer not to say 13 1.46
Other 6 0.67
Age Range

18-24 113 12.68
25-34 184  20.65
35-44 112 12.57
45-54 112 1257
55-64 152 17.06
65-74 158 17.73
75 and over 52 5.84
Prefer not to say 8 0.90
Income Bracket

$1-$15,599 59 6.62
$15,600-$20,799 47 527
$20,800-$25,999 58 6.51
$26,000-$33,799 55 6.17
$33,800-$41,599 59 6.62
$41,600-$51,999 55 6.17
$52,000-$64,999 67 752
$65,000-$77,999 56 6.29
$78,000-$90,999 72 8.08
$91,000-$103,999 49 5.50
$104,000-$155,999 129 14.48
$156,000 or more 77 8.64
Prefer not to say 108 12.12
Education Level

Postgraduate degree level 315 3535
Bachelor degree level 366  41.08
Year 12 or equivalent 145  16.27
Less than year 12 or equivalent 45 5.05
Prefer not to say 20 2.24
Employment Status

Employed full time 359  40.29
Employed part time 199 2233
Unemployed and looking for work 34 3.82
Unemployed and not looking for work 41 4.60
Retired 224  25.14
Prefer not to say 34 3.82
Party Preference

Labor 331 3715
Liberal (National Coalition) 28 3.14
Greens 315 3535
None 166  18.63
Other 51 5.72

Table 1: Filtered Users’ demographics.
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Figure 4: Category Distribution from the filtered dataset.

After filtering, the dataset contains: 891 unique users, 63,864
total ad sessions and 435,314 total ad impressions. To further pre-
pare the ad text for subsequent processing, we remove all HTML
elements and markup, resulting in clean plain-text representations
free from formatting artifacts. The demographic composition of the
final filtered user cohort is detailed in Table 1. This table provides
the operational definitions for all demographic categories, such
as age ranges (older or younger), income brackets and education
levels (higher or lower), used throughout our subsequent analyses.
All monetary values, including income brackets, are reported in
Australian Dollars (AUD). The distribution of ad content across
IAB categories, which forms a core feature for our subsequent
analyses, is visualised in Figure 4. These distributions provide the
foundational context for both our algorithmic bias audit and the
user profile reconstruction experiments.

4.3 Empirical Evidence of Algorithmic Biases
and Risks in Ad Targeting

Our analysis of ad-delivery disparities begins with a descriptive
overview, with detailed visualizations for all demographic dimen-
sions appearing in Appendix B. These preliminary findings re-
veal pronounced and systematic differences across our categories
of interest. For Gambling, we observe strong signals of target-
ing towards socioeconomically vulnerable groups, i.e., users with
lower educational attainment or unemployed status exhibit sub-
stantially higher coverage and intensity; male users also experience
markedly higher exposure than female users, a pattern similarly
observed for Alcohol. Politics ads show distinct concentration
among older age groups, retired individuals, and users with declared
party preferences. For Education and Careers, patterns align with
expectations: coverage and intensity are broadly consistent across
demographic strata, with no evidence of systematic opportunity
exclusion in ad delivery.

While these descriptive results suggest that content is not dis-
tributed uniformly, they cannot differentiate correlated attributes.
To address this limitation, we employ Negative Binomial Regres-
sion models, which quantify these disparities more rigorously.
The following sections present the statistically significant findings
(p < 0.05) for each construct.

4.3.1 Opportunity Exclusion. In this section, we focus our analysis
of opportunity exclusion on the Education and Careers category, as
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Attribute Target Group Reference Group IRR CI_low CI_high p value
Age 18-24 25-34 1.88 1.45 2.45 0.000
Education Postgraduate degree Bachelor degree 1.35 1.16 1.56 0.000
Income $52,000-$64,999 $156,000 or more 0.72 0.56 0.91 0.007
Employment  Employed part time Employed full time ~ 1.29 1.06 1.56 0.011
Age 65-74 25-34 0.74 0.56 0.97 0.030
Employment  Retired Employed full time  0.77 0.59 0.99 0.042
Income $26,000-$33,799 $156,000 or more 1.49 1.00 2.21 0.048
Income $78,000-$90,999 $156,000 or more 1.36 1.00 1.84 0.049
Employment  Unemployed & looking ~ Employed full time  1.49 1.00 223 0.049

Table 2: Education & Careers (NBR) (Main Effects Only): Significant effects (p < 0.05), sort by p value.

it represents the most explicit form of career and training-related ad-
vertising. This category directly reflects the availability of economic
and educational opportunities, making it a natural lens to examine
whether ad delivery systematically excludes certain groups.

Table 2 presents the statistically significant main effects from
our Negative Binomial Regression model. Consistent with the de-
scriptive results, the model does not reveal evidence of systematic
opportunity exclusion. Exposure patterns are broadly aligned with
plausible variation in career- and education-related ad delivery. For
example, younger users (18-24) exhibit higher exposure relative to
the 25-34 reference group, which is expected given their increased
likelihood of engaging with educational opportunities. Similarly,
part-time employees show moderately higher exposure than full-
time employees, potentially reflecting increased availability for
training or upskilling. At the other end of the spectrum, retired
users and older age groups receive fewer such ads, which is consis-
tent with a lower market relevance of career-focused content for
these demographics. Income effects are mixed but remain within
a plausible range: for example, lower-middle-income groups such
as $26,000-$33,799 show somewhat higher exposure relative to
the highest income bracket, whereas some upper-middle-income
brackets have slightly lower exposure.

Descriptive coverage and intensity plots (Figure 5) reinforce
these patterns: across gender, education, and income strata, differ-
ences are modest, and high-coverage groups (e.g., unemployed and
looking for work) correspond to demographics where targeting
is intuitively relevant. Taken together, both univariate and multi-
variate evidence suggest that ad delivery in Education and Careers
follows patterns consistent with its intended audience, without
indications of systematic exclusion from opportunities.

4.3.2 Inappropriate Targeting. We focus our inappropriate target-
ing analysis on Gambling, Alcohol, and Politics for three reasons.
First, these categories are widely designated as sensitive in industry
policies and regulatory guidance, given their potential to exacer-
bate addiction and financial harm (gambling), public-health risks
(alcohol), and unequal persuasive reach or civic manipulation (pol-
itics). Second, they represent distinct mechanisms of harm, from
encouragement of risky behaviours to targeted political persuasion,
allowing us to probe different modes within a single framework.
Third, in our data, they occur with sufficient base rates across de-
mographic levels and weeks to support well-powered user-week
Negative Binomial Regression models and screened interaction
terms; other sensitive categories were too sparse for reliable esti-
mation.

Gambling advertisements show evidence of heightened
targeting toward socioeconomically vulnerable populations.
In the main effects specification (Table 3a), people without upper-
secondary qualifications are exposed at substantially higher rates
than those with bachelor’s degrees (IRR = 2.48), and those out of
work receive markedly more gambling ads than full-time workers
(IRR = 2.89 and IRR = 2.02). Men also receive more such ads than
women (IRR = 2.25). Several middle and lower income ranges show
higher exposure than the highest-income reference, consistent with
greater delivery to people with fewer economic resources (e.g., IRR
= 2.02 for $20,800-$25,999).

To probe this more nuanced, intersectional question, we intro-
duce screened two-way interactions between gender and income
(Table 3a). In this parameterisation, the reported interaction entries
are ratios of the male-female effect at each income level relative to
the top-income bracket. The conditional gender effect at $156,000+
is large (IRR = 16.87). The interaction ratios show that this gap
is considerably smaller at most other income levels. For example,
among people earning roughly $41,600-$51,999, the ratio is 0.22,
implying a male—female IRR of 0.22 X 16.87 = 3.71 for that income
band. Taken together, the gender disparity is strongest among the
highest-income users and attenuates across most lower and middle-
income ranges. Nevertheless, it often remains directionally present,
i.e., men are still ahead of women, not the other way around.

The descriptive plots (Figure 6) reinforce these regression find-
ings. Men are more likely than women to encounter at least one
gambling ad and receive more such ads on average (coverage ~ 23%
vs. & 13%; intensity ~ 0.58 vs. ~ 0.30 ads per active user—week).
People who left school before completing upper-secondary educa-
tion experience notably higher reach and intensity than those with
postgraduate qualifications (coverage ~ 34% vs. & 15%; intensity
~ 1.38 vs. ~ 0.29). Individuals actively seeking work stand out
with both high coverage and the highest average intensity among
employment categories (coverage ~ 37%, intensity ~ 1.40), sub-
stantially exceeding full-time workers (coverage =~ 18%, intensity
~ 0.38). Several lower and lower-middle income ranges also show
elevated intensity relative to the highest-income group.

Overall, both the univariate and multivariate evidence indicate
that gambling ads are disproportionately delivered to people with
fewer educational credentials and to those outside full-time employ-
ment, with a persistent (though income-dependent) male advantage
in exposure. These patterns align with well-documented risk fac-
tors for gambling-related harm, underscoring the need for stronger
safeguards around the delivery of this content.
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(a) Gambling (Main effects)

Attribute Target Group Reference Group IRR CI low CI_high p value
Gender Male Female 2.25 1.63 3.10 0.000
Education < year 12 or equivalent Bachelor degree 248 1.28 4.80 0.007
Employment ~ Unemployed & looking Employed full time ~ 2.89 1.32 6.33 0.008
Income $104,000-$155,999 $156,000+ 2.19 1.20 4.02 0.011
Income $91,000-$103,999 $156,000+ 1.95 1.09 3.47 0.024
Income $65,000-$77,999 $156,000+ 1.97 1.08 3.58 0.026
Income $20,800-$25,999 $156,000+ 2.02 1.03 3.94 0.040
Income $26,000-$33,799 $156,000+ 1.98 1.03 3.80 0.041
Employment ~ Unemployed & not looking ~ Employed full time ~ 2.02 1.02 3.97 0.043

(b) Gambling (With Gender X Income Interaction Effects)

Attribute Target Group Reference Group IRR CIlow CI_high p value
Conditional Main Effects (Significant in this model)

Gender (at $156,000+)  Male Female 16.87 6.37 44.65 0.000
Income (for Females) $104,000-$155,999 $156,000+ 26.52 9.42 74.67 0.000
Income (for Females) $20,800-$25,999 $156,000+ 21.15 6.77 66.02 0.000
Income (for Females)  $33,799-$41,599 $156,000+ 18.04 5.34 60.93 0.000
Income (for Females) $65,000-$77,999 $156,000+ 12.76 4.35 37.42 0.000
Income (for Females) $52,000-$65,000 $156,000+ 12.20 3.80 39.16 0.000
Income (for Females) $25,999-$33,799 $156,000+ 11.95 4.15 34.40 0.000
Income (for Females) $1-$15,999 $156,000+ 11.03 3.44 35.33 0.000
Income (for Females) $41,599-$52,000 $156,000+ 10.22 3.04 34.30 0.000
Income (for Females) $91,000-$104,000 $156,000+ 6.54 2.07 20.66 0.001
Education < year 12 or equivalent Bachelor degree 2.55 1.32 4.90 0.005
Income (for Females) $15,999-$20,800 $156,000+ 442 1.49 13.08 0.007
Employment Unemployed & looking Employed full time 2.87 1.27 6.50 0.011
Age 18-24 25-34 1.78 1.10 2.87 0.018
Two-way interaction (Ratio of Gender Effects across Income levels)

Gender X Income Gender effect in $104,000-$155,999  Gender effect in $156,000+ 0.07 0.02 0.22 0.000
Gender X Income Gender effect in $20,800-$25,999 Gender effect in $156,000+ 0.06 0.02 0.22 0.000
Gender X Income Gender effect in $1-$15,599 Gender effect in $156,000+ 0.09 0.02 0.34 0.000
Gender X Income Gender effect in $52,000-$64,999 Gender effect in $156,000+ 0.11 0.03 0.37 0.000
Gender X Income Gender effect in $33,800-$41,599 Gender effect in $156,000+ 0.08 0.02 0.34 0.001
Gender X Income Gender effect in $65,000-$77,999 Gender effect in $156,000+ 0.16 0.04 0.56 0.004
Gender X Income Gender effect in $26,000-$33,799 Gender effect in $156,000+ 0.17 0.05 0.59 0.005
Gender X Income Gender effect in $41,600-$51,999 Gender effect in $156,000+ 0.22 0.05 0.98 0.048

Table 3: Gambling (NBR): Significant effects (p < 0.05), sort by p value.

Political advertising concentrates among older audiences
and politically engaged users, with a persistent male tilt. Ac-
cording to the main—-effects model (Table 4a), men receive more
political ads than women (IRR = 1.63). People with postgraduate
degrees see more such ads than those with bachelor’s degrees (IRR
= 1.43), consistent with higher political engagement among highly
educated users. Exposure also rises for several mid—income bands
relative to the highest-income reference. Older adults show higher
delivery than those in their late twenties and early thirties (IRR
= 1.54 for people in their late fifties to early sixties; IRR = 1.44 for
those in their mid-sixties to early seventies). Those actively seeking
work also receive more political ads than full-time workers (IRR
= 1.84). Finally, users who report a party preference, particularly
supporters of the Labor or Greens parties, see more political ads
than those reporting no affiliation (IRR = 1.51 and 1.49, respec-
tively).

To probe the intersectional structure, we also add screened gen-
der-by-income interactions (Table 4b). The interaction entries are
ratios of the male—female effect at each income level relative to
the top-income bracket. We observe such amplification around up-
per-middle incomes and in the lower-middle band. While the exact

implied male-female IRR by income requires the baseline gender
effect from this interaction model, these ratios clearly indicate that
the gender disparity in political ad delivery is larger in those bands
than among the highest-income users.

The descriptive evidence (Figure 7) mirrors these patterns. Men
are more likely than women to encounter political ads and to receive
them more frequently (coverage ~ 57% vs. ~ 46%; intensity ~ 2.89
vs. ~ 1.80 ads per active user-week). Reach and frequency climb
steadily with age, peaking among the oldest users (coverage ~ 69%,
intensity ~ 4.47 for those in the oldest group). People reporting a
party affiliation—across major parties—also show higher coverage
and intensity than those reporting none. And outside the labour
force, especially among those actively looking for work, delivery is
notably higher (intensity ~ 4.79 vs. ~ 1.90 for full-time workers).

Taken together, both the univariate and multivariate results indi-
cate that political messaging is not distributed uniformly: it skews
toward men, older adults, users with strong partisan identities,
and several mid-income segments, with gender gaps that widen at
specific income levels. Notably, people currently out of work also
receive elevated volumes of political advertising, a group likely to



Chen et al.

(a) Politics (Main Effects Only)

Attribute Target Group Reference Group IRR CI_low CI_high p value

Gender Male Female 1.63 1.32 2.02 0.000

Education Postgraduate degree Bachelor degree 1.43 1.15 1.78 0.001

Income $91,000-$103,999 $156,000 or more 1.88 1.28 2.77 0.001

Party Greens None 1.49 1.15 1.92 0.002

Income $26,000-$33,799 $156,000 or more 1.92 1.25 2.95 0.003

Party Labor None 1.51 1.14 2.00 0.004

Age 55-64 25-34 1.54 1.12 2.12 0.008

Income $41,600-$51,999 $156,000 or more 2.01 1.19 3.41 0.009

Employment  Unemployed & looking ~ Employed full time  1.84 1.08 3.12 0.024

Party Other None 1.70 1.06 2.75 0.029

Income $20,800-$25,999 $156,000 or more 1.54 1.01 2.36 0.046

Age 65-74 25-34 1.44 1.00 2.06 0.049

(b) Politics (With Gender X Income Interaction Effects)

Attribute Target Group Reference Group IRR CIlow CI_high p value
Conditional Main Effects (Significant in this model)
Education Postgraduate degree level Bachelor degree level 1.39 1.12 1.73 0.003
Party Greens None 1.45 1.13 1.86 0.003
Age 55-64 25-34 1.57 115 2.16 0.005
Party Labor None 1.47 1.12 1.93 0.005
Employment Unemployed & looking for work Employed full time 1.91 1.13 3.21 0.015
Income (for Females)  $104,000-$155,999 $156,000+ 0.50 0.28 0.90 0.020
Party Other None 1.57 1.01 2.46 0.046
Two-way interaction (Ratio of Gender Effects across Income levels)
Gender X Income Gender effect in $104,000-$155,999  Gender effect in $156,000+ 2.13 1.10 4.13 0.025
Gender X Income Gender effect in $33,800-$41,599 Gender effect in $156,000+ 2.37 1.03 5.46 0.042

Table 4: Politics (NBR): Significant effects (p < 0.05), sort by p value.

be especially sensitive to policy promises and trade-offs, raising
additional concerns about disproportionate persuasive reach.

Alcohol advertising shows a clear male tilt and a midlife
concentration. In the main-effects model (Table 5), men receive
substantially more alcohol ads than women (IRR = 2.19). Delivery
declines among older adults relative to those in their late twenties
and early thirties, lower for people in their mid-sixties to early
seventies (IRR = 0.41) and lowest for the oldest group (IRR = 0.22).
No other attributes reach statistical significance, indicating that
the most robust patterns are a persistent gender gap and late-life
attenuation.

The descriptive evidence (Figure 8) aligns with these model re-
sults. Men are more likely than women to encounter at least one
alcohol ad and to receive them more frequently (coverage ~ 31.9%
vs. = 20.7%; intensity ~ 1.02 vs. ~ 0.47 ads per active user-week).
By age, reach and frequency peak in midlife and taper at older ages
(e.g., intensity ~ 1.21 for those in their mid—forties to early fifties,
declining to ~ 0.69 at ages 65-74 and ~ 0.38 for the oldest group).
Across education and party affiliation, coverage and frequency are
broadly similar; income heterogeneity in the descriptive plots does
not persist as statistically significant in the multivariate model. This
means that, although income seemed to matter at first glance, it
does not actually explain the differences once we controlled for
other variables in a multivariate model. Meanwhile, education and
party affiliation do not show any real disparities either.

Overall, the alcohol category in our data appears more preference-
driven than exclusive. Delivery tracks a stable male tilt and life-stage

differences commonly associated with alcohol consumption, with-
out the concentrated reach to socioeconomically vulnerable groups
seen for gambling or the partisan/age amplifications observed for
politics. After adjusting for covariates, only gender and late-life
attenuation remain robust; other demographic contrasts are small
and unstable. We therefore interpret these patterns as reflecting
audience interest, rather than clear indications of inappropriate
targeting, as the observed skews align with broad (Table 8), es-
tablished consumption patterns rather than targeting legally or
ethically defined vulnerable groups. While this distinction does not
eliminate all potential harms, it differentiates alcohol ad delivery in
our data from the patterns observed for gambling, where targeting
aligns with known socioeconomic risk factors for addiction. We
still emphasise the importance of routinely monitoring frequency
and creative placement for sensitive subgroups.

In summary, the evidence indicates heterogeneous risk across
sensitive categories: clear inequities for gambling, substantial demo-
graphic skews for politics, and comparatively limited concern for
alcohol. These findings motivate category-specific safeguards and
continuous fairness auditing of targeting and frequency, especially
where harms or civic impacts are plausible.

4.4 User Profile Reconstruction

The preceding analysis demonstrates that ad-delivery systems on
Facebook do not operate uniformly; instead, they generate ad
streams with systematic and statistically significant skews along
demographic lines. For sensitive categories like Gambling, Alco-
hol, and Politics, the sequence of ads a user sees is not random but
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Attribute Target Group Reference Group IRR CI_low CI_high p value
Gender Male Female 2.19 1.64 2.92 0.000
Age 75 and over 25-34 0.22 0.09 0.52 0.001
Age 65-74 25-34 0.41 0.23 0.73 0.002

Table 5: Alcohol (NBR) (Main Effects Only): Significant effects (p < 0.05), sorted by p value.

Method Gender Age Income Education Employment Party
Random Guessin Acc 50.00 14.29 8.33 25.00 20.00 20.00
& F1 50.00 14.29 8.33 25.00 20.00 20.00

Gemini 2.0 Flash Acc 59.13 20.41 9.94 42.70 48.38 35.13
. F1 58.85 15.62 4.56 18.04 19.92 20.99

Table 6: Session-level performance (%) on 63,864 sessions.

is correlated with their gender, age, education, and employment
status. This finding establishes a critical precondition for our sec-
ond research question (RQ2): if an ad stream contains discernible
demographic signals, can a powerful, general-purpose inference
engine like a Large Language Model (LLM) detect and exploit these
signals to reconstruct a user’s demographic profile? In this section,
we empirically evaluate this possibility. We treat the sequence of
multimodal advertisements delivered to a user as a rich, content-
level digital footprint. Our objective is to determine whether a
state-of-the-art multimodal LLM, given only this ad stream, can
infer sensitive demographic attributes without any access to the
platform’s underlying targeting data. To do so, we develop a novel
auditing framework where the LLM performs zero-shot classifi-
cation for each demographic attribute based on the ad content. We
then benchmark the LLM’s reconstruction accuracy against both
a prior distribution baseline and human evaluators to rigorously
assess its effectiveness.

4.4.1 Session-Level Reconstruction. We first conduct our analysis
at the most granular level: the user session. A user session is
defined as the sequence of ads a user is exposed to within a single,
continuous period of platform usage. This session-level analysis
allows us to test the LLM’s inference capabilities on short, contextu-
ally coherent ad sequences. To ensure data quality and meaningful
classification, we excluded responses where users selected “prefer
not to say” for any given attribute. We also excluded the “other”
category for gender due to its small sample size (N=6 users), which
is insufficient for a reliable model evaluation. We then tasked Gem-
ini 2.0 Flash, a state-of-the-art multimodal LLM, with performing
zero-shot classification for six demographic attributes across the
remaining 63,864 user sessions from our dataset. The full prompt
used for session-level reconstruction is provided in Figure 11. The
model’s performance, measured by accuracy and macro F1-score, is
benchmarked against a random guessing baseline, with the results
presented in Table 6. As shown in the table, this baseline varies for
each attribute, as it is determined by the number of possible cate-
gories (i.e., 1 divided by the number of classes). For example, with
seven age brackets, the random guessing accuracy for Age is 14.29%
(1/7). The results demonstrate that the LLM consistently outper-
forms the random guessing baseline in terms of accuracy across all

demographic attributes. For instance, Gemini achieves an accuracy
of 59.13% for Gender classification, a notable improvement over the
50% chance baseline. The most substantial gains are observed for
Education and Employment, where the model’s accuracy reaches
42.70% and 48.38%, respectively, more than doubling the random
guess performance. This indicates that ad sequences, even at the
session level, contain sufficient demographic signals for the LLM to
make inferences that are better than chance. However, a closer look
at the macro F1-scores reveals a more nuanced picture. While accu-
racy measures the overall correctness of predictions, the F1-score
provides a more robust evaluation, especially in the presence of class
imbalance, by balancing precision and recall. For attributes with
many categories, such as Age and Income, the F1-scores are consider-
ably lower (15.62% and 4.56%, respectively) and show only marginal
improvement over the baseline. This suggests that while the LLM
can often correctly identify the majority class, its ability to reliably
distinguish between the multiple fine-grained categories within
these attributes is limited at the session level. For attributes with
fewer classes, like Employment and Party, the F1-scores are closer
to their corresponding accuracies, indicating a more balanced per-
formance. In summary, our session-level analysis provides initial
evidence that LLMs can indeed extract demographic signals from
ad streams to reconstruct user profiles with better-than-random
accuracy. Nevertheless, the low F1-scores for multi-class attributes
highlight the challenge of making reliable, fine-grained inferences
from the limited information contained within a single user session.
This motivates our subsequent analysis at the user level, where
aggregating information across multiple sessions may provide a
richer and more stable signal for reconstruction.

4.4.2  User-Level Reconstruction. To create a more stable and com-
prehensive signal, we aggregate information across all sessions for
each of the 891 users in our dataset. For each user, we first gener-
ate a textual summary of the LLM’s inference and reasoning for
every individual session. We then concatenate these session sum-
maries in chronological order, creating a longitudinal narrative of
the LLM’s evolving perception of the user over time. This complete,
time-ordered text is then provided to the LLM in a final step to
perform a holistic, user-level classification for each demographic
attribute. This method allows the model to leverage not only the
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Method Gender Age Income  Education Employment Party

. . Acc 36.47 20.84 9.25 21.81 56.71 3.14

Prior-Mode (Majority Class) 26.72 4.93 1.54 11.94 24.13 1.22
Prior-Samplin Acc  49.89+1.68 14.85+1.22 8.26£1.01  26.63+1.24  46.90+1.79  19.85+1.25
Ping F1  49.03+1.68 14.01£1.18 7.68+0.96  24.20+1.38 32774177  16.20+1.13

. Acc 74.88 41.18 9.11 44.87 61.95 39.91

Gemini 2.0 Flash F1 74.87 34.57 5.46 34.13 34.66 23.90

Acc 76.38 40.84 8.99 44.41 62.46 41.60

- T
Gemini 2.0 Flash F1 76.35 34.39 5.76 34.37 35.63 25.82

Table 7: Comparison of augmented (Australian context) and non-augmented Gemini 2.0 Flash against census prior on user-level
performance (%). To ensure alignment with the census prior classes, we removed or merged a small subset of categories in our
dataset that were either misaligned with or absent from the prior. ¥ denotes the LLM augmented with an Australian-specific

context prompt.

cumulative evidence but also any temporal patterns or shifts in
the ad content a user is shown, preserving the temporal nature
of a user’s ad exposure history. For this more rigorous user-level
evaluation, we introduce two stronger baseline models derived
from Australian census data, which reflect the prior demographic
distribution of the population (Table 11). The Prior-Mode baseline
always predicts the majority class for each attribute. The Prior-
Sampling baseline provides a more robust chance-level comparison
by making predictions through random sampling from the census
distribution; we report the mean and standard deviation of its per-
formance over 1,000 independent runs in Table 7. To ensure a fair
comparison, we harmonised our dataset with the census data. For
all attributes, we excluded responses where users selected “pre-
fer not to say” We excluded gender-diverse respondents from this
analysis because the census prior reports only male and female
categories. For education, we aligned with the higher education
census distribution by merging all non-degree categories in our
data into a single “No Degree” class. Census data for individual
income, reported weekly, was annualised (i.e., multiplied by 52)
and aligned perfectly with our income brackets. For employment,
we merged our two “unemployed” categories to match the census,
which does not distinguish between looking for work or not; we
also excluded “retired” individuals from this specific attribute’s
evaluation, as the census employment data pertains only to the
labour force. Detailed statistics of the demographics of the Aus-
tralian Census and Australian Federal Election Study are provided
in Appendix 11. We evaluate two versions of LLM: the standard
Gemini 2.0 flash model and an augmented version, Gemini'f, which
was provided with a prompt about the Australian cultural context.
The user-level reconstruction prompt is provided in Figure 12, and
the augmented Australian context prompt is provided in Figure 13.
This augmentation is designed to create a more equitable compari-
son with our census-derived baselines. Since the Prior-Sampling
baseline inherently incorporates “Australian context” by drawing
from national demographic data, providing the LLM with similar
high-level contextual information ensures that our evaluation more
accurately assesses the model’s ability to infer information from ad
content, rather than simply penalising it for a lack of geographical
and cultural knowledge.

The user-level reconstruction performance is presented in Ta-
ble 7. The results at the user-level show a marked improvement over

the session-level analysis and demonstrate the LLM’s strong capa-
bility to reconstruct user profiles. Gemini significantly outperforms
both the Prior-Mode and Prior-Sampling baselines across nearly all
attributes in both accuracy and F1-score. The most striking perfor-
mance is in Gender reconstruction, where Gemini' achieves 76.38%
accuracy and a 76.35% F1-score, far exceeding the baselines and
indicating a very strong and reliable signal in the ad streams. Sub-
stantial gains are also evident for attributes that were challenging
at the session level. For Age, Gemini’s accuracy (41.18%) is double
that of the Prior-Mode baseline (20.84%), and its F1-score (34.57%)
shows a seven-fold improvement over the majority class F1 (4.93%),
indicating that the model is not merely guessing the most common
age bracket but is successfully distinguishing between multiple
categories. A similar pattern holds for Education, where the F1-
score jumps to 34.37%, nearly tripling the baseline performance.
For Party preference, the LLM’s accuracy (41.60%) and F1-score
(25.82%) are dramatically better than the baselines, suggesting that
political orientation is encoded in ad content. The model’s perfor-
mance on Employment is also noteworthy. While the Prior-Mode
baseline achieves a high accuracy of 56.71% due to a large majority
class (employed full-time), its F1-score is low (24.13%). Gemini, in
contrast, achieves a higher accuracy (62.46%) and a significantly bet-
ter F1-score (35.63%), demonstrating a superior ability to correctly
identify users in non-majority employment categories. The only
attribute where the LLM does not show a clear advantage is Income,
where both accuracy and F1-score remain low and comparable to
the baselines. This suggests that while other demographic signals
are robustly embedded in the ads, providing high-level contextual
information can further refine the model’s inferential capabilities.
Overall, these user-level results confirm that aggregating ad se-
quences provides a powerful signal, enabling LLMs to reconstruct
a user’s demographic profile with a strong performance for most
attributes, posing significant privacy risks.

4.4.3 Human Evaluation. To contextualise LLM performance, we
conducted a human evaluation study. We randomly sampled 100
user sessions, stratified to match the demographic distribution of
our dataset as detailed in Table 1. As with our main analysis, ses-
sions from users who selected “prefer not to say” for an attribute
or chose a gender category not represented in the census prior
were excluded from the sample for those respective evaluations.
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Method Gender Age Income  Education Employment Party
Random sucssing A 50.00 14.29 833 25.00 20.00 20.00
& & R 50.00 14.29 8.33 25.00 20.00 20.00
Human Acc  73.67+5.13 21.83+5.34 217349 33.67£543  37.834578  25.0046.10
uma FI  73.05+4.95 15.64+4.34 181+2.84 25104641 20424395  16.68+4.54
GPT4 Ace 60.00 36.00 14.00 46.00 49.00 26.00
0 F1 59.86 27.56 11.36 25.29 22.87 16.15
. Acc 60.00 30.00 6.00 47.00 51.00 32.00
Gemini 2.0 Flash ¢, 59.86 20.03 231 26.10 23.31 15.24
- Acc 64.00 30.00 7.00 43.00 49.00 25.00
Gemini 2.5 Flash ) 63.99 26.31 330 24.14 22.90 13.73
Thinking Models
. Ace 69.00 29.00 9.00 43.00 49.00 26.00
GPT 5 Mini F1 68.97 19.72 6.60 23.59 22.62 15.81
GPTs Ace 76.00 31.00 11.00 46.00 51.00 25.00
F1 75.65 24.82 5.91 27.12 24.11 1437
Gemini 2.5 Pro Acc 75.00 30.00 8.00 51.00 53.00 31.00
: F1 74.80 26.45 5.80 30.54 26.33 21.72

Table 8: Comparison of Human and random guessing against LLMs on 100 sampled human-evaluated sessions.

We recruited six human annotators (2 female, 4 male) with diverse
professional backgrounds, including legal and privacy expertise,
computer science, and human resources. Each annotator was tasked
with inferring the six demographic attributes for each of the 100
sessions, based solely on the same ad content shown to the LLM. To
best capture intuitive human inference in a realistic and tractable
manner, annotators were shown the raw, human-readable visual im-
ages of the ads within each session, as processing the full structured
textual captions, categories, key entities from all ads in 100 sessions
would be cognitively overwhelming. In contrast, the LLM received
the structured textual input generated by our multimodal under-
standing pipeline (as described in Section 3.1) as in our session-level
analysis. Our research design was reviewed and approved by our
university’s Human Research Ethics Board.

This design allows for an ecologically valid comparison between
intuitive human inference and systematic algorithmic inference.
The final human performance metrics reported in Table 8 are the
average of the individual performances of six annotators, compared
against both the random guessing baseline and the performance of
LLMs in the exact same 100 sessions.

The results reveal an interesting dynamic between human in-
tuition and algorithmic inference. For Gender, human annotators
demonstrated remarkable proficiency, achieving an average accu-
racy of 73.67%. This performance is higher than most of the tested
LLMs, though the most advanced model (GPT 5, Gemini 2.5 Pro)
approached or even exceeded human-level accuracy at 76.00% and
75.00%. This suggests that humans are particularly adept at de-
coding the subtle gendered cues embedded in advertising content.
However, for most other attributes, the top-performing LLMs con-
sistently matched or surpassed human capabilities. For Education
and Employment, the best model, Gemini 2.5 Pro, achieved signifi-
cantly higher accuracies (51.00% and 53.00% respectively) compared
to the human average (33.67% and 37.83%). This indicates that LLMs
are more effective at identifying the complex and non-obvious corre-
lations between ad content and a user’s professional or educational

background. For Age, the leading LLM (GPT 4o0) also showed a clear
advantage over human annotators (36.00% vs. 21.83% accuracy).
Both humans and all tested LLMs struggled with Income, with hu-
man performance falling below the random baseline, reinforcing
our finding that this attribute is not reliably encoded in ad content
in a way that is easily decodable by either human or machine in-
telligence. For Party preference, the top-performing LLM (Gemini
2.0 Flash and Gemini 2.5 Pro) and humans achieved comparable
accuracy, although the inter-rater variability for humans was high,
as indicated by the standard deviation.

In summary, this evaluation highlights that while humans excel
at inferring certain socially-cued attributes like gender, state-of-
the-art LLMs demonstrate a competitive or even superior ability
to reconstruct more complex, multi-class attributes like education,
employment, and age from ad sequences. This underscores the
power of LLMs as inference engines that can match or exceed
human capabilities in decoding demographic signals from digital
footprints, further amplifying the privacy risks we identified

4.4.4 Random Control Group. Our reconstruction framework is
predicated on the hypothesis that the sequence of advertisements
contains meaningful temporal signals that the LLM can leverage.
To isolate and quantify the value of this sequential information, we
introduce a random control group. For this experiment, we create
a “shuffled” version of our dataset where, for each user session,
the chronological order of the ads is randomised. This process
preserves the exact same set of ads within each session but disrupts
any temporal patterns. We then task the LLM with performing
profile reconstruction on both the original, chronologically ordered
data (Sequential) and this shuffled version (Random Control). By
comparing the performance between these two conditions, we
can directly measure the contribution of the ad sequence order
to the model’s inferential accuracy. The full prompt used for this
experiment is provided in Figure 14.

For this analysis, we evaluate performance at both the session
and user levels. Unlike the comparison against census priors, this



Level Method Gender Age Income Education Employment Party

Random Contrgl Acc 5880 2056 10.07 4276 48.29 34.63

. F1 5850  15.88 459 18.13 19.72 21.07
Session

Sequential Acc 5913 2041 9.94 4270 48.38 35.13

4 F1 5885 1562 456 18.04 19.92 20.99

Random Contrl | ACC 7039 3800 1027 42,56 57.09 39.12

F1 7038 3202 6.31 24.20 31.01 23.81

User Sequential Acc 7488 4118 911 44.18 58.15 39.91

eque F1 74.87 3457 5.46 24.76 31.98 23.90

s all Acc 7638  40.84 8.99 4371 57.80 41.60

cquentia F1 76.35 3439 5.76 25.21 32.04 25.82
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Table 9: Session-level and user-level performance (%) against random control group. ¥ denotes the LLM augmented with an

Australian-specific context prompt.

experiment does not require harmonisation with external datasets.
Accordingly, we use the full set of demographic categories present in
our original data, providing a more complete picture of performance.
However, we applied the same exclusion criteria as in the main
analysis, removing responses where users selected “prefer not to
say” for any attribute and excluding those who chose their gender
as “other”. The results are presented in Table 9.

At the session level, the performance difference between the
Sequential and Random Control groups remains minimal across all
attributes. For most metrics, the accuracies and F1-scores are nearly
identical, with negligible variations that are likely attributable to
model stochasticity. This finding confirms that at the granular level
of a single, short user session, the specific order of ads provides little
to no additional signal for the LLM. The model’s inferences appear
to be based primarily on the aggregate semantic content of the ads
present in the session, rather than their temporal arrangement.

However, a clear and significant pattern emerges at the user
level. When information is aggregated across a user’s entire his-
tory, the Sequential model consistently outperforms the Random
Control group on most attributes, demonstrating the value of tem-
poral information in long-term profile reconstruction. For instance,
the accuracy for Age improves from 38.00% in the control group
to 41.18% in the sequential model, with a corresponding increase
in F1-score from 32.02% to 34.57%. A similar, though more modest,
trend is visible for Education, Gender, and Employment. The notable
improvement is seen in Party preference, where the F1-score for
the augmented sequential model (Sequential®) rises to 25.82% from
the control group’s 23.81%, suggesting that the evolution of a user’s
ad stream over time is a useful signal for inferring their political af-
filiation. Finally, consistent with our previous findings, augmenting
the LLM with Australian-specific context (Sequential ) provides a
small but consistent performance boost over the standard sequen-
tial model, particularly for Party preference. This confirms that
providing high-level contextual information can further refine the
model’s inferential capabilities on top of the signals derived from
ad content and sequence.

In conclusion, this control experiment validates that the tempo-
ral sequence of advertisements is a valuable source of signal for
user profile reconstruction, particularly for nuanced attributes like
age and political preference. While strong signals like gender can
be inferred effectively from the mere aggregation of ad content,

preserving the chronological order allows the LLM to achieve a
higher level of inferential accuracy and robustness across a broader
range of demographic characteristics.

4.4.5 Misprediction Analysis. Our analysis so far has relied on an
Exact match criterion, where a prediction is only considered correct
if it perfectly aligns with the ground truth. While standard, this
approach can be overly punitive for ordinal attributes like Age and
Income, where a prediction that is “close” is more informative than
one that is far off. For instance, misclassifying a 25-year-old as being
in the 18-24 age bracket is a less severe error than classifying them
as 65-74. To capture this nuance, we introduce a more forgiving,
“Lenient” evaluation criterion. Under this setting, a prediction is
considered correct if it either exactly matches the ground truth or
falls within one adjacent, pre-defined “near” category (e.g., for the
25-34 age bracket, the adjacent categories are 18—-24 and 35-44).
Table 10 presents the performance for Age and Income prediction
under both the Exact and Lenient criteria, evaluated across our
different experimental settings: the 100-session sample (for all
tested LLMs), the full session-level dataset, and the final user-
level aggregation.

The results reveal a dramatic and consistent improvement across
all models and settings when moving from the Exact to the Lenient
criterion. For Age, the performance of all models on the 100-session
sample improves substantially, with accuracies often doubling. This
trend culminates at the user-level, where accuracy skyrockets from
41.18% to 80.55%, and the F1-score more than doubles from 34.57%
to 79.03%. This indicates that a large proportion of the models’
“incorrect” predictions were, in fact, “near misses” into an adjacent
age bracket. This strongly suggests that ad streams contain a robust
signal for a user’s approximate age, which machine intelligence can
effectively decode, even if pinpointing the exact bracket remains
challenging.

A similar, albeit less pronounced, trend is observed for Income.
At the user-level, the Lenient accuracy climbs from 9.11% to 27.47%,
and the F1-score shows a remarkable four-fold increase from 5.46%
to 22.79%. While the absolute performance for income reconstruc-
tion remains modest, this substantial relative improvement demon-
strates that the models’ predictions are not random noise. Instead,
they are able to place users in an income bracket adjacent to their
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Level Method Age Acc Age F1 Income Acc Income F1
GPT 40* Exact 36.00 27.56 14.00 11.36
Lenient  63.00 (] 75.00%)  54.76 (] 98.69%)  32.00 (] 128.57%)  30.56 (] 169.01%)
ok Exact 29.00 19.72 9.00 6.57
GPT 5 Mini Lenient  63.00 (T 117.24%)  56.62 (1 187.12%)  26.00 (] 188.89%)  21.81 (T 231.96%)
GPT 5* Exact 31.00 24.82 11.00 591
Lenient  66.00 (] 112.90%)  61.64 (] 148.35%)  38.00 (] 245.45%)  25.48 (] 331.13%)
Gemini 2.0 Flash* Exact 30.00 20.03 6.00 2.51
. Lenient  64.00 (T 113.33%)  55.96 (1 179.38%)  22.00 (] 266.67%)  15.52 (T 518.33%)
Gemini 2.5 Flash* Exact 30.00 26.31 7.00 3.30
: Lenient  65.00 (] 116.67%)  56.94 (] 116.42%)  21.00 (T 200.00%)  18.75 (] 468.18%)
Gemini 2.5 Pro* Exact 30.00 26.45 8.00 5.80
: Lenient  73.00 (T 143.33%)  69.17 (1 161.51%)  31.00 (] 287.50%)  22.12 (T 281.38%)
Session Exact 20.41 15.62 9.98 5.00
Lenient  48.67 (T 138.46%)  46.78 (1 199.49%)  25.22 (1 152.65%)  17.45 (T 249.00%)
User Exact 41.18 34.57 9.11 5.46
Lenient  80.55 (] 95.60%)  79.03 (1 128.61%)  27.47 (1 201.54%)  22.79 (] 317.40%)

Table 10: Performance (%) for Age and Income prediction across different evaluation settings (* denotes predictions in 100
sampled sessions, session-level, and user-level). Results are reported under Exact and Lenient criteria, where Lenient considers
a prediction correct if it exactly matches the ground truth or falls within one pre-defined “near” category. Percentages in green

indicate relative improvement over the Exact setting.

true one, suggesting that ad content contains a coarse but dis-
cernible signal of a user’s general economic standing.

In conclusion, this misprediction analysis provides a crucial layer
of interpretation. It shows that for ordinal attributes like Age and
Income, the LLMs’ inferential power is significantly greater than
what exact-match accuracy suggests. The models are not just mak-
ing random errors; they are consistently making predictions that
are semantically close to the ground truth. This implies that even
imperfect predictions can be “directionally correct”, which signifi-
cantly amplifies the privacy risks of profile reconstruction from ad
content.

5 Discussion

Our findings provide a multi-faceted view of the contemporary ad
targeting ecosystem, revealing both embedded algorithmic biases
and risks from the widespread availability of powerful LLMs. We
structure the discussion around the nature of these biases and pri-
vacy risks, the policy and governance implications, and the study’s
limitations.

5.1 Harmful Algorithmic Biases and Privacy
Risks

Our research uncovers a dual-layered of risk. The first, from our
statistical audit, is the bias inherent in the ad-delivery system itself.
Our findings extend prior work [7, 38, 42, 45] by providing a large-
scale, user-level quantification of these biases with ground-truth
demographic data. Evidence of inappropriate targeting in Gambling
is stark, showing higher exposure for socioeconomically vulnerable
groups, such as those with lower educational attainment and the
unemployed. This suggests a potentially predatory dynamic where
the platform’s optimisation mechanisms may be exploiting known
risk factors for gambling harm. Similarly, the concentration of
political ads among specific demographic segments points to the

system’s role in reinforcing political beliefs, rather than fostering
open deliberation or individual autonomy.

The second, emergent layer of risk is the feasibility of user profile
reconstruction by third parties using LLMs. Our work provides the
first empirical demonstration that the stream of ads shown to a
user is not innocuous noise but a rich digital footprint that can be
systematically decoded. The success of our LLM in reconstructing
attributes like gender, age, education and employment with high
accuracy, rivalling or exceeding human annotators for almost all
attributes, is a critical finding. It shows that an external actor, e.g.,
through a malicious browser extension [3, 25, 53, 64, 72], could
reverse-engineer sensitive information from publicly broadcast ads.
Critically, the level of protection platforms apply to behavioural
data (e.g., ad stream) appears significantly lower than that for user’s
personal information [18]. This reverse-engineering of user profiles
is particularly concerning because users often perceive personal-
ized content as reflecting stable identity, not merely a product of
their recent clicks. For instance, users, especially younger ones
often integrate these algorithmic reflections into their own sense
of self [50]. Yet, users’ mental models of how platforms generate
inferences are often flawed, leading to surprise and concern when
they encounter inferences that seem inaccurate or inexplicable [30].
This is compounded by a fundamental misalignment between users’
contextual, evolving perception of what constitutes identifiable in-
formation and the static, formal definitions used by platforms and
regulators [65]. This gap in user understanding is precisely what
makes our findings so critical. The ability of LLMs to systemati-
cally decode ad streams represents a form of profiling that operates
far beyond users’ typical expectations of how platforms function
and what personal information could be leaked from seemingly
innocuous ad content [26, 30, 48, 58, 73]. This dynamic often leaves
users feeling a sense of powerlessness, resigned to their data being
used in ways they do not fully understand or approve of [27]. The



finding that the LLM’s errors for Age and Income are often “near
misses” is deeply concerning. It implies that even when the model
is not perfectly accurate, it is often “directionally correct”, capable
of placing individuals into coarse but meaningful categories (e.g.,
“young”, “low-income”). This level of accuracy is sufficient to con-
stitute a meaningful privacy breach, as it enables the inference of
sensitive demographic attributes even without perfect precision.
The fact that the barrier to conducting this kind of privacy-invasive
inference is no longer expertise in data science but simply access to
a publicly available AT tool emphasises the scale and novelty of this
threat. This vulnerability is exacerbated by the narrow, algorithm-
centered nature of platform transparency, which focuses on explain-
ing models while ignoring the broader socio-organisational context
in which these systems operate [23]. Our auditing framework, by
revealing systemic, population-level patterns of ad delivery, takes
a step towards the transparency that is necessary for users and
regulators to truly understand the collective risks and harms of
these systems.

5.2 Implications for Policy

The demonstration that multimodal LLMs can reconstruct sensi-
tive attributes from ad streams has direct implications for platform
accountability, data protection frameworks, and Al governance.
We structure our recommendations across three interconnected
domains. First, on transparency and accountability, our findings
show that current mechanisms are insufficient. Requirements must
evolve beyond current “Why am I seeing this ad?” explanations,
which prior work has shown to be incomplete [8, 15]. Content-level
auditing, particularly of the kind we have demonstrated, should
move beyond the analysis of singular, isolated ads and towards se-
quence and group-level analysis and be incorporated into platform
transparency reports and mandated for independent researchers.
This would allow regulators and civil society to detect demographic
skews in ad delivery and identify harmful targeting patterns in near
real time, shifting the paradigm from transparency to genuine ac-
countability, which requires embracing a “Social Transparency” that
captures systemic operational patterns over the technical details of
individual outputs [24]. Second, on the legal and regulatory front,
privacy frameworks such as the GDPR [1] and Australia’s Privacy
Act [2] should adapt to the reality of inferential risks. Our work
suggests that an “ad stream” itself can constitute a form of personal
data leakage. Regulations should explicitly recognise that data in-
ferred from content exposure is a form of personal data, affording
it the same protections as data explicitly provided by users. This
would close a significant loophole where actors can claim they have
not collected “personal information” while still deriving it through
powerful inference, a risk now democratised by accessible LLMs.
Third, platforms and regulators must anticipate and mitigate
adversarial uses through technical and design interventions. Given
the accessibility of contemporary LLMs, proactive technical mitiga-
tions are essential. These could include: (1) limiting the granularity
and persistence of identifiable ad delivery logs accessible to third
parties (e.g., enforcing stricter API rate limits and adopting privacy-
enhancing browser architectures like cross-origin ad rendering); (2)
introducing randomness or diversity constraints into ad sequenc-
ing to reduce the stability of demographic signals, thereby making
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reconstruction more difficult (e.g., extending fairness-enhancing
mechanisms like Meta’s Variance Reduction System [67], currently
limited to housing ads, to other sensitive categories like gambling
or political content); and (3) prohibiting or rate-limiting the high-
frequency delivery of sensitive-category ads to groups identified as
vulnerable (e.g., implementing platform-wide frequency caps for
categories like gambling ads). These findings strengthen the case
for mandatory algorithmic impact assessments that require plat-
forms to evaluate not only their targeting algorithms but also the
emergent demographic signals embedded in the content streams
they produce.

5.3 Limitations and Future Work

Several limitations of this study should be acknowledged. First, our
dataset, while large and longitudinal, is sourced from a self-selected
group of Australian volunteers using a browser plugin. This cohort
may not be fully representative of the broader Facebook population,
particularly mobile-only users, and may not generalise to other
countries with different advertising norms or platform policies [43].
Second, while our harmful algorithmic bias audit identifies statisti-
cally significant disparities, the causal mechanisms remain opaque.
We cannot definitively distinguish between bias originating from
advertiser targeting strategies, platform optimisation algorithms, or
user-level engagement feedback loops. Disentangling these mecha-
nisms would require access to platform-side data, which is currently
unavailable to independent researchers. Third, our analysis focuses
on Facebook; other platforms with different ad formats or targeting
policies may exhibit different patterns. Extending our framework to
TikTok, Instagram, and programmatic ad networks is a crucial next
step. Similarly, other sensitive traits not analysed here, such as reli-
gion or race, may also be encoded in ad streams, warranting further
investigation. Finally, our LLM-based reconstruction pipeline has
methodological limitations. Our approach is a multi-stage process,
not an end-to-end one; we first use a single multimodal model (Gem-
ini 2.0 Flash) to generate structured textual summaries from raw
ad content, which are then used for all subsequent demographic
inferences (see Section 3.1). This design was a necessary trade-off
to manage the prohibitive token costs and contextual complexity
of directly processing long multimodal ad sequences(as detailed
in Section 3.3), a design which allows for scalable and controlled
analysis. However, it also means the quality of the final inference is
bottlenecked by the initial summary generation, and we do not cap-
ture the potential performance of a true end-to-end system. Future
work with more powerful LLMs could explore direct, end-to-end
profile reconstruction.

6 Conclusion

In this work, we examined the dual risks of algorithmic bias in ad
targeting and the emergent threat of user profile reconstruction by
Large Language Models. Using a multi-stage auditing framework
that combines statistical analysis of ad delivery with LLM-based
inference, we found strong evidence of inappropriate targeting
and demonstrated, for the first time, that a state-of-the-art mul-
timodal LLM can reliably infer gender, education, employment
status, and produce human-comparable, above-chance estimates
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of age, income and party preference from ad streams alone. Tem-
poral patterns in ad delivery further amplified this risk, and even
“near-miss” errors for ordinal attributes, such as age and income,
constituted meaningful privacy violations. These findings show
that an ad stream is not merely a sequence of commercial messages,
but a rich digital footprint that leaks personal information. The
accessibility of modern LLMs has made such inference broadly fea-
sible, shifting it from a theoretical concern to a practical reality.
Safeguarding against these inferential risks will require moving
beyond platform-provided transparency tools toward auditing the
content-level signals embedded in ad delivery.
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A Statistics

(a) Population by Gender.

Gender Count %
Male 12,545,154 49.35%
Female 12,877,635 50.65%
Total 25,422,788 100.00%

(b) Population by Income Bracket.

(d) Population by Education Level.

Education Level Count %
Postgraduate degree 1,855,376 8.93%
Bachelor degree 3,609,254 17.37%
No degree 15,316,207 73.70%
Total 20,780,837 100.00%

(e) Population by Age Range.

Age Range Count %
18 - 24 2,162,707 8.51%
25-34 3,624,762 14.26%
35-44 3,487,662 13.72%
45 - 54 3,246,891 12.77%
55 - 64 3,010,018 11.84%
65 - 74 2,459,238 9.67%
75 and over 1,918,854 7.55%
Other 5,512,657 21.68%
Total 25,422,789 100.00%

(f) Surveyed Political partisanship.

Party Preference Count Percentage

Income Bracket Count %
$1 - $15,999 1,684,882 8.11%
$15,600 — $20,799 1,573,591 7.57%
$20,800 — $25,999 1,581,612 7.61%
$26,000 — $33,799 1,511,161 7.27%
$33,800 — $41,599 1,438,946 6.92%
$41,600 — $51,999 1,680,601 8.09%
$52,000 — $64,999 1,866,801 8.98%
$65,000 — $77,999 1,402,866 6.75%
$78,000 — $90,999 1,229,022 5.91%
$91,000 - $103,999 908,597 4.37%
$104,000 — $155,999 1,575,071 7.58%
$156,000 or more 1,029,095 4.95%
Negative/Nil income 1,816,383 8.74%
Not stated 1,486,213 7.15%
Total 20,784,841 100.00%

(c) Population by Employment Status.

Employment Status Count %

Employed full time 8,904,947  65.00%
Employed part time 4,081,992  29.80%

Unemployed

703,685 5.10%

Labor - 28%
Liberal - 30%
Greens - 10%
None - 24%
Other - 8%
Total Surveyed - 2,508

Total Labour Force

13,690,624 100.00%

Chen et al.

Table 11: Demographic Distribution from the 2021 Australian Census and the 2022 Australian Federal Election Study.
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Figure 5: Single-variable exclusion analysis of Education and Careers ads: coverage (probability of seeing >1 ad within a 7-day
window among active users) and average intensity (ads per active user).
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Figure 6: Single-variable inappropriate targeting analysis of Gambling ads: coverage (probability of seeing >1 ad within a 7-day
window among active users) and average intensity (ads per active user).
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Figure 7: Single-variable inappropriate targeting analysis of Politics ads: coverage (probability of seeing >1 ad within a 7-day
window among active users) and average intensity (ads per active user).
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Figure 8: Single-variable inappropriate targeting analysis of Alcohol ads: coverage (probability of seeing >1 ad within a 7-day
window among active users) and average intensity (ads per active user).
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C Parameters of Models

In the multimodal understanding stage, we used Gemini 2.0 Flash !
with a temperature of 0.3 to allow a small degree of creativity
needed for fluent yet faithful captions, while constraining outputs
to a structured JSON format. For the reconstruction stages (session-
and user-level), we set temperature to 0.0 to maximize determinism
and reproducibility. When employing a thinking model, we used
Gemini 2.5 Pro 2 with the default dynamic-thinking configuration
enabled (thinking budget = -1). For GPT-5 > and GPT-5 mini *, we
retained the default reasoning effort setting (“medium”). All other
non-thinking models followed the same configuration as Gemini
2.0 Flash in the reconstruction stage (i.e., temperature set to 0.0).

D Gemini Quality Evaluation

Dimension / Metric Value (%)
Caption Overall 99
Caption Relevance 100
Caption Correctness 99
Caption Informativeness 100
Descriptive Category Accuracy 99
IAB Tier 1 Category Accuracy 97
Key Entities Accuracy 99

Table 12: Evaluation of Gemini caption quality with break-
down by sub-dimensions.

To ensure the reliability of Gemini’s structured outputs from the
multimodal understanding stage, we conducted a systematic human
evaluation across multiple dimensions of caption and metadata qual-
ity (Table 12). Three human annotators were involved in the process.
Two annotators independently evaluated a set of 100 advertisements
generated by Gemini. Each output was judged against the original
advertisement image and text, assessing whether the generated
caption, descriptive category, IAB Tier 1 category, and key entities
accurately represented the ad content. To resolve cases of disagree-
ment, a third annotator who had no stake or involvement in this
work acted as an independent judge. For caption evaluation, given
its natural language nature, we considered three sub-dimensions:
Relevance, Correctness, and Informativeness. A caption was marked
as Overall correct only if all three sub-dimensions were judged to
be true. This adjudication procedure ensured that the evaluation
results were consistent, unbiased, and suitable for supporting the
accuracy of subsequent analyses and reconstruction tasks.

The evaluation results in Table 12 demonstrate that our multi-
modal understanding stage achieved consistently high accuracy
across all assessed dimensions. In particular, caption were near-
perfect, with an overall correctness of 99%. Likewise, the descriptive
category, IAB Tier 1 classification, and key entity extraction all ex-
hibited similarly strong performance. These findings indicate that

Ihttps://cloud.google.com/vertex-ai/generative-ai/docs/models/gemini/2-0-flash
Zhttps://cloud.google.com/vertex-ai/generative-ai/docs/models/gemini/2-5-pro
3https://platform.openai.com/docs/models/gpt-5
“https://platform.openai.com/docs/models/gpt-5-mini

the structured outputs produced by Gemini 2.0 Flash are highly ro-
bust and reliable, providing a strong foundation for the subsequent
analysis and session-level and user-level reconstruction stages.

E Example of Human-Gemini Disagreement

In Figure 9, we further illustrate how human annotators evaluated
Gemini’s caption quality across multiple dimensions. While the
model-generated caption successfully identifies the product (Tesla
Powerwall), the context (residential solar energy use), and the in-
tended audience (homeowners), the human annotator flagged a
factual error. Specifically, the highlighted sentence incorrectly de-
scribes the woman in the advertisement as holding a white cloth
for cleaning or maintenance, which was judged as inaccurate. This
example demonstrates how human evaluation can accept the topi-
cal relevance and coverage of a caption while still rejecting specific
erroneous details. Importantly, it also shows that occasional mi-
nor errors do not undermine the overall utility of the generated
captions, highlighting the robustness of our evaluation framework.


https://cloud.google.com/vertex-ai/generative-ai/docs/models/gemini/2-0-flash
https://cloud.google.com/vertex-ai/generative-ai/docs/models/gemini/2-5-pro
https://platform.openai.com/docs/models/gpt-5
https://platform.openai.com/docs/models/gpt-5-mini
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Human-Gemini Disagreement

Ad Title ACT Rebate Finder
Ad Text We Need Homeowners Interested In Trying Solar Energy. Generate your own electricity — you may pay nothing for it. |
Eligible participants must: | 1. Own a home... See more

Gemini Caption

The advertisement features a woman standing next to a Tesla Powerwall, a home battery system designed to store solar energy. The
woman is holding a white cloth, possibly indicating cleaning or maintenance of the unit. The Powerwall is installed on an exterior
brick wall, suggesting a residential setting. The slogan mentions the possibility of generating your own electricity and potentially
paying nothing for it, which aligns with the purpose of the Tesla Powerwall to store solar energy for home use. The slogan also
mentions homeowners interested in trying solar energy, which is the target audience for this advertisement.

Evaluate Caption (Yes/No for each dimension)

Q1. Does it describe the core target/subject of this advertisement (such as the brand, product, service, event, etc.)?

v Relevant (Yes) Not Relevant (No)

Q2. Does it contain no factual errors (such as getting the categories, brands, discounts, or themes wrong)?

Correct (Yes) v Incorrect (No)

Q3. Does it cover the key elements?

v Informative (Yes) Not Informative (No)

Descriptive Category

Informative, Eco-friendly, Home improvement, Clean energy promotion

v Accurate (Yes) Inaccurate (No)

IAB Tier 1 Category

Home and Garden Services, Green/Eco, Real Estate

v Accurate (Yes) Inaccurate (No)

Key Entities

Tesla Powerwall, Solar energy, Home battery system, Homeowners, Electricity generation

v Accurate (Yes) Inaccurate (No)

Figure 9: Example of a Human-Gemini disagreement on caption quality. The image and ad metadata are shown above. Human
evaluation accepts the caption’s topical relevance and coverage but flags a factual error (highlighted).

F Prompt Template
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Prompt template for the multimodal understanding stage

{image(s)}
Analyze the given advertisement image and extract key elements that define the ad’s message.

- Identify the main product or service being advertised.

- Recognize and describe any visible brand names, logos, slogans, and textual content in the image.

- Highlight the visual composition of the ad, including colors, artistic style, and notable imagery.

- Use the provided marketing slogan as an additional reference to align the advertisement description with its intended message.
- Extract only concrete entities (e.g., product name, brand name, key features) from the slogan if they are relevant to the image.
- If the slogan contains specific product details or unique identifiers (such as a brand name or material type), ensure they are
naturally incorporated into the description.

- Do not ignore key entities from the slogan if they provide relevant information, but also do not directly quote the slogan.

- DO NOT return an empty caption and empty key_entities_in_images_and_slogan. Always generate a description based
on the best available information.

The title of the advertisment(s) is: {title}.

The provided marketing slogan for the advertisement(s) is: {upper_texts_str}.

Ensure that key entities from the title and slogan(s) are considered when describing the advertisement, but do not forcefully include
the title and slogan(s) if it is not relevant.

Then, based on the image and textual content (including the title and slogan(s)), select one or more categories from the provided
IAB Tier 1 list to fill the iab_category_tier_1 field.

Additionally, generate a set of free-form descriptive labels for the descriptive_category field. These should reflect the
advertisement’s overall style, tone, or communication strategy, such as how it visually presents itself, the emotional or rhetorical
tone it uses, or the intent behind its messaging. These labels are not tied to product or industry categories, and should be
inferred freely based on the ad’s content, presentation, and message. Avoid using predefined taxonomies; instead, describe what
kind of ad this feels like from a communication or stylistic point of view.

Figure 10: Prompt template for the multimodal understanding stage. Curly-braced placeholders indicate dynamic inputs:
{image(s)} corresponds to the advertisement image(s), {title} corresponds to the advertisement title(s), and {upper_texts_str}
corresponds to the provided marketing slogan(s).

Prompt template for session-level reconstruction

You are an expert marketing analyst.
Below is a list of advertisements shown to a user during a single browsing session. Each ad includes a short caption, its category, its
style or communication strategy, and key entities from the ad content and slogans.

Your task is to:

1. Infer the likely demographic profile of the user based on the content, style, and key entities of the ads in this session.

2. Write a short summary (3-5 sentences) describing the types of ads shown to the user during this session. Include the main
product categories, communication styles, and any notable patterns or trends in ad delivery behaviour, such as repeated themes,
promotional strategies, or target market signals, which can be aggregated across multiple sessions for further analysis. This
summary should neutrally describe the ad content and delivery patterns without inferring the user’s demographics or preferences.

Ads in this session:
{i}. Caption: “{caption}”
Category: {iab_category_tier_1}
Style: {descriptive_category}
Key Entities: {key_entities_in_images_and_slogan}

Figure 11: Prompt template for session-level reconstruction. Curly-braced placeholders indicate dynamic fields for each ad in a
session: {caption} is the generated ad caption, {iab_category_tier_1} is the ad’s industry category, {descriptive_category} is the
free-form style/communication strategy, and {key_entities_in_images_and_slogan} are the extracted concrete entities.
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Prompt template for user-level reconstruction

You are an expert marketing analyst.
You will be given a series of summaries from a single user’s browsing sessions, presented in chronological order. Each summary
describes the types of ads shown to the user in that session.

Your task is to synthesize the information across ALL these session summaries to create a single, consolidated, and more accurate
demographic profile for this user. Look for consistent themes (e.g., interest in technology, finance, family products), evolving
interests, and overarching patterns. Do not simply average the sessions; create a holistic view.

Based on the totality of the evidence from all sessions, provide your final demographic assessment.

User’s Session Summaries:
Session {i} Summary: {summary}

Figure 12: Prompt template for user-level reconstruction. Curly-braced placeholders indicate dynamic fields: Session {i} Summary
is the identifier for each browsing session, and {summary} is the generated textual description of the ads from that session. All
session summaries are concatenated in chronological order to form the input for holistic user-level profiling.

Prompt template for user-level reconstruction with Australian context

You are an expert marketing analyst with deep knowledge of the Australian demographic landscape.
The following summaries are from a single user located in Australia.

Your task is to create a consolidated demographic profile for this user by synthesizing all available information. When making your
assessment, interpret all information within an Australian context. Pay close attention to:

- Political Cues: This is the most critical instruction. Your ’party preference’ prediction must be one of the following exact

» &

strings: “Labor”, “Greens”, “Liberal”, “National”, “None”, or “Other”. To help you, remember the Australian context: the “Liberal”
party is centre-right, “Labor” is centre-left, and the “Greens” are left-wing.

- Economic Signals: Interpret income levels and purchasing habits based on the Australian economy and currency (AUD).
- Cultural References: Be aware of Australian brands (e.g., Bunnings, Woolworths, Mecca), locations, and lifestyle patterns.
Synthesize all session data to form a holistic view of the user.

User’s Session Summaries (in chronological order):
Session {i} Summary: {summary}

Figure 13: Prompt template for user-level reconstruction with Australian context. Curly-braced placeholders indicate dynamic
fields: Session {i} Summary is the identifier for each browsing session, and {summary} is the generated description of the ads
from that session. This template additionally enforces Australian-specific interpretation rules, especially for party preference,
economic signals, and cultural references.
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Prompt template for user-level reconstruction for random control group

You are an expert marketing analyst.
You will be given a series of summaries from a single user’s browsing sessions, presented in random order. Each summary describes
the types of ads shown to the user in that session.

Your task is to synthesize the information across ALL these session summaries to create a single, consolidated, and more accurate
demographic profile for this user. Look for consistent themes (e.g., interest in technology, finance, family products), evolving
interests, and overarching patterns. Do not simply average the sessions; create a holistic view.

Based on the totality of the evidence from all sessions, provide your final demographic assessment.

User’s Session Summaries:
Session {i} Summary: {summary}

Figure 14: Prompt template for user-level reconstruction for random control group. Curly-braced placeholders indicate dynamic
fields: Session {i} Summary is the identifier for each browsing session, and {summary} is the generated description of the ads
from that session. Unlike the chronological version, the session summaries here are presented in random order to serve as a
control condition.
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