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Abstract—Ensuring the safety of neural networks under input
uncertainty is a fundamental challenge in safety-critical appli-
cations. This paper builds on and expands Fazlyab’s quadratic-
constraint (QC) and semidefinite-programming (SDP) framework
for neural network verification to a distributionally robust
and tail-risk-aware setting by integrating worst-case Conditional
Value-at-Risk (WC-CVaR) over a moment-based ambiguity set
with fixed mean and covariance. The resulting conditions remain
SDP-checkable and explicitly account for tail risk. This integra-
tion broadens input-uncertainty geometry—covering ellipsoids,
polytopes, and hyperplanes—and extends applicability to safety-
critical domains where tail-event severity matters. Applications
to closed-loop reachability of control systems and classification
are demonstrated through numerical experiments, illustrating
how the risk level ¢ trades conservatism for tolerance to tail
events—while preserving the computational structure of prior
QC/SDP methods for neural network verification and robustness
analysis.

Index Terms—Distributionally robust optimization, conditional
value-at-risk (CVaR), quadratic constraints, semidefinite pro-
gramming, reachability, neural network verification, tail risk.

[. INTRODUCTION

Risk analysis and management are crucial in the develop-
ment and operation of safety-critical systems such as automo-
tive systems [2], avionics systems [3], and medical devices
[4]. These systems require rigorous safety guarantees despite
inherent uncertainties, as their failure can lead to catastrophic
consequences, including loss of life, substantial property dam-
age, or environmental harm. Major approaches to handling
uncertainties generally fall into two types: deterministic set-
based approaches that provide worst-case guarantees [S]—[7]
and probabilistic/stochastic approaches that explicitly repre-
sent uncertainty using probability distributions and impose
performance goals using such as chance constraints [8] or
expected values [9]. While effective in many settings, both
approaches may fail to capture rare but severe events—tail
risks—that are unacceptable in safety-critical contexts.

In recent years, deep neural networks (DNNs) have become
ubiquitous in control and decision-making systems. However,
DNNs are known to be vulnerable to adversarial perturbations
[10]-[12]. This has motivated extensive research on verifi-
cation and robustness analysis of DNNs [13]-[26]. Existing
DNN verification approaches can be broadly categorized into
three classes:
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(i) Exact methods, such as SMT/MILP solvers [13], [14] and
branch-and-bound algorithms [15]. They provide sound
and complete guarantees.

(i) Bound-propagation methods, including abstract interpre-

tation and forward-backward propagation [16], as well as

recent frameworks that use the backward mode linear re-
laxation based perturbation analysis [17]. These typically
yield conservative bounds.

Convex optimization methods, e.g., quadratic-constraint

and semidefinite-programming (QC/SDP)-based analy-

sis [18]-[20] and control-theoretic stability analysis of
recurrent networks [21]. They offer elegant convex for-
mulations and strong theoretical foundations [22]. Recent
work also explores hybrid bound-propagation—-SDP ap-
proaches that inject SDP-derived inter-neuron coupling
into scalable bound propagation [23].

(iii)

While these approaches have advanced verification signifi-
cantly, they do not explicitly quantify the severity of low-
probability catastrophic failures.

In this paper, we extend Fazlyab’s QC/SDP methods in
(iii) by incorporating the Worst-Case Conditional Value-at-
Risk (WC-CVaR) [27], thereby enabling tail-risk-aware safety
verification under distributional uncertainty. Originally devel-
oped in finance [28], [29], CVaR and its worst-case variant
have recently been applied in control [30]-[32] and machine
learning [33]-[35]. WC-CVaR quantifies the expected loss in
the worst e-tail over all distributions sharing prescribed mean
and covariance. This distributional viewpoint is closely related
to the literature on distributionally robust optimization (DRO),
where ambiguity sets defined by moment information or other
statistics are used to model distributional uncertainty [36],
[37]. It avoids reliance on a specific model (e.g., Gaussian)
and is attractive because (a) moments are often available from
data, and (b) the induced verification conditions remain SDP-
checkable via QCs. Incorporating WC-CVaR provides a sys-
tematic trade-off between conservatism and tail-risk tolerance,
while preserving SDP tractability. It also generalizes input-
uncertainty descriptions beyond ellipsoids [20] to polytopes
and hyperplanes, broadening applicability (Table I).

The contributions of this paper are as follows:

o We extend Fazlyab’s QC/SDP methods by incorporating
WC-CVaR, yielding a distributionally robust method for
neural network safety verification.

o We establish a connection between WC-CVaR and confi-
dence ellipsoid methods [20] (Lemma 4.1), showing that
the two safe sets coincide when those sets are restricted
to a special ellipsoid.

o We illustrate the proposed methods through numerical
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TABLE I: Comparison of three QC/SDP-based neural network verification approaches.
Category Fazlyab et al., 2022 [18] Fazlyab et al., 2019 [20] This paper
Approach Norm bounded Confidence ellipsoid propagation Assessment by Worst-Case Condi-
tional Value-at-Risk (WC-CVaR)
Uncertainty Bounded sets Gaussian as well as random vectors | Distributional uncertainty: ambigu-

with known mean and covariance

ity set with known mean and co-
variance, tail risk considered

Input geometry Those that can be expressed using

affine or quadratic functions

Ellipsoids (use Chebyshev’s in-
equality)

Those that can be expressed using
affine or quadratic functions

Output geometry Those that can be expressed using

affine or quadratic functions

Ellipsoids

Those that can be expressed using
affine or quadratic functions

Metric Worst-case safety (all admissible

inputs must satisfy specification)

p-level confidence region

WC-CVaR, explicitly accounting
for tail risk

experiments on closed-loop reachability and classification
problems, highlighting performance under both light- and
heavy-tailed input distributions.

The paper is organized as follows: Section II introduces
notation and WC-CVaR fundamentals. Section III presents our
risk-aware neural network verification framework. Section IV
discusses control and classification applications with numeri-
cal experiments. Finally, Section V concludes the paper.

II. PRELIMINARIES
A. Notation

Let R, R®, R™®*™ and S™ denote the sets of real numbers,
n-dimensional real vectors, n X m real matrices, and n X n
symmetric matrices, respectively. For v € R™, let ||v]| be its
Euclidean norm, and for M € R™*™ let M T be its transpose
and Tr(M) its trace. M > 0 indicates that M € S™ is positive
definite. The all-ones vector in R™ and the identity matrix in
R™*™ are denoted by 1, and I, the n X n, respectively, and
subscripts are dropped when the sizes are clear. For x € R,
define (z)* := max{z,0}. Ep[x] and Covp[z] denote the
mean and covariance of a random vector x ~ P, subscripts
are dropped when the underlying distribution is clear.

B. Worst-Case Conditional Value-at-Risk

CVaR at risk level ¢ is the expected value beyond a
certain high percentile, measuring the tail risk. Since the exact
distribution is often unknown, we consider an ambiguity set of
possible distributions P. WC-CVaR quantifies the worst-case
tail risk at level € over P. This conservative metric guarantees
robustness against any distribution in P, not just a nominal
one.

We first define the ambiguity set and augmented moment
matrix. Let £ € R™ be a random vector with distribution PP.
The moment-based ambiguity set is defined as

P(1,E) = {P : Eslg] =, Coveld] =T}, (1)

i.e., all distributions that share the same mean y and covariance
Y, including both light-tailed and heavy-tailed families.

The augmented second-order moment matrix of the lifted
variable € := [¢T, 1]T is

T
-

R @)

which compactly represents the second-order information of
¢. For brevity, we write P for P(u, ).

Definition 2.1 (WC-CVaR [27]): For a measurable loss
function L : R™ — R and a risk level ¢ € (0,1), the
Worst-Case Conditional Value-at-Risk (WC-CVaR) over the

ambiguity set P is defined as:

sup P-CVaR.[L(&)] := inf {ﬁ + ! sup Ep[(L(§) — 5)+]} .
PeP BER € pepP
3)

WC-CVaR quantifies the tail risk under the worst-case proba-
bility distribution within P. In this paper, the risk level € serves
as a tuning parameter, where a smaller € makes the constraint
more conservative, providing a trade-off between risk aversion
and performance.

WC-CVaR is one of the coherent risk measure and satisfies
the monotonicity property, which we will utilize.

Proposition 2.1 (Monotonicity property [29], [38]): For
measurable loss functions L1 (&) and Lo (§), if L1(§) < Lo ()
almost surely, then

sup P-CVaR.[L;(§)] < sup P-CVaR,[L2(&)].
PeP PeP
Other coherent risk measures could extend Fazlyab’s frame-
work, but WC-CVaR offers superior computational tractability
through Proposition 2.2.
Proposition 2.2 (Quadratic Loss Function [27], [39]): For
L(&) = €¢TTIE+20T ¢+ p, where TT € S™, 0 € R, and p € R,
the WC-CVaR is given by:

sup P-CVaR.[L(§)] =inf {[3 + 1Tr(QN) :
PeP B €
II 0

N =0, N—[gT .y

-0

IIT. RISK-AWARE NEURAL NETWORK VERIFICATION

This section proposes risk-aware DNN safety verification
method that incorporates WC-CVaR. We also discuss its
complexity and extensions.

A. Preparations

In the rest of this paper, let z ~ P € P(u,X) be a random
vector of length n. The augmented second-order moment
matrix of [z, 1]" is given by (2).



For safety verification, we utilize QCs, which were de-
veloped in robust control [40]. In particular, we extend the
approaches by Fazlyab et al. [18]-[20] to account for tail risks
as follows.

Definition 3.1 (Risk-aware QCs): For a symmetric, possibly
indefinite matrix H € S"*!, we define a risk-aware QC (with

WC-CVaR risk level €) by
2" (e
[J H [1H <0. G))

Let H, C S"*! be a set of H that satisfies (4). Then, we say
the ambiguity set P satisfies the QC defined by H,.
This means that, for most z ~ P € P, it holds that

T
Joflee e

and even the mean of the worst 100e % of x satisfies (5).

Here, we note the condition (4) can be checked by solving
a SDP using Proposition 2.2.

sup P-CVaR,
PP

B. Neural Network Model

We consider an ¢-hidden-layer feed-forward fully connected
neural network f : R™ — R™ defined by

20 =z,

o = p(Whak + %), k=o0,...
flx) =Wt +b",

7€_17 (6)

where 2° = € R” is the input, ¥ € R™ is the output
of the kth layer, Wk e R+1%7% gnd pF € R™+1 are the
weight matrix and bias vector for the (k + 1)th layer, and
Wt e Rmxne bt ¢ R™ define the final affine map.

The activation function ¢ is applied element-wise:

$(z) = [p(z1) o(en)] , TEeR™. (D)

Assuming identical activation functions across layers, the
model (6) can be rewritten in a compact form:

r = E',
Bx = ¢(Ax + b), (8)
f(z) = WE s +1°,

. . 0 )
using the entry selector matrices EF € R™*2i=0™ and

X — [xOT o IZT]T c szzo ni
F =EFx, k=0,...,¢,
A= [diag(Wo,Wl,...,We_l) O] ,

b:{boT AL bLlT]T7

B=[0 I ]

€))

C. Risk-Aware QC for Input

The input z ~ P € P in (8) is characterized using the set
‘H., which contains symmetric indefinite matrices H = —P
that satisfy the following risk-aware QC !:

217 [z
-i] # [}
If (10) holds, then we say P satisfies the risk-aware QC defined
by H..

This QC encodes the risk-aware safety verification’s as-
sumption that the inputs lie within a risk-bounded set.

sup P-CVaR,
PeP

<0. (10)

D. QC for Activation Function

Most standard activation functions, including sector-
bounded, slope-restricted, and bounded functions, can be de-
scribed using QCs [18]-[20]. Because the activation function
we consider itself is deterministic, we have QCs instead of
risk-aware QCs for the activation functions.

Let ¢ : R¢ — R4, and suppose Qg C S24+1 g the set of
symmetric indefinite matrices () such that the inequality

T
z

z
#(z)| Q|o(2)| >0 (11

1 1
holds for all z € R?. Then, we say ¢ satisfies QC defined by
Q.

Intuitively, this QC bounds the possible values of the
hidden-layer signals z and their activations ¢(z), ensuring the
nonlinearity does not produce extreme outputs outside a known
sector.

Constructing a tight Q4 can be challenging. However, ReLU
has well-established QCs using slope and repeated nonlinearity
constraints, while Sigmoid and Tanh benefit from sector and
local QCs for tighter bounds. Preprocessing techniques further
improve accuracy by refining local activation bounds [18].
Once Q4 is fixed and ¢ satisfies the QC defined by Q,4, we
can utilize (11) to bound the behavior of activation functions.
See Appendix V-A for the exact expression of () in the case
of ReLU.

E. Risk-Aware QC for Safety Verification

The risk-aware safe set for the output f(z) of the neural
network (8) can be formulated similarly to the input constraint
using a symmetric indefinite matrix S. Specifically, we con-
sider the following risk-aware QC:

T

T z
supP-CVaR, | [ f(z)| S |f(x)|]| <0. (12)
peP 1 1

If (12) holds, then we say f(x) satisfies the risk-aware QC
defined by S.

This QC ensures that the network’s final-layer output re-
mains within a set constrained by a risk-aware bound.

IThe negative sign follows the convention in [18]-[20].



F. Sufficient Risk-aware Safety Condition

With the neural network model (8) and QCs (10)-(12) de-
fined, we now present the main result. The following theorem
states sufficient conditions for verifying that a neural network
meets the risk-aware safety specification (12) under input
uncertainties (10).

Theorem 3.1: Consider the neural network (8). Suppose that
H, and Q are given. Assume that P satisfies the risk-aware
QC defined by H, and ¢(z) satisfies the QC defined by Q.
If a symmetric matrix S satisfies the linear matrix inequality
(LMI)

Min(P) + Mmid(Q) +Mout(5) j 0; (13)
where
E° 0] _[E° 0
Min(P) - 0 1:| P |: 0 1:| )
A b]' A b
Mna(@)=|B 0| Q|B 0f, (14)
10 1 0 1
TEC o]" [EY o
Mo (S) = WEES bl| S |WE! bt
| O 1 0 1

for some —P € H;, @ € Qg4, then the output satisfies the
risk-aware safety constraint (12).

Proof: See Appendix V-B. ]
Here, S encodes a fixed safety specification to be checked,
and the optimization variables are P and (. In practice, once
the input set is specified, the matrix P is typically fixed, and
one may optimize over () to reduce conservatism in the output
bound.

G. Computing a Minimum-volume Ellipsoidal Safe Set

For a fixed neural network and input constraint with P,
when the output variable for safety verification is defined as a
linear map of the input and the output of the neural network,

x
=C e R™y, 15
a minimum volume ellipsoidal safe set for y, s.t.
sup P-CVaR. [y E~'y —1] < 0. (16)
PeP
with £ > 0, can be obtained via convex optimization
min — logdet(EF~ 1)
E>-0 (17)
s.t. Min(P) + Muia(Q) + Mout (S(E)) <0,
where
T -1
S(E) = {C EO ¢ _OJ (18)

H. Choosing ¢

In safety critical applications, € should reflect the tolerated
tail after accounting for dataset size and uncertainty in u
and . A smaller ¢ tightens certification but may increase
conservatism. We recommend validating with empirical CVaR
on held-out data at the certified €.

1. Complexity and scalability

The neural network (8) has /+1 layers with widths {ns }{_,
(n = ng input, m = nyy, output).

The LMI condition (13) in Theorem 3.1 checks a fixed
safety specification .S, which in practice is solved as an
SDP feasibility problem. The optimization variables are the
multipliers —P € H, and @) € Qg, while S is given. The
aggregated variable (in Appendix V-B) is

Ti=[xg, 7 ,...,2,,1]" €R" (19)
and the lifted dimension is
¢
n= mtl. (20)
k=0

The number of variables in () grows as O(Zi;ll ny) for di-
agonal multipliers and O(Zf;;ll n?) for repeated-nonlinearity
multipliers.

The SDP in (17) searches for an ellipsoidal safe set. Here
S is parameterized by a matrix E > 0 of size my, X my,
and the optimization variables are () and FE (with P fixed in
practice). The matrix £ adds m,(m, + 1)/2 scalar variables
to the problem, on top of those from the activation multipliers
in Q.

Both SDP use LMIs of size n, so the practical bottleneck
is the scaling of the multipliers and the output dimension.

J. Extensions beyond standard feed-forward MLPs

Although our discussions have focused on feed-forward
multilayer perceptrons (MLPs), the proposed WC-CVaR +
QC/SDP framework extends naturally to more general neural
network architectures.

o Residual neural network (ResNet): A residual block
augments a linear transformation with an identity skip
connection, e.g., xhtl = qb(kak + bk) + z*. Thus, the
verification conditions retain the same SDP form with B
replaced by a block-difference operator; only M,a(Q) is
modified.

¢ Recurrent Neural Networks (RNNs): An RNN takes the
form h* = ¢(Wa* + Uhk=1 + b) with hidden state h*.
Over a finite horizon, time-unfolding preserves the SDP
structure with a block-banded lifting. Modify M ;;4(Q) by
substituting (A, b, B) with their recurrent counterparts,
include A in the input QC.

More generally, any architecture that can be expressed as
linear operators composed with slope-/sector-bounded nonlin-
earities—possibly with skip connections, convolutions, graph
propagations, or time unrolling—fits the same QC/SDP tem-
plate by replacing (A, b, B) accordingly.

These extensions demonstrate that the proposed risk-aware
verification framework is not restricted to simple feed-forward
MLPs, while preserving the tractable SDP structure of Theo-
rem 3.1.

IV. APPLICATIONS

Here we show how the obtained results can be used for
closed-loop reachability and classification problems. Through-
out this section, we restrict activation functions to ReLLU.



A. Closed-loop Reachability

Consider a discrete-time linear time-invariant system with
a neural network controller, as in [18]:

x" = Az + Bf(x),

where z € R"™ is the current state, A € R"*™ and B € R"*™
are the system matrices, and f : R™ — R™ is a neural network
controller with x as its input.

Here, we consider obtaining a minimum volume ellipsoidal
safe set for the output y = x*, with input set being the set of
possible current states x. In this case, C in (15) is

c=[4 B].

2y

(22)

Numerical experiments were performed with the system

parameters
02 0 -1
A= {0.1 0.3]’ b= {0}’

and a neural network controller that approximates a stabilizing
controller f(z) ~ Kz with K = [—1 2], using 2 neurons in
the input layer, 3 neurons in the hidden layer, and 1 neuron
in the output layer.

We compared three approaches:

1) Norm bounded [18],

2) Confidence level [20],

3) Risk-aware (proposed)
To illustrate sampled inputs and outputs, we used the follow-
ings:

(23)

o For 1), the inputs are random vectors x drawn uniformly
from the unit disk, with mean ;1 = 0 and covariance
Y = 1/41. Those represents samples in the deterministic
input region.

o For 2) and 3), the inputs are random vectors x drawn
from uniform, normal and ¢-distributions, all with mean
p =0 and covariance ¥ = 1/41.

In each case, the outputs are computed by (21).
We set the input QC with

-1 0
P= { 0 J : (24)
where
e Case 1):r=1
e Case 2): r = ————
2(1-p)

o Case 3): r = suppep P-CVaR, [2?] = 2—15,
Although the chance-constrained [20] and WC-CVaR formula-
tion are derived from different risk measures, our case provides
identical bounds.

Lemma 4.1: Suppose the input random vector is drawn from
a distribution with mean ;1 = 0 and covariance X. If we fix the
shape of input bound to be a scaled ellipsoid {z : 27 ¥ 71z <
k} with some k > 0, then the risk-aware input set with ¢
is identical to the ellipsoidal chance-constraint input set with
1—p.

Proof: See appendix V-C. ]

Furthermore, both of the corresponding minimum-volume
ellipsoidal safe sets can be computed using (17), thus coincide.

Deterministic input Deterministic output

(a) Norm bounded [18]

Chance constraint (input)
p=0.1
—— p=05 1.00
3 —— p=0.9
Uniform 0.75
Normal
2 t-distribution 0.50

Chance constraint (output)

p=0.1
— p=0.5
— p=0.9

Uniform
Normal
t-distribution

—0.25

—-0.50

2 -0.75

-2 -1 0 1 2 3 -6 -4 -2 0 2 4
X1 X1

(b) Confidence ellipsoid [20]

Proposed (input) Proposed (output)

—— risk level=0.1
—— risk level=0.5 1.00
3 risk level=0.9
Uniform 0.75
Normal
2 t-distribution 0.50

—— risk level=0.1
—— risk level=0.5
risk level=0.9
uniform
gaussian
student

-0.25

-0.50

2 -0.75

-2 -1 0 1 2 3 -6 -4 -2 0 2 4
X1 X1

(c) Risk-aware (proposed)

Fig. 1: Closed-loop reachability (left column: inputs, right
column: outputs). Bounds are shown with random samples x
in the input space and 2™ = Az + B f(x) in the output space

For the confidence levels in 2), we plot p = 0.1,0.5 and
0.9 and for the risk levels in 3), we plot ¢ = 0.1,0.5 and 0.9.

Figures 1a)—c) illustrate the ellipsoidal safe sets obtained by
the three approaches. The norm bounded approach ensures that
all samples remain within the bound, as expected in Fig. 1(a).
As expected, the confidence ellipsoid method (Fig. 1b) and
the proposed risk-aware method (Fig. 1c) produce identical
ellipsoids. We also observe that a ¢-distribution, which has a
long tail, has samples out of those safe sets.

While this may seem to undermine its advantage, unlike
[20], which is limited to ellipsoidal inputs, the proposed
approach also applies to polytope and zonotope input, offering
greater flexibility, such as classification problem we see the
next.



B. Classifications

We consider a neural network classifier f : R™ — R™ that
assigns input z to the class with the highest score: C(z) =
argmaxg<,<,,_1fi(x) [18], [41]. A classifier is risk-aware if
the ambiguity set 7P does not alter the classification decision
with respect to its mean p, i.e., for input x ~ P € P, risk-
aware classifier satisfies:

sup P-CVaR. [f.(z) — fi(z)] <0, Vi # c. (25)
PP
Without loss of generality, we set ¢ = C(u) = 0. Then,

because these constraints are in the form of polytope, using
the results of [18], it can be written in the form of (12) using

0 0 0 0 0
S= {0 STISw 0], Sus= {1 y ] 26)
0 0 0 m—1 m—1

where I' € §™, I' > 0, I';; = 0 with appropriate Sgy,. Thus,
the use of Theorem 3.1 verifies the satisfaction of risk-aware
classification.

We compare the performance of the proposed approach
on different distributions, uniform, normal, Weibull, power
law, lognormal, and student’s ¢-distribution. Experiments were
performed using the scikit-learn Digits dataset (8x8 grayscale
images of handwritten digits, 1797 samples) [42], [43]. A
neural network classifier with 64 input neurons (corresponding
to the 8x8 input images), one hidden layer of 32 neurons, and
10 output neurons (one for each digit class 0-9, i.e., f;(x) is
for digit class ¢ for ¢ = 0,...,9), which achieves 98% test
accuracy was used. We set the risk-level € = 0.2.

For robustness analysis, we first obtained P for the risk-
aware input QC such that P along with S as in (26) and @ in
(11) of the neural network classifier satisfy the condition (13).
Then, we checked if this P satisfies the risk-aware QC (10)
with the mean and covariance of the images labeled as digit
”6”. From Theorem 3.1, we expect the output satisfies (12)
if the test samples were generated from various distributions
while preserving the mean and covariance of the images
labeled as digit 76”.

Figure 2(a) shows the distribution of the difference values
fe — max;¢ f; across various input distributions, where f
denotes the output for class “6” and max;¢ f; represents
the maximum output among the other classes. A positive
difference indicates correct classification, while a negative
difference corresponds to a misclassification. The results high-
light different levels of robustness: for instance, the uniform
and normal distributions achieve perfect classification, whereas
heavy-tailed distributions such as the ¢-distribution lead to
more frequent misclassifications.

The statistical values of Fig. 2(a) are summarized in Ta-
ble II. The mean/median columns show that uniform and
power law have the largest typical margins, while heavy—tailed
families exhibit visible skew (median > mean), indicating
occasional low or negative margins that pull the mean down;
this skew is strongest for ¢-distribution. The standard deviation
column separates stability: uniform distribution is the most
concentrated (smallest spread), normal distribution is also
tight, whereas ¢-distribution is the most variable. The Positive

Ratio (PR), defined as PR = & SV | I Pyg(z®) > 0}
with Pyirr := fs — max;.e f; and 2®) the k-th sample, then
flags outright errors: all but student’s ¢-distribution are near or
at 1, i.e., misclassifications are rare for those inputs. Because
PR saturates for several distributions, the decisive column is
CVaR(0.20): uniform distribution sustains the largest positive
tail margins (safest worst 20%), normal distribution remains
safely positive, the other light-to-moderate tails (power law,
lognormal, Weibull) are positive but weaker, and ¢-distribution
alone turns negative—revealing tail failures despite acceptable
central statistics.

Figure 2(b) depicts the average feature pattern of samples
correctly classified as “6,” capturing the typical shape of the
digit. In contrast, Figure 2(c) presents a misclassified “6”
sample, where atypical handwriting leads the classifier to fail.
Figure 2(d) plots the output values f; for each class on this
misclassified sample. It can be observed that both classes 6 and
8 yield positive activation values, 3.52 and 5.22, respectively,
whereas the remaining classes have negative outputs. This
indicates that the network confuses the digit “6” with “8,”
providing insight into the source of the misclassification,
which aligns with human trends.

V. CONCLUSIONS AND FUTURE WORKS

This paper introduced a risk-aware safety verification frame-
work for neural networks under input uncertainties using WC-
CVaR. Our approach provides risk-aware safety guarantees by
controlling the expected severity of worst-case outcomes be-
yond a specified risk level. It allows us to balance conservatism
with tail risk tolerance and to handle diverse input geometries
beyond ellipsoids, while maintaining computational tractabil-
ity at the same level as existing approaches. Experiments
across reachability and classification tasks confirmed that our
approach effectively handles heavy-tailed distributions.

One possible future work is to broaden ambiguity sets
beyond moments, and another would be to validate on safety-
critical closed-loop systems while exploring controller synthe-
sis with WC-CVaR.

APPENDIX
A. Expression of Q for ReLU Function

QC for ReLU is given in [18] as follows: The function
@(z) = max(0, z) satisfies the QC

z ’ Qi1 Q2 Qi3 z
#(2) Qs Q2 Q| |#(2)| >0
1 13 Qg3 Qss 1

for all z € R", where
Qll = 07 QlZ = Tv Q13 = -V,

Qa2 =—-2T, Qa=v+mn Q33=0,
T = Z)\ieie; + Z Aij(ei —ej)(e; — ej)Tv
i=1 1<i<j<n

Aij ZO, I/,’I]ZO.

Here, e; € R™ is the ith unit vector, A\; € R, and v, € R™.
Qy is the set of matrices @) in this form.



TABLE II: Summary statistics of Pyir = fs — max;-¢ f; by input distribution.

Distribution ~ Mean  Median  Std. Dev.  Positive Ratio  CVaR (0.20)
Uniform 8.105 8.178 1.135 1.000 6.450
Power law 7.637 8.364 2.797 0.973 3.941
Lognormal 7.424 7.923 2.379 0.986 3.869
Weibull 7.324 7.774 2.266 0.985 3.834
Normal 7.116 7.210 1.927 1.000 4.280
Student’s ¢ 5.841 6.803 4.344 0.943 -0.092
20 o [x" 1]". From (13), it follows that
10 == e T T ‘ T . e _T _ _T _ T _
= I _ = — —Z' Min(P)T — &' Muma(Q)T —% ' Mow(S)Z > 0,
0 ) %/_/
5 >0, (1D
-10 °

Difference Value
| | |
I w I
S S S

|
o
=)

°
-60
Power Law Weibull Normal t-distribution

Uniform Lognormal

(a) Difference values, fs —max;x¢ fi: A positive difference indicates
correct classification

ik

(b) Mean of figures that are la- (c) A figure labeled 6’ that was

beled ‘6’ misclassified ’8’.

5 l

0 []

an | | b
-5
-10
-15
0 1 2 3 4 5 6 7 8 9

(d) Output values of each class f; for misclassified sample in (c)

Fig. 2: Classifications

B. Proof of Theorem 3.1

We note that the theorem itself is essentially identical to
Fazlyab’s and the computational cost to check the sufficient
condition remains the same as in [18]. However, a new proof
is required for our risk-aware case to incorporate WC-CVaR

QCs.

Proof: Let define a vector T = [z L

07 1T L T 17 =

which implies

—Z" My (P)Z > & Moy (S)Z.

Proposition 2.1 implies that

sup P-CVaR, [~z " M;n(P)z] > sup P-CVaR. [z Mo (9)z] .
PeP PeP

<0, (10
-

S| f(z)
1

Using 7 My (S)T , we obtain the

f(z)
1

satisfaction of (12). |

C. Proof of Lemma 4.1

Let’s see the intuition first. Let z = X~ /2z and Y = | z||%.
Then E[z] = 0, Cov(z) = I, and E[Y] = n.

Intuitively, among all distributions with E[z] = 0 and
Cov(z) = I, both tail measures E[1{Y > t}] (where 1 is
an indicator) and E[(Y — 8)¥] achieve their worst case when
all probability mass is concentrated at just two radii: some
mass at the origin and the rest at one fixed radius r, i.e.,

P(Y=r*)=q, PY=0=1-gq

Geometrically, a fraction ¢ of the mass lies on the sphere of
radius 7, and the remainder is at the origin.

Because both problems reduce to the same one—dimensional
radius tradeoff, the safe sets coincide once the ellipsoid’s shape
is fixed and only its scale k.

Proof: From Lemma 2.4 in [32], we have

1
sup P-CVaR. [z 7 1z] = ~Tr(X7'%)
PeP € €

-

recalling n is the dimension of x.
On the other hand, Lemma 2 in [20], a p-level confidence

region of x is
{33 Tyl < n} .
L—p

Thus, the boundary of the risk-aware safe set with ¢ is

coincides with that of the confidence level set with 1 — p.

|

This equivalence extends whenever one can define a variable

z with E[z] = 0 and Cov(z) = I, while fixing the ellipsoidal
shape and tuning only its scale.
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