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Abstract

Automated malware classification approaches have achieved tan-
talizing detection performance. Yet, malware behavior auditing,
which focuses on providing causal and verifiable explanations of
malicious behavior—fundamental to trust results and translate into
actionable insights—remains a critical challenge. Once automated
systems flag a sample as malware, analysts must determine not
only what the malware does, but also how to substantiate such
claims with evidence. This task is particularly difficult in practice,
as adversarial intent is often concealed within complex, framework-
heavy applications, making manual auditing a slow and costly
bottleneck. Large Language Models (LLMs) may play a pivotal role
in addressing this gap, but their usefulness in auditing tasks has
largely remained unexplored, due to three main limitations: (1) the
scarcity of fine-grained behavioral and evidence annotations for
fair assessment; (2) the abundant of benign code that interferes
with malicious signals; and (3) untraceable and unverifiable outputs
with hallucinations that undermine the credibility of behavioral
attribution.

To close this gap, we introduce MalEval, a comprehensive eval-
uation framework for fine-grained Android malware auditing, de-
signed to assess how effectively LLMs can support behavior auditing
under real-world constraints. It provides expert-verified reports
and an updated sensitive API list to mitigate ground truth scarcity
and reduce noise via static reachability analysis. Function-level
context-driven structural representations are designed as interme-
diate attribution units for verifiable and consistent evaluation. On
this basis, we define four analyst-aligned evaluation tasks: function
prioritization, evidence attribution, behavior synthesis, and sample
discrimination, together with domain-specific metrics and a unified
workload-oriented score to assess strengths and limitations on each
step. We evaluate seven widely used LLMs on a curated dataset
comprising the latest malware samples and potential misclassified
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benign apps, providing the first systematic assessment of their au-
diting capabilities. MalEval reveals both promising capabilities and
critical limitations across the audit stages, offering a reproducible
framework and establishing a foundation for future research on
LLM-enhanced malware behavior auditing. MalEval is publicly
available at https://github.com/ZhengXR930/MalEval.git
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1 Introduction

Malware poses serious threats to user privacy, financial security,
and sensitive data, with the rapid expansion of Android ecosystem
further increasing the attack surface. Although large-scale auto-
mated analysis systems form the first line of defense against the
increase in Android malware [3, 10, 15, 32, 38, 60], their output is
typically only the start of the operational workflow. Once a sam-
ple is flagged as suspicious, it enters the stage of security auditing,
where analysts must determine not only what the malware does but
also how to substantiate such claims. Auditing thus goes beyond
behavior summarization: it requires systematic malicious behav-
ior reports and, critically, provides supporting analyses and causal
evidence to justify such findings [9]. In addition, auditing entails
filtering misclassified samples and refuting prior detections when
evidence does not support them, thereby serving as a corrective
safeguard in the Security Operations Center (SOC) scale workflow.

The emergence of Large Language Models (LLMs) introduces
a new paradigm for scalable malware behavior auditing, as they
can synthesize natural-language summaries resembling analyst
reports [38, 42, 45]. This capability stands in stark contrast to tradi-
tional methods. For instance, precise dynamic analysis techniques,
such as system-level instrumentation [14, 43, 53], are often costly
and susceptible to evasion [25]. Meanwhile, model interpretation
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methods [12, 17, 21], though scalable, are often limited to coarse-
grained feature or snippet-level analysis, lack provenance-attached
reasoning, and are sensitive to spurious features and obfuscation,
thus exhibit limited reliability for auditing purposes. Despite their
promise, the reliability of LLMs for malware behavior auditing
remains an open and systematically unevaluated question. It is
unclear whether current LLMs can generate reproducible, evidence-
backed analysis connecting malicious behaviors to function-level
evidence, or robustly handle upstream misclassifications by refuting
erroneous detections. Directly applying LLMs to auditing reveals
three primary limitations: 1) Ground Truth Scarcity: Fine-grained
ground truth for malware behavior auditing is scarce [52]. The lack
of function-level labels necessitates reliance on indirect indicators
to validate behavior attributions [22], while high-quality behav-
ior reports themselves are rare, leaving few samples for verifiable
evaluation [47]; 2) Noise Interference: Malicious logic is typically
buried within a massive benign codebase. Feeding raw decompiled
codebase directly to an LLM can overwhelm it with irrelevant
content [40]. Although summarization-based preprocessing has
been proposed [22], aggregating numerous unrelated function sum-
maries can still mislead the model’s attention [27], increasing the
risk of missing critical artifacts. 3) Fragile Traceability and Con-
sistency: In malware auditing, the critical requirement is to provide
accurate, verifiable attributions of behavior to concrete evidence.
However, when tasked with analyzing large codebases, LLMs fre-
quently hallucinate [40] or lose invocation relationships [18]. This
generates claims that are untraceable to the evidence and inconsis-
tent across repeated analyses. This failure to ensure both traceability
and reproducibility severely undermines their trustworthiness in
security-critical contexts.

These limitations highlight that an end-to-end, black-box eval-
uation of LLMs for malware auditing is insufficient. To facilitate
systematical evaluation, we decompose the complex auditing pro-
cess into a sequential workflow following the existing analysis [57],
allowing for a granular assessment of LLM performance at each
distinct stage: Stage S1: Prioritize Function at Scale: Identify
the small set of malicious functions hidden among thousands of
benign ones by leveraging semantic understanding of functions
and their context [20, 38]; Stage S2: Causal Evidence Grounding;:
Establish causal relationships that connect low-level indicators (e.g.,
API calls, permissions) to intermediate attack capabilities, thereby
contextualizing how individual elements cooperate to shape the
application’s malicious intent [44, 59]; Stage 3: Behavior report
synthesis: Integrate dispersed technical evidence into a coher-
ent, human-readable narrative that abstracts low-level artifacts
into higher-level semantics and aligns with established threat tax-
onomies [13, 41, 58]; Stage S4: False Alarm Filtering: Perform
holistic reasoning over the entire codebase to distinguish genuine
threats from false positives produced by upstream detection sys-
tems, thereby reducing wasted analyst effort [56].

Building on this understanding of the workflow and limitations
of LLMs, we introduce MalEval, a comprehensive evaluation frame-
work designed to examine how LLMs can support malware behavior
auditing under real-world conditions. To comprehensively evaluate,
we curated a dataset containing the latest malware and potential
misclassified benign applications, complete with manually verified
low-level indicators and high-level narrative reports as ground truth.

Trovato et al.

MalEval further performs static reachability analysis to reduce the
code space and builds context-driven intermediate structural repre-
sentations as traceable, verifiable units for behavior reports, align-
ing with recent work showing that focused signals (e.g., code slices)
provide LLMs the right context for reliable explanations [22, 38],
grounding models more in semantics than in syntactic recalls capa-
bilities [40]. On top of these, MalEval defines four analyst-aligned
evaluation tasks, Task 1 -> S1: Function Prioritization: evalu-
ates LLMs’ ability on highlight high-risk functions; Task 2 -> §2:
Evidence Attribution: measures whether an LLM can correctly
identify functions that embody low-level evidence, aligning them
with causal chains that substantiate malicious intent; Task 3 -> S3:
Behavioral Synthesis: tests the ability of LLMs on transforming
dispersed technical evidence into a concise, logically consistent nar-
rative; Task 4 -> S4: Sample Discrimination: examines whether
LLMs can distinguish misclassified benign samples while preserv-
ing judgments that are already correct. To unify the evaluation, we
also propose the Workload Reduction Score (WRS), a composite
metric that quantifies the reduction in professional effort achieved
by using LLMs in security operations center (SOC) workflows.
We summarize the contribution of this paper as follows:

e We propose MalEval, the first comprehensive framework
for systematically evaluating LLMs in fine-grained Android
malware auditing, addressing key limitations that hinder
trustworthy assessment: ground truth scarcity, noise inter-
ference, and fragile traceability (Section 3).

e We design four analyst-aligned evaluation tasks, Function
Prioritization, Evidence Attribution, Behavioral Synthesis,
and Sample Discrimination, together with task-specific met-
rics and the unified Workload Reduction Score (WRS) to
quantify analyst workload reduction (Section 3.5).

e We construct a diverse, manually verified dataset covering
archived malware, latest malware, and misclassified benign
apps, ensuring reliable evaluation. All ground truth indica-
tors and behavior reports are manually verified, ensuring
the credibility of the evaluation (Section 3.2).

e We conduct extensive experiments on seven widely used
LLMs, showing that while high-performance LLMs can par-
tially assist in reducing analyst workload, their reliability
in evidence attribution and behavior reasoning is far from
sufficient, underscoring the long road toward trustworthy
fine-grained malware behavior auditing (Section 4).

2 Background
2.1 Malware Behavior Analysis to Auditing

Early approaches to Android malware behavior analysis rely heavily
on specialized tools for static or dynamic inspection. Static frame-
works, such as FlowDroid [4], model application lifecycles to detect
data leaks, while dynamic systems, like TaintDroid [14], Droid-
Scope [53], and CopperDroid [43], enable runtime behaviour trac-
ing. These methods provide valuable foundations but often produce
low-level, voluminous outputs and remain vulnerable to obfusca-
tion or conditional triggers. To improve scalability, learning-based
methods extend detection models toward fine-grained analysis,
leveraging explainable Al and post-hoc attribution to identify ma-
licious snippets [20], sensitive functions [21], critical traces [61],
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and behavioral concepts [19]. Some works also generate rule-based
natural language explanations [50], mapping features with high
attention scores to semantics provided by official documents.

More recently, LLM-powered behavior analysis offers a new para-
digm by directly interpreting code and generating narrative reports,
potentially reducing analysts’ workload beyond traditional tools.
Early efforts use decision-centric prompts with pre-extracted fea-
tures [28], while later work explored summarization, slicing, and
multi-tier reasoning for behavioral attribution [38, 45]. Studies also
showed LLMs can attribute malicious behaviors to smali methods
with careful prompting [42], though evaluation remains small-scale
due to annotation cost. Despite these advances, current LLM-based
analysis still struggles with noisy codebases, obfuscation, scalabil-
ity, and scarce ground truth, limiting its reliability for real-world
malware behavior analysis.

From Analysis to Auditing. Prior research emphasizes analysis,
deriving insights about potential malicious behaviors from code or
features, but stops short of full auditing. We distinguish the two:
analysis focuses on identifying behaviors or generating explana-
tions, whereas auditing demands a more rigorous process that (i)
grounds behaviors in concrete, verifiable evidence and (ii) filters
upstream false positives to avoid overwhelming analysts. In prac-
tice, auditing subsumes analysis, requiring both accurate behavioral
synthesis and trustworthy evidence attribution. Yet, to our knowl-
edge, no prior work has systematically explored malware auditing
with LLMs, leaving open whether current models can truly reduce
analyst workload beyond behavior analysis.

2.2 Assessing LLMs for Security-centric Code
Understanding

LLMs have advanced rapidly in code intelligence, powering tasks
from completion and summarization to semantic reasoning [7, 23,
39, 51]. Correspondingly, frameworks such as HumanEval and
CodeXGLUE [8, 31] measure basic correctness on isolated snip-
pets, while newer software-engineering-related work, including
CoRe [51], REval [7], CodeSense [39], and A.S.E. [29], push toward
richer semantics, multi-file reasoning, and repository-level evalu-
ation, sometimes with a focus on the security of generated code.
However, security-centric code understanding requires capabilities
that go beyond software-engineering evaluations. Specifically, it
demands: (i) Trustworthy attribution: model claims must be linked
to concrete, verifiable evidence to ensure reproducibility and an-
alyst trust [21]; (ii) Scalable context management: mechanisms to
manage large, noisy codebases while mitigating hallucinations and
maintaining robustness [34, 46]. Existing benchmarks only partially
satisfy these principles, leaving a gap for security-critical reasoning.
(iii) Compositional reasoning: the ability to reason across interde-
pendent functions and APIs, uncovering how multiple snippets
jointly enable malicious behaviors [47];

Malware analysis exemplifies this challenge, where analysts must
attribute high-level malicious intent to specific correlated imple-
mentations. Preliminary efforts such as CAMA [22] represent an
initial step, evaluating LLMs on Android malware summarization
and function maliciousness estimation. While inspiring, it remains
insufficient for auditing, where understanding correlations across
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functions and how to link them to final behaviors is essential. More-
over, CAMA faces several limitations: it relies on unverifiable model-
generated ground truth [38], struggles to scale as inference on large
malware corpora with advanced LLMs becomes costly or infeasi-
ble, and reports only limited observations on small open-source
LLMs [1, 49], restricting its generality. Consequently, constructing
a comprehensive evaluation of LLMs for malware behavior auditing
remains an open problem. To fill this gap, we propose MalEval, the
first traceable and credible framework for malware behavior audit-
ing. It introduces human-labeled ground truth, static-analysis-based
context reduction, and analyst-aligned tasks, directly addressing
the needs for verifiable attribution, scalable context management,
and compositional reasoning.

3 MalEval

3.1 Overview

MalEval is a comprehensive evaluation framework designed to
evaluate Large Language Models (LLMs) potential in malware be-
havior auditing. By focusing on three core limitations, we provide
a traceable and realistic evaluation framework that mirrors the
workflow of security experts, which is structured as follows:

Verifiable Ground Truth Generation. To address the lack of reli-
able ground truth, MalEval curates a dataset of diverse Android
applications with a two-tier design. At the low level, each sample
is paired with a sensitive API list derived from official platforms.
At the high level, expert-written reports are parsed and aligned
with predefined behavior categories and summary narratives. This
ensures both fine-grained evidence and holistic malicious behaviors
are covered, forming a trustworthy evaluation foundation.

Code Context Reduction. To combat noise inference from vast
codebases, MalEval performs static reachability analysis starting
from manifest-declared and framework-overridden entrypoints.
This process extracts all potentially executable functions as the
source, narrowing analysis to semantically relevant code and pre-
venting benign fragments from interfering with malicious signals.

Fine-grained Traceable and Verifiable Evaluation. At the core of
MalEval are two components that enable systematic and trustwor-
thy assessment. First, we introduce a context-driven intermediate
structural representation, where each function is represented as
<function signature, summary, sensitivity score>. This design distills
complex decompiled code into concise, context-aware units, while
assigning a quantifiable score that reflects potential maliciousness.
Such representations create consistent and traceable anchors, allow-
ing performance to be evaluated at a fine-grained level rather than
only through final reports; 2) Expert-guided Tasks: To evaluate
how LLMs reduce the manual workload on malware analysis, we
design a suite of expert-guided tasks that mirror the workflow of hu-
man analysts: Task 1: Function Prioritization examines whether
an LLM can highlight the most sensitive functions tied to malicious
intent; Task 2: Evidence Attribution evaluates its ability to link
low-level indicators to functions that substantiate malicious capa-
bilities; Task 3: Behavioral Synthesis tests whether dispersed
evidence can be integrated into a coherent, high-level report; and
Task 4: Sample Discrimination assesses whether misclassified
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Figure 1: Evaluation pipeline of MalEval.

benign samples can be correctly refuted without undermining valid
judgments. Together with task-specific and global metrics, these
components yield a reproducible and fine-grained evaluation pro-
cess that closely reflects real-world malware auditing.

3.2 Verifiable Ground Truth Generation

3.2.1
alistic auditing conditions, we curated a dataset combining archived
and the latest malware with simulated false positive benign sam-
ples. The design aims to ensure diversity, temporal coverage, and
realistic operational scenarios. All samples are paired with manu-
ally verified behavior reports and API-level indicators, providing
reliable ground truth for evaluation.

Dataset Curation. To construct a benchmark that reflects re-

Malware Set. The construction of our malware dataset adheres
to three guiding principles: 1) Diversity: We include a broad spec-
trum of malware families and behavioral patterns to mitigate the
risk of a model overfitting to a narrow set of threat classes; 2) Rep-
resentativeness: We prioritize malware families with uniform and
consistent behaviors, avoiding idiosyncratic cases to ensure the
reliability and consistency of our evaluation metrics; 3) Reliability:
We select samples with rigorously verified behavioral annotations
and accessible analysis reports, providing a robust knowledge base
for assessment. To reduce redundancy, we perform de-duplication
by filtering out APKs with identical .dex files within each malware
category. To reflect both historical and emerging threats, the dataset
is divided into two subsets:

Archive Malware : We select well-documented public samples
from trusted sources, Malradar [47], ensuring access to reliable
analysis reports and behavior category labels that serve as ground
truth. All samples are from families without known variants. This

subset contains a total of 222 samples, spanning 51 families across
6 distinct categories.

Latest Malware : We collect the latest malware reports after July
2024 from Malpedia !, and all malware whose hash values are
mentioned in reports is downloaded from Koodous 2. This set repre-
sents more recent threats that extend beyond the training horizon
of most LLMs. Unlike the archive set, these samples are inher-
ently scarce due to the high cost of producing reliable reports. To
maintain reliability, we restrict selection to families with unique,
well-documented behavior reports, and ensure their categories are
consistent with archived set. After deduplication of APKs with iden-
tical .dex files, we obtain 33 samples, spanning 10 families across 3
categories.

The combined statistics of both subsets are reported in Table 1,
including family counts, prevalence of obfuscation and packing,
and average sample size. These figures highlight the diversity of
threats and the practical challenges posed by both archived and
recent malware.

Simulated False Positive Benign Set. To emulate persistent false
positives in real-world detectors, we use recent benign apps. Owing
to concept drift [6], detectors trained on past data often misclassify
new samples. We thus select 25 post—July 2024 benign apps from
Androzoo 3, yielding a simulated false positive rate of about 10%.
This setup evaluates auditing models not only on malware detection
but also on handling mislabeled benign cases without inflating
analyst workload.

3.2.2 Ground Truth Generation.

Lhttps://malpedia.caad fkie.fraunhofer.de
Zhttps://koodous.com
Shttps://androzoo.uni.lu
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Table 1: Information on archived (AM) and latest (LM) malware sets, including categories, family counts, obfuscated/packed

samples, and average sample size per category.

Category Number of Family | Obfuscated Packed Avg. Size/MB

Name AM. LM. | AM. LM. AM. LM. | AM. LM. | AM. LM.
Trojan 28 / 9 / 9 / 22 / 4.26 /
Banker 63 15 15 5 26 9 28 4 2.78 4.58
Rootkits 21 4 3 1 4 0 12 0 2.54 0.25
Spyware 56 14 12 4 27 6 32 12 1.62 4.86
Adware 25 / 6 / 5 / 20 / 5.55 /
Ransomware | 29 / 6 / 2 / 9 / 2.15 /
Total 222 33 | 51 10 | 73 15 | 123 16 | 270 323

Behavior Report Parsing. To generate structured behavior ground
truth, we built an automated pipeline that crawls behavior reports
from major security vendors and normalizes them into a standard-
ized format. The pipeline standardizes reports into Markdown,
filters irrelevant boilerplate (e.g., ads), and then uses a large lan-
guage model to parse the text. The model maps behaviors into 12
categories defined by Malradar [47] and extracts corresponding
textual evidence, which is preserved as verifiable traces. In total,
57 reports corresponding to our malware samples were processed,
producing structured JSON files that contain behavior categories,
extracted evidence, confidence scores, and concise summaries.

Sensitive API Retrieve. To construct low-level evidence, we de-
veloped an API retrieval module that maintains an up-to-date list
of sensitive Android APIs. Starting from the PScout list [5], we
crawled metadata from the official Android developer site, parsing
package/class documentation to extract API descriptions. We then
identify and filter out deprecated APIs, leveraging the same pow-
erful LLM as report parsing to identify their replacements from
documentation. If a deprecated API appeared in the original list, its
successor was added. We further expanded the list with all APIs
requiring explicit permissions. This process resulted in a curated
set of 20,337 sensitive APIs, ensuring timeliness and reliability as
the basis for API-level evidence evaluation.

3.3 Code Context Reduction

To focus analysis on relevant code and improve efficiency, we re-
duced each application’s code context through entrypoint identifi-
cation and reachable code extraction. This yielded 733 entrypoints
per APK on average and 689,232 reachable functions total, cutting
the analysis scope by 66.02% compared to the original 3,187,032
functions, thus making evaluation more practical and aligned with
real-world auditing.

3.3.1 Entrypoint Identification. We define an entrypoint as a method
invocable without a prior call to another user-defined method. Fol-
lowing this, we combined two approaches: (1) extracting lifecycle

methods (e.g., onCreate) specified in the Android Manifest, which

are guaranteed to be invoked by the framework; and (2) detect-
ing user-defined functions that override or implement Android

Framework methods, inspired by DroidSIFT [59], by traversing

class hierarchies to match system-level signatures. This ensures

comprehensive entrypoint coverage for subsequent analysis.

3.3.2 Reachable Code Extraction. To exclude dead or irrelevant
code, we perform static reachability analysis from each entrypoint.
Using a Breadth-First Search (BFS) traversal on the call graph, we
collect all transitively reachable functions, producing a focused
and executable code analysis base more consistent with real-world
auditing practices.

3.4 Context-driven Intermediate Structural
Representation

Instead of analyzing raw source code directly, auditors often rely on
high-level function summaries to assess potential risks. Following
this principle, we represent each reachable function f € 7, with
an intermediate structural unit IR(f), which serves as a traceable
anchor for evaluation, ensuring consistency across models and
decoupling assessment from the quality of final reports.

To construct IR(f), we generate a context-driven description
Dc(f) by analyzing the one-hop caller—callee neighborhood C(f)
of f in the call graph. An evaluated language model first summa-
rizes the functionalities of these neighbors. Then, combining them
with the function’s source code and signature N'(f), yields De(f),
a concise summary of the function’s role within the application.
Paired with a sensitivity score S(f), this produces the final rep-
resentation: IR(f) = (N(f), D:(f), S(f)). This process yields a
context-aware summary that captures the function’s role within
the application, providing focused and meaningful input for reliable
evaluation.

LLM Operation I: Context-driven Intermediate Structural Representation

Task: Generate a context-aware structural representation IR (f) for
each reachable function f, serving as a traceable evaluation unit of
behavior.

Input: (1) The source code and function name N (f) of function f; (2)
its one-hop caller—callee neighborhood C (f) extracted from the call
graph. Each element of C(f) is represented as a tuple

(N(fean)> D (fean) ), where N(fan) denotes the signature of the caller
or callee function, and D (fea) provides a functionality description
derived solely from its source code (without contextual information).
Output: (1) A context-driven description D, (f) that summarizes the
function’s behavior within its invocation context; (2) a sensitivity score
S (f) reflecting the potential security risk of f. Together with the
function signature N'(f'), these elements form the complete

representation IR(f) = (N(f), Dc(f), S(f)).
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3.5 Expert-guided Evaluation Takes

To align our evaluation with real-world auditing practices, we de-
sign four expert-guided tasks and a series of corresponding metrics.
Each task reflects a concrete need faced by human analysts, while
the associated metrics provide measurable criteria for model per-
formance.

3.5.1 Task 1: Function Prioritization. Auditors must quickly isolate
suspicious functions from a vast codebase to narrow the scope of
manual inspection. Formally, given a set of reachable functions
¥+, the model assigns sensitivity scores S(f), with higher scores
indicating stronger suspicion. Since function-level labels are un-
available, we adopt a fidelity score, inspired by explainable Al (XAI)
evaluation [55], to measure whether the highlighted functions truly
drive malicious classification. Specifically, a well-trained malware
classifier predicts category 7 based on function descriptions. Fi-
delity Score (FS) quantifies the confidence drop when the top-k%
sensitive functions ¥ are removed. The Fidelity Score is formalized
as shown in Eq. 1,

P31 T2\ i) o

P(GIF)

where 7 is the subset of removed high-sensitivity functions, and
P(g,],-) is the classifier’s confidence in predicting § given the in-
put function set. A higher FS indicates that excluding the top-k%
functions substantially reduces classification confidence, showing
the model successfully identified functions crucial to malicious
attribution.

FS(k) = 1-

3.5.2  Task 2: Evidence Attribution. While Stage S2 ultimately aims
to connect low-level indicators into coherent attack capabilities, the
absence of ground truth for the complete evidence chain, from APIs
to functions to behaviors, prevents a direct evaluation of causal
attribution. We therefore scope this task to API-level attribution:
each application is associated with a ground-truth set £ # of sen-
sitive APIs (Section 3.2.2), and the model must identify functions
whose invocations cover these APIs. This setup treats sensitive
APIs in their function context as atomic evidence units of malicious
capabilities, providing the necessary building blocks for subsequent
behavior synthesis. Effective attribution requires balancing two
goals: covering as many ground-truth sensitive APIs as possible,
while avoiding excessive function selection that inflates analysis
cost. We capture this trade-off using the Coverage-of-Selected Rate
(CSR). Let F = f € Fr|S(f) =1 be the set of high-sensitivity
functions selected under threshold 7, and let i « denote the sensi-
tive APIs they invoke. CSR is defined as:

R = |£La 0 Lal/|Lal

|5 1/15+]
where | - | denotes set cardinality function. A higher CSR thus
reflects not only accurate API-level attribution but also efficient
narrowing of evidence, directly supporting auditors by reducing

noise while preserving the core signals needed for reliable behavior
synthesis.

@

3.5.3 Task 3: Behavioral Synthesis. The ultimate goal of malware
auditing is to answer: “What did this malware do?” This requires
reasoning from low-level evidence to high-level semantics while
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reassessing whether the sample is truly malicious. We therefore
task models with generating structured JSON reports that include
a binary maliciousness flag, identified behaviors (12 types from
Malradar [47]), supporting evidence with related functions, and a
high-level summary. Input is provided as a ranked list of structural
representations for sensitive functions, ordered from high to low
sensitivity. We do not impose any manual threshold; instead, the
effective truncation is naturally determined by the model’s context
window.

We design three complementary metrics to evaluate behavioral
synthesis, capturing both report quality and potential hallucina-
tions. Since benign samples lack behavior reports, all metrics in this
task are evaluated only on malware. Conventional similarity-based
metrics (e.g., BLEU [37], BERTScore [48]) are inadequate here, as
they only measure surface overlap and cannot assess whether a
report correctly identifies malicious intent or grounds its claims in
valid evidence. To overcome this, we adopt an LLM-as-a-judge [16]
paradigm, where the judge acts as a cybersecurity analyst. 1) Re-
port Quality (RQ): Assesses the analytic value of the report across
three dimensions: (i) Insight: whether the core malicious objective
is correctly identified; (ii) Comprehensiveness: whether all relevant
behaviors are covered; and (iii) Quality of Evidence: whether the
supporting evidence logically substantiates the behaviors, with pref-
erence for coherent attack chains. The final RQ score is the weighted
average of these three criteria; 2) Evidence Authenticity Score
(EAS): Measures whether the cited functions genuinely support
the claimed behaviors, addressing the risk of hallucinations where
plausible descriptions are linked to irrelevant evidence. Higher
scores indicate stronger alignment between evidence and behavior;
3) Syntax Authenticity Score (SAS): Evaluates whether all refer-
enced functions exist in the input set of structural representations.
Formally, SAS = |Fs|/|Finl, where Fs is the set of cited functions
and ¥y, is the input. A higher SAS reflects stronger compliance with
grounding constraints, ensuring reports remain verifiable. Together,
these metrics test whether LLMs can not only produce fluent sum-
maries but also pinpoint core behaviors, maintain coverage, and
ground claims in authentic, valid evidence.

LLM Operation II: Behavior Report Generation

Task: 1. Analyze Intent: Given a suspicious application’s sensitive
function summaries, assess the intent. If the evidence confirms
malicious intent, proceed. Otherwise, refute the suspicion. 2. Generate a
JSON Report: Generate a JSON object strictly following the specified
format.

Input: A set of intermediate structural representations
{IR(f1),IR(f2),...,IR(f)} for ranked sensitive functions, with
higher sensitive functions ranked top.

Output:
- For Benign Apps: {"is_malicious": false,
"present_behaviors": [], "summary": "Explanation of

legitimate purpose."}
- For Malicious Apps: {"is_malicious": true,

"present_behaviors": [{"behavior": "...", "confidence":
" ", "evidence": "...", "related_functions": ["..."]1}],
"summary": "High-level explanation of malicious

operation.", "category": "..." }
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Figure 2: Metrics for Each Evaluation Task.

LLM Operation III: Report Quality (RQ) Judgement

Task: Evaluate the quality of a generated report by comparing it
against a ground-truth report.

Input: A report generated by a specific LLM and its corresponding
parsed ground-truth report.

Output: A set of scores, Insight (s;), Comprehensiveness (sc), and
Evidence Quality (s, ), with supporting justifications. Report Quality is
the weighted average of above scores: RQ = w;s; + WeS¢e + WeSe.

LLM Operation IV: Evidence Authenticity Score (EAS) Calculation

Task: Assess whether the cited related functions genuinely support the
behaviors to which they are linked.

Input: (1) The list of behaviors in the generated report; (2) the
structural representations IR(f) of functions, where f € ¥ and ¥ is
the set of support functions identified for the application.

Output: A support score for each behavior and an overall average
score reflecting authenticity.

3.5.4 Task 4: Sample Discrimination. This task evaluates whether
LLMs can distinguish benign from malicious applications after ini-
tial detection, serving as a corrective safeguard. It involves two
aspects: 1) False Positive Correction: recognizing benign applications
mistakenly flagged as malware, thereby reducing analyst work-
load; 2) True Positive Maintenance: ensuring true malware remains
identified as malicious, avoiding dangerous false negatives.

To evaluate this setting, benign and malware sets are treated as
false positives and true positives from the first-line detector, with
binary decisions and categories derived from Task 3 reports. We
design two metrics: False Positive Correction Rate (FPCR) mea-
sures how effectively LLMs recover benign samples misclassified
as malware; True Positive Maintenance Rate (TPMR) measures
whether malware samples remain correctly judged as malicious.
Together, these two metrics quantify the LLM’s ability to separate

true threats from false alarms. In addition, understanding the cate-
gory of malware helps auditors correctly refer to related behavior
patterns. Here, we also evaluate F1, to represent the macro F1-score
on malware category classification.

3.5.5 Overall Evaluation. To provide a holistic comparison of LLMs
in malware auditing, we define the Workload Reduction Score
(WRS), which quantifies how much manual effort an LLM can
save. Since Tasks 1 and 2 mainly contribute to evidence attribution,
their effects are reflected in Tasks 3 and 4. Thus, WRS integrates
two complementary dimensions: 1) Analytical Accuracy (AA):
Measures the quality and trustworthiness of generated reports. For
each malware i, accuracy is defined as the product of report qual-
ity and authenticity scores, but multiplied by an indicator I; that
equals 1 only if it is correctly classified as malicious, and 0 other-
wise. This enforces correctness of the maliciousness judgment as a
hard constraint. The Analytical Accuracy is formalized as:

N
1
AA= ; I; - (RQ; x EAS; x SAS;), 3)

where N is the number of malware samples we analyze. 2) Decision
Support (DS): Captures whether the model aids security decisions
at the application level, defined as the average of FPCR, TPMR, and
Fi.:

DS = {FPCR+ TPMR + F1.}/3 (4)
Finally, we integrate these two dimensions into a unified workload-
oriented metric:

WRS = wg, - AA + wy - DS. (5)
Here, wg, and wys control the relative emphasis of the two di-
mensions. A high WRS requires both accurate classification and

high-quality analysis, indicating the model’s practical potential to
reduce analyst workload.
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4 Experiment

This section presents a systematic evaluation of various LLMs on
Android malware behavior auditing, guided by the MalEval frame-
work. Our experiments are designed to answer the following key
research questions:

e RQ1 (Section 4.2): How effectively do prominent LLMs
perform across the four core auditing tasks, and what is their
potential to reduce manual workload for security analysts?

e RQ2 (Section 4.3): How does incorporating inter-procedural
context into function summaries impact the LLM’s perfor-
mance on auditing tasks?

e RQ3 (Section 4.4): To what extent does providing LLMs
with application-level metadata (e.g., components, signing
certificates) as additional evidence improve their perfor-
mance?

Beyond this, we conduct an in-depth assessment of LLM capabilities
in identifying different behaviors, understanding latest malware,
and common failure cases (Section 4.5). This aims to better under-
stand the current limitations of LLMs in this domain and explore
the potential for extending the model to other types of malware.

4.1 Experiment Setting

4.1.1  Model Selection. We evaluate a diverse set of state-of-the-art
LLMs, covering both open-source and commercial offerings, as well
as general-purpose and code-specialized variants:

Open-source models. : Llama-3.1-8B-Instruct [33], Qwen2.5-

Coder-14B-Instruct [24], Qwen3-32B [54], and DeepSeek-V3-0324 [30].

These represent recent advancements in open LLMs, with Qwen2.5-
Coder and DeepSeek specifically optimized for reasoning and code
understanding, allowing us to benchmark the progress of open
models against commercial APIs.

Commercial models. : GPT-40-mini [35], Gemini-2.5-Flash [11],
and Claude-3.7-Sonnet [2]. These are leading proprietary LLMs
known for their strong general-purpose reasoning, robustness, and
efficiency. Evaluating them provides a reference point for the upper
bound of practical deployment.

This selection ensures a comparison between code-focused and
general-purpose LLMs, as well as between open-source and closed-
source ecosystems with different model sizes. It reflects the real-
world decision analysts face when choosing LLMs for deployment
in security pipelines.

4.1.2  Implementation Details. For open-source models without
API support (Llama-3.1-8B-Instruct, Qwen2.5-Coder-14B-Instruct,
and Qwen3-32B), we use the latest HuggingFace snapshots and
deploy them locally with vLLM [26] for efficient batched decoding.
Llama-3.1-8B and Qwen2.5-14B are hosted on a single NVIDIA H100
NVL GPU, while Qwen3-32B requires four NVIDIA A100-SXM4-
40GB GPUs. Models with official APIs (Deepseek-v3, GPT-40-mini,
Gemini-2.5-Flash, and Claude-3.7-sonnet) are accessed through
their respective endpoints, ensuring consistency with production
settings. All models are run with a temperature of 0 for determin-
istic outputs. In Task 1 (Section 3.5.1), the Fidelity Score (FS) is
computed using an XGBoost classifier trained on TF-IDF features
of function summaries for malware category prediction. We split
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malware samples into 80% training and 20% testing sets, and fidelity
is measured as the probability drop after removing the top 10% most
sensitive functions. In Task 3 (Section 3.5.3), the Report Quality
(RQ) and Evidence Authenticity Score (EAS) are assessed with an
LLM-as-a-judge strategy. To avoid bias, we use a held-out third-
party model (GPT-5-mini [36]), excluded from the evaluation pool,
as the judge. For RQ and the Workload Reduction Score (WRS), all
weights (e.g., waq and wy;) are set equally.

4.2 Effectiveness of LLMs on Malware Behavior
Auditing

This section answers RQ1 by reporting the performance of seven
representative LLMs across the four auditing tasks and their overall
Workload Reduction Score (WRS), as summarized in Table 2. Results
show that current LLMs remain far from reliable in malware au-
diting: even the strongest model, Claude-3.7-sonnet, achieves only
50.67% WRS, underscoring the intrinsic difficulty of synthesizing
accurate and verifiable behavioral insights from source code.

For low-level attribution (Task 1 & Task 2), a clear distinction
emerges between precise identification of decisive risk functions (Fi-
delity Score, FS) and broad evidence coverage (Coverage-of-Selected
Rate, CSR). All models obtain relatively low FS, indicating difficulty
in consistently identifying the few functions most critical to mali-
cious classification. The Qwen family stands out in CSR: Qwen-2.5-
Coder-14B benefits from code-oriented pretraining, achieving broad
coverage even at a moderate scale, while the larger Qwen-3-32B at-
tains similar coverage through sheer model capacity despite lacking
explicit code specialization. Claude-3.7-Sonnet, in contrast, adopts
a precision-focused style: it achieves the highest FS by pinpointing
some decisive functions, but misses broader coverage, underscoring
that scale alone does not guarantee comprehensive attribution.

At higher-level understanding (Task 3 & 4), Gemini-2.5-Flash
leads in report quality (RQ), producing the most comprehensive
and coherent reports while maintaining competitive evidence au-
thenticity (EAS) and syntax authenticity (SAS). Its outputs are not
only fluent but relatively well grounded in cited functions, enabling
it to link sensitive functions into a coherent attack chain. This
deeper reasoning also improves its ability to filter misclassified
benign samples while preserving true positives. Claude-3.7-sonnet,
while slightly weaker in report fluency, performs best in sample dis-
crimination: it effectively corrects false positives and shows strong
malware categorization accuracy, indicating better integration of
behaviors into family-level semantics. Deepseek-V3 strikes a middle
ground. Its reports are detailed and coherent, but it consistently
fails to reject benign misclassifications, limiting practical reliability.
By contrast, GPT-40-mini shows relative failure modes. Optimized
for speed and efficiency, it exhibits shallow reasoning, is easily
misled by prior detections, and performs poorly on false positive
correction. Finally, the smallest model, Llama-3.1-8B, lacks the ca-
pacity to handle this task: its report quality drops steeply, and it
fails across nearly all metrics, confirming that complex malware au-
diting requires models with larger reasoning capacity and stronger
grounding ability.
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Table 2: Each task and overall performance of LLMs on MalEval. The input is context-driven intermediate structural represen-

tations. All results are presented as percentages.

Models Task 1 | Task 2 Task3 Task4 Overall
FS CSR RQ EAS SAS | FPCR TPMR F1, WRS
Llama 3.1-8B-I 9.36 37.17 | 16.63 61.00 69.12 | 44.00 8509 12.21 27.06
Qwen 2.5-coder-14B-I | 12.25 54.83 | 30.12 81.89 9255 | 16.00 99.61 17.86 33.66
Qwen 3-32B 12.97 69.20 | 37.12 78.09 86.63 | 4.00 98.04  26.68 34.25
Deepseek v3 1144 | 4215 | 4125 8455 9048 | 56.00 96.47 28.14 | 45388
GPT-40-mini 14.32 5191 | 27.06 7493 77.73 | 0.00 100.00 17.72 27.50
Gemini-2.5-flash 1484 | 4172 | 4961 87.75 90.85 | 60.00 97.26  27.55 | 50.58
Claude-3.7-sonnet 16.88 | 55.19 | 40.69 82.24 89.28 | 92.00 90.59  31.82 | 50.67

4.3 Result w/o Inter-procedural Context
Augmentation

Functions within Android applications are not isolated entities.
Real-world audits require reasoning across inter-procedural links to
understand how functions propagate information and contribute to
malicious behaviors. To assess the role of such context, we removed
inter-procedural information from MalEval’s structural represen-
tations. Results are shown in Table 3.

Fidelity Scores (FS) drop sharply without context, confirming that
models rely on inter-procedural cues to identify the few functions
truly decisive for malicious classification. By contrast, Coverage-
of-Selected Rate (CSR) remains largely unchanged. This stability,
however, is not a sign of robustness but rather a symptom of a
critical weakness. It reveals that models can identify functions
containing sensitive APIs based on simple, context-free signature
matching. The divergence between FS and CSR highlights two
attribution modes: models can still recognize sensitive APIs as ev-
idence (stable CSR), but without context they fail to pinpoint the
few decisive functions that drive malicious behavior (drop in FS).
At the behavioral level, removing context reduces models’ ability
to integrate evidence into coherent malicious behaviors, causing
average declines of 5.70% in RQ and 3.83% in EAS. The effect is espe-
cially pronounced for Llama-3.1-8B and Qwen-3-32B, showing their
dependence on superficial contextual cues. At the sample discrimi-
nation level, context shows mixed effects. For Qwen-2.5-coder-14B,
FPCR drops sharply without context, suggesting its importance
for validating benign samples. In contrast, Qwen-3-32B achieves
higher FPCR when context is removed, implying that excessive
inter-procedural links act as confirmatory noise—reinforcing false
suspicions rather than enabling deeper inspections. Overall, the
consistent and significant degradation of Behavioral Synthesis (Task
3) outweighs these model-dependent variations in discrimination
(Task 4). The corresponding decline in WRS demonstrates that,
despite occasionally introducing noise, inter-procedural context is
indispensable for achieving holistic and reliable malware auditing.

4.4 Result w/ Additional Application Evidence

Beyond code semantics, practical malware auditing often relies
on non-code contextual evidence. Analysts routinely incorporate
metadata such as application components, signing certificates, or

package structures to disambiguate cases where code alone is in-
sufficient. To examine this dimension, we augment function-level
summaries with application-level metadata and assess its effect on
high-level auditing tasks: Behavior Synthesis (Task 3) and Sample
Discrimination (Task 4). Specifically, we leverage the AndroidMan-
ifest.xml file to extract three categories of evidence: 1) Package
Information: the package name and version details; 2) Application
Components: the app’s core entry points (Activities, Services, and
Broadcast Receivers); 3) Certificate Information: details about the
app’s digital signature to verify its authenticity. Metadata is then or-
ganized into a structural dictionary for model input. Table 4 reports
the corresponding results.

The effect on behavior synthesis (Task 3) highlights a funda-
mental divergence in reasoning strategies. Gemini-2.5-flash, the
top-performing model in Section 4.2, suffers a 21.35% drop in Report
Quality (RQ), showing that its strength lies in code-centric analysis
and that metadata acts as distracting noise. In contrast, Deepseek-v3
(+8.50% RQ) and Claude-3.7-sonnet (+3.47% RQ) improve with meta-
data, suggesting a more integrative reasoning style that treats it as
corroborating evidence. Smaller models, such as Llama-3.1-8B, col-
lapse under information overload. A broader side effect is the degra-
dation of Syntax Authenticity (SAS), as non-function identifiers
like component names interfere with correct function referencing.

In sample discrimination (Task 4), metadata introduces a clear
trade-off. It consistently improves False Positive Correction Rate
(FPCR), but often at the cost of reduced True Positive Maintenance
Rate (TPMR), which is a dangerous outcome, since even a single
missed malware can be catastrophic. Only Gemini-2.5-flash and
Deepseek-V3 manage to balance this dilemma, maintaining near-
perfect TPMR while still benefiting from metadata. As a result,
metadata lifts Deepseek-V3 above Gemini-2.5-flash on WRS, though
Claude-3.7-sonnet remains the strongest overall. These results show
that metadata is not universally beneficial; its value depends on
model type, and careful structuring or filtering is needed to make
it useful in practice.

4.5 Further Discussion and Failure Cases

4.5.1 Performance on Identify Each Behavior. We further examine
model performance across behavior categories. Fig. 3 shows de-
viations from ground truth: blue denotes under-observation, red
denotes over-observation, and white indicates ideal alignment. The
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Table 3: Each task and overall performance of LLMs on MalEval after removing function-level context from intermediate
structural representation generation. Blue and red indicators highlight differences compared to results derived from the

intermediate structural representation. All results are presented as percentages.

Models Task 1 | Task 2 Task3 Task4 Overall

FS CSR RQ EAS SAS | FPCR TPMR F1, WRS
6.05 37.08 | 13.71 59.21 5295 | 40.00 68.63 10.36 | 21.98

Llama 3.1-8B-I
13536% | | 0.24% | | 17.56% | 293% |2339% | |9.09% | 1934% | 15.15% | | 18.77%
9.83 | 53.40 | 29.92 78.10 90.92 | 4.00 100.00 14.88 | 30.44

Qwen 2.5-coder-14B-I| ——

11976% | |261% | l066% |463% |1.76% | |75.00% 1039% | 16.69% | | 9.57%
7.13 69.20 | 31.58 66.81 88.34 | 28.00 97.65 23.72 | 34.21

Qwen 3-32B
1 45.03% 0.00 11492% | 14.44% 11.97% | 1600.00% | 040% | 11.09% | | 0.12%
8.24 42.15 | 40.43 84.13 75.39 | 56.00 95.69 31.28 | 43.32

Deepseek v3 - -

127.97% -0.00 11.99% | 050% | 16.68% [ -0.00% l081% T1116% | | 558%
.. 8.91 5191 | 26.79 74.64 7647 4.00 100.00 15.50 | 27.56

GPT-40-mini
137.78% | -0.00¢ 1137% 1 039% | 1.62% | +4.00% -0.00 11253% | 10.02%
o 9.12 41.72 | 49.48 86.40 90.32 | 60.00 98.04 26.21 49.09
Gemini-2.5-flash ===
138.54% | -0.00% 1026% | 154% | 0.58% - 0.00% 1090% | 4.86% 12.95%
10.20 | 55.19 | 39.40 80.29 86.26 | 96.00 89.10 33.12 | 50.03

Claude-3.7-sonnet E—

139.57% 0.00 1317% | 237% |338% | T435% 1 1.64% T 4.09% 1 1.26%

Table 4: Performance on related tasks after adding meta information as one of the evidence to generate behavior reports. Blue
and red indicators highlight differences compared to results derived from the intermediate structural representation. All

results are presented as percentages.

Task3 Task4 Overall
Models
RQ EAS SAS | FPCR TPMR Fi. WRS
11.94 57.36 44.63 | 76.00 58.82 11.32 | 25.88
Llama 3.1-8B-I
12820% |597% |3543% | 17273% |30.87% | 7.29% 1436%
29.35 83.12 79.42 | 60.00 93.33 18.45 | 38.31
Qwen 2.5-coder-14B-1 8.2 7
1256% 1150% | 14.19% | 1275.00% | 630% 1330% | T113.81%
37.80 81.70 83.51 4.00 96.87 3135 | 34.93
Qwen 3-32B —
T183% 1462% |3.60% - 0.00% 1119%  117.50% | 11.99%
44.76 85.35 84.32 | 92.00 97.65 25.71 52.00
Deepseek v3 - | —/———
1850% 1095% |681% | T64.29% 11.22% |8.64% | 113.34%
.. 26.16 77.37 73.82 | 32.00 99.89 1548 | 32.03
GPT-40-mini
1333% T1326% |503% | +3200% | 011% | 12.64% | T116.47%
9.02 82.32 . 92. 99.22 16. 47.
Gemini-2.5-flash 39.02 82.32 76.88 00 6.70 7.00
12135% | 619% | 1538% | 15333% 1202% |3938% | |7.08%
42.10 82.73 86.00 | 96.00 89.02 32.51 51.23
Claude-3.7-sonnet | —— —
1347% 1060% |3.67% | T435% 1173%  1217% T1.11%

“Other” column denotes behaviors newly created by models, rep-
resenting deviation in conceptual understanding. The “Miner” cat-
egory, while listed in MalRadar[47], due to the small number of
samples, we intentionally exclude from our dataset and is retained
here as a hallucination probe.

The results reveal systematic, non-random biases. First, complex
behaviors such as privilege escalation, trick behavior, and stealthy es-
calation are consistently under-observed by all models. Even Claude-
3.7-Sonnet, the strongest model, shows extreme negative deviations
(-82, -91), underscoring a fundamental weakness in reasoning over
comprehend code logic and multi-step attack chains. Second, model

reliability forms a clear hierarchy. Llama-3.1-8B exemplifies a pat-
tern of pervasive under-observation, with large negative deviations
across most categories, rendering it unsuitable for reliable auditing,
while Claude-3.7-Sonnet demonstrates the most well-calibrated pro-
file, with its deviations remaining closest to zero across the board.
Models like Qwen and GPT-40-mini occupy the middle ground: they
tend to over-observe explicit API-driven behaviors (e.g., SMS abuse,
bank stealing) but fail on reasoning-intensive ones, reflecting over-
reliance on surface cues. Finally, the hallucination columns offer
insights into conceptual fidelity. The near-zero deviations for miner
indicate that models correctly avoid inventing absent behaviors.
In contrast, deviations in the “Other” column highlight a tendency
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to generate novel or misaligned behaviors. Llama-3.1-8B (+81) and
Coder (+58) exhibit strong hallucination tendencies, while Claude,
Qwen, and DeepSeek remain near zero, showing better adherence
to the analytical schema.

Overall, LLMs reliably capture API-driven behaviors but sys-
tematically miss complex ones, indicating dependence on surface
signals rather than deep inter-procedural reasoning. Improving
malware auditing with LLMs thus requires better cross-function
reasoning, calibration across behavior types, and stricter hallucina-
tion control.

4.5.2  Results on the Latest Malware Set. This section analyzes
model performance on the Latest Malware Set (LM). Because manu-
ally verified reports are costly to obtain, LM is substantially smaller
than the Archived Malware Set (AM). To ensure comparability, we
restrict evaluation to categories shared by both datasets and focus
on high-level metrics: Report Quality (RQ) and Evidence Authen-
ticity Score (EAS). Since the two sets differ in size but both metrics
are computed as averages, we apply Welch’s t-test to test statisti-
cal significance. Table 5 reports the results, with gray-shaded cells
denoting p-values > 0.05 (no significant difference).

Overall, most models show no significant differences between
AM and LM. This reflects a core trait of Android malware: families
often reuse templates or frameworks with minor variations. Our
summary-based evaluation, which relies on function summaries
rather than raw code, further mitigates the effect of superficial
implementation changes. Variations are shown in Rootkits and
Spyware, as modern rootKkits increasingly hide behind loaders or
obfuscation layers, while newer spyware adopts stealthy exfiltration
techniques that do not map cleanly to API patterns, making attribu-
tion less stable. Results on Banker increase. By comparing ground
truth reports from AM. and LM., we observe that LM bankers (e.g.,
ERMAC, Coper) tend to follow a standardized chain: Accessibility
abuse — Overlay phishing — Remote control, closely matching
canonical banker definitions, whereas AM bankers (e.g., Anubis,
Faketoken) mix cross-platform features, phishing, ransomware,
and stealthy C2 hiding. Thus, performance differences across time-
frames often reflect differences in behavioral complexity rather
than true generalization. Even though we intentionally constructed
LM with more recent samples, the intrinsic difficulty of malware
analysis remains hard to quantify, as it typically requires reverse en-
gineering and dynamic analysis beyond what function summaries
capture. Therefore, similar performance across AM and LM should
not be interpreted as evidence that LLMs can readily handle entirely
novel attack strategies.

4.5.3 Failure Case Study. We identify four distinct failure modes
when applying LLMs to malware behavior auditing, exposing the
gap between statistical pattern recognition and the adversarial
reasoning required for security. All failure cases are excerpts from
portions of reports generated by a specific LLM, corresponding to
the ground truth report.

Failure Case I: Inability to Synthesize Global Threat Objec-
tives: The model fails to combine low-level actions into a coherent
objective. For instance, it detects Privacy Stealing and Ads but mis-
labels a financial fraud campaign as simple Adware. The root cause
of this issue is the model’s limited contextual scope. While our
structural representations provide local context but lack the global
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perspectives required to infer strategy intent. Consequently, the
model can determine that an action occurs but not why it occurs
within the broader attack chain. Providing such global context is
non-trivial for large-scale Android applications, highlighting the
need for designs that enrich strategic understanding without over-
whelming models with excessive information.

Failure Case I: Inability to Synthesize Global Threat Objectives

Generated Report by Claude-3.7-sonnet: ..‘behavior’: Privilege Escalation...;
Abusing Accessibility...; Privacy Stealing...; Ads...; Remote Control...; ‘application
summary’: This malicious app is a hybrid adware-spyware that aggressively
collects sensitive user data, serves intrusive ads, and abuses Accessibility Services
to achieve deep device monitoring; ‘category’: Adware.

Ground truth: ..‘behavior’: Privacy Stealing...; SMS/CALL...; Remote Control...;
Abusing Accessibility...; Ads...; Premium Service...; ‘application summary’: This
Ztorg family Trojan performs remote-controlled financial fraud through premium
SMS and silent subscription attacks, using stealth techniques to hide its activity and
abusing Accessibility Services to install additional payloads; ‘category’: rootkits.

Failure Case II: Superficial Technical Interpretation: The
model interprets malicious actions only at a surface level. It cor-
rectly classifies the malware and identifies the behavior but grounds
its rationale in artifacts rather than true exploit reasoning. The
ground truth is privilege escalation via downloading and executing
root exploit code, yet the model attributes it solely to the common
permission “chmod 777”. In fact, this command is merely prepara-
tory, not the cause of escalation. This exposes the model’s reliance
on high-probability associations over causal inference, failing to
reason through action sequences. Addressing this requires stronger
reasoning to explore context thoroughly and avoid superficial pat-
tern matching.

Failure Case II: Superficial Technical Interpretation

Generated Report by Deepseek-V3: ..‘behavior’: Privilege Escalation, ‘behavior
evidence’: The app creates and executes shell scripts (boy, post.sh) in system
directories, modifies file permissions to 777, and checks for root access, indicating
attempts to escalate privileges., ‘category’: rootkits.

Ground truth: ..‘behavior’: Privilege Escalation;'behavior evidence’: The
malware downloads and runs root exploit code to gain root privileges on the
device.; ‘category’: rootkits.

Failure Case III: Judgmental Error from Benign by Associ-
ation Bias: This error occurs when malicious intent is obscured
by a trusted entity. The ground truth shows that the popular “Cam-
Scanner” app is compromised to drop malware enabling remote
control and aggressive ads. The model, however, rationalizes the
suspicious behaviors as benign, citing commercial protection ser-
vices like “Qihoo 360’s Jiagu”. In effect, LLMs grant the well-known
app undue credibility, misattributing malicious actions to plausible,
benign causes rather than recognizing the trusted app itself as the
attack vector.

Failure Case IV: Logical Blindness due to the Legal API
Abusing: The model observes a sequence of actions but misclas-
sifies the overall behavior as benign. The root issue is its atomic
evaluation: since each step uses legitimate APIs, it deems them
harmless in isolation, missing the malicious intent that arises from
their combination. This exposes the model’s significant vulnerabil-
ity to modern evasion techniques where malware abuses legitimate
APIs to blend in, resulting in a definitive false negative.
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Figure 3: Behavior deviation heatmaps for each LLM trained on malware datasets. Here, shades closer to blue indicate the
model under-observes that behavior, while red indicates the model over-observes it. A well-performing model should be closer

to white (zero deviation) across all behaviors.

Table 5: Report Quality (RQ) and Evidence Authenticity Score (EAS) on shared categories of Archived (AM) and Latest Malware
(LM) sets. Welch’s t-test p-values (p) compare metrics across sets; p > 0.05 denotes no significant difference. Model names are

abbreviated due to space constraints.

Banker Rootkits Spyware
Models RO EAS RO EAS RO EAS
AM. LM. P- AM. LM. P- AM. LM. p- AM. LM. P- AM. LM. P- AM. LM. p-

Llama 16.89  23.88 | 0.01

Coder 8543 79.64 | 0.03

Qwen 82.33 77.74 | 0.03
Deepseek | 36.89 50.89 | 0.02 | 83.05 89.11 | 0.00 | 32.00 24.75 | 0.01

GPT 20.57  27.50 | 0.00 39.81 2737 | 0.00 | 77.30 67.20 | 0.01
Gemini
Claude 3491 49.80 | 0.02

Failure Case III: Judgmental Error from Benign-by-Association Bias

Generated Report by Gemini: ‘is_malicious’: False; ‘application summary’:
The analysis indicates the application’s suspicious behaviors stem from a legitimate
commercial hardening service used for anti-tampering and intellectual property
protection, rather than from any confirmed malicious intent.

Ground truth: ‘is_malicious’: True; ‘behavior’: Ads...; Remote Control...;
Premium Service..; ‘application summary’: This sample is the Trojan-
Dropper.AndroidOS Necro.n trojan, embedded within the CamScanner app, which
downloads and executes remote payloads from a C2 server to enable aggressive
advertising, fraudulent subscriptions, and silent device control; ‘category’: trojan.

Failure Case IV: Logical Blindness due to Legal API Abusing

Generated Report by Claude-3.7-sonnet: ‘is_malicious’: False; ‘application
summary’: The analysis indicates the application’s suspicious behaviors stem from
a legitimate commercial hardening service used for anti-tampering and intellectual
property protection, rather than from any confirmed malicious intent.

Ground truth: ‘is_malicious’: True; ‘behavior’: Privacy Stealing..., SMS/CALL...;
Bank Stealing...; Tricky Behavior...; ‘application summary’: This credential-
stealing malware, Android/FakeApp.KP, impersonates a cryptocurrency exchange
to phish for login details and circumvents 2FA by intercepting one-time passwords
directly from the user’s notifications; ‘category’: trojan.

4.5.4  Extensibility for Other Ecosystem. Beyond Android ecosys-
tem, MalEval can naturally extend to Windows, Linux, and IoT
malware. Its core principles, verifiable ground truth, code context

reduction, and intermediate structural representations, are platform-
agnostic and only require ecosystem-specific adaptation, such as
preparing relevant ground truth and function-level abstractions.
Thus, MalEval serves as a versatile foundation for fine-grained,
evidence-driven malware auditing across diverse software environ-
ments.

5 Conclusion

This work introduced MalEval, a comprehensive evaluation frame-
work for fine-grained malware behavior auditing with large lan-
guage models (LLMs). MalEval constructs reliable ground truth
from manually verified reports and sensitive APIs, reduces code
noise via static reachability analysis, and builds function-level struc-
tural representations to enable consistent, traceable evaluation. We
further design four expert-guided tasks: Function Prioritization,
Evidence Attribution, Behavioral Synthesis, and Sample Discrimi-
nation, that mirror real-world workflows and allow reproducible
assessments. Our evaluation of seven widely used models shows
that LLMs hold promise for malware auditing: they capture typi-
cal malicious patterns and partially reduce analyst workload. Yet
their capabilities remain inadequate, struggling to reconstruct co-
herent attack chains, reasoning only at surface level, and showing
weak reliability in evidence attribution and behavioral synthesis.
These limitations underscore that advancing toward trustworthy
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and fine-grained malware auditing with LLMs remains a long and
challenging journey.
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