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ABSTRACT

Machine learning models used for distributed architectures consisting of servers and clients require
large amounts of data to achieve high accuracy. Data obtained from clients are collected on a
central server for model training. However, storing data on a central server raises concerns about
security and privacy. To address this issue, a federated learning architecture has been proposed.
In federated learning, each client trains a local model using its own data. The trained models
are periodically transmitted to the central server. The server then combines the received models
using federated aggregation algorithms to obtain a global model. This global model is distributed
back to the clients, and the process continues in a cyclical manner. Although preventing data
from leaving the clients enhances security, certain concerns still remain. Attackers can perform
inference attacks on the obtained models to approximate the training dataset, potentially causing
data leakage. In this study, differential privacy was applied to address the aforementioned security
vulnerability, and a performance analysis was conducted. The Data-Unaware Classification Based
on Association (duCBA) algorithm was used as the federated aggregation method. Differential
privacy was implemented on the data using the Randomized Response technique, and the trade-off
between security and performance was examined under different epsilon values. As the epsilon
value decreased, the model accuracy declined, and class prediction imbalances were observed. This
indicates that higher levels of privacy do not always lead to practical outcomes and that the balance
between security and performance must be carefully considered.

Keywords Federated Learning · Differential Privacy · Randomized Response · Data Privacy · duCBA

1 Introduction

The rapid increase in the number of internet-connected devices has led to a significant increase in data production [1].
Sources such as the Internet of Things (IoT), mobile applications, and social media platforms generate large amounts
of data at any given moment. Interpreting this large amount of data is becoming increasingly difficult, necessitating
the use of machine learning-based approaches [2]. Machine learning models require large amounts of data to achieve
sufficient accuracy and performance. Processing big data not only requires high processing power and storage capacity,
but also brings various challenges such as data integrity, access speed, security, and privacy.
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In distributed systems consisting of clients and servers, traditional machine learning approaches involve collecting data
from clients and transferring it to central servers, where model training is performed on this data [3]. In these structures,
the requirement to transfer, store, and process large amounts of data on central servers brings significant costs. However,
big data structures pose significant risks in terms of privacy protection and data security [3]. As a result of privacy and
security breaches, organizations experience not only financial losses but also a loss of reputation and trust. Individuals’
increasing sensitivity to personal privacy and the ethical issues that arise as a result make this approach difficult to
sustain and increase implementation costs.

As a solution to the aforementioned problems, the federated learning (FL) architecture was developed in 2016 [4].
Federated learning is a machine learning approach that eliminates the need for centralized data collection and enables
model training using data stored locally on clients in distributed systems. This method is based on the principle of
periodically sending models trained locally on clients to a central server, where a global model is created using an
appropriate federated aggregation algorithm. The global model is then redistributed to the clients, and the process
continues iteratively. Thus, the need for data collection and storage on a central server is eliminated, preserving privacy
and enhancing data security. A schematic representation of this architecture is shown in Figure 1.

Figure 1: How the federated learning architecture works

Although FL architecture has eliminated data sharing and created a more secure system, security concerns remain.
There is no complete control over the data, and the control mechanism is weakened due to the distributed architecture.
This situation has given rise to a new type of attack called inference attacks [5]. In inference attacks, attackers test the
models they have obtained with specific input data and can make inferences about the training data based on the model’s
outputs [6]. Furthermore, recent literature also investigates machine unlearning techniques as a way to address privacy
and compliance challenges in federated learning systems [7]. This allows them to predict, with high accuracy, what
data the model was trained on and even the contents of some sensitive data samples. This situation weakens federated
learning’s claim to protect data privacy and raises the need for additional security measures.

This study aims to evaluate the performance of a federated learning architecture by integrating security mechanisms. To
this end, the Data-Unaware Classification Based on Association (duCBA) [8] method was chosen as the aggregation
algorithm, and a prototype was developed to demonstrate the feasibility of the proposed structure. The dataset used in
the study was structured as client data; the Randomized Response (RR) method was applied to ensure privacy on the
client side. Thus, while privacy was preserved at the client level, the effects on model accuracy were analyzed, and the
privacy-performance trade-off was examined in detail.

The rest of this study is structured as follows: The second section reviews the relevant literature. The third section
details the methods and data set used in the study. The fourth section shares the findings, while the fifth section discusses
the results, addressing the study’s contributions, limitations, and suggestions for future research.

2 Related Work

The high communication costs, data privacy issues, and sustainability challenges associated with centralized learning
have necessitated the development of new approaches in machine learning. In this context, the federated learning
architecture proposed by Google enables local model training on distributed clients without the need for centralized data
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collection, thereby ensuring both privacy protection and reduced communication load [4, 9]. In the federated learning
process, the parameters of the models trained on the clients are transmitted to the central server at specific intervals;
an updated global model is created by merging these models on the server and redistributed to the clients. Thus, the
process continues iteratively.

In federated learning systems, model performance largely depends on the effectiveness of federated aggregation
algorithms [10]. These algorithms merge the updated model parameters received from clients according to specific
strategies to produce a new global model. The main algorithms highlighted in the literature are as follows:

• FedAvg (Federated Averaging): It is the most commonly used aggregation method. The model weights
trained on the clients are averaged to create a global model, weighted according to the amount of data on each
client. However, this approach can cause performance fluctuations in cases of heterogeneous (non-IID) data
distribution [4, 11].

• FedPer (Federated Learning with Personalization Layers): It allows only the lower (base) layers of the
model to be shared, while the upper (decision) layers are kept on the client. This enables personalization, but
the generalization ability of the global model may be limited [12].

• FedMA (Federated Matched Averaging): The layer-based neuron matching approach groups similar neurons
together. This provides a more structured and meaningful combination; however, this method is notable for its
high computational cost [12].

• FedDist (Federated Distance): By analyzing the differences between neurons in clients using Euclidean
distance, it adds neurons showing significant deviations to the global model. This preserves client-specific
information while also increasing the generalization capacity of the global model. With dynamic structure
updates, the model architecture can evolve during communication rounds [12].

• FedSVM (Federated Support Vector Machine): It is a federated learning algorithm that enables training
SVM models on local data residing on distributed clients and merging the weights of these models on a central
server. This method allows for updating a global classification model without the need to share data[13].

• duCBA: The duCBA aggeration algorithm used in this study is an adaptation of the traditional Classification
Based on Associations (CBA) [14, 15] algorithm for federated learning environments. duCBA enables clients
to generate class-labeled association rules based on their local data, which are then fused on a central server to
create a global classification model [8].

Although federated learning systems offer a more secure structure in terms of data privacy compared to classical
machine learning methods, it cannot be said that security is completely guaranteed [16, 17]. These systems are still
vulnerable to various types of attacks. In the literature, attacks targeting federated learning are primarily examined
under two main categories: model poisoning attacks [18] and model inference attacks [19].

Model poisoning attacks are attacks where the attacker aims to reduce the accuracy of the global model or steer it in
their own interests by injecting models that have been deliberately manipulated into the federated learning process. In
such attacks, malicious clients deliberately generate harmful updates and incorporate these updates into the central
aggregation process [18].

In contrast, model inference attacks aim to obtain information about the data on which the model was trained [19]. In
this context, two main types of attacks stand out:

1. Membership Inference Attack: In this type of attack, the attacker attempts to infer whether a specific data
sample is included in the training set of the target machine learning model. This is typically achieved by
analyzing the uncertainty level in the model’s output (e.g., class probabilities or entropy). Overfitting of the
model to the training data increases its susceptibility to this attack [20].

2. Model Inversion Attack: This attack aims to reconstruct typical input data belonging to a class based on the
outputs a model gives to specific classes. It is usually implemented by iteratively optimizing the input data to
maximize class probabilities. This method is mostly supported by gradient-based optimization techniques or
latent space backprojection methods [21].

One of the primary defense approaches developed against these attacks is the principle of differential privacy [22].
Differential privacy is a privacy definition that mathematically guarantees that third parties cannot reliably determine
whether an individual is included in a dataset. This principle can be implemented through the Laplace [23] and Gauss
[24] mechanisms. Both mechanisms are designed for numerical data and are difficult to apply directly to categorical
data. The Randomized Response method [25], a suitable alternative for categorical data, was first proposed by Warner
in 1965 and has been used to protect the privacy of individuals in survey studies. With approaches developed today, the
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Randomized Response method can be widely applied to ensure privacy on categorical data within the framework of
differential privacy.

3 Methodology

This section elaborates on the methods and methodology employed in the study.

3.1 Technologies Used and Development Environment

This study was developed using the Python programming language, and the Spyder integrated development environment
(IDE) included in the Anaconda distribution was preferred. The application was implemented using the pyarc, numpy,
pandas, scikit-learn, and pyfim libraries. These libraries were effectively used in data preprocessing, inference of
association rules, and classification processes.

3.2 Dataset

In this study, the hypertension subset of the “Diabetes, Hypertension and Stroke Prediction” dataset, compiled by
Prosper Chuks and made available on the Kaggle data sharing platform, was used for hypertension prediction [26].
The dataset is based on the 2015 Behavioral Risk Factor Surveillance System (BRFSS) survey conducted by the
Centers for Disease Control and Prevention (CDC) in the United States and has been made available to researchers with
preprocessing steps completed.

The subset used contains approximately 26,000 samples and 14 attributes. The class distribution for the target variable,
hypertension, was observed to be 45.3% (n = 11,809) positive and 54.7% (n = 14,274) negative. The Imbalance Ratio
(IR ≈ 1.21) calculated based on this distribution is below the commonly accepted threshold value of 1.5 in the literature,
so the dataset is considered balanced [27]. Furthermore, there are no missing observations in the dataset, and it is
structured in a way that can be directly applied to machine learning models. Table 1 presents summary information
about the dataset used in the study.

Table 1: Information about dataset’s features

Column Name Data Type Explanation
age Numerical Age
sex Categorical Gender
cp Categorical Type of chest pain
trestbps Numerical Resting blood pressure
chol Numerical Serum cholesterol
fbs Categorical A condition where fasting blood sugar is greater than 120 mg/dl
restecg Categorical Resting ECG results
thalach Numerical Maximum heart rate
exang Categorical Exercise-induced chest pain
oldpeak Numerical Exercise-induced ST segment depression
slope Categorical The slope of the ST segment during exercise
ca Categorical Number of large coronary arteries visualized by fluoroscopy
thal Categorical Myocardial perfusion status determined by thallium stress test
target Categorical The presence or absence of hypertension

3.3 Data Preprocessing

To ensure the model training was conducted properly, various data preprocessing steps were applied within the scope of
this study. First, observations containing missing values were removed from the dataset, thereby preventing deviations
due to missing data. Since the duCBA algorithm can only work with categorical data, numerical variables were
appropriately converted into categorical form. In this context, for the thalach (maximum heart rate) variable, which was
not suitable for direct use, a new derived variable named thalach_ratio was created by utilizing the correlation between
this variable and age. This variable was divided into specific intervals and converted into a categorical format.

The chi-square test of independence was applied to determine the relationship between the independent variables in the
dataset and the target variable [28]. As a result of this test, the variables age and gender, which did not show a statistically
significant relationship with the target variable, were removed from the dataset. Thanks to these preprocessing steps,
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the data set was made suitable for the requirements of the duCBA algorithm, and structural integrity was ensured prior
to model training.

3.4 Federated Learning Architecture and duCBA Merging Algorithm

In this study, a methodology based on a federated learning architecture has been designed for edge devices such
as mobile devices, IoT systems, and client-server-based collaborative structures, and within this scope, the duCBA
federated aggregation algorithm has been applied. For the duCBA algorithm to function, clients use the CBA algorithm
with their local data to generate models based on classification rules. The CBA algorithm operates within the scope of
supervised data mining, producing labeled association rules based on specific support and confidence threshold values.
Once trained, the local models are transmitted by the clients to the central server only as structures consisting of labeled
rules; the data itself is not sent to the server.

These models collected on the server are integrated through a merging module specific to the duCBA algorithm [8].
This module compares the rules received from clients in terms of content and labels, updates the support and confidence
values of identical rules, and prefers the rule with the higher support value when matching rules have different labels. In
case of equality, priority is given to the rule that arrived first. All rules are ranked according to their confidence value; in
case of equality, a secondary ranking is applied based on support value and then order. The resulting rule list represents
the final model created on the server. In this process, special formulas have been developed to update the support and
confidence values according to their weighted average.

Within the scope of this study, a simulation environment was created to evaluate the duCBA algorithm from the
perspectives of privacy and security. The dataset used was divided into two parts: 80% training and 20% testing.
The training data was divided into equal parts, assuming it came from different clients, and the simulation of the
endpoints was performed. For example, in a scenario with two clients, the training set was randomly divided into two
approximately equal parts. Each part was trained separately using the CBA algorithm, and only the generated models
(i.e., labeled rules) were sent to the server. The final model was obtained by merging these rules using the duCBA
algorithm.

During model training, the support and confidence thresholds were set at 0.02 and 0.5, respectively. The final model
was evaluated on the test data and a performance analysis was performed.

3.5 Differential Privacy

Within the duCBA architecture, each unit on the client side uses its local data to generate models based on classification
rules through the CBA algorithm. However, during this process, the anonymity of client data is at risk from privacy
threats such as model inference attacks. As a countermeasure against this threat, a differential privacy mechanism has
been integrated into the client side.

In this study, the Randomized Response method, which is particularly effective on categorical data for differential
privacy applications, has been chosen. This method is applied to client data prior to model training to enable the
concealment of sensitive information. It aims to prevent the identification of individual participants by randomly
distorting the accuracy of each data sample based on the principle of randomness.

The implementation of the differential privacy mechanism can negatively affect the classification performance of the
model by compromising data integrity to a certain extent. In this context, there is a trade-off between the level of privacy
and model performance. This trade-off is controlled through the epsilon (ϵ) value, which is the differential privacy
parameter. As ϵ value decreases, the privacy level in the system increases; however, this increase can lead to a decrease
in accuracy rates by increasing the amount of randomness integrated into the model.

Within the scope of the study, a simulation environment consisting of three clients was created. A privacy mechanism
was applied to each client’s data, and local model training was performed. These local models were then merged on the
server side to obtain a global model. This process was repeated with different ϵ values to analyze the impact of the
privacy-performance trade-off on the system. The findings revealed that this trade-off must be carefully managed.

4 Experimental Results

This section presents the experimental findings obtained. The classification performance of the developed model was
evaluated using fundamental metrics such as accuracy, precision, recall, and F1 score, both with and without privacy
enhancement.
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The model was evaluated within a structure simulating the FL architecture, and the work was carried out locally on
a single computer. In this context, a federated learning scenario was applied, acting as if there were a decentralized
structure. First, the dataset was split into two parts: 80% for training and 20% for testing. The training data was
randomly divided into three equal parts, and each part was configured to represent an independent client. On each
client, local model training was first performed using the CBA algorithm. Then, these locally trained models on the
clients were merged using the duCBA aggregation algorithm to obtain a centralized global model. The results of the
performance evaluation of the merged model obtained without privacy enhancement are presented in Table 2, the
confusion matrix in Figure 2, and the ROC curve in Figure 3.

Table 2: Performance metrics for the proposed model without RR

Class Precision Recall F1-Score Accuracy
No Hypertension 99.00 95.00 97.00 97.00
Hypertension 96.00 99.00 98.00 97.00
Macro Average 98.00 97.00 98.00 97.00

The accuracy rate of the merged final model was calculated as 97%. This high accuracy rate indicates that the model
generally demonstrated successful classification performance. When examining the confusion matrix in Figure 2, it can
be seen that 2284 examples were correctly classified as true negatives, while 2799 examples were correctly classified as
true positives; on the other hand, only 114 examples were classified as false positives and 15 examples were classified as
false negatives. Figure 3 shows the general form of the ROC curve and an AUC value of 87%, indicating that the model
exhibits high discriminative power between classes and demonstrates reliable performance in terms of generalization.

Based on these results, it can be said that the model is particularly successful in distinguishing between hypertension
classes. Furthermore, the fact that the F1 scores calculated on a class basis are both high and close to each other
indicates that the model was able to learn both classes in a balanced manner and perform classification without bias
towards any class. This also demonstrates that the model’s power of discrimination between classes is strong and
reliable.

Subsequently, model performance was evaluated by integrating a privacy mechanism into the same structure. First,
ϵ value was set to 1, and the performance results of the obtained model were examined. Local model training was
performed using the CBA algorithm, and differential privacy was applied to the client data during this process. These
locally trained models were merged on the central server using the duCBA merging algorithm to obtain a global model.
The performance evaluation results of this merged model with the privacy mechanism applied are shown in Table 3.

Figure 2: Confusion matrix of the final merged-duCBA model

Table 2 shows that the model without privacy applied demonstrated high F1 scores and balanced performance for
both classes. However, in Table 3, when differential privacy (RR) was added, there was a significant decrease in
sensitivity and F1 scores, particularly in the “No Hypertension” class. which indicates that the privacy mechanism has
an asymmetric effect on the classes.
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Figure 3: ROC curve of the duCBA merged final model

Table 3: RR model’s performance metrics

Class Precision Recall F1-Score Accuracy
No Hypertension 94.00 65.00 77.00 83.00
Hypertension 78.00 97.00 86.00 83.00
Macro Average 86.00 81.00 82.00 83.00

The changes in model performance were analyzed by repeating the process for different values of ϵ between 0 and 5.
Figure 4 graphically shows the changes observed in model accuracy and class-based F1 scores as ϵ value increases. As
ϵ value decreased, i.e., as the differential privacy level increased, a decrease was observed in both the overall accuracy
rate and the F1 scores for both classes.

Specifically, the F1 score for the “No Hypertension” class was more affected and produced lower results compared to
the “Hypertension Present” class at low ϵ values. This situation indicates that the randomization process applied within
the scope of differential privacy may have an asymmetric effect on class patterns.

In the literature, it is accepted that ϵ <= 1 provides strong confidentiality according to the NIST SP 800-226 guide.
On the other hand, it is stated that confidentiality guarantees weaken as the ϵ value increases. However, the general
recommendation is to choose the lowest possible ϵ value to the extent that performance loss is tolerable.

Figure 4: Model accuracy and class-based F1 scores according to the Epsilon value
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Figure 4 shows the changes observed in model accuracy and class-based F1 scores as the ϵ value increases. As ϵ value
decreases, etc., as the differential privacy level increases, a decrease is observed in both the overall accuracy rate and
the F1 scores for both classes. This reveals that the noise operation applied to preserve privacy significantly reduces the
model’s classification performance, especially at low ϵ values. The F1 score for the "No Hypertension" class was more
affected at low ϵ values and produced lower scores compared to the "Hypertension Present" class. This indicates that the
effect of the noise process on class patterns may be asymmetric. In the literature, ϵ <= 1 is considered to provide strong
privacy according to the NIST SP 800−226 guide. It is accepted that privacy guarantees weaken as the ϵ value increases.
However, as a general recommendation, the lowest possible ϵ value should be used as long as the performance loss is
tolerable.

5 Discussion and Conclusion

Within the scope of this study, the duCBA aggregation algorithm, developed based on a federated learning architecture,
has been evaluated from the perspectives of privacy and security. The duCBA algorithm is an adaptation of the
traditional CBA method for federated environments, enabling the integration of classification rules trained locally on
clients into a centralized structure. However, merely preventing centralized data sharing in federated learning structures
does not provide complete assurance against privacy violations. Therefore, differential privacy mechanisms have been
utilized, particularly to strengthen individual data privacy against inference attacks.

In the study, the Randomized Response method was applied within the scope of differential privacy, and model updates
were anonymized by adding controlled noise to the data generated on the client side. In the experimental evaluations
conducted, an inverse relationship was observed between the applied noise level and model accuracy; this revealed that
ϵ parameter plays a critical role in system performance. As ϵ value decreases, the level of privacy increases, but this
increase leads to a significant decrease in the model’s classification performance. The findings obtained indicate that
the privacy-performance trade-off must be carefully analyzed in the design of federated systems.

Future work will focus on developing security measures against model poisoning attacks, another threat to federated
learning systems, and increasing the resilience of the duCBA algorithm against such attacks.
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