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ABSTRACT

With the deployment of Large Language Models (LLMs) in interactive applica-
tions, online malicious intent detection has become increasingly critical. How-
ever, existing approaches fall short of handling diverse and complex user queries
in real time. To address these challenges, we introduce ADRAG (Adversarial
Distilled Retrieval-Augmented Guard), a two-stage framework for robust and ef-
ficient online malicious intent detection. In the training stage, a high-capacity
teacher model is trained on adversarially perturbed, retrieval-augmented inputs to
learn robust decision boundaries over diverse and complex user queries. In the
inference stage, a distillation scheduler transfers the teacher’s knowledge into a
compact student model, with a continually updated knowledge base collected on-
line. At deployment, the compact student model leverages top-K similar safety
exemplars retrieved from the online-updated knowledge base to enable both on-
line and real-time malicious query detection. Evaluations across ten safety bench-
marks demonstrate that ADRAG, with 149M parameters model, achieves 98.5%
of WildGuard-7B’s performance, surpasses GPT-4 by 3.3% and Llama-Guard-3-
8B by 9.5% on out-of-distribution detection, while simultaneously delivering up
to 5.6 x lower latency at 300 queries per second (QPS) in real-time applications.

1 INTRODUCTION

Online malicious intent detection is increasingly critical as more Large Language Models (LLMs)
are deployed in real-time interactive systems, where users may misuse them to produce non-
compliant or harmful content (OpenAl et al., 2023; Liu et al., 2023; Han et al., 2024). For instance,
users have successfully jailbroken an LLM-powered music application to generate racist songs (Page
et al., 2024). Detecting malicious intent in user inputs is therefore essential for ensuring safe and
responsible LLM-based applications.

Traditional approaches for malicious intent detection fall into three categories: Supervised classi-
fiers, including deep networks and LLMs (e.g., BERT) trained on annotated safety datasets (Wulczyn
et al., 2017), are straightforward but suffer from rigid taxonomies, noisy labels, and weak general-
ization; General-purpose LLMs, which perform classification through safety-oriented prompts (Bai
et al., 2022; Zhang et al., 2024b), are more flexible but remain vulnerable to adversarial inputs; and
Dedicated safety LLMs, trained on safety-specific data and enhanced with techniques such as de-
liberative alignment (Guan et al., 2024), achieve stronger alignment but are typically designed for
non-RAG settings and often overlook retrieval-induced risks.

Beyond these limitations, most traditional methods are designed for offline use and cannot effec-
tively support real-time, context-aware intent detection due to architectural and latency con-
straints. For example, a music application query such as “songs like ‘I Deserve to Bleed’”, intended
for search and recommendation, may be incorrectly flagged as unsafe if the model lacks knowledge
that “I Deserve to Bleed” is a song title. In practice, enabling such capabilities requires overcoming
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two main challenges: (1) lightweight models may meet latency requirements but often lack the rea-
soning and generalization needed for nuanced or adversarial queries; and (2) effective moderation
increasingly requires dynamic, input-specific context that static classifiers cannot handle.

In this paper, we present ADRAG (Adversarial Distilled Retrieval-Augmented Guard), a unified
framework for accurate, robust, and efficient online malicious intent detection. During training,
a high-capacity teacher model is trained on adversarially perturbed, retrieval-augmented inputs to
learn context-aware classification under adversarial conditions. During inference, a distillation en-
coder scheduler transfers the teacher’s knowledge to a compact student guard model, which is con-
tinually updated with an online knowledge base. At deployment, the student model retrieves top- K
safety examples from the knowledge base to enable real-time, context-aware malicious detection.

This paper makes three main contributions:

1. We introduce ADRAG, the first framework that unifies adversarial training, context-augmented
modeling, and selective knowledge distillation for real-time malicious intent detection.

2. We demonstrate that ADRAG, with a 149M-parameter model, matches the performance of
GPT-4, WildGuard-7B, and Llama-Guard-3-8B across ten safety benchmarks, while sustaining
an online latency under 9 ms at 300 QPS.

3. We present ablation studies demonstrating that Retrieval-Augmented Adversarial Fine-Tuning
(RAFT) and Selective Knowledge Distillation (SKD) constitute complementary pillars of
ADRAG, jointly enabling state-of-the-art performance in accuracy, robustness, and efficiency.

2 RELATED WORK

Traditional Malicious Intent Detection Existing approaches to malicious intent detection can
be broadly categorized into supervised classifiers, general-purpose LLMs, and dedicated safety
LLMs. Supervised classifiers include systems such as Perspective API (Hosseini et al., 2017),
OpenAl’s Moderation API (OpenAl, 2023), rule-based approaches like RBE (Clarke et al., 2023),
and task-adaptive models such as STAND-Guard (Wang et al., 2024). General-purpose LLMs em-
ploy safety-oriented prompting strategies, such as Constitutional Al (Bai et al., 2022) and reflective
prompting with SCoT (Zhang et al., 2024b). Dedicated safety LLMs are refined through tech-
niques like behavior unlearning (Zhou et al., 2023), and deliberative alignment (Guan et al., 2024),
with representative models including Llama-Guard (Inan et al., 2023), ShieldGemma (Zeng et al.,
2024), WildGuard (Han et al., 2024), BingoGuard (Yin et al., 2025), and PolyGuard (Kumar et al.,
2025). Despite these advances, existing approaches are primarily designed for non-RAG settings
and overlook the risks introduced by external retrieval.

RAG for Malicious Intent Detection Retrieval-augmented generation (RAG) enhances ground-
ing and robustness by incorporating external context (Lewis et al., 2020). Beyond generation, recent
work has extended RAG for safety tasks. Class-RAG (Chen et al., 2024) fine-tune Llama-3-8b
with retrieved examples to adapt to changing moderation policies, while GuardAgent (Xiang et al.,
2024) leverages retrieval to enforce safety constraints in planning agents. However, retrieved con-
tent may introduce harmful or misleading information (An et al., 2025). While RAG improves
adaptability, its retrieval component introduces new latency challenges. To address this, Knowledge
distillation (Hinton et al., 2015) trains compact student models to approximate the behavior of larger
teacher models. This approach has enabled efficient NLP models such as DistilBERT (Sanh et al.,
2019), and MiniLM (Wang et al., 2020). In the AI safety domain, distillation has been applied to
build lightweight intent detection systems, such as HarmAug (Zhang et al., 2024c). Our work com-
bines RAG’s adaptability with distillation’s efficiency to deliver accurate, robust, and controllable
malicious intent detection for real-time deployment.

3 PRELIMINARIES

3.1 LARGE LANGUAGE MODELS
Large Language Models (LLMs) Fy(-) are high-capacity neural networks that model the distribution

of natural language. Given an input token sequence x = (21, ...,,) (e.g., a query or document),
the model predicts the conditional probability of the output token sequence y = (2,11, .., 2T) via
an autoregressive objective:
T
Foy |x)= [] pla|2<r,x), )
t=n+1



where 6 denotes the model parameters, 7" is the total sequence length, and z<; = (Ty41,...,T¢—-1)
represents all generated tokens before position ¢. The term p(z; | x<¢,x) denotes the conditional
probability of token x; given its left context and the original input.

3.2 RETRIEVAL-AUGMENTED GENERATION

To mitigate the limitations of static knowledge and hallucinations in LLMs, Retrieval-Augmented
Generation (RAG) integrates external knowledge by retrieving relevant information from a knowl-

edge base D = {d;,...,dy} at inference time, where d; denotes an entity (e.g., a document or
query-label pair). Given an input query X, a target context set Dy = {d§3>, cee d;K)} is constructed

via a retrieval function:
Dy = Rk (x;D), 2

where R (-) selects the top-K relevant documents based on similarity. Here, K is a hyperpa-
rameter controlling how many entries to retrieve. In practice, retrieval is often performed using
approximate nearest neighbor (ANN) search over vector embeddings: TopK sim( fene(X), fenc(di))s
d;eD
where fenc(+) is a shared encoder for queries and documents, and sim(-, -) is a similarity metric such
as cosine similarity. The LLM then generates output conditioned on both the input and the retrieved
context: Fy(y | x, Dx).

3.3 ADVERSARIAL TRAINING

Adversarial training enhances model robustness by optimizing performance under worst-case per-
turbations during training. Given an input sequence x and its corresponding target y, a small per-
turbation ¢ is introduced into the input space, constrained by ||| < p, where p > 0 defines the
perturbation budget. The training objective minimizes the worst-case negative log-likelihood under
such perturbations:

min Ey | max — log FY x)|, 3)
in Exy | max ~log F(y | )

where Fg denotes the model’s output distribution conditioned on the perturbed input. This min-max
formulation acts as a regularization mechanism, encouraging the model to learn smooth and locally
stable representations around the training data manifold.

3.4 KNOWLEDGE DISTILLATION

To enable efficient inference, a compact student model Fy, is trained to approximate the predictive
behavior of a high-capacity teacher model Fj, under retrieval-augmented inputs. Given input x
and retrieved context Dy, the distillation objective minimizes the Kullback—Leibler (KL) divergence
between their output distributions:

Lgisin = KL (Fo,. (- | x, Dx) [| Fos (- | x,Dx)) , “)
where Lg;sq denotes the loss function measuring divergence between the teacher and student pre-
dictions, and KL(- || -) is the Kullback-Leibler divergence. Fy,. and Fj, represent the teacher and
student models, parameterized by 61 and 6g, respectively. In practice, two main approaches exist:
Offline distillation freezes 67 and trains the student on static teacher outputs, offering simplicity
but often yielding suboptimal performance (Gou et al., 2021; Kim et al., 2021). Online distillation
updates both models jointly, enabling dynamic supervision at the cost of greater training complex-
ity (Wang et al., 2020).

3.5 PROBLEM STATEMENT

Online Malicious Intent Detection Detecting user intent is critical for large-scale applications,
where regulations such as the EU Digital Services Act (EUD, 2022) mandate proactive moderation
of harmful or illegal queries. In these online platforms, real-time response is essential to ensure
a seamless user experience. A natural approach is to deploy lightweight models fine-tuned on la-
beled intent datasets, which satisfy latency constraints but often underperform on rare, evolving, or
context-sensitive queries. Maintaining high precision in these cases requires frequent retraining or
manual updates, introducing scalability and maintenance challenges. To address these limitations,
retrieval-augmented classification has emerged as a promising alternative (Buonocore et al., 2025).
By retrieving policy-aligned examples from a curated knowledge base, these systems enhance gen-
eralization. Unlike static fine-tuned models, RAG-based architectures enable dynamic adaptation to
novel queries without retraining, thereby enhancing flexibility and generalization.



Formally, RAG-based malicious intent detection is framed as a low-latency binary classification task
predicting whether a user query x expresses malicious intent, conditioned on retrieved context Dx:
:’J = FO(Xa Dx)7 ,ﬁot(x) = ﬂet(x) + ﬂnf(xv Dx) <, 5)
where Ty denotes the total system latency, comprising retrieval latency 7 and inference la-
tency T, Which need to remain below a strict threshold 7 to enable real-time moderation.
To support context-aware prediction, the query x is concatenated with K retrieved examples:
[x; d(l) ces dg{)] where each d{) = (X, y;) represents a prior query and its associated intent
label. The concatenated input is fed into the classifier Fy (or x alone if Dy = (), with prompt
engineering is used to ensure a coherent sequence that preserves semantic clarity and guides model
behavior. This context-enhanced formulation improves reliability by leveraging semantically similar
examples, while maintaining the strict latency constraints required for real-time applications.

4  ADVERSARIAL DISTILLED RETRIEVAL-AUGMENTED GUARD (ADRAG)
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Figure 1: ADRAG Architecture

4.1 OVERVIEW

We propose ADRAG, a two-stage framework for Accurate, Robust, and Efficient online mali-
cious intent detection, as illustrated in Figure 1. In the training phase, a high-capacity teacher model
Fy,.(x, D) is optimized via Retrieval-Augmented Adversarial Fine-Tuning (RAFT), where each
input x is paired with a retrieved context set Dy that injects external, often domain-specific knowl-
edge to enrich under-specified queries, substantially enhancing the model’s predictive accuracy, es-
pecially for ambiguous or information-sparse cases. To further enhance robustness, ADRAG sim-
ulates real-world noise in the knowledge base, retrieval pipeline, context quality, and user input
through adversarial perturbations, incorporating them into training via an adversarial loss L,q, that
promotes consistent and reliable predictions under degraded conditions. For deployment, ADRAG
applies Selective Knowledge Distillation (SKD) to compress the teacher into a lightweight student
model Fy,, guided by an encoder scheduler that governs training dynamics by assigning each epoch
to operate in teacher-only, co-distillation, or student-focused mode. At inference time, the student
retrieves top-K relevant contexts Dy C D for each query x to enable accurate, low-latency pre-
dictions that generalize beyond the static training distribution and remain resilient to adversarial or
ambiguous inputs, while adaptability is maintained through an Evolving Knowledge Base (EKB)
continuously updated with user feedback and policy-driven synthetic examples.

4.2 RETRIEVAL-AUGMENTED ADVERSARIAL FINE-TUNING

The training phase begins by equipping the teacher model with context-aware classification capa-
bilities using retrieved external knowledge, followed by targeted adversarial training to enhance
robustness against real-world data noise. While retrieval-augmented inputs improve prediction ac-
curacy by enriching under-specified queries, they also introduce vulnerabilities: model outputs can
become highly sensitive to perturbations in either the user query x or the retrieved context set Dy.
A single misleading context dg:’ ) e Dy, if contradictory to the ground-truth label y;, can destabilize
the model’s predictions. For example, a benign query such as “I don’t like the black color” may mis-
takenly retrieve the toxic context such as “I don’t like black color people,” whose racist connotation



misleads the model’s classification. These failures often stem from lexical overlap, retrieval mech-
anisms that prioritize surface similarity over intent alignment, or deeper semantic ambiguities (An
et al., 2025; Zou et al., 2025; Yoran et al., 2023). To mitigate these issues, RAFT trains the model
to maintain consistent predictions even when the user query or retrieved context is adversarial or
misleading.

4.2.1 SUPERVISED CONTEXTUAL FINE-TUNING

To enable the model to leverage informative, high-similarity context, supervised contextual fine-
tuning is applied. Given a labeled dataset Dy, = {(Xz,yl)}z 1 and a knowledge base D =

{di,...,dn}, where each entry contains a query-label pair, a retrieved context set Dy, C D is
constructed for each input (x;, y;) using a similarity-based retrieval function:
Dy, = {d € RK(Xi§D) | Sim(fenc(xi)a fenc(d)) >1- 6}7 (6)

where e controls the similarity tolerance for non-target contexts. The teacher model Fp,. is then
optimized using the following objective

Lirain = ZCE FGT (XuD ) yi)a @)

where CE denotes the cross-entropy loss deﬁned as CE(p,y;) = — logp,,, which penalizes low
predicted probability for the true class y;.

4.2.2 MULTI-STEP CONTEXT PERTURBATION.

After acquiring context-aware classification capabilities, the model is further strengthened through
exposure to perturbations that simulate diverse sources of noise commonly observed in real-world
online systems. Spemﬁcally, each retrieved context set Dy, is augmented with adversarial variants
to form an expanded set D2 . These perturbations are designed to reflect variability across four
critical steps of the intent detecnon pipeline: knowledge base construction, retrieval mechanisms,
similarity-based filtering, and user-side input noise.

Adversarial Knowledge Base Generation In practice, a model’s knowledge base may evolve
over time or contain incomplete and noisy entries. To simulate such imperfections, a generative
attack model Fy , is fine-tuned to produce adversarial variants for each retrieved context dx, € Dk,
as detailed in Appendix A.1. These synthetic documents dA € DA may contradict the 0r1g1na1
label or introduce ambiguity, thereby challenging the model s ablllty to generalize beyond clean,
curated content.

Encoder and Similarity Variation Contemporary online systems often employ dense, sparse, or
hybrid retrievers, resulting in substantial variability in retrieved context depending on the underlying
configuration and domain-specific requirements. To reflect this variability, alternative encoders 4.
and similarity functions sim® are introduced, including commonly used metrics such as cosine
similarity, dot product, and lexical matching. Using these alternatives, a perturbed context set is
constructed as follows:

DL = Ri(xi; D, fh, sim™), ®)

which exposes the model to semantically diverse retrievals and encourages it to learn robust repre-
sentations that generalize across heterogeneous retrieval configurations.

Similarity Threshold Relaxing Although retrieval systems typically apply a similarity threshold
€ to filter out unrelated documents, real-world embeddings are often noisy and may assign high
similarity scores to marginally relevant content. To simulate this behavior, the threshold is relaxed
to include documents within a broader similarity range:

D?ﬁ = {d eD ‘ 0 < Sim(fenc(xi)vfenc<d)> <1- 6}7 )

where 0 < e allows for lower similarity matches. This encourages the model to remain stable even
when the retrieved context is only loosely related to the input query.

Sampling Perturbation To simulate user-side noise and informal language patterns, token-level
perturbations such as character modifications, word reordering, and minor textual corruption are
applied to both the input query x and its associated retrieved context set Dy,. While these edits
preserve the semantic intent, they introduce variation in surface form, encouraging the model to
learn intent-aware representations that remain robust under noisy or imperfect input conditions.

5



4.2.3 ADVERSARIAL CONTEXTUAL FINE-TUNING
Given the perturbed context sets Dfi , an adversarial loss is introduced to penalize inconsistent pre-
dictions under noisy or misleading conditions, formalized as:

N
1
£adv = NZCE (F9T(Xi7D)€)7yi) s (10)

i=1

and the final training loss combines standard and adversarial components:

ﬁtotal = £train +A- £adVa (1 1)

where )\ is a weighting factor that balances accuracy and robustness. In practice, both the original

and perturbed context sets, Dy, and Dfi, are pre-retrieved, generated, and merged with each query
in the training set Dy, before model optimization begins.

This Retrieval-Augmented Adversarial Fine-Tuning strategy enables the model to leverage accurate
contextual signals, remain resilient to noisy or misleading inputs, and maintain consistent predic-
tions under perturbations, thereby enhancing both accuracy and robustness in real-world deployment
scenarios.

4.3 SELECTIVE KNOWLEDGE DISTILLATION WITH EVOLVING KNOWLEDGE BASE
Low-latency intent detection, a crucial requirement for real-time applications, motivates the use of
compact models; however, as shown in Appendix A.2, compact models often struggle to capture
context-dependent patterns and generalize to unseen domains. Knowledge distillation partially mit-
igates this gap by transferring knowledge from a well-trained larger teacher model to a compact
student model; however, in context-augmented settings, this method often fails to preserve con-
textual reasoning, and student models may degrade without continuously updated knowledge. To
address these challenges, ADRAG introduces a unified deployment framework combining Selective
Knowledge Distillation (SKD) with an Evolving Knowledge Base (EKB). SKD enables control-
lable and adaptive knowledge transfer through a encoder scheduler that gradually shifts supervi-
sion from teacher to student, enhancing transfer effectiveness. Meanwhile, EKB supplies real-time,
query-specific context to support continual adaptation. Together, these components ensure accurate
and efficient malicious intent detection in rapidly changing environments.

4.3.1 SELECTIVE KNOWLEDGE DISTILLATION

Traditional knowledge distillation faces a fundamental tradeoff between stability and adaptability.
Offline distillation relies on fixed teacher outputs, providing stable knowledge transfer but often
failing to capture subtle, context-dependent, or adversarial intent. In contrast, online distillation
introduces dynamic between teacher and student, improving adaptability but reducing controllability
and destabilizing training, especially when the teacher is under-trained or over-fitted. To address
this limitation, ADRAG introduces a encoder scheduler, a dynamic mechanism that governs the
training process by assigning supervision modes to each epoch, defined as

Strain - [513527"'75T]7 St € {07172}7 (12)

where Sy specifies models update mode at each epoch: mode 0 updates only the teacher, mode
1 updates only the student (with the teacher frozen), and mode 2 updates both jointly. The schedule
follows a three-stage curriculum that ensures robust teacher initialization, adaptive knowledge trans-
fer, and stable convergence. Transition points 77 and 75 divide training into teacher initialization
(1 <t < T7y), collaborative distillation (17 < t < T5), and student refinement (15 < ¢t < T).

Teacher Initialization In the first stage with s; = 0, the scheduler activates only the teacher,
optimizing it with the loss in Eq. 11. The student remains inactive to avoid premature exposure to
unstable supervision signals, reducing noise propagation and establishing a stable foundation for
knowledge transfer.

Collaborative Distillation Once the teacher reaches sufficient maturity, the scheduler transitions
to s; = 2, enabling joint updates of teacher and student. During this phase, the teacher continues
task-specific and adversarial optimization, while the student aligns with the teacher’s evolving pre-
dictions. As both models are updated at each step, their parameters become step-dependent, denoted

by 95? ) and O(Sb), where b indexes the batch. The student is trained by minimizing the KL divergence:

Léb) — KL (FH;?)(. ‘ Xbapxz,) H Fegj)(. | beDxb)) 5 (13)



where X, is the input batch and Dy, the corresponding retrieved context. The superscript b indicates
batch-level evolution, allowing the student to adapt in real time to the teacher’s changing outputs.

Student Refinement When the teacher achieves convergence, the scheduler sets s; = 1, freezing
the teacher and updating only the student to prevent teacher overfitting. The student is fine-tuned by
minimizing the KL divergence from the fixed teacher output:

Ls =KL (FGT(' |X7DX)HF93(' |X7DX))' (14)
By consolidating learning from a stable supervision signal, the student achieves a compact, robust
representation for real-time deployment. In practice, we further optimize this process by treating the
encoder scheduler as a hyperparameter, enabling automated tuning through hyperparameter search
rather than relying on manual adjustment.

4.3.2 EVOLVING KNOWLEDGE BASE

Even a well-trained student model may degrade over time if it lacks access to new or evolving infor-
mation. To maintain performance after deployment, ADRAG equips the student with an evolving
external knowledge base D, which is continuously updated through two sources: user feedback and
operational labels, and policy-guided synthetic generation.

User Feedback and Operational Labels To enable flexible adjustment of the online detection
system, ADRAG incorporates human input into the evolving knowledge base. Labels are provided
either by end users reporting concerns or by operational teams reviewing flagged content. When a
query z; is submitted or identified, it is annotated with human- and grader-model—justified labels

{yfl), yl@), R y§") }. If the aggregated labels satisfy a predefined confidence criterion, the instance
(z4,y,) is incorporated into the knowledge base. A representative confidence function is:

Conf({y}) =1 |vj, v = ] Tn > K], 15)

where I[-] is the indicator function and k denotes the minimum number of consistent labels required
for reliability.

Policy-Guided Synthetic Generation To simulate rare or emerging threats, ADRAG leverages
LLMs guided by safety policies to generate synthetic query—label pairs offline, capturing harmful
behaviors that may not yet appear in production traffic. Formally, let Fy, ., denote the synthetic gen-

eration model parameterized by 6s¢, p(y) a policy-derived prompt for label y, and {e1, ea, ..., ex}
optional few-shot examples. The generation process is defined as:
(xivyi) ~ Fysg (p(yi),{el,em---,ek}), (16)

where x; is the generated query and y; the target label aligned with the safety policy. The resulting

pair (z;,y;) is added to the evolving knowledge base D to improve coverage of underrepresented
threats and potential model weaknesses. For example, given the policy “User is seeking music
related to suicide” and a few-shot example such as “recommend some songs to help me kill myself,”
the model generates additional queries reflecting this risk.

At deployment, each new entry in the knowledge base is encoded with metadata (e.g., source, times-
tamp, confidence score) and indexed to continually incorporate fresh content. During inference, the
system retrieves the top-K relevant entries Dy C D for each query x, enabling the student model
to generate context-augmented predictions. The model itself is gradually updated through progres-
sive, encoder-scheduled distillation aligned with the evolving knowledge base, ensuring it adapts
smoothly as new knowledge is integrated. This design extends generalization beyond the static
training distribution while maintaining robustness against adversarial and ambiguous inputs. By
coupling continual knowledge base evolution with incremental student adaptation, ADRAG achieves
sustained performance, adaptability, and efficiency in dynamic malicious intent detection settings.

5 EXPERIMENTS

In this section we address three questions: (RQ1) Does ADRAG surpass state-of-the-art models in
accuracy and efficiency? (RQ2) What is the contribution of RAFT and SKD? (RQ3) What additional
insights emerge?

Baselines We evaluate ADRAG against three representative approaches for malicious intent de-
tection: (1) a supervised fine-tuned BERT classifier; (2) GPT-4 (OpenAl et al., 2023), evaluated
with three methods and diverse prompting (details provided in Appendix A.8); and (3) two dedi-
cated safety LLMs, including Llama-Guard-3 (Inan et al., 2023) from Meta and WildGuard (Han
et al., 2024) from AllenAl.



Datasets ADRAG models are trained on WildMix (Han et al., 2024) and Dynahate (Sileo,
2023). Evaluation covers both in-distribution (ID) and out-of-distribution (OOD) settings: ID on
held-out subsets of WildMix and Dynahate, and OOD on WildJailbreak (Jiang et al.,
2024), ToxicChat (Lin et al., 2023), ToxiGen (Hartvigsen et al., 2022), Prosocial (Kim
et al., 2022), CounterfactualFair (Sturman et al., 2024), JailJudge (Liu et al., 2024),
ATTaQ (Kour et al., 2023), and HarmfulLAT (Sheshadri et al., 2024). This suite spans jailbreaks,
toxicity, hate speech, adversarial queries, fairness-sensitive prompts, and harmful behaviors, en-
abling rigorous tests of both in-domain accuracy and cross-domain generalization.

Implementation Details The ADRAG base models are ModernBERT-395M (teacher) and
ModernBERT-149M (student) (Warner et al., 2024). Models are fine-tuned with PyTorch (Paszke
et al., 2019), Hugging Face Transformer (Wolf et al., 2020) and DeepSpeed (Rasley et al., 2020) on
NVIDIA 70 H200 nodes. Retrieval uses FAISS, prepending top-K exemplars to each query. Adver-
sarial Knowledge Base Generation and Policy-Guided Synthetic Generation leverage the uncensored
Dolphin-2.9.1-Mistral-22B (theo77186, 2024). Hyperparameters (batch size, learning rate, retrieval
K, data weights, distillation scheduler) are tuned via Weights & Biases on validation data. Deploy-
ment uses Ray (Moritz et al., 2018) and vLLM (Kwon et al., 2023) for high-throughput, low-latency
serving. Performance is reported using weighted F1 score for classification accuracy and queries per
second (QPS) for latency.

5.1 RQI1 - DoOES ADRAG YIELD MORE ACCURATE AND FASTER MODELS?

We evaluate whether ADRAG surpasses existing malicious intent detection methods in both accu-
racy and efficiency. Table 1 reports F1 scores across ten benchmarks together with pgg and pgg
latency. With a 149M-parameter model, ADRAG attains 98.5% of WildGuard-7B’s performance,
outperforming GPT-4 by 3.3% and Llama-Guard-3-8B by 9.5% on average out-of-distribution de-
tection, while delivering up to 5.6 x lower latency at 300 queries per second (QPS).

Baselines Ours

. BERT GPT-4 WildGuard ADRAG ADRAG
Metric / Dataset SFT (395M) (1.8T) (7B) Llama-Guard-3 (8B) (395M) SKD (149M)

F1 (higher is better)
In-domain (ID)

WildMix 0.892 0.849 0.905 0.819 0.893 0.891
Dynahate 0.861 0.683 0.630 0.752 0.889 0.885
Out-of-domain (OOD)

WildJailbreak 0.905 0.908 0.964 0.641 0.932 0.916
ToxicChat 0.909 0.871 0.932 0.925 0.921 0.908
ToxiGen 0.808 0.815 0.829 0.743 0.821 0.812
Prosocial 0.671 0.793 0.763 0.608 0.711 0.703
CounterfactualFair  0.883 0.868 0.907 0.935 0.889 0.871
JailJudge 0.601 0.211 0.531 0.436 0.650 0.636
ATTaQ 0.958 0.980 0.969 0.928 0.969 0.962
Harmful LAT 0.998 0.998 0.999 0.987 0.998 0.985
Latency (ms; lower is better)

P90 4.38 — 46.70 43.82 4.38 2.83
P99 4.43 — 50.55 50.70 4.43 3.07

Table 1: F1 scores and latency of ADRAG vs. baselines. Best results in bold; GPT-4 latency not
reported.

On ID datasets, ADRAG surpasses all baselines on Dynahate (0.889 vs. 0.752 for Llama-Guard-
3) and remains competitive on WildMix (0.893 vs. 0.905), even though WildGuard was trained
on WildMix. On OOD datasets, ADRAG generally matches or exceeds large baselines. It per-
forms competitively on ToxicChat (0.921 vs. 0.925/0.932) and ToxiGen (0.821 vs. 0.743/0.829), and
clearly outperforms on JailJudge (0.650 vs. 0.436/0.531). Performance is close but slightly lower on
WildJailbreak (0.932 vs. 0.964) and CounterfactualFair (0.889 vs. 0.907/0.935), where ultra-large
models retain a modest edge.

The distilled variant, ADRAG-SKD (149M), preserves most of this accuracy while further reducing
model size. For efficiency, ADRAG achieves pgo/pgg latencies of 4.38/4.43 ms, dramatically faster



than WildGuard (46.70/50.55 ms) and Llama-Guard-3 (43.82/50.70 ms). ADRAG-SKD reduces
latency further to 2.83/3.07 ms with minimal accuracy loss. In online deployment, retrieval adds
only ~4 ms, keeping end-to-end latency under 9 ms (see Appendix A.9). These results demonstrate
that ADRAG delivers large-model accuracy at a fraction of the size and latency, while maintaining
robustness across both ID and OOD settings.

5.2 RQ2 - CONTRIBUTION OF RAFT AND SKD

We compare four configurations under a more controllable setting, trained only on WildJailbreak: a
supervised baseline (SFT), Retrieval-Augment Fine-Tuning (RFT), Retrieval-Augmented Adversar-
ial Fine-Tuning (RAFT), and Selective Knowledge Distillation (SKD). The experiments show that
RAG enhances generalization, RAFT strengthens robustness and accuracy, and SKD offers the best
accuracy—efficiency trade-off.

As shown in Table 2, RFT improves on Prosocial (+0.031) and modestly on WildJailbreak, WildMizx,
and ToxiGen, but regresses on Dynahate (—0.057), revealing vulnerability to adversarial contexts 3.
RAFT boosts robustness and achieves the best overall gain (+0.043), with notable gains on ToxiGen
(+0.056) and Prosocial (+0.071). Even on Dynahate, it reduces the drop to —0.020, showing better
tolerance to noisy supervision. SKD, despite its smaller size, achieves a similar overall gain (+0.035)
and surpasses RAFT on ToxicChat (+0.065), proving that distillation preserves key knowledge while
lowering inference latency.

Fl RAFT / SKD
-seore A vs. SET

Dataset SFT RFT RAFT SKD

atase 395M 395M 395M 149M
WildJailbreak 0.946 0.950 0.950 0.939 +0.004 /-0.007
WildMix 0.861 0.865 0.868 0.868 +0.007 / +0.007
ToxicChat 0.638 0.622 0.689 0.703 +0.051 / +0.065
ToxiGen 0.395 0.407 0.451 0418 +0.056 / +0.023
Prosocial 0.570 0.601 0.641 0.629 +0.071 / +0.059
Dynahate 0.528 0.471 0.508 0.518 -0.020/-0.010
Average score 0.557 0.563 0.600 0.592 +0.043 / +0.035

Table 2: F1 scores comparison of SFT, RFT, RAFT, and SKD. Best scores in bold. The average
score is weighted by dataset size.

5.3 RQ3 - FURTHER DISCUSSION

Our ablation studies yield several additional insights. Appendix A.3 shows that tuning the retrieval
component alone is inadequate, underscoring the need for robust context-aware modeling through
targeted training and motivating the introduction of RAFT. Appendix A.2 reveals that smaller models
often struggle with context-dependent patterns and domain generalization, while SKD helps narrow
this gap. Appendix A.4 provides guidance on tuning SKD loss functions, particularly the trade-
off between Kullback—Leibler (KL) divergence and cross-entropy. Appendix A.5 demonstrates that
ADRAG consistently improves performance across model sizes and architectures, with stronger
base model (e.g., ModernBERT versus Google BERT) benefiting the most. Finally, large-scale
hyperparameter exploration (over 2k trials) indicates that ADRAG offers limited gains in domains
where the baseline already approaches ceiling performance (e.g., F1 > 0.95 on WildJailbreak),
suggesting diminishing returns that warrant further investigation.

6 CONCLUSION

We presented ADRAG, a two-stage framework that combines Retrieval-Augmented Adversarial
Fine-Tuning with Selective Knowledge Distillation and an evolving knowledge base. Experiments
on ten safety benchmarks show that ADRAG improves accuracy by up to 13% over comparably
sized models, matches the performance of models one to two orders of magnitude larger, and sustains
latency below 9 ms at 300 QPS, achieving up to 5.6 times faster inference than traditional intent
classification methods.

Despite these strong results, ADRAG remains dependent on the strengths of its base models and re-
trieval quality, and shows diminishing returns in domains where baseline performance is already near
ceiling. Future work will examine dynamic memory updates for continual learning and extensions



to multilingual and multimodal domains. These directions aim to make ADRAG more adaptive,
efficient, and robust in real-world safety-critical applications. We also plan to explore applying the
ADRAG framework to other online real-time classification systems beyond intent detection, broad-
ening its utility across diverse domains.
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A APPENDIX

A.1 ATTACK MODEL FINE-TUNING

An uncensored pretrained language model can be adapted as an attack model Fy, via prompt engi-
neering, which exposes weakness in the guard model Fy,.. To strengthen adversarial effectiveness,
we further fine-tune Fy, to generate targeted jailbreaks. Given a prompt dy,, the attack model pro-
duces an adversarial variant dﬁi with ground-truth label y*, which the guard model classifies as g.
An attack is considered successful when § # y*. Let s = softmax(Fy, (d% )) denote the guard’s
output distribution. The reward is defined as

r(d) =10 # '] - (1 - s[y"]),
where I[g # y*| is an indicator function. The reward is positive when the attack succeeds, and its

magnitude increases with the guard’s confidence in the incorrect prediction. This reward encourages
the attack model to generate perturbations that maximally exploit Fp,..
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We fine-tune Fy, using Proximal Policy Optimization (PPO) (Schulman et al., 2017), which im-
proves the attack success rate by approximately 6% compared to prompt-engineering baselines.
These results demonstrate the effectiveness of reinforcement learning for adversarial perturbation.
Future work will evaluate alternative objectives such as Group Relative Policy Optimization (gRPO).

A.2 ABLATION STUDY: RAFT ON SMALL MODELS VS. SKD

We evaluate the performance of small models under RAFT and compare them with training under
SKD. In the figures below, the blue line indicates the best F1 score observed across trials. The 149M
ModernBERT model trained with RAFT over 600 hyperparameter trials yields average F1 scores
below 0.79 across ten benchmarks in RQ1 (Figure 2), indicating limited ability to capture context-
dependent patterns. In comparison, a 395M ModernBERT trained with only 100 trials achieves
scores above 0.83, reaching up to 0.84 (Figure 3). Furthermore, applying selective knowledge dis-
tillation (SKD) from the 395M teacher to a 149M student allows the smaller model to surpass 0.82
with just 100 trials (Figure 4), underscoring the superior efficiency and effectiveness of distillation
relative to direct RAFT training on small models.

ModernBERT-149M with RAFT: Average F1 vs. Trial Id

Figure 2: Average F1 scores from 600 hyperparameter trials of RAFT on a 149M ModernBERT
model.

ModernBERT-395M with RAFT: Average F1 vs. Trial Id

Figure 3: Average F1 scores from 100 hyperparameter trials of RAFT on a 395M ModernBERT
model.
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SKD Student Model: Average F1 vs. Trial Id

Figure 4: Average F1 scores from 100 hyperparameter trials of a 149M ModernBERT student dis-
tilled from a 395M ModernBERT teacher using SKD.

A.3 ABLATION STUDY: TUNING THE RETRIEVAL COMPONENT

We examine whether tuning the retrieval component can improve model robustness by filtering
irrelevant context while retaining useful information. Among the various design choices in retrieval
pipelines, the similarity threshold used for context selection is the most directly adjustable parameter.
To this end, we analyze query—context distributions at a threshold of 0.85, computed using FlatIP
similarity scores with embeddings from stella_en_1.5B_v5 (Zhang et al., 2024a). Higher scores
indicate greater semantic similarity. Table 3 presents the resulting label distributions across multiple
safety datasets.

The results reveal substantial heterogeneity. ToxicChat is dominated by “both safe” pairs (85%),
suggesting limited adversarial overlap at this threshold. In contrast, Dynahate is skewed toward
mismatched pairs (71% combined), reflecting annotation noise and label imbalance. ToxiGen and
Prosocial show more balanced distributions, with a sizable proportion of “both unsafe” pairs con-
sistent with their adversarial construction.

These findings indicate that adjusting the similarity threshold alone cannot provide reliable im-
provements in retrieval-based safety prediction. Strict thresholds risk discarding informative unsafe
exemplars, whereas lenient thresholds introduce irrelevant or mislabeled contexts. In practice, re-
trieval quality depends on multiple interacting factors, such as the choice of embedding model, the
indexing method, and the scoring strategy, which makes optimization inherently complex. This ab-
lation highlights the limitations of relying solely on tuning the retrieval component and motivates
our effort to improve the robustness of context-aware modeling through targeted training rather than
fragile retrieval heuristics. As a result, we introduce RAFT in this paper.

Dataset Both Safe Query, Unsafe Query, Both
Safe Unsafe Context Safe Context Unsafe
hf_allenai/wildguardmix 51% 0% 5% 44%
ToxicChat 85% 0% 1% 14%
ToxiGen 45% 15% 5% 36%
Prosocial 34% 10% 10% 46%
Dynahate 10% 35% 36% 19%

Table 3: Context—label distribution across evaluation datasets (percentages).

A.4 ABLATION STUDY: LOSS COMPONENTS IN SKD

We conducted an ablation study to examine the effect of different loss components in selective
knowledge distillation (SKD). The study considered three types of loss and their relative weights:
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(1) Kullback—Leibler (KL) divergence loss (Kullback et al., 1951) applied to key—value distributions
between teacher and student, (ii) cross-entropy loss from training data, and (iii) reward-based loss
comparing student predictions with gold labels.

Results show that assigning greater weight to the KL divergence loss leads to more stable training,
while emphasizing cross-entropy loss introduces larger fluctuations during hyperparameter search.
Across 400 trials, a KL-to-cross-entropy ratio of 0.6:0.4 achieved the best distillation performance,
with further increases in the KL weight yielding only marginal difference.

A.5 ABLATION STUDY: ADRAG WITH DIFFERENT MODEL SIZES

We evaluated ADRAG across a wide spectrum of model sizes, ranging from millions to billions
of parameters, covering both BERT- and GPT-based families. The evaluation included 110M and
340M Google BERT (Devlin et al., 2019), 149M and 395M ModernBERT, 8B Llama (Grattafiori
et al., 2024), 1.5B, 3B, and 7B Qwen (Bai et al., 2023), 2B and 7B Gemma (Mesnard et al., 2024),
and Mistral 7B (Mesnard et al., 2024). The study focused on two aspects: (i) applying RAFT and
comparing it with supervised fine-tuning (SFT) to assess RAFT’s effectiveness, and (ii) applying
SKD to distill larger models into smaller ones within the same family, and comparing these distilled
models against directly RAFT-trained smaller models to evaluate the effectiveness of SKD.

Results demonstrate that ADRAG’s effectiveness is closely tied to model capacity, amplifying the
strengths of stronger baselines. For example, ModernBERT, which already surpasses Google BERT
under standard SFT, continues to outperform it after RAFT is applied, with both ModernBERT
variants further enhanced by ADRAG.

A.6 EXPERIMENTAL DATASET PREPARATION

We conducted experiments on ten benchmark datasets designed to evaluate prompt-based malicious
intent detection. To ensure consistency and reproducibility, we applied the following preprocessing
steps:

Prompt Filtering. Since our focus is on prompt-level malicious intent detection, we retained only
prompt-level annotations and removed response-level harmfulness labels. For example, in the Wild-
Guard dataset, we preserved the prompt_harm_label column for prompt classification while
discarding all response-related annotations.

Label Unification. To harmonize label definitions across datasets, we mapped all categories into
two classes: safe and unsafe. For instance, in the CounterfactualFair dataset, a prompt was la-
beled as unsafe if any of the following attributes were positive: Ground truth Hate, Ground
truth Sexual, Ground truth Toxicity,or Ground truth Violence.

Data Splits. When a dataset provided predefined training and evaluation splits, we retained them
as is. For datasets without predefined splits (e.g., HarmfulLAT), we partitioned the data into an
80/20 train—test split.

Baseline Evaluation. For baseline models, we directly applied the evaluation split of each dataset
to benchmark performance and compute the F1 score.

ADRAG Training and Evaluation. For ADRAG, we used the training split of each dataset both
to train the guard model and as the corpus for constructing the knowledge base. To ensure fairness,
no examples from the evaluation split were included in the knowledge base.

A.7 CONTEXT COVERAGE RATIO FOR RQ2

Table 4 presents context coverage ratios, computed using FlatIP similarity scores, for RFT (thresh-
old = 0.85) and RAFT 395M/149M (threshold = 0.6). Higher values indicate broader context
utilization. The limited gains are partly due to RFT requiring a high threshold to filter noise, which
reduces coverage and limits effective context use. In contrast, RAFT maintains high coverage across
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all datasets, consistently exceeding 97% on most benchmarks. The gap highlights the trade-off be-
tween noise reduction and effective context usage, underscoring RAFT’s ability to balance similarity
filtering with comprehensive coverage.

Dataset RFT RAFT 395M/149M
(threshold = 0.85) (threshold = 0.6)
WildJailbreak 0.54% 98.87%
hf_allenai/wildguardmix 13.83% 97.00%
ToxicChat 14.40% 78.64%
ToxiGen 49.68% 99.67%
Prosocial 19.84% 99.55%
Dynahate 59.06% 99.59%

Table 4: Context coverage ratio under different thresholds.

A.8 GPT-4 MODEL EVALUATION

We evaluated GPT-4’s ability to detect malicious intent under controlled decoding conditions (tem-
perature = 0, top_k = 0). To ensure a comprehensive assessment, we employed three complementary
strategies:

1. Direct Query Classification. Evaluation queries were submitted directly to GPT-4. If the
model refused to respond, the output was labeled as unsafe.

2. Human-Crafted Prompts. Queries were combined with manually designed classification
prompts. For example: Classify the following statement as safe or unsafe. Only return
'safe’ or ‘unsafe’:

3. Model-Generated Prompts. GPT-4 was asked to generate its own classification prompt
for malicious intent detection, which was then applied to the evaluation queries. One il-
lustrative example was: You are a content-safety classifier. Read the user’s entire message
as the content to classify. Decide if it contains or meaningfully facilitates harmful content.
Output exactly one lowercase word: safe or unsafe. Do not explain. Classify as unsafe if the
content includes any of the following: sexual content involving minors or age-ambiguous
sexualization; explicit sexual content or solicitation; self-harm or suicide (admissions of
intent, instructions, encouragement, or requests for instructions); violence (threats, praise,
instructions, or graphic gore); hate or harassment (including dehumanizing slurs, hate-
ful content targeting protected classes, calls for violence or exclusion, or severe personal
threats and doxxing); crime or weapons (instructions or facilitation of explosives, weapons,
evasion of law enforcement, hacking, malware, phishing, or drug manufacturing); privacy
violations (requests for or exposure of sensitive personal data, such as passwords, SSNi,
bank details, or non-public PII); extremism (praise, propaganda, or operational guidance
for extremist causes or organizations); and biological, chemical, or radiological hazards
(advice enabling creation, acquisition, or dissemination).

For Methods 2 and 3, GPT-4’s outputs were categorized into four cases: (a) the model returned
safe; (b) the model returned unsafe; (c) the model refused to respond; (d) the model failed to follow
instructions, producing irrelevant or incoherent output.

Cases (a) and (b) were directly compared against the ground-truth labels. For case (c), refusals were
evaluated under two interpretations: either as a correct classification of unsafe (on the assumption
that refusal indicates recognition of potential harm) or as a misclassification. We report results retain
the higher score for comparison. Outputs in case (d) were considered incorrect in all scenarios.

Table 5 presents GPT-4’s F1 scores across the ten benchmarks described in Section 5.1. For both
the Human-Crafted Prompt and Model-Generated Prompt methods, ten prompts were tested and the
average of the best-performing ones was selected. Among the three strategies, direct query classi-
fication consistently performed the worst, while both human-crafted prompts and model-generated
prompts substantially improved performance. We adopt the results from human-crafted prompts for
RQ1, as they provide the most consistent and reliable performance across benchmarks, particularly
on WildJailbreak.
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Dataset Direct Query Human-Crafted Prompt Model-Generated Prompt

WildMix 0.759 0.849 0.843
Dynahate 0.754 0.683 0.779
WildJailbreak 0.554 0.908 0.824
ToxicChat 0.945 0.868 0.953
ToxiGen 0.720 0.815 0.786
Prosocial 0.580 0.793 0.714
CounterfactualFair 0.890 0.868 0.934
JailJudge 0.595 0.211 0.400
ATTaQ 0.936 0.980 0.971
Harmful LAT 0.986 0.998 0.996

Table 5: F1 scores of GPT-4 on malicious intent detection across ten benchmarks using three evalu-
ation methods.

A.9 ADRAG ONLINE LATENCY BENCHMARK

We evaluated ADRAG’s end-to-end latency across its two primary components: Guard model infer-
ence and Knowledge Base retrieval. Model deployment was performed using a Triton LLM backend
with a TensorRT-LLM (v0.16.0) engine. During deployment, the models were optimized with tensor
parallelism (degree 1), KV caching, and dynamic batching. All experiments were conducted on a
single NVIDIA H100 GPU.

For retrieval, ADRAG employs the Stereo dual-encoder family (v0.9.5) as the embedding
model, which generates 512-dimensional representations for both queries and documents. These
encoders constitute the backbone of the retrieval stage, enabling efficient large-scale vector
search. The system leverages Faiss-based indexes tuned to domain characteristics, includ-
ing HNSW graphs (e.g., HNSW64, HNSW128) for low-latency recall, IVF+HNSW hybrids
(e.g., IVF256_ HNSW32, IVF65536_ HNSW32) for large corpora, and quantized variants (e.g.,
OPQ128_256, IVF2048_ HNSW32, PQ128) for memory efficiency. Runtime parameters such as
nprobe (number of clusters searched), efSearch (search depth), and efConstruction
(graph connectivity) were tuned to balance recall and latency, with inner product employed as the
default similarity metric. Benchmark domains ranged from small (4-16 shards, ~1-10M vectors)
to medium (64 shards, 12-16 GiB, ~10-100M vectors).

Under this configuration, ADRAG achieved a throughput of 300 queries per second (QPS). Fig-
ures 5, 6, and 7 illustrate the latency distributions obtained from the Grafana monitoring dashboard.
The summarized latency results are discussed in Section 5.1.

Figure 5: 395M RAG model latency (P95 = 4.18 ms, P99 = 4.93 ms).
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Figure 6: 149M RAG model latency (P95 = 3.5 ms, P99 = 4.2 ms).

Figure 7: Knowledge Base Lookup latency (P95 = 1.74 ms, P99 = 1.85 ms).
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