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Abstract. Interpreting the massive volume of security alerts is a sig-
nificant challenge in Security Operations Centres (SOCs). Effective con-
textualisation is important, enabling quick distinction between genuine
threats and benign activity to prioritise what needs further analysis.
This paper proposes a graph-based approach to enhance alert contextu-
alisation in a SOC by aggregating alerts into graph-based alert groups,
where nodes represent alerts and edges denote relationships within de-
fined time-windows. By grouping related alerts, we enable analysis at
a higher abstraction level, capturing attack steps more effectively than
individual alerts. Furthermore, to show that our format is well suited
for downstream machine learning methods, we employ Graph Match-
ing Networks (GMNSs) to correlate incoming alert groups with historical
incidents, providing analysts with additional insights.
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1 Introduction

Modern cyber attacks come with substantial financial and operational costs, and
it is generally accepted that purely preventive measures are not sufficient to stop
them [298]. This requires capabilities for detecting and responding to incidents
[21], an activity that is usually carried out within Security Operations Centres
(SOCs).

To respond to suspicious behaviour that has been detected, one must first
analyse and understand what is likely to have happened. This is a challenging and
labour-intensive task for several reasons. First, security alerts must be quickly
assessed and prioritised to identify what needs further analysis [18]. This process
typically involves examining alerts, correlating them with relevant sources, and
filtering out unrelated information. The sheer number of alerts — most of them
false — coupled with limited available analyst time, has led to a problem known

as alert fatigueﬂ in many SOCs [2732].

4 Alert fatigue describes how security analysts become both overwhelmed and desen-
sitised, which may result in true positive alerts being missed, efficiency reduced, and
the analyst suffering burnout.
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Any support and automation that can be provided to help analyse and under-
stand the alerts could have a massive impact on a SOC. In this paper, we address
the initial phase of such analysis in two ways. First, we address the problem of
alert correlation, meaning the ability of an analyst to examine a group of alerts
at the same time instead of handling each alert individually. Second, we pro-
pose a method to match graph-based alert groups with historical ones, enabling
insights from past events to serve as the starting point for further analysis.

Our work is based on a set of (informal) observations made from how SOCs
operate in practice. Firstly, whilst an alert in isolation is often connected to a
(low-level) indicator of compromise (IoC)EL a combination of alerts can indicate
more abstract behavioural patternﬂ It is known that IoCs are easy for an at-
tacker to change, and to detect attacks from advanced threat actors, IoCs are
not a suitable abstraction level to work on when trying to find similarities across
time. Behavioural patterns, on the other hand, are much harder to change, and
therefore more likely to remain the same [3]. Secondly, while we are unlikely
to have much knowledge of the new alerts, we are likely to have more infor-
mation about previous incidents and campaigns. This could be anything from
what phase of the attack an alert group is likely to belong to, to detailed Cyber
Threat Intelligence (CTT) — for instance, what threat actor we are dealing with,
or what the goal of the attack might be.

By connecting alerts in a structured way, we hypothesise that we can capture
high-level behavioural patterns that can be matched with, and used to exploit
patterns of known previous incidents. We argue that graphs are a natural repre-
sentation as they can efficiently represent key connections between the correlated
alerts. Moreover, an attack happens in different phases, and alerts can be cor-
related at different levels: they can be correlated to relate different phases of
an attack or correlate alerts within the same phase. Our focus is on the latter,
which leads us to our first two research questions:

RQ1: How naturally can related alerts be combined into graph-based alert
groups such that each alert in a group belongs to the same phase of an
attack?

RQ2: How to automatically combine alerts from the same attack step together
while minimising the number of unrelated alerts in the group?

We note that threat detection in cybersecurity has to deal with a considerable
amount of noise, meaning that any grouping method will likely result in groups
containing false positives and genuine alerts. Consequently, a method that at-
tempts to match such a graph-based alert group to another one representing
historical incidents needs a level of noise resistance. One promising approach
that has been applied to related problems in other domains is Graph Matching
Networks (GMNs) [I7], which we explore in our final research question:

5 Examples of IoCs are IP addresses, hostnames or even known vulnerabilities.
5 A single alert may also be an indicator of behaviour, but even so, combined with
other alerts will still provide a more abstract view.
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RQ3: To which degree can Graph Matching Networks correlate current alert
groups to related historical incidents?

The contributions of this paper follow the research questions and are two-fold: (1)
we provide a formal account of alert graphs and describe a method for creating
graph-based alert groups from a stream of alerts; (2) we apply and adapt the
graph-based machine learning method Graph Matching Network to our problem
domain, and show that it is able to match related graph-based alert groups
in order to correlate new alert groups with known incidents, thus providing a
promising approach to support security analysts and reduce alert fatigue.

The paper is organised as follows: section [2] provides a brief overview of the
background; section [3] gives a formal account of alert graphs and a method for
generating graph-based alert groups; section [4] outlines our approach in using
Graph Matching Network to correlate current and historical graph-based alert
groups; section [5| contains the evaluation of our approach, followed by a discus-
sion in section [6] and a conclusion of the paper in section [7}

2 Background

The problem of alert fatigue in SOCs is well known (see e.g. |[27]), where a large
proportion of the alerts are either false or not important [I]. In one study, it was
shown that 62% of all alerts in SOCs are ignored [5]. Since alert fatigue has been
a persistent and longstanding issue, different solutions and methods have been
developed to mitigate its impact.

One approach has been to filter out unrelated alerts or prioritise important
alerts. An example is the Automated Alert Classification and Triage (AACT)
system, which leverages machine learning to replicate SOC analysts’ triage deci-
sions [28]. The system enables real-time classification and prioritisation of alerts,
reducing analyst workload by automatically dismissing clearly benign alerts and
prioritising critical ones. That Escalated Quickly (TEQ) [10] is a machine learning
framework that predicts alert- and incident-level actionability, while RAPID [19]
is a collaborative real-time alert investigation system that attempts to reduce re-
dundant triage work and dynamically prioritise investigations. These techniques
focus on filtering out uninteresting alerts or prioritising interesting alerts before
any further analysis. In contrast, our approach contextualises all alerts, enabling
relevance to be determined based on this context rather than upfront filtering.

Another way to address alert fatigue is to combine related alerts into a single
group. As a result, an analyst can work with a group of alerts instead of the alerts
individually. It has been argued that representing alerts as graphs can improve
the workflow of analysts, improve alert prioritisation and classification, reduce
analyst workload, and detect threats that would have gone unnoticed if investi-
gated in a single alert [I2]. Graphs and graph-based learning have been studied
to correlate different stages of an attack [4]. Here, a hyperconnected graph is gen-
erated with nodes representing alerts and entities (e.g., IP addresses, accounts)
and edges representing the relationships between the nodes. Known attack pat-
terns are stored in a knowledge pool, and K-Nearest Neighbours (KNN) uses
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these patterns to prioritise alerts. A comparable approach [9] represents alerts
as nodes and transitions between them as edges, and uses Markov chains [22] to
detect attack chains. There are also graph-based commercial solutions [25/T1IT6]
to discover such multi-stage attack chains. Whilst sharing the hypothesis that
graphs are a suitable representation for alerts [12], our work deviates from the
above graph-based approaches by focusing on correlating alerts within a single
phase of an attack.

One prominent non-graph-based approach for alert correlation is based on
time, where alerts are grouped based on a set time interval [I5]. This method
does not require defining attack scenarios or specific alert formats, and has been
used to extract higher-level alert patterns. However, the approach preserves no
structure between alerts and has known limitations with simultaneous attacks.

3 Introducing and generating alert graphs

To reduce alert fatigue in a SOC, it can be useful to divide incoming alerts into
the following three categories:

1. alerts that contain enough information to be actionable;

2. alerts that never contribute to analysis;

3. alerts that may be part of a broader analysis that leads to something action-
able.

Alerts of the first type should be dealt with automatically using SOAR (Security
Orchestration, Automation and Response) or similar methods, and are not part
of the issue we study in this paper. Alerts of the second type are essentially noise
and should be tuned out of the alert pipeline. These two categories contain the
alerts that are always either true positives or true negativesﬂ

Alerts of the third kind are our focus, as they are the ones for which false
positives and false negatives necessarily exist, because no amount of alert-level
tuning or automation has even a theoretical chance of handling them — they
are, by our definition, ambiguous in isolation. To identify true positives for these
alerts, analysts need to scrutinise the context around them. One way of doing
this is to enhance the alert by looking up indicators and gathering relevant cyber
threat intelligence. However, if this is sufficient to conclude, we argue that the
alert falls back into the first category — the alert can be analysed perfectly in
isolation. The other way of approaching contextualisation is to look for associated
alerts and try to stitch together a picture of what happene(fl

In certain cases, these sequences of corresponding alerts determine patterns
that are distinct enough to be hard-coded as multi-alert signatures, and the low-
severity alerts can be combined into a single, higher-severity alert. Again, we

7 Note that both of these two categories are highly non-trivial to deal with in practice,
but they are not within the scope of this paper.

8 To use a simple example, alerts for brute-force password attempts towards a user
account are a lot more interesting if followed by an alert detailing a new login of the
same user from a suspicious location
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find that this means that the alert can be moved into the first category. What
we are now left with are alerts for which no easy recipes exist, and it is in this
difficult domain that we aim to improve analysis.

Even if no absolute recipe is available to analyse an alert as described above,
we know something about how human analysts tend to approach them, and we
choose to assume that this experience should inform our choice of method. Alerts
will normally contain indicators like IP addresses, usernames, file hashes and so
forth, and these can often appear in other recent alerts. Choosing properties that
seem important and pivoting on thenﬁ brings context to the original alert. This
context can be in the form of low-severity alerts that normally would not be
analysed, but can serve as key information when seen together with other alerts.
We are here firmly within the alerts of the third category as defined above.

Pivoting on a single property can be described as asking for the timeline
of all alerts involving this property. But it is by pivoting on new alerts, and
subsequently performing new pivots on the new properties found in these new
alerts, that the full picture sometimes emerges — in other words, nested pivoting.

To formalise the process of nested pivoting and avoid making too many lim-
iting choices, we choose to perform all reasonable pivots on all alerts, creating
timelines for all reasonable indicators, and stitching them together into what can
best be described as a chronologically ordered graph of alerts. This format is an
efficient way of representing alerts as seen from an experienced indicator-pivoting
analyst’s point of view. With the assumption that their way of approaching alerts
is valuable, we can hope that we have created a structure that preserves impor-
tant information. Said differently, if we believe that the information analysts
gather by pivoting is of any value, and we want machines to be able to emulate
parts of what they do, bringing this pivoting information into the alert group
format is necessary.

3.1 Building the alert graph

To define an alert graph, we first cover the static case where we are given a
sequence of alerts A = (A1, Aa, ..., Ay,), which we, without loss of generality, will
assume to be chronologically ordered. They will be the nodes of the alert graph
G. We also need to define a set of objects 7 we want to use for building edges in
the graph; we call them timeline-defining properties. For now, let these objects
be of a single type, like IP addresses, so that 7 is the set of all valid IP addresses.

For every alert in A, we then extract its associated IP addresses, meaning
that we associate a subset T; of 7 to every A;. This subset can be empty, and in
this case the alert will remain an isolated node in the alert graph. The algorithm
for extracting the sets T; needs to be decided on individually for every alert
type involved. We denote the set of IP addresses that appear in our alerts by

9 Pivoting on an indicator means performing a search for other alerts containing the
same indicator — for instance, if you are investigating an alert concerning the host
web-server01, pivoting on the hostname means querying for all other alerts having
to do with web-server01, normally within some set time frame.
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Fig. 1: Top: Alerts ordered chronologically, coloured by type. Middle: Timeline-
defining properties have been extracted from the alerts, and the ones that share
e.g. a hostname have been placed on the same timeline, revealing some relation-
ships. Bottom: Every timeline-defining property has been taken into account,
and we therefore get an alert graph. Now, alert C' and alert B can end up in
the same group, which is sometimes helpful if they both contributed to what
triggered alert D. Notice that two properties connect alert D and E, which we
have drawn as two edges, but in the structure, we use a single edge with features.
Deleting edges that represent long time differences leads to alert groups.

7' = JT; (note that this subset of 7 could change whenever a new alert is added,
if working on a stream of alerts).

Next, for every individual IP address p in 7/, we create a timeline along it,
by linking every consecutive alert A; where p € T; with an edge. To preserve
information about what linked the two alerts, we store the value p as an edge
feature for the new edge. To preserve chronological details, we make the edge
directed and weighted by the time difference between the alerts it sits between.
We do not directly link all alerts that share the IP address p. They all end up on
a linear graph, ordered by a timestamplﬂ Doing this for every IP address in 7/

10 Tn some detection systems, alerts with the same timestamp can be a common occur-
rence. In this case, we make an arbitrary choice of how to order the alerts with the
same timestamp, and the resulting alert groups will not be affected by the choice.
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results in an alert graph that is essentially a union of intertwined alert timelines,
one for each relevant IP address. If two consecutive alerts have more than one IP
address in common, we should link them by one edge for each instance, separable
by their different edge feature values. To avoid working with multi-graphs, we
prefer to link by a single edge that has all the relevant IP address values as
features.

In the more general case, we define multiple alert properties that are used for
linking, as long as we can define a way of extracting them from the alerts. Later
in this paper, hostnames and usernames are used in addition to IP addresses,
but any property that analysts find valuable for pivoting between alerts should
be considered. When adding features to the edges in this general case, we have
to add both the property type(s) and the property value(s). Given k different
property types chosen as timeline-defining properties, we write 7 = 71 U ... U 7y
for the complete setE

The alert graph can be considered completed, with all alert information gath-
ered in the corresponding nodes. Alerts tend to be represented using JSON or
similar formats, but for most machine learning applications we need a featur-
isation of these alert properties into Euclidean space. After a vectorisation al-
gorithm v : A — R" is decided on, we replace the full alert information A; in
a node with the node vector v(A;). In the end, we arrive at an alert graph G
which is a directed acyclic graph (DAG) with multi-attributed edges and nodes.

In practice, we want the alert graph to be a lightweight format suited for a
fast stream of incoming alerts, so its actual computation is a little different from
that described above. The graph is initialised as an empty graph. In chronolog-
ical order, incoming alerts are sent through the two functions that extract their
timeline-defining properties and their node vector. Next, the timeline-defining
properties are checked against a list of current timeline-defining properties in
the graph, which is actually a list of keys for a dictionary mapping the prop-
erties to the most recent graph node sharing that propertyE For every match,
a correspondingly featurised edge is added between the new alert node and the
matching node, and the new node takes over the place in the dictionary as head
of the timeline for that property. We detail the algorithm with pseudocode in

Algorithm

3.2 Creating graph-based alert groups

The alert graph structure constructed in the previous section ties the alerts from
a stream together, which we claim is a natural structure for further analysis.
One way of using it when analysing an alert stream is to visualise an alert

1 To “featurise” the edges correctly, we will think of the timeline-defining properties
as formally looking like tuples e.g. (abc, hostname) and (abc, username).

12 In an actual environment, there may be specific property values, like the IP address
of a proxy server, that show up in so many alerts that they tie together systems for
no good reason. In these cases, blacklisting specific values so that they do not create
edges in the graph is a solution.
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Algorithm 1 Alert Graph Creation

procedure GENERATEALERTGRAPH(A, T, v, A)
for A; in A do
timeline Properties < e(A;)
newNodeVector < v(A;)
addNode(alertGraph, newNodeV ector, newNodeld = i)
for (property, propertyType) in timeline Properties do
if (property, propertyType) € 7" then
pred < headO fTimelinesDict|(property, propertyType)]
addEdge(alertGraph, pred, newNodeld, edge Features)
headO fTimelinesDict[(property, propertyType)] <+ newNodeld
else
headO fTimelinesDict|(property, propertyType)] - newNodeld
end if
end for
end for
end procedure

with its immediate graph neighbourhood, essentially the same as pre-performing
all relevant pivots for the alert. However, we also believe that the alert graph
structure provides this information robustly, which means that we can use the
format for machine-assisted analysis methods.

We use the term global alert graph for the graph containing all alerts. The
global alert graph tends to grow very large in large environments. In many
real-world cases, it will consist mainly of noise or false positives, simply be-
cause most logged events are non-malicious. We are interested in improving the
understanding of single alerts in the graph represented by nodes through their
surrounding context. If the timeline-defining properties are chosen correctly, this
context corresponds to the graph neighbourhood around each alert. One natural
machine-enhanced approach would be a node-classification method, which in a
featurised graph utilises message-passing techniques to update the information
in each node using the surrounding nodes [30].

Another approach is to see clusters of alerts in the graph as coherent groups
having to do with the same incident, and consider the longer edges to be links
between different events on the same systenﬂ The underlying assumption is
that when something suspicious happens in our systems, we have detectors that
pick up traces of the activity that result in alerts spanning a relatively short time
window. In this case, it can be more natural to consider the global alert graph
as a structure from which smaller alert groups should be isolated (or cut off),
by removing the longer edges representing links between different events on the
same system. Looking at how analysts use properties to pivot between alerts,
we are essentially asking how far back in time they would normally look along a
hostname or an IP address.

13 Recall that we included the time-delta between two linked alerts as a feature of the
edge, so talking about edge length is meaningful.
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The easiest way to proceed is to choose a delta cut-off time § and remove,
or never construct, any edge between alerts that have a chronological distance
higher than §. Since we are working with featurised edges, in which each edge
contains at least one timeline defining property type, we can also pick a collection
of deltas A = (41, ...,0y) corresponding to the property types 7 = 7 U ... U 7,
and then only keep an edge if it is of type 7; and is shorter than J;. Given the
choice A, we immediately go from a global, ever-growing alert graph G to graph-
based alert groups{ﬂ Note that these groups resulting from removing certain
edges retain their own graph structure as subgraphs of G. The hypothesis is
that graph-based alert groups created with suitable timeline-defining properties
7 and time deltas J; can capture single attack steps. In the following section, we
will explore a graph learning approach to identifying the related attack step for
a given graph-based alert group.

4 Matching graph-based alert groups

One of our primary motivations for grouping alerts is to be able to match our gen-
erated graph-based alert groups to similar historical graph-based alert groups.
This means that the alert group can be contextualised with data present for the
historic event, such as relevant CTI, how the incident was handled and any con-
clusions from the previous incident handling. This provides additional armoury
for the analyst’s toolbox. It is also a way of capturing patterns that keep repeat-
ing in the environment, or odd similarities that appear across systems over time.
The alert groups we generate can be stored in a knowledge base — all of them
or just the ones we deem important. Thus, deciding how to match against new
groups is the next challenge.

Having turned our alert stream into alert groups with an underlying graph
structure, the task of alert group matching amounts to comparing directed
acyclic graphs with featurised nodes and edges. There is a rich literature of meth-
ods for doing this. Still, we have distinctive requirements for our graph matching;:
(1) the content of the alerts is likely to be the main information contained in an
alert group, meaning that the node features should have a high weight; (2) noise
arising from false positives needs to be taken into account, as well as some ran-
domness in the chronology of the alerts, and therefore strict graph-comparison
schemes that look for exact substructures are avoided; (3) alert group size is
also expected to vary, even between good matches; (4) the edge information
should contribute as it is also structured data. One promising Graph Neural
Network(GNN) approach that satisfies these requirements is Graph Matching
Networks (GMNs) [I7], which we explore next.

4.1 The Graph Matching Network approach

A GMN is a supervised graph neural network that learns the similarity of struc-
tured graph objects [I7]. Given a pair of graphs, a function to compute a sim-

14 Referred to as ‘alert groups’ throughout this paper for brevity.
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ilarity score between them is learned. The model uses message passing within
and between graphs to create vector space embeddings, employing a cross-graph
attention mechanism to compute contextual matching vectors, enabling distance
measurement in a shared vector space.

We utilise a GMN to learn a similarity measure between alert groups with the
goal of correlating incoming (unknown) alert groups to previously seen (known)
alert groups stored in a knowledge base. As this is a supervised learning tech-
nique, we create pairs of alert groups < G, G2 > from a training set, and label
them with L as positive if they relate to the same attack step and negative if
they relate to different attack steps or to false positives. This forms the tuple
< G1,G9, L >. In addition to the trained model, a knowledge base of known
attack groups is created, containing alert groups recorded from previous attacks.
The alert groups in the knowledge base may include information to contextualise
the new and unknown alert group. Such information could, for instance, be CTI
or details about the phase of the attack.

During the inference phase, the goal is to identify whether an incoming alert
group is similar to anything seen before. The alert group is compared with all
alert groups in the knowledge base, one by one. The trained GMN measures
distances, and if the distance is sufficiently short, the similarity score and related
information from the known alert group are returned and can be used for further
analysis. If the incoming group is not close to any known groups in the knowledge
base, it is an indication that the group is irrelevant, unseen, or part of a novel
type of behaviour. The strength of the cross-graph attention edges in a GMN
indicates which nodes (between the two alert groups) that are deemed the most
similar [I7]. This provides an element of explainability that is considered essential
when using Al in SOCs [720]. Next, we demonstrate both the generation of
graph-based alert groups and the use of GMNs to match such groups.

5 Evaluation

Here, we provide experimental evidence for our graph-based approach to alert
groups. We demonstrate and evaluate both the graph-based alert group cre-
ation and the subsequent graph correlation, thus addressing all three research
questions from section [T} The section consists of the following three parts:

1. Dataset and experimental setup. We first describe the dataset and the pa-
rameters for creating graph-based alert groups.

2. Graph-based alert group creation. We assess the quality of the graph creation
technique by measuring the cluster purity and the silhouette score.

3. Graph-based alert group correlation. Finally, we evaluate the performance of
the graph matching approach, by measuring the similarity to historical alert
groups.

5.1 Dataset

We use the AIT Log Data Set V2.0 [13] as our base system logs, as it contains
varied log sources enabling different types of intrusion detection systems.



Graph-Based Alert Contextualisation 11

This dataset contains logs collected in a testbed representing a small enter-
prise with multiple attack steps. The dataset consists of eight repeated simula-
tions with slight variations in both normal and malicious traffic. Crucially for
our work, this dataset consists of a set of alerts generated from different in-
trusion detection systems, which in this case is: Suricata, Wazuh, AMiner [I4]
and Telosian [23]. This means the alerts are raised from both signature-based
and anomaly-based IDSs. The resulting data set consists of 2,655,821 labelled
alerts, with the distribution of alert labels shown in The label "-" cor-
responds to false positive alerts. Most alerts are false positives, mirroring the
challenges SOCs face today [I]. We also observe that the classes are very un-
balanced. This is a natural consequence of different attack methods manifesting
differently in the alerts. A directory scan (dirb) might request hundreds of thou-
sands of endpoints, while remote code execution (webshell_cmd) might only be
a few actions.

Attack Method Wazuh|Suricata|AMiner|Telosian| Total
dirb 1,670,616 -l 18,329 6944|1,695,889
- 595,604| 233,523 9,444 66609| 905,180
dnsteal - 72,890 44 493 73,427
wpscan 27,288 - 27,491 146| 54,922
service scan 42 216 - 2 260
escalated sudo_command 56 - 127 - 183
attacker change user 22 - 78 - 100
webshell cmd - - 25 - 25
crack passwords - - 11 - 11
dns_scan - - 9 - 9
online cracking 6 - - 6

Table 1: Distribution of Alert Labels.

From the alerts, we create graph-based alert groups using the timeline-
defining properties username and IP. As discussed in different A are
suitable for representing different attack steps. The A for the different attack

steps are shown in

Attack Method Username (seconds)|IP (seconds)
wpscan 0 3
service _scan 0 30
escalated _sudo_ command 30 3
attacker change user 30 3
webshell _cmd 0 100

Table 2: Time A for different attack steps
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5.2 Graph-based alert group evaluation

This first experiment aims to evaluate the creation of graph-based alert groups,
addressing the first two research questions (RQ1l and RQ2). The metrics we
deemed relevant are cluster purity [24] and silhouette score [26]. The purity of
an alert group is the proportion of alerts belonging to the true attack step.
The silhouette score measures how well an alert group fits within its assigned
cluster compared to all other clusters, and can be seen as a measure of the
quality of the clustering. It is calculated by comparing the average distance to
all other graphs in the same cluster (intra-cluster distance) with the average
distance to graphs in the nearest different cluster (nearest-cluster distance). It
can thus indicate how recognisable alert groups with the same attack type are
by measuring the cohesion within the same cluster and how distinguished they
are from other attack groups by measuring their separation. Determining the
silhouette score requires featurisation on the graph level, which is achieved by
aggregating the features of the nodes in each graph. The distance is calculated
using the Euclidean distance.

The graph-based alert aggregation method is run on all alerts in the data
set for each scenario separately using the A outlined in This method
is compared to a purely time-based alert aggregation method'”] where alerts
are combined if the time between them is shorter than the defined A. It is
important to create good groups that capture actual attack steps, while the
quality of groups that capture false positive alerts is pointless as they should
be filtered out later. For this reason, we only analyse groups capturing actual
attack steps. The results are shown in

Metric Standard Excluding dnsteal
Graph-based|Time-based |Graph-based|Time-based

Silhouette score 0.97385 0.90048 0.44622 0.06470

Purity 0.81632 0.30353 0.99850 0.95653

Table 3: Graph-based VS Time-based alert aggregation

Looking at the first two columns, the silhouette score is very high for both
methods, indicating clearly separated clusters, meaning that each group with
the same attack type is clustered densely together. The graph-based method
slightly outperforms a pure time-based aggregation. The purity of the graph-
based method is high at 81.63%, indicating little noise, outperforming the time-
based method.

Note that dnsteal has many times more groups than any other attack. This
will have an extra large influence on the silhouette score. Therefore, it is also in-
teresting to check the recognisability of groups excluding dnsteal; This is shown
in the last two columns of Here, the silhouette score indicates that the

15 A published approach to alert aggregation|[I5]
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graph-based method’s clustering abilities are solid. The time-based method cre-
ated rather poorer groups that led to overlapping clusters, with overlap between
graphs from different attack types. This makes it difficult to separate graphs
using machine learning models. The purity of both methods is high, with the
graph-based method consisting of nearly all the same attack types in each group.

Our initial experiment has shown that graph-based alert aggregation per-
forms well in combining alerts from the same attack step while minimising noise,
compared to a more straightforward purely time-based method. The alert groups
are purer, recognisable, well-separated, and characteristic for each attack type.
In contrast, the time-based method often contains more noise, combines more
different attacks in a single group, and has more overlap between alert groups
with different attack types. The alert groups show promise for use in machine
learning models, since they mainly group alerts from the same attack steps while
minimising the noise level.

5.3 Graph-based alert group matching evaluation

Our second experiment aims to evaluate how accurately the GMN model can
match an alert group (representing an attack step) to previously seen alert groups
of the same attack step, while minimising matches with unrelated graphs. This
experiment addresses the third research question (RQ3).

We create an encoding of each node as a vector of size 133. We wish to include
as much information from the alerts as possible. All features are encoded except
for IP and User as we wish to capture behavioural patterns, not identify specific
users. We one-hot encode and multi-label encode the categorical features like
rule_groups. Edges are encoded as a vector of size two, reflecting if the edge
comes from an IP match, a user match or both. The distance function used is
the dot product. The Adam optimiser [6] is used for optimising with a learning
rate of 0.0001 to avoid overshooting.

One of the challenges for supervised machine learning in a real-world SOC
environment is the scarcity of labelled data. This is made worse by the fact
that most of the available data is benign or noise. However, it is reasonable to
assume that an SOC stores details of handled incidents and associated alerts.
Thus, this can be the source of a small number of high-quality manually la-
belled alerts. This is reflected in our dataset, as each attack step only has a few
representative alert groups per simulation. On the other hand, unrelated alert
groups are more widely available. In order to perform a meaningful evaluation
of the technique, we do not try to classify attack labels with too few alerts, to
avoid evaluating a graph-based approach on graphs with only one node. We also
want to avoid attacks that manifest in massive graphs like dirb and dnsteal.
These are scanning attacks that typically result in graphs with more than 10, 000
nodes where statistical methods can be sufficient for analysing them. We there-
fore focus on creating models for the following labels: attacker_change_user,
escalated_sudo_command and wpscan.

The training set for each label consists of 80% of the relevant alert groups
and a random selection of unrelated alert groups, both benign and other attack
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steps. The training stage consists of creating all possible pairs of the relevant
alert groups for a given label <attack, attack> (positive pairs), along with the
same number of pairs of different labels <attack, benign> or <attack, different
attack> (negative pairs). We oversample the positive pairs to avoid the model
favouring the negative pairs. The test set consists of the remaining 20% relevant
alert groups representing the attack step, and all alert groups from one of the
eight simulations representing unrelated groupﬂ The knowledge base consists
of the relevant alert groups from the training set. This is similar to what would
be done in a SOC, where the known previous incidents would be used first
to train the GMN and secondly added to the knowledge base. We predict the
distance between all alert groups in the knowledge base and all alert groups in
the test set. This measures both how well the GMN correlates alert graphs that
represent the same attack step, as well as how well the GMN does not correlate
alert groups representing the attack step with unrelated alert groups.

A separate model is trained for each of the three attack steps:
attacker_change_user, escalated_sudo_command and wpscan. The model is
trained for 450 epochs, where each batch consists of two labelled pairs: one pos-
itive and one negative.

The columns for attacker_change_user and escalated_sudo_command in
show that both labels for the positive pairs have a mean predicted dis-
tance shorter than the negative pairs (—0.03 vs. —1.46 and —0.01 vs. —1.04).
This indicates that the model learns to separate related and unrelated alert
groups. In we plot the alert groups predicted as the most similar
to the ones in the knowledge base for escalated_sudo_command (left) and
attacker_change_user (right). Here we see that the model is able to separate
true positives with only a few false positives.

Escalated Attacker

Sudo Command Change User WPscan

Positive| Negative|Positive| Negative|Positive| Negative
Number of graphs 2 36681 2 36681 2 100
Mean distance -0.03 -1.46 -0.01 -1.04 -1.73 -82401
Standard deviation 0.02 13.81 0.00 10.11 0.58 81456
Longest distance -0.05] -1103.30 -0.01 -917.97 -2.31| -270081
Shortest distance -0.00 -0.00 -0.00 -0.07 -1.15 -1828

Table 4: Predicted distance for positive and negative alert group pairs

Graphs from wpscan are much larger than the two other classes, and the
resulting comparison is much slower. We therefore sample 100 graphs for the
negative examples. In the wpscan columns of we observe that the model
is still able to separate alert groups representing wpscan from unrelated alert
groups. However, issues with scalability become more apparent as comparisons
are slow.

'8 This is the simulation called ‘harrison’ in [L3].
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Fig. 2: Predicted distances between all graphs in ’harrison’ dataset and the alert
groups in knowledge base for the two attacks

6 Discussion

Graph-based alert aggregation performs well in combining alerts related to the
same attack step. Although it achieves a high cluster purity score, it cannot
avoid all unrelated alerts. Achieving perfect purity requires knowing if an alert
is a false positive, an exceedingly difficult challenge.

The graph matching approach shows promise in relating alert groups for
attack types escalated_sudo_command and attacker_change_user. These are
attacks that result in medium-sized graphs with the number of nodes between
15 and 100. When relating alert groups of type wpscan, scalability challenges
become apparent due to the number of nodes in wpscan alert groups ranging
from 1,400 to 13,300. The computational cost of GMNs is high as a separate
comparison is done for each pair of alert groups. This means that the number
of comparisons needed is I * K where I is the number of incoming alert groups,
and K is the number of known alert groups. Additionally, the comparison of two
graphs has the computational cost of O(|V'1||[V2|) where |V;| and |Va| are the
number of nodes in the two graphs, respectively [17].

Future work should focus on mitigating this. One approach is to use a sim-
pler Graph Embedding Network (GEN) [I7], as it allows all alert groups to be
embedded in the same space, but this comes at the cost of comparison quality.
A hybrid approach, using GENs for coarse filtering followed by GMN for fine-
grained matching on a smaller candidate set, could balance speed and accuracy.
Furthermore, actively managing the content of the knowledge base by identifying
representative template graphs for each attack step will reduce the number of
comparisons. One interesting approach would be to search for a template graph
using evolutionary algorithms [2], where the GMN distance function can be used
as the fitness metric.

A central component of this approach to analysing alert groups is the knowl-
edge base of previous alert groups. The capability of linking an alert groups to
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past alert groups is only as good as the quality of what you are linking it to.
Managing this knowledge base is therefore important. As new attacks emerge,
the knowledge base must be updated to incorporate them, while obsolete at-
tacks should be removed or at least deprioritised. Actively managing this can
help mitigate concept drift [3I]. The knowledge base also serves as a resource
for enrichment. By integrating relevant information into it prior to an incident,
connections can be established instantly when it is most important.

7 Conclusion

We have addressed the challenge of understanding and contextualising security
alerts within an SOC, which is a challenging task due to the large volume of
alerts requiring rapid examination, correlation, and understanding.

We have presented an approach to correlate alerts in a structured way as
graph-based alert groups based on pivoting around alert properties with the goal
of capturing higher-level behavioural patterns. This data structure lays the foun-
dation for a more in-depth analysis of incidents.

Building on this, we have employed a graph-based machine learning approach
to correlate new graph-based alert groups with known ones (stored in a knowl-
edge base). This enables analysts to leverage historical context to gain additional
information. This knowledge base provides a good way of maintaining knowledge
that can automatically be correlated with new alert groups.

Through experimentation, we have demonstrated that by carefully selecting
timeline-defining properties and time cut-offs, it is possible to combine related
alerts into a cohesive graph-based alert group corresponding to a specific attack
step. The evaluation showed that our graph-based approach outperformed a
simpler time-based approach in terms of group purity and recognisability. These
experiments have provided promising results for our first (RQ1l) and second
(RQ2) research questions.

To demonstrate the usability for downstream machine learning tasks, we em-
ployed a Graph Matching Network (GMN) to correlate new alert groups with
a knowledge base of historical incidents. Our experiments demonstrated that
GMNs can successfully identify similarities between current and historical alert
groups for attack types resulting in medium-sized graphs (10— 100 nodes). How-
ever, performance in terms of comparison speed diminished with larger graphs.
We have therefore provided positive results for our third research question (RQ3)
for medium-sized graphs, with some limitations identified for large graphs.

To conclude, the two main contributions of this paper are: (1) a formal
approach for constructing meaningful graph-based alert groups from raw alert
streams; and (2) a demonstration of the capability of Graph Matching Networks
for correlating these groups with historical incidents. This enables more abstract,
behaviour-oriented analysis and automated contextualisation of alerts.
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