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Abstract

Security-critical machine-learning (ML) systems, such as
face-recognition systems, are susceptible to adversarial exam-
ples, including real-world physically realizable attacks. Var-
ious means to boost ML’s adversarial robustness have been
proposed; however, they typically induce unfair robustness: It
is often easier to attack from certain classes (e.g., individuals)
or groups (e.g., genders) than from others. Several techniques
have been developed to improve adversarial robustness while
seeking perfect fairness between classes. Yet, prior work
has focused on settings where security and fairness are less
critical (e.g., classifying objects such as cars and ships).

Our insight is that achieving perfect parity in realistic
fairness-critical tasks, such as face recognition, is often
infeasible—some classes (e.g., siblings) may be highly simi-
lar, leading to more misclassifications between them. Instead,
we suggest that seeking symmetry—i.e., attacks from class i
to j would be as successful as from j to i—is more tractable.
Intuitively, symmetry is a desirable because class resemblance
is a symmetric relation in most domains. Additionally, as we
prove theoretically, symmetry between individuals induces
symmetry between any set of sub-groups, in contrast to other
fairness notions where group-fairness is often elusive.

We develop Sy-FAR, a technique to encourage symme-
try while also optimizing adversarial robustness and exten-
sively evaluate it using five datasets, with three model archi-
tectures, including against targeted and untargeted realistic
attacks. The results show Sy-FAR significantly improves fair
adversarial robustness compared to state-of-the-art methods.
Moreover, we find that Sy-FAR is faster and more consistent
across runs. Notably, Sy-FAR also ameliorates another type
of unfairness we discover in this work—target classes that
adversarial examples are likely to be classified into become
significantly less vulnerable after inducing symmetry.1

1Our code is available at: https://github.com/haneenn24/Sy-FAR
-Symmetry-based-Fair-Adversarial-Robustness.

1 Introduction

Adversarial examples—perturbed inputs that lead machine-
learning (ML) models to misclassify at deployment time—
pose a profound challenge to ML [3, 52]. Notably, adver-
sarial examples are not a hypothetical risk to ML, but can
be implemented under real-world constraints, thus harming
ML systems’ integrity in practical settings [14, 45]. For in-
stance, adversaries may physically realize attacks against
face-recognition systems via eyeglasses they can don to evade
surveillance or impersonate others [45, 46].

Realizing the imminent risk to ML systems that are be-
coming increasingly ubiquitous, researchers have explored
various directions to enhance models’ adversarial robust-
ness (e.g., [9, 15, 21, 33, 60] ). Different classes of defenses
have been proposed, ranging from inference-time counter-
measures that may refine classification boundaries or de-
rive security guarantees (e.g., [9, 21]) to adversarial training,
which augments training with attacks to improve robustness
(e.g., [15, 33, 54]). From these, adversarial training is partic-
ularly appealing due to significant improvements in robust
accuracy (i.e., accuracy under attacks) and preservation of the
time required to make inference during deployment.

Fairness Challenges in Robust Classification. While de-
fenses substantially improve adversarial robustness, they suf-
fer from fairness issues, due to disparities between classes
(e.g., individuals in the case of face recognition) or groups
(e.g., genders or ethnicities) [37, 40, 59]. In particular, while
defenses enhance adversarial robustness, they often do so un-
evenly across classes. Said differently, it is often significantly
easier to produce adversarial examples for inputs from certain
(source) classes than inputs from other classes. Besides ethi-
cal implications, these disparities in robust accuracy across
classes—a phenomenon termed unfairness source-class ad-
versarial robustness—have direct security implications. For
example, if such disparities exist in a face-recognition system
in surveillance, then certain subjects may still easily evade
detection although the overall robustness seems high. As
Fig. 1 shows, source-class unfairness is a significant issue in
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Figure 1: Per-class robust accuracy of face-recognition
model’s trained using different defensive methods on a subset
of PubFig dataset [23] using the VGG-16 architecture [49].
The models were trained to recognize a set of ten celebrities
with an equal number of males and females (§5). We report
results obtained with four methods: adversarial training [54],
two leading approaches for enhancing fair source-class ad-
versarial robustness (FAAL [63]and SpecNorm [18]), and
our proposed Sy-FAR method. Adversarial examples were
created with (untargeted) eyeglass attacks [45].

defended face-recognition models: certain subjects receive
significantly lower robust accuracy than others (e.g., Antonio
Banderas, first from the left, and Beyoncé, second from the
right, for the adversarially trained model).

Yet another fairness issue facing defenses that, to our
knowledge, we characterize for the first time (§6.3), is that
of unfair target-class robustness. Specifically, we find that
certain classes are more likely to be the “sinks” of misclassi-
fied adversarial examples. Put simply, adversarial examples
have higher probability of being misclassified into certain
classes than others. This form of unfairness directly affects
security: For example, in a face-recognition system that ex-
hibits target-class unfairness, specific individuals would be at
a higher risk of impersonation than others. Hence, in addition
to countering unfair source-class adversarial robustness, as
has been the focus of prior work (e.g., [18, 63]), it is critical
to address unfair target-class adversarial robustness.

Last, but not least, besides achieving fairness for individ-
uals, we should also seek to enhance fairness for different
groups, such as different genders or ethnicities, so no group
remains disadvantaged. Prior work has demonstrated that
unfair source-class robust accuracy is exhibited not only for
individual classes, but also for groups [37, 40]. A core chal-
lenge arising when seeking fairness for groups is that their
number may be excessively large (exponential in the number
of classes), rendering it prohibitive to improve fairness across
all groups [41]. Accordingly, to our knowledge, no existing
technique is able to promote fair adversarial robustness for an
arbitrary group that may be unknown at training time.

Established Solutions. Several methods have been proposed
to ameliorate unfair unfair source-class robustness [18, 28, 32,
51,57,59,63]. These roughly share the same principle: While
optimizing for overall benign and robust accuracy (so these
are preserved or improved compared to standard training),
they also seek to directly decrease the gap in robust accuracy
between classes (e.g., by assigning higher weights for classes
with lower robustness) or to increase the robust accuracy of
the class with minimal robustness. In doing so, leading ap-
proaches such as FAAL [63] and SpecNorm [18] substantially
improve source-class fairness. However, as shown in Fig. 1,
specific classes still remain highly vulnerable even under these
defenses (e.g., John Travolta, fifth from the left). Notably, pre-
vious work evaluated setups where fairness and security have
little implications, as they focus on artificial object classifica-
tion tasks (mainly, the CIFAR datasets [22]) and impractical
attacks where adversaries introduce imperceptible perturba-
tions (bounded in ℓp-norm) to induce misclassifications. As a
result, prior work’s ability to improve fairness while preserv-
ing robustness and benign accuracy (i.e., accuracy on clean
inputs) in realistic fairness- and security-critical settings re-
mains unknown. We address this gap by porting previous
approaches to realistic face-recognition settings (while also
evaluating them on the original setups).

Our Solution. In this work, we argue that achieving perfect
source-class fairness, as sought by prior work [18, 28, 32, 51,
57, 59, 63], may often be infeasible. For instance, assume
a setting where face recognition is trained to recognize un-
related individuals as well as two siblings (or even twins).
Naturally, misclassifications between the siblings would be
more challenging to prevent than misclassifications between
other individuals. Achieving perfect parity in this setting may
even be counterproductive, as it may require reducing the
robust accuracy of classes other than the siblings.

As an alternative, we propose to tackle fairness issues in
adversarially robust classification via a novel technique—by
encouraging symmetry between classes, as part of a frame-
work for Symmetry-based Fair Adversarial Robustness (Sy-
FAR). Besides optimizing for benign and robust accuracy,
Sy-FAR trains models that would be nearly as likely to mis-
classify adversarial examples from class i to j as they are to
misclassify in the other direction (§4). Intuitively, as class
resemblance is typically a symmetric relation, it is natural to
seek symmetry, such that misclassifications (of adversarial
examples) between class pairs would be equally likely. Con-
sequently, no class would be significantly more disadvantaged
against the other. Crucially, we find that promoting symme-
try boosts fair adversarial robustness from both source- and
target-class perspective (§6). Furthermore, as we formally
prove, ensuring symmetry for individual classes also leads
to symmetry between arbitrary groups (§7). Consequently,
Sy-FAR, in a way completely agnostic to group definitions,
encourages symmetry between arbitrary groups and, as a by-
product, enforces fair source- and target-group robustness for
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any arbitrary partition of classes into groups.
Our Contributions. We make several key contributions:

• We propose the Sy-FAR (§4), a defense encouraging sym-
metry in misclassification patterns of adversarial examples,
while optimizing benign and robust accuracy.

• We suggest a tractable, computationally efficient method to
optimize symmetry (through a differentiable loss function)
as part of Sy-FAR, lending itself to efficient integration in
the training of neural networks (§4.3).

• We extensively evaluate Sy-FAR on two vision tasks (face
and object recognition), using three model architectures,
and two attack types (§5). Importantly, in contrast to per-
vious work, we consider a realistic adversary producing
adversarial eyeglasses that would lead face-recognition to
misclassify [45]. Thus, our work considers a real-world set-
ting where adversarial robustness and fairness are critical.
Moreover, we compare Sy-FAR empirically to FAAL [63]
and SpecNorm [18], two state-of-the-art techniques.

• We find that, compared to past methods, by improving sym-
metry, Sy-FAR more substantially improves fair source-
class adversarial robustness (§6.2). For instance, on chal-
lenging face-recognition tasks with siblings where previous
methods are particularly asymmetric, Sy-FAR reduces the
gap between the most and least robust classes by≥41%.
compared to baselines. Importantly, Sy-FAR also preserves
and sometimes even improves benign and robust accuracy.

• We identify, to our knowledge for the first time, that ML
models exhibit unfair target-class adversarial robustness
(§6.3). Additionally, we find that Sy-FAR helps amelio-
rate this form of unfairness by encouraging symmetry. For
example, on face recognition, Sy-FAR makes the most vul-
nerable class ≥56% less likely to be erroneously selected
as the output of adversarial examples compared to baseline
methods.

• We theoretically prove that encouraging symmetry for
classes leads to symmetry for any partitioning of classes
into mutually exclusive groups (§7). As a result, Sy-FAR
encourages symmetry between any pair of arbitrary groups,
thus promoting fair source- and target-group adversarial
robustness.

• Interestingly, we find that Sy-FAR is more computationally
efficient (§6.4) and consistent at optimizing models for
fairness and robustness (§6.5) than alternative approaches.

The paper proceeds as follows. §2 discusses related work,
§3 lays out the threat model, and §4 presents the technical
approach behind Sy-FAR. Subsequently, §5 describes our
experimental setup before we proceed to presenting our re-
sults for fair (class-level) source- and target-class adversarial
robustness in §6 and group fairness in §7. §8 wraps the paper
with concluding remarks.

2 Related Work

2.1 Adversarial Examples

The proliferation of ML has raised researchers’ interest in
ML’s implications on system security. Researchers have
shown various attacks on ML privacy (e.g., [47]), integrity
(e.g., [4, 15, 52]), and availability (e.g., [48]), among others.
Specifically, adversarial examples have received a special
attention due to the potential risk they pose to deployed safety-
and security-critical systems during deployment: Numerous
attacks targeting models of varied modalities under different
assumptions and with various attack objectives were proposed
since the initial discovery of adversarial examples (e.g., [14,
31, 38, 43, 45, 64]).

While one class of adversarial examples leverages imper-
ceptible adversarial perturbations, bounded in ℓp-norm, to
mislead ML models [6, 12, 15, 36, 53], another class targets
more realistic settings where adversaries may be more bound
by practical constraints [14, 31, 43, 45, 46, 61]. For instance,
in the eyeglass attack against face recognition systems [45],
adversaries may need to physically realize artifacts that are
robust to printing and camera noise to mislead systems under
real-world constraints. Different types of attacks may have
untargeted or targeted variants [39]—i.e., aiming to achieve
arbitrary misclassification or misclassification into specific
classes, respectively—as well as other variants suitable for
other assumptions (e.g., white- and black-box [5, 29, 38]). In
this work, we study the fairness properties of ML models
subject to different attack types, with a particular focus on the
realistic eyeglass attack.

Defenses. Different forms of defenses against adversarial
examples have been proposed, including, but not limited to,
defenses that detect attacks (e.g., [35]); filter out adversarial
perturbations (e.g., [60]); smoothen the classification bound-
aries to reduce model vulnerability (e.g., [7, 9, 42]); verify
robustness against specific adversaries (e.g., [21]); and adver-
sarially train models to inherently increase their robustness
(e.g., [25, 33]). Due to its intuitive nature, its ability to im-
prove adversarial robustness in a practical manner against
different attack types, and absence of impact on model’s in-
ference time, adversarial training is particularly appealing
and was widely studied (e.g., [15, 26, 28, 30, 33, 44, 54, 58]).
Accordingly, in this work, we focus on improving the fairness
properties of adversarially trained models, especially against
more realistic attacks. As adversarial training is often com-
bined with other defenses (e.g., randomized smoothing [42]),
we expect that our approach and findings would also apply to
defenses other than adversarial training.

2.2 Fairness and Adversarial Robustness

Algorithmic fairness, in general, and fairness in ML, specif-
ically, have been extensively studied in recent years [55].
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Researchers have defined different fairness notions between
individuals and groups, ranging from precision parity to recall
parity [55], studied when notions can or cannot be satisfied
simultaneously (e.g., [8]), and proposed means to promote dif-
ferent notions of fairness (e.g., [10,50]). In addition to ethical
considerations that often motivate fairness, another key moti-
vation behind fairness is improving the general performance
of the system (e.g., benign accuracy), which sometimes stems
as a side effect of improving fairness [20].

Prior works has mainly focused on studying fairness in
the context of benign inputs (e.g., [1, 17, 20]). However, a
line of work has studied fairness in the context of adversarial
robustness—particularly, disparities in adversarial robustness
between different (source) classes and groups [37, 59]. While
defenses against adversarial examples such as adversarial
training significantly improve robust accuracy, they do not
guarantee fairness across classes or demographic groups. In
high-stakes applications such as face recognition, this limita-
tion is particularly concerning: a system may appear robust
overall, yet still perform disproportionately worse on cer-
tain classes or subpopulations, exposing vulnerable groups
to higher risks of misidentification or security breaches. In
concurrent work, Nanda et al. [37] and Xu et al. [59] noticed
that certain classes or groups may have significantly lower
robust accuracy than others. These efforts highlighted the
shortcomings of evaluating fairness only under benign con-
ditions, and reinforced the need for defenses that explicitly
address both robustness and fairness under attack. As noted
by Rosenberg et al. [40], similar disparities are also exhibited
by face-recognition models where face-obfuscation with ℓp-
norm bounded perturbations to attain privacy are less effective
for minority groups.

Improving Fair Adversarial Robustness. Several meth-
ods have emerged to tackle fairness in adversarial set-
tings [18, 28, 32, 51, 57, 59, 63]. In particular, Fair Robust
Learning (FRL) [59] aims to improve worst-class robust accu-
racy through a min–max framework that reweights adversarial
samples and adjusts attack strengths during trianing. Balance
Adversarial Training (BAT) [51] tackles fairness by encour-
aging uniformity in predicted classes and equalizing attack
difficulty across source classes. Fairness-Aware Adversar-
ial Learning (FAAL) [63] improves worst-class robustness
by dynamically reweighting samples and using a form of
so-called Distributionally Robust Optimization (DRO) to op-
timize worst-case performance. Last, Confusional Spectral
Regularization (SpecNorm) [18] introduces a method that pe-
nalizes the spectral norm of the confusion matrix to bound
the worst-case class-level robust error. Similar to SpecNorm,
Sy-FAR optimizes particular properties of the confusion ma-
trix on adversarial examples (§4). However, Sy-FAR departs
from norm-based constraints and instead focuses on direc-
tional imbalances in misclassification rates. SpecNorm and
FAAL are considered the leading approaches for enhancing
fair source-class adversarial robustness, thus we include them

in our experiments (§5).
In contrast to prior work, Sy-FAR aims to improve fair

adversarial robustness through novel means, by optimizing
symmetry—while this property sometime naturally arises,
misclassification patterns of adversarial examples between
most class pairs are often asymmetric [34]. Moreover, in this
work we identify disparities in target-class adversarial robust-
ness as a key limitation of existing techniques and show that
Sy-FAR helps make it less severe. Last, previous work has
mainly focused on predefined groups (e.g., genders or races),
while we show how to improve fair adversarial robustness for
any arbitrary group—addressing an issue that is known to be
computationally challenging for certain notions of fairness [].

We also note that previous defenses aiming to promote
fairness and robustness have mainly conducted evaluations on
object-classification benchmarks (e.g., CIFAR-10 and CIFAR-
100) where robustness and fairness have little-to-no security
or ethical implications. Moreover, they considered unrealistic
adversaries that may fail to harm integrity under real-world
constraints. In contrast, in this work, we mainly focus on high-
stakes settings by adapting prior techniques and evaluating
them along with Sy-FAR on face-recognition models against
realistic eyeglass attacks.

3 Threat Model

We consider settings where adversaries produce adversarial
examples to mislead ML-based image classifiers, particularly,
ones based on neural networks. The adversaries we consider
have white-box access to models, enabling them to efficiently
produce worst-case perturbations using their knowledge of
model weights, in contrast to black-box counterparts, which
often slower and achieve lower attack success [12]. More-
over, we consider adversaries launching either untargeted or
targeted attacks. Furthermore, we focus adversaries that use
realistic attacks against face-recognition (specifically, using
the eyeglass attack [45]). However, for better compatibility
with prior work on fair adversarial robustness [18,63], we also
study adversaries that produce imperceptible adversarial per-
turbations bounded in ℓp-norm against object recognition. In
both cases, the adversary’s goal is to maximize their success
rate—i.e., achieving any misclassification in the case of untar-
geted attacks, or obtaining misclassification to target classes
in the case of targeted attacks—thus maximally harming the
integrity of the ML-based system.

On the other side, the defender aims to prevent adversaries’
attempts to mislead the ML model to the extent possible (i.e.,
maximizing robust accuracy) while also maximizing benign
accuracy on clean inputs. Specifically, the defender induces
adversarial robustness at training time, through a form of ad-
versarial training. Crucially, in this work, we place strong
emphasis on fair adversarial robustness. In particular, addi-
tionally to deterring attacks and correctly classifying benign
samples, our defender also seeks to maximize fair source and

4



target adversarial robustness, both at the individual class and
group levels.

4 Sy-FAR’s Technical Approach

Our proposed symmetry-based regularization builds upon
confusion-matrix analysis, which has been recognized as
a foundation for fairness evaluation [16]. Here, however,
we focus on confusion matrices over adversarial examples.
We follow a standard adversarial training framework, where
the objective balances benign accuracy and adversarial ro-
bustness, and extend it with a fairness regularizer. Unlike
earlier fairness-oriented regularizers that rely on specialized
optimization schemes [18, 51, 59], Sy-FAR is conceptually
straightforward yet effective: it introduces a differentiable reg-
ularization term that explicitly enforces symmetry between
class pairs, thereby counteracting asymmetry in adversarial
settings. The intuition is that if examples of class i can be
perturbed to resemble class j, then the reverse should hold
as well—class similarity is fundamentally a symmetric re-
lation. Framing fairness in this way provides a natural and
tractable objective even when considering unbalanced or bi-
ased datasets. Moreover, the approach is computationally
lightweight, as evaluating the regularizer requires only a sin-
gle pass over the confusion matrix, making it well-suited for
scalable adversarial training.

Next, we provide intuition for why symmetry helps advance
fair adversarial robustness (§4.1), describe the symmetry reg-
ularizer (§4.2), and present Sy-FAR’s overall objective and
algorithm (§4.3).

4.1 Intuition: Why Symmetry?

Fig. 2 illustrates two confusion matrices over adversarial ex-
amples. While one matrix is asymmetric and another is sym-
metric, both represent models with an overall 60% robust
accuracy. Note, however, that the model with the asymmet-
ric confusion matrix exhibits unfair source- and target-class
adversarial robustness: class 2 has robust accuracy lower
by 40% than class 1, and adversarial examples have 40%
higher likelihood of being classified into class 1 than into
class 2. In contrast, the model with the symmetric confusion
matrix achieves fair source- and target-class adversarial ro-
bustness (both classes have identical robust accuracy and they
are equally likely of being selected as output of successful ad-
versarial examples). Thus, overall, this illustrative examples
shows that if we are able to maintain (or increase) robust accu-
racy while improving symmetry, it is possible to promote fair
adversarial robustness. In our experiments (§6–7), we find
that symmetry regularization indeed preserves or boosts ro-
bust accuracy, and, as expected, also improved fair adversarial
robustness from source- and target-class perspectives.
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Figure 2: An illustration of asymmetric vs. symmetric confu-
sion matrices.

4.2 Symmetry Regularization

Confusion matrices provide a natural way to visualize how
predictions are distributed across classes. In a standard
(“hard”) confusion matrix, each entry Ci j counts how many
examples from class i are predicted as class j. The diagonal
entries represent correct classifications, while the off-diagonal
entries correspond to misclassifications. A symmetric con-
fusion matrix, C, is one where Ci j = C ji, meaning that if
samples of class i are often confused with class j, the reverse
confusion occurs at a similar rate. By contrast, asymmetry
arises when one direction dominates, e.g., class i is frequently
misclassified as j but not vice versa. Such directional im-
balances reflect fairness issues: one class disproportionately
“loses” to another, making it more vulnerable under adversar-
ial perturbations (as illustrated in §4.1).

Producing standard confusion matrices requires comput-
ing predicted class labels. However, since we cannot use
hard predictions in gradient-based optimization due to non-
differentiability, analogous to how the benign loss relies on
softmax probabilities in lieu of discrete labels, we adopt a
similar approach here. Specifically, we define a soft confusion
matrix, where each entry Ci j represents the expected proba-
bility of samples from class i being predicted as class j. This
construction leverages the softmax outputs of the model, mak-
ing it directly compatible with gradient-based optimization.

Soft Confusion Matrices From Probabilities. Let K be the
number of classes. For a minibatch of B adversarial exam-
ples {(xb,yb)}B

b=1, where xb denotes the input image and yb
its ground-truth label, with model logits zb ∈ RK , we first
compute the softmax probabilities pb = softmax(zb) for each
sample. To estimate the confusion matrix in a differentiable
way, we form Ĉ ∈ RK×K by accumulating these probabilities
according to ground-truth labels: for each class i, we sum
(or equivalently average) the probability vectors pb over all
samples with yb = i, and assign the result to row i of Ĉ. In this
construction, each row corresponds to a true class, while each
column reflects the (soft) predicted distribution for that class.
We also track the number of samples per class using a count
vector n ∈ RK . Starting with Ĉ initialized with zeros, after
accumulating the soft predictions, we normalize each row

5



by the corresponding count to obtain a final soft confusion
matrix C ∈ RK×K . In other words, for each prediction pb, we
accumulate Ĉyb,:← Ĉyb,: + p⊤b . Subsequently, we normalize
each row i by ni, the number of samples in class i (i.e., we

set Ci,: ←
Ĉi,:

max(ni,1)
). Here, max(ni,1) prevents division by

zero in case a class is missing from the minibatch. Eventu-
ally, each cell Ci j estimates the conditional class distribution
P(ŷ = j | y = i) using soft predictions, where ŷ denotes the
predicted class of the adversarial example.
Pairwise Asymmetry Penalty. Sy-FAR’s goal is to reduce
directional bias between pairs of classes: if samples from class
i are often misclassified as class j, then misclassifications
in the reverse direction should occur at a similar rate. To
capture this, we define a penalty for each class pair, as follows.
For a class pair (i, j) with i < j, denote a =Ci j and b =C ji.
We then penalize relative asymmetry, scaled by the total
misclassification mass:

penaltyi, j =
|a−b|

a+b+ ε
· (a+b), (1)

where ε is a small constant for numerical stability, set in
proportion to the symmetry-loss weight hyperparameter (de-
fault ε = 1

K ). The first factor |a−b|
a+b+ε

measures the degree
of directional imbalance (zero when a ≈ b), while (a+ b)
scales the penalty more strongly for class pairs that the model
frequently confuses (i.e., large off-diagonal entries). This
scaling is important: without it, even negligible cases—such
as one misclassification in one direction and none in the
other—would contribute a large relative imbalance despite
being practically insignificant. By weighting with (a+ b),
the loss emphasizes meaningful asymmetries from frequent
confusions while downplaying spurious imbalances from rare
or single-sample errors.

The total symmetry loss then aggregates penalties across
all unordered class pairs:

Lsym(C) = ∑
1≤i< j≤K

penaltyi, j. (2)

Interpretation and Differentiability. The symmetry regu-
larizer is minimal when Ci j =C ji for all i ̸= j, and it increases
smoothly with both (i) the magnitude of asymmetry and (ii)
the amount of mutual confusion. This design directly targets
directional bias (e.g., A→B≫ B→A) while de-emphasizing
rare, noisy interactions. Moreover, all steps from logits→
softmax→ row-normalized C→ Eq. 2 involve mostly contin-
uous and differentiable operations (addition, multiplication,
absolute value, etc.), making the loss fully differentiable.

4.3 Training With Symmetry Regularization

Loss Composition. We follow the adversarial training frame-
work, where the objective balances benign accuracy and adver-
sarial robustness, and extend it with our symmetry regularizer.

Algorithm 1 Sy-FAR’s Algorithm

Require: dataset D, model fθ, attack A , weights
(λclean,λadv,λsym)

1: for each minibatch {(xb,yb)}B
b=1 do

2: Clean pass: z← fθ(x), Lclean←LCE(z,y)
3: Adversarial examples: xadv←A( fθ,x,y)
4: Adversarial pass:
5: zadv← fθ(xadv), p←softmax(zadv)
6: Soft confusion: build C per §4.2
7: Symmetry loss: Lsym(C)←∑i< j

|Ci j−C ji|
Ci j+C ji+ε

(Ci j +C ji)

8: Adversarial loss: Ladv←LCE(zadv,y)
9: Total loss: L←λcleanLclean+λadvLadv+λsymLsym(C)

10: Update: backpropagate ∇θL and step optimizer
11: end for

Specifically, the total loss combines clean loss, adversarial
loss, and symmetry loss:

L = λclean LCE(x,y) + λadv LCE(xadv,y) + λsym Lsym(C),

where LCE is calculates the cross-entropy loss on clean inputs
(x,y) and adversarial inputs (xadv,y); C is the soft confusion
matrix of the adversarial batch; and λclean,λadv,λsym > 0 are
scalar hyperparameters balancing the three losses.

Alg. 1 summarizes the training procedure, where each
minibatch involves a clean forward pass, adversarial example
generation, construction of the soft confusion matrix, and the
computation of the symmetry loss. The resulting objective in-
tegrates these components and updates the model parameters
accordingly via gradient descent.

Complexity. Computing Lsym(C) involves comparing each
unordered class pair (i, j) exactly once, resulting in O(K2)
operations per batch for K classes. The computation consists
only of simple element-wise differences and sums over the
confusion matrix, which are fully vectorizable on a GPU.
In typical regimes, the added cost is negligible compared to
the standard forward and backward passes, making Sy-FAR
highly efficient even for tasks with many classes.

5 Experimental Setup

This section outlines the baseline methods, datasets, models,
attack settings, and evaluation metrics used throughout our
experiments. A high-level summary of the experimental con-
figurations is provided in Table 1. We present the results in
§6, where we highlight consistent gains in robustness and
fairness over all baselines.

Datasets and Models. To evaluate fair adversarial robustness
under realistic settings, we conduct experiments on three vari-
ations of the PubFig face-recognition dataset [23]. First, we
use a gender-balanced subset of PubFig featuring ten celebrity
identities (five female, five male), with approximately 300
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Data Model Def. Eval Train

PubFig VGG-16 ROA Eyeglass
U+T 10e FT

PubFig +
Sibs VGG-16 ROA Eyeglass

U+T 5e FT

PubFig ViT ROA Eyeglass
U+T 5e FT

CIFAR-10 PreAct-ResNet18
PGD-ℓ∞

(ε = 8/255,
α = 2/255, 10 iters)

AutoAttack 200e
Scratch

CIFAR-100 PreAct-ResNet18
PGD-ℓ∞

(ε = 8/255,
α = 2/255, 10 iters)

AutoAttack 200e
Scratch

Table 1: Summary of experimental setups. U and T stand for
untargeted and targeted attacks, respectively. FT stands for
fine-tuning epochs, and Scratch denotes training from scratch.

images per identity.2 This selection was motivated by the
need to control for demographic imbalance: by ensuring
equal male–female representation, differences in misclas-
sification rates can be attributed to model behavior rather
than dataset bias. As our main model, we use the VGG-16
architecture [49], a well-established convolutional neural net-
work (CNN). Second, we modify the dataset to PubFigSIB
by replacing two female identities in PubFig with a pair of
visually similar female siblings.3 Doing so preserves the gen-
der balance (five male, five female identities) and the dataset
size (∼300 images per identity, as in PubFig), with the two
replaced identities selected at random to maintain diversity.
PubFigSIB setup stress-tests the system’s ability to ensure fair-
ness not only across gender but also among individuals with
high visual similarity—a critical scenario for symmetry-aware
fairness evaluation. Finally, we test generalization beyond
CNNs by applying Sy-FAR to a Vision Transformer (ViT)
trained on PubFigViT.

We pre-process all face images using the PyTorch-based
FaceX-Zoo toolkit [56], which provides standard pipelines for
face alignment and cropping. We adopt an 80/10/10 split for
training, validation, and testing, a standard ratio that provides
sufficient training diversity while keeping held-out data for
reliable evaluation. Across all experiments, we perform 10
independent repetitions per setup and report averaged results,
where each training method evaluated under its optimized
hyperparameters. All methods are fine-tuned on top of ad-
versarially trained models, where we empirically find that
five epochs suffice for the PubFigSIB and PubFigViT settings,
while ten epochs yielded optimal results for PubFig.

To enable direct comparison with prior work that focused
primarily on CIFAR-10 and CIFAR-100 [22], and to demon-
strate that our results generalize beyond face recognition, we
also evaluate Sy-FAR on these benchmarks [22] with Preact-

2Males: Antonio Banderas; Colin Powell; Hugh Grant; John Travolta;
Will Smith. Females: Jennifer Lopez; Meryl Streep; Oprah Winfrey; Reese
Witherspoon; Tyra Banks.

3We replace Meryl Streep and Oprah Winfrey with Dakota and Elle
Fanning, while retaining the remaining identities from PubFig.

ResNet18 model, as commonly used in the adversarial robust-
ness and fairness literature [18,51,59,63]. Since these datasets
do not capture the real-world fairness challenges central to
our work (e.g., demographic balance or sibling similarity),
we defer the detailed results in App. A. For both CIFAR-
10 and CIFAR-100 with PreAct-ResNet18, all models are
adversarially trained from scratch for 200 epochs.

Defenses and Baselines. All face recognition experiments
adopt the Rectangular Occlusion Attack (ROA) defense, fol-
lowing the FACESEC framework [54]. ROA simulates
physical-world patch-based occlusions by performing an ex-
haustive search over fixed-size rectangular regions to find the
most damaging location, then runs constrained attack within
that region. We use FACESEC’s default parameters: rectangle
size 70×70, stride (10,10), step size of α=20, and 100 attack
iterations, with occlusion color initialized to mid-gray (255/2
in pixel space). These settings give the best results in our
experiments, offering strong robustness while maintaining
competitive clean accuracy, and we adopt them consistently
across all face-recognition setups.

On CIFAR-10 and CIFAR-100, we adversarially train the
PreAct-ResNet18 model using PGD-ℓ∞ [33], with perturba-
tion budget ε=8/255, step size α= 2/255, and ten iterations per
step. This configuration is common in recent fair adversarial
robustness studies, including FAAL [63] and SpecNorm [18],
and thus provides a standard benchmark for comparison.

Fine-tuning for Enhancing Robust Fairness Since our fo-
cus is specifically on the challenge of fair adversarial robust-
ness, we build on adversarially trained models that already
achieve a reasonable level of average robustness. This strat-
egy is consistent with prior work, such as FAAL [63], which
fine-tunes on top of adversarial training to further improve
fairness-oriented objectives. In this context, we investigate
whether fairness can be effectively improved by fine-tuning
robust models, rather than retraining entirely from scratch.
Our experiments indicate that adversarial fine-tuning is a more
efficient approach: it enhances both fairness and robustness
while avoiding the overhead of training from scratch.

Accordingly, we adopt fine-tuning as our primary setting
for face-recognition tasks. For completeness, in the object
recognition benchmarks (CIFAR-10/100), we explored both
training from scratch and fine-tuning, and found their per-
formance to be nearly identical; reported numbers (App. A)
correspond to the best-performing configuration.

Attacks. We evaluate the face-recognition models under the
realistic eyeglass attack [45]. The attack overlays a fixed
eyeglass-frame mask onto the face image and perturbs pixel
values only within the masked region. The perturbation is
initialized to a fixed color maximizing the (mis)classification
loss. Adversarial examples are then refined through iterative
gradient-based updates constrained to the eyeglass region,
with momentum to stabilize optimization. We test a wide
range of iterations capturing both weak and strong attack
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Figure 3: Illustration of the eyeglass attack on the PubFig
dataset [24]. The top row shows original face images, and the
bottom row shows the same images perturbed with adversarial
eyeglasses [45]. The attack modifies only the pixels within
the eyeglass region, producing perturbations that are sufficient
to mislead face-recognition models.

regimes; results are reported for the strongest attack con-
figuratoin (wtih 300 iterations). Moreover, we use both the
untargeted (primarily) and targeted variants of the attack. This
setting reflects realistic threats where adversarial glasses can
be realized by adversaries to mislead face recognition, mak-
ing it a natural testbed for fairness evaluation. Fig. 3 depicts
attack examples with images from PubFig, demonstrating
how visually plausible perturbations can drastically impact
recognition outcomes.

On CIFAR-10 and CIFAR-100, evaluation is performed us-
ing AutoAttack [12], a parameter-free ensemble of four strong
adversarial attacks: (1) APGD-CE, (2) APGD-DLR [12],
(3) FAB [11], and (4) Square Attack [2]. Consistent with
prior fairness-aware adversarial training approaches, includ-
ing FAAL [63] and SpecNorm [18], we adopt this evaluation
setup as it provides a reliable benchmark for comparison.

Evaluation Metrics. We assess accuracy, robustness, and
fairness with multiple metrics:

• Benign Accuracy: The standard classification accuracy
under clean (unperturbed) inputs. This serves as a san-
ity check for overall model performance and ensures that
robustness or fairness improvements do not come at the
expense of degraded clean accuracy.

• Robust Accuracy: The average accuracy under adversarial
attack (untargeted or targeted, depending on the setup).
This is the primary measure of adversarial robustness and
is widely used in the literature (e.g., [13, 19, 27, 33, 62]).

• Source-class Fairness: We also evaluate fair adversarial
robustness with respect to the source class. We adopt two
standard metrics from the literature to quantify whether ro-
bustness is distributed evenly across classes [18,51,59,63]:
(1) Min (Worst-Class) Accuracy reports the lowest diagonal
entry of the row-normalized confusion matrix, capturing
the most vulnerable class under attack; and (2) Accuracy
Gap measures the difference between the maximum and
minimum values on the confusion matrix’s diagonal, mea-
suring disparity across classes.

• Symmetry-based Metrics: These metrics quantify direc-
tional bias in misclassifications using the hard confusion

matrix (C): (1) Max Asymmetry Gap measures the largest
imbalance between two classes, maxi, j |Ci j−C ji|; and (2)
Symmetry Loss is our regularization loss, Lsym(C), from
Eq. (2). These metrics reveal whether class confusions are
bidirectionally balanced (i.e., misclassification of adver-
sarial examples from i→ j occurs as often as from j→ i).
Lower values indicate more symmetric and fair behavior.

• Target-class Fairness: Here, metrics evaluate fairness
from the target-class perspective. For each target class
j, we compute the fraction of total misclassifications that
are directed into j:

Tj =
∑i̸= j Ci j

∑i̸= j ∑k ̸=i Cik
.

This target confusion share indicates how often class j be-
comes the destination of misclassifications. Based on the
fraction of total misclassifications, we define three quanti-
ties: (1) TgtMax = max j Tj: here, lower is better, since this
quantity reveals whether one class receives a disproportion-
ately large share of errors (bias); and (2) TgtMin = min j Tj:
here, higher is better, since very low values imply that some
classes are almost never predicted, rendering them more ad-
vantaged than others. (3) TgtStd = Std j(Tj): the standard
deviation across all {Tj} values, capturing how evenly mis-
classifications are distributed among target classes (lower
indicates greater fairness).

6 Class-Level Fairness: Experiment Results

This section presents our experimental results, demonstrat-
ing that, by improving symmetry between individual classes
(§6.1), Sy-FAR improves robust fairness from source- and
target-class perspectives while mostly preserving or improv-
ing benign and robust accuracy compared to baseline ap-
proaches (§6.2–6.3). Our experiments also demonstrate faster
run time compared to baselines (§6.4), and higher stability
across runs (§6.5). Overall, these results provide a compre-
hensive view of how symmetry-based regularization advances
robustness and fairness simultaneously across diverse settings
(datasets, model architectures, etc.).

In this section, we focus on untargeted eyeglass attacks
against the face-recognition models. We note that the results
on CIFAR-10 and CIFAR-100, reported in App. A follow
consistent trends with those obtained on the face-recognition
models. Similarly, results for the targeted eyeglass attack in
App. B also corroborate our main findings.

6.1 Symmetry Loss
We begin by evaluating whether explicitly optimizing for
symmetry in parallel to other objectives (as described in §5)
indeed improves symmetry on the adversarial examples pro-
duced from the test samples of the dataset. Table 2 summa-
rizes the results for the face-recognition datasets and models,
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using the untargeted eyeglass attack to produce adversarial
examples. It can be seen that, compared to vanilla adversarial
training, FAAL and SpecNorm, both yield better symmetry
(i.e., lower asymmetry gap and symmetry loss), showcasing
the connection between fairness and symmetry—optimizing
for fair source-class robustness directly improves symmetry
even without explicitly optimizing for symmetry. In compari-
son, Sy-FAR has the largest impact on symmetry, achieving
the lowest asymmetry gap and symmetry loss across all meth-
ods evaluated. Sy-FAR’s gains are particularly pronounced
in the PubFigSIB setting, where visually similar identities
exacerbate directional misclassifications.

Diving deeper into the results shows that asymmetry in
FAAL and SpecNorm stems from misclassifications between
particular pairs of classes, where adversarial examples from
one class are markedly more likely to be classified as the
other class than vice versa. For instance, in the case of the
PubFigSIB dataset (Fig. 4), FAAL and SpecNorm are particu-
larly asymmetric for classes 1 and 2 (Dakota and Elle Fanning,
two sisters), 6 and 8 (Jennifer Lopez and Reese Witherspoon),
and 6 and 9 (Jennifer Lopez and Beyoncé). By contrast,
Sy-FAR yields higher symmetry, including for challenging
classes where FAAL and SpecNorm struggle. Said differently,
with Sy-FAR, pairwise confusions are more symmetric and
no class disproportionately “loses” to another. Similar trends
are observed for the CIFAR datasets (Table 5 in App. A) and
targeted attacks (Table 8 and Fig. 8 in App. B).

6.2 Source-Class Robustness and Fairness

We next explore the effect of optimizing symmetry as part of
Sy-FAR on fair source-class adversarial robustness as well
as models’ overall accuracy and robustness. Specifically,
we focus on benign accuracy, robust accuracy, worst-class
robust accuracy, and robustness disparities between classes,
as these metrics are the standard metrics in the literature on
fair adversarial robustness [18, 51, 59, 63].

Table 3 presents the results for the face-recognition datasets
and models. It can be seen that Sy-FAR preserves or even
slightly improves benign accuracy compared to baseline ap-
proaches. In terms of robust accuracy, Sy-FAR consistently
surpasses prior methods, with the most striking improvement
on the challenging PubFigSIB setting: robustness improves
by 6.5% over the strongest baseline (SpecNorm) and 10.7%
over FAAL. This demonstrates that symmetry regulariza-
tion remains effective even when visually similar identities
exacerbate misclassifications.

For worst-class accuracy and the fairness gap, the gains are
even more dramatic. On PubFigSIB, compared to FAAL and
SpecNorm, Sy-FAR improves the minimum robust accuracy
by a factor of 62.6× and 3.5×, respectively, while narrowing
the disparity gap by 51.3% and 40.9%.

Overall, these results show that explicitly enforcing symme-
try yields both robustness and fairness gains even in the most

challenging scenarios, while preserving high clean accuracy—
a combination unmatched by established baselines. As shown
in Fig. 5, Sy-FAR yields the strongest diagonals, reflecting
the highest source-class robust accuracy among all methods.
Comparable patterns are evident for the CIFAR models (Ta-
ble 6 in App. A) and for targeted attacks (Table 9 and Fig. 8
in App. B).

6.3 Target-Class Fairness

If a target class is more likely to be selected as the output of
misclassified adversarial examples, this class could be sig-
nificantly disadvantaged compared to others. Particularly, in
the context of face recognition, such a class (i.e., individual)
may be at a disproportionally higher risk of impersonation
than other classes. Indeed, we find, to our knowledge, for
the first time, that certain classes are markedly more likely
to be selected as the output of adversarial examples than oth-
ers. Fig. 5 depicts this form of unfair target-class robustness.
Specifically, it can be seen that, for models trained via FAAL
or SpecNorm on PubFig, certain classes are disproportionally
more likely to be selected as the output of misclassified adver-
sarial examples (especially, Hugh Grant, Colin Powell, and
Will Smith). This issue is less pronounced for Sy-FAR.

Table 4 reports Target-Class Fairness metrics, which evalu-
ate how misclassifications are distributed across target classes.
We consider the maximum target confusion share (MaxTgt↓),
the minimum target confusion share (MinTgt↑), and the stan-
dard deviation across classes (Std↓).

In terms of MaxTgt, Sy-FAR consistently achieves the
lowest concentration of errors across all datasets. On the
challenging PubFigSIB setup, Sy-FAR significantly lowers
the worst-case error share to 0.2008, compared to 0.4543 for
SpecNorm and 0.5254 for FAAL, reducing the dominant error
sink by 55.8% and 61.8%, respectively. For MinTgt, Sy-FAR
raises the smallest target share across all setups, ensuring that
no identity is systematically neglected as a predicted class
and the gap between the most vulnerable and least vulnera-
ble target classes is small. Finally, for Std, which measures
dispersion of target shares, Sy-FAR consistently yields the
lowest values. On PubFigSIB, for example, it reduces dis-
persion to 0.0505 compared to 0.1226 for SpecNorm and
0.1480 for FAAL, cutting skew by 58.8% and 65.9%, respec-
tively. Overall, the results confirm that enforcing symmetry
improves not only robustness and source-class fairness, but
also target-class fairness—ensuring that no single class dis-
proportionately carries the burden of errors, even in the most
challenging setups.

In Fig. 5, Sy-FAR also produces the faintest off-diagonals
across columns, indicating fewer concentrated misclassifica-
tions and improved target-class fairness. Consistent trends are
also confirmed for CIFAR (Table 7 in App. A) and targeted
attacks (Table 10 and Fig. 8 in App. B).
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Method PubFig PubFigSIB PubFigViT

Asym. Gap ↓ Sym. Loss ↓ Asym. Gap ↓ Sym. Loss ↓ Asym. Gap ↓ Sym. Loss ↓

Adv. Train 0.5491 2.1812 0.3781 1.2967 0.3052 1.4260
FAAL 0.2728 1.0803 0.8159 1.8245 0.4210 1.7487
SpecNorm 0.1864 0.4854 0.6641 1.2933 0.2571 1.4029
Sy-FAR 0.1704 0.4162 0.2320 0.7214 0.2386 1.3159

Table 2: The impact of different training approaches on symmetry, as captured by the Max Asymmetry Gap and the Symmetry
Loss. The results are reported for three setups (PubFig, PubFigSIB, and PubFigViT), using the untargeted eyeglass attack to
generate adversarial examples, and are averaged across ten runs.
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(c) Sy-FAR

Figure 4: Asymmetry heatmaps on PubFigSIB, using the untargeted eyeglass attack to create adversarial examples. Each cell
(i, j) in the upper triangle reports the Asymmetry Gap, i.e., |Ci j−C ji| (see §5). Darker regions indicate stronger directional bias,
where adversarial examples from one class are more likely to be classified into the other class than vice versa. To keep the
visualizations representative, we show heatmaps from a single randomly selected run out of the ten repetitions.

Method PubFig PubFigSIB PubFigViT

Benign ↑ Robust ↑ Min ↑ Gap ↓ Benign ↑ Robust ↑ Min ↑ Gap ↓ Benign ↑ Robust ↑ Min ↑ Gap ↓

Adv. Train 96.91 58.34 2.50 92.62 95.35 68.62 28.65 67.39 82.02 63.22 32.25 61.66
FAAL 96.91 71.27 40.16 53.02 88.19 70.65 0.78 99.22 81.41 60.06 21.97 70.80
SpecNorm 98.26 86.41 66.25 33.75 93.04 73.46 14.06 81.84 83.39 65.68 30.86 62.86
Sy-FAR 98.53 89.44 70.72 29.28 95.47 78.23 48.85 48.37 83.87 67.82 33.66 58.57

Table 3: The impact of different training approaches on accuracy and source-class fairness. The results are reported for three
setups (PubFig, PubFigSIB, and PubFigViT), using the untargeted eyeglass attack to generate adversarial examples, and are
averaged across ten runs. We report benign accuracy (Benign↑), robust accuracy Robust↓, worst-class accuracy (Min↑), and the
class-level robust accuracy gap (Gap↓).

6.4 Run-time Comparison

We compare the computational cost of Sy-FAR against the
baseline methods on the PubFig dataset using a VGG16
backbone. Experiments were conducted on a cluster node
equipped with a single NVIDIA TITAN Xp GPU (12 GB),
and the reported times are averaged across ten independent
runs. Fig. 6 shows that Sy-FAR is substantially more efficient
than FAAL and SpecNorm. By contrast, FAAL is nearly five
times slower that Sy-FAR because of its bi-level optimization

procedure that repeatedly solves inner adversarial updates for
fairness-aware weighting. SpecNorm also incurs a significant
slowdown—more than a factor of two—stemming from the
need to compute the spectral norm of confusion matrix via
singular value decomposition once per epoch. By comparison,
standard adversarial training serves as the baseline cost (30
minutes/epoch), and Sy-FAR adds only a negligible overhead
on top of it, since the O(K2) operations from the confusion
matrix (§4.3) are minor compared to the far larger cost of
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(c) Sy-FAR

Figure 5: Confusion matrices for different methods on adversarial examples produced with untargeted eyeglass attack against the
PubFig setup. Diagonals indicate source-class robust accuracy; off-diagonals are misclassifications. To keep the visualization
representative, we show heatmaps from a single randomly selected run out of the ten repetitions.

Method PubFig PubFigSIB PubFigViT

MinTgt ↑ MaxTgt ↓ Std ↓ MinTgt ↑ MaxTgt ↓ Std ↓ MinTgt ↑ MaxTgt ↓ Std ↓

Adv. Training 0.0000 0.3174 0.0983 0.0276 0.2353 0.0631 0.0162 0.2291 0.0700
FAAL 0.0048 0.3145 0.0880 0.0048 0.5254 0.1480 0.0001 0.2141 0.0725
SpecNorm 0.0099 0.3120 0.0886 0.0141 0.4543 0.1226 0.0146 0.1805 0.0601
Sy-FAR 0.0103 0.2563 0.0796 0.0339 0.2008 0.0505 0.0224 0.1709 0.0591

Table 4: The impact of different training approaches on target-class fairness. The results are reported for three setups (PubFig,
PubFigSIB, and PubFigViT), using the untargeted eyeglass attack to generate adversarial examples, and are averaged across
ten runs. We report the minimum and maximum normalized misclassification into each target class (MinTgt↑ and MaxTgt↓,
respectively) and the standard deviation (Std) across target classes.
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Figure 6: Training time per epoch across different methods.

weight updates and adversarial example generation.

6.5 Stability Across Runs

Beyond average performance, a key requirement for defen-
sive methods is stability: producing consistently strong results
across different training runs. An unstable training method
may require multiple attempts or fail to converge reliably un-
der practical time and computational constraints. Indeed, we
find that certain approaches are markedly more stable than
others. We measure stability by examining the variance in

robust accuracy, worst class accuracy and accuracy gap across
ten independent runs. The results (shown in Figs. 9–11 in
App. C) demonstrate that Sy-FAR achieves superior stability
(i.e., lower variance) compared to alternative approaches not
only in terms of robust accuracy, but also in terms of fair ad-
versarial robustness. One possible explanation is that FAAL
relies on bilevel optimization for fairness-aware weighting,
which introduces additional non-convexity and sensitivity to
initialization, while SpecNorm applies global spectral con-
straints that can interact unpredictably with adversarial up-
dates. By comparison, Sy-FAR introduces a symmetry reg-
ularization term that, we posit, acts as a smoother objective,
reducing run-to-run variance without adding significant opti-
mization instability.

7 Fairness for Subgroup

Ensuring fairness across all subgroups is a central challenge
in ML. As Rothblum and Yona [41] point out, the number of
potential subgroups in a classification task grows exponen-
tially with the number of classes K. Specifically, the number
of possible partitions of K classes is given by the Bell number,
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which already exceeds 100,000 for K = 10. Even if we re-
strict attention to fairness between pairs of disjoint subgroups,
the combinatorial explosion remains substantial—there are
over 28,000 such pairs when K = 10—rendering exhaustive
subgroup fairness enforcement computationally infeasible.

To address this, Sy-FAR sidesteps the need to explicitly
define or enforce fairness for all possible subgroups. Instead,
Sy-FAR leverages a simple yet effective regularizer that pro-
motes pairwise symmetry in the confusion matrix: it directly
penalizes asymmetries in the likelihood of misclassifying
class i as j vs. j as i. Consequently, as we now show, by
minimizing these directional imbalances across all class pairs,
Sy-FAR implicitly enforces fairness not just at the individual
class level, but across any subgroup composed of these classes.
This property is powerful: when symmetry holds between
all class pairs, it induces symmetry over arbitrary partitions
and combinations of these classes. As a result, and as a
by product of the regularization, Sy-FAR’s symmetry-based
regularization leads to subgroup fairness, without requiring
explicit group labels, domain knowledge, or combinatorial
enumeration.

7.1 Defining (Sub)group Symmetry
To define subgroup fairness in classification, we build on the
soft confusion matrix defined in §4, where each entry Ci j
denotes the expected probability of predicting class j given
true class i. Recall that is constructed from softmax proba-
bilities over adversarial examples and each row sums to one.
Let P = {G1, . . . ,Gm} be a partition of the K classes into
m disjoint subgroups, with Gi ⊆ {1, . . . ,K} and Gi∩G j = /0

for i ̸= j. Each subgroup Gi may represent a demographic
attribute (e.g., gender), a shared feature (e.g., similar appear-
ance), or any meaningful grouping not necessarily known a
priori during training. Using this notation, we now define the
notion of symmetry at the (sub)group-level.

Definition 1 (Subgroup Misclassification Rate). Given a par-
tition P = {G1, . . . ,Gm} of the K classes, the subgroup mis-
classification rate from Ga to Gb is defined as

ĈGaGb :=
1

nanb
∑

i∈Ga

∑
j∈Gb

Ci j.

where na = |Ga| and nb = |Gb| are the subgroup sizes. This
quantity captures the average probability of misclassifying
a sample from subgroup Ga into any class in subgroup Gb,
adjusted for subgroup sizes.

Definition 2 (Subgroup Symmetry). Two subgroups Ga and
Gb are said to be symmetric if their misclassification rates
are approximately equal:

ĈGaGb ≈ ĈGaGb .

Subgroup symmetry ensures that errors between Ga and Gb
are not directionally biased.

7.2 From Individual to Subgroup Symmetry
The Sy-FAR method promotes a novel form of fairness by
enforcing symmetry in the confusion matrix, requiring that the
probability of misclassifying class i as j matches the reverse
direction, i.e., Ci j =C ji for all i ̸= j. This criterion, which we
refer to as class-level symmetry, is both intuitive and efficient
to compute.

To ensure fairness at the group level, however, we must
show that the same principle extends to partitions of the label
space. Formally, given any partition P = {G1, . . . ,Gm} of the
K classes, we require that the subgroup misclassification rates
are symmetric:

ĈGaGb ≈ ĈGbGa , ∀Ga,Gb ∈ P, a ̸= b.

At first glance, enforcing such subgroup symmetry appears to
demand evaluating an exponential number of subgroup pairs,
which is computationally prohibitive. Remarkably, we prove
that our class-level symmetry regularizer is sufficient: enforc-
ing Ci j = C ji at the class level implies subgroup symmetry
fairness across all partitions.

The key insight is that both notions of fairness—class-level
and subgroup-level—are derived from the same confusion
matrix . Symmetry at the level of individual off-diagonal
entries aggregates into symmetric relationships across groups.
We now formally state and prove the equivalence between
class-level and subgroup-level symmetry.

Theorem 1. Let C ∈RK×K
≥0 be a normalized confusion matrix.

Let P = {G1,G2, . . . ,Gm} be a partition of {1, . . . ,K} into
disjoint subgroups, then:

1. If C is symmetric, i.e., (Ci j = C ji for all i ̸= j), then
subgroup symmetry holds: ĈGaGb = ĈGbGa for all Ga ̸=
Gb in any partition P.

2. Conversely, if subgroup fairness holds for all partitions
P, then C must be symmetric.

Said concisely, C is symmetric if and only if Ĉ is symmetric
for all subgroup partitions.

Proof. (1) Class Symmetry⇒ Fairness for subgroups. As-
sume Ci j = C ji for all i ̸= j, and consider any two distinct
subgroups Ga,Gb. By definition,

ĈGaGb =
1

nanb
∑

i∈Ga

∑
j∈Gb

Ci j =
1

nanb
∑

i∈Ga

∑
j∈Gb

C ji.

Switching the order of summation (finite sums) gives

ĈGaGb =
1

nanb
∑

j∈Gb

∑
i∈Ga

C ji = ĈGbGa .

Thus ĈGaGb = ĈGbGa for all a ̸= b.

12



(2) Fairness for all subgroup partitions⇒ Class Symme-
try. Suppose ĈGaGb = ĈGbGa holds for all partitions. For two
classes i ̸= j, examine the following three-part partition:

G = {G1 = {i}, G2 = { j}, G3 = {1, . . . ,K}\{i, j}}.

We get that

ĈG1G2 =
1

1 ·1 ∑
p∈G1

∑
q∈G2

Cpq =Ci j,

and

ĈG2G1 =
1

1 ·1 ∑
p∈G2

∑
q∈G1

Cpq =C ji.

(Notice that n1 = n2 = 1.) By subgroup fairness, ĈG1G2 =

ĈG2G1 , hence Ci j =C ji. As this equality holds for any pair of
classes i ̸= j, C is class symmetric.

7.3 Empirically Assessing Subgroup Fairness
In §6, we empirically showed that Sy-FAR promotes fairness
for individuals under evasion attacks: In particular, Sy-FAR
increases symmetry as well as source- and target-class fair
adversarial robustness. Complementing the theoretical result
from §7, we now empirically demonstrate that optimizing
for symmetry at the level of individual classes also improves
symmetry, and as a by-product, source- and target-group fair
adversarial robustness, for subgroups. Notably, these im-
provements are attained in a manner completely agnostic to
the subgroup definitions, as Sy-FAR does not receive any
subgroup information as part of its input.

Datasets, Models, and Groups. We conduct our evaluation
on all three face-recognition setups presented in §5. To study
subgroup-level fairness, we focus on two demographic at-
tributes provided in the PubFig dataset [23]: gender (male
vs. female) and ethnicity (white vs. non-white). Class-to-
subgroup assignments follow directly from the PubFig anno-
tations.

Evaluation Metrics. To evaluate robustness and fairness at
the level of subgroups, we report robust accuracy for each
subgroup separately. The differences between subgroups’
robust accuracies inform us about the degree of unfair source-
group robust accuracy. Moreover, because we consider two
subgroups in each of the partitions, differences in unfair
target-group robust accuracies are similar to the differences
in source-group robust accuracy.

Evaluation Results. Fig. 7 reports subgroup robust accuracy
for gender on the PubFigSIB setup between males and females.
It can be observed that adversarial training exhibits a small
gap between males and females (0.1064), but the overall
robust accuracy is low. FAAL and SpecNorm achieve higher
overall robust accuracy than adversarial training; however,
males attain significantly higher robust accuracy, with the
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Figure 7: Subgroup robust accuracy by gender (male vs. fe-
male) on PubFigSIB.

gender gap reaching 0.36 for FAAL and 0.32 for SpecNorm.
By contrast, Sy-FAR not only achieves the highest overall
robust accuracy, but the gap between males and females is the
lowest (0.04), with females receiving higher robsut accuracy
than males. The results for datasets other than PubFigSIB
show identical trends (Table 11 in App. D), albeit Sy-FAR
fares best in the challenging PubFigSIB setting. The results for
the ethnicity partition (Fig. 12 and Table 12 in App. D) show
similar trends as those for the gender partition, with similar
levels of robust accuracy across gender and ethnicity groups.
Note that on all settings and between all subgroups, the gaps in
benign accuracy between subgroups is small (≤0.04). Overall,
these results confirm that symmetry-based regularization not
only encourages class-level fair adversarial robustness, but
also propagates to subgroup-level fair adversarial robustness,
substantially reducing demographic disparities under attacks.

8 Conclusion

This work introduced Sy-FAR, an approach for enhancing fair
source- and target-class adversarial robustness through sym-
metry. Sy-FAR is based on an the intuitive insight that class
resemblance is usually a symmetric relationship, i.e., misclas-
sifications of adversarial examples between classes should be
symmetric. We extensively evaluate Sy-FAR, comparing it
leading approaches [18, 63], on fairness- and security-critical
face-recognition tasks against realistic eyeglass attacks as
well as standard object-classification benchmarks commonly
used in the literature. Our results, among others, demonstrate
substantial improvements in fair source-class adversarial ro-
bustness while benign and robust accuracy are preserved or
improved; identify unfair target-class robustness as a risk
that Sy-FAR helps ameliorate; extend to group-based fairness
where we show theoretically and empirically how symmetry
advances fairness for arbitrary sub-groups in a computation-
ally efficient manner. Beyond fairness, Sy-FAR offers strong
practical advantages: It incurs only negligible overhead rel-
ative to standard adversarial training, in sharp contrast to
established methods, and it exhibits lower variance across in-
dependent runs, highlighting its stability and reproducibility.

Taken together, our work shows that enforcing symmetry
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is an effective and principled way to mitigate biased error
concentration while preserving robustness and scalability. We
view Sy-FAR as a step toward fair and reliable adversarial
training for safety-critical ML-based systems, and anticipate
that the idea of symmetry regularization can be extended to
broader domains and threat models in future work.
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A Evaluation on CIFAR-10 and CIFAR-100

While our primary focus is on face recognition, where fairness
disparities pose immediate security and social risks, we also
evaluate Sy-FAR on the widely used CIFAR-10 and CIFAR-
100 benchmarks with the PreAct-ResNet18 model. These
datasets and model are standard in the adversarial robustness
and fairness literature [18, 63], enabling direct comparison
with prior methods. Since they lack real-world fairness chal-
lenges such as demographic balance or sibling similarity, we
present the detailed results here in the Appendix, keeping
the main text centered on security-critical face recognition
scenarios.

Results Summary. Across both CIFAR-10 and CIFAR-100,
Sy-FAR achieves the strongest balance of robustness and
fairness. Table 6 shows that Sy-FAR improves robust accu-
racy over adversarial training and FAAL, while matching or
slightly exceeding SpecNorm, particularly on worst-class ac-
curacy. In terms of asymmetry (Table 5), Sy-FAR consistently
reduces directional bias, achieving the lowest asymmetry gap
and symmetry loss on both benchmarks. Finally, target-class
fairness results in Table 7 confirm that Sy-FAR distributes
misclassifications more evenly. Together, these results demon-
strate that even in standard object classification benchmarks,
Sy-FAR delivers robust improvements across all fairness per-
spectives while preserving competitive robustness.

B Evaluation Under Targeted Eyeglass Attack

In addition to the untargeted setting, we also evaluate all
methods under the targeted eyeglass attack, where adversarial
perturbations are optimized to force misclassification specif-
ically into a chosen (incorrect) target identity. We run the
same experimental protocol across all three datasets (PubFig,
PubFigSIB, and PubFigViT). Consistent with the untargeted
results, Sy-FAR achieves the strongest improvements across
all metrics, showing the lowest asymmetry and fairness dis-
parities while maintaining high robustness. These findings
confirm that symmetry regularization is effective not only
against arbitrary misclassifications but also in resisting tar-
geted adversarial attempts that deliberately push predictions
toward specific identities.

Results Summary Under the targeted eyeglass attack, Sy-
FAR consistently improves fairness across all dimensions.
Table 8 shows that it achieves the best symmetry loss, reflect-
ing reduced directional misclassification, a trend also visible
in Fig. 8. In these heatmaps, each cell represents the success
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CIFAR-10 CIFAR-100

Method Asym. Gap ↓ Sym. Loss ↓ Asym. Gap ↓ Sym. Loss ↓

Adv. Train 11.2 0.81 17.6 53.46
FAAL 9.8 1.17 15.9 38.80
SpecNorm 8.5 0.71 14.4 39.84
Sy-FAR 6.7 0.63 12.2 37.66

Table 5: CIFAR-10/100 (PRN18) — Symmetry. The impact of different training approaches on symmetry, as captured by the Max
Asymmetry Gap and the Symmetry Loss. Models are adversarially trained with PGD-ℓ∞ and evaluated with AutoAttack [12].
Results are averaged across ten runs. We report the Max Asymmetry Gap (Gap↓) and the Symmetry Loss (Loss↓).

CIFAR-10 CIFAR-100

Method Benign ↑ Robust ↑ Min ↑ Gap ↓ Benign ↑ Robust ↑ Min ↑ Gap ↓

Adv. Train 82.07 47.12 12.90 34.22 54.70 22.15 1.00 21.15
FAAL 82.38 49.80 33.50 16.30 56.82 21.96 3.00 18.96
SpecNorm 83.51 49.94 34.94 15.00 57.36 25.17 4.00 21.17
Sy-FAR 82.02 52.60 35.31 17.29 57.60 25.77 4.00 21.77

Table 6: CIFAR-10/100 (PRN18) — Accuracy and Source-Class Fairness. The impact of different training approaches on
accuracy and fairness across true classes. Models are adversarially trained with PGD-ℓ∞ and evaluated with AutoAttack [12].
Results are averaged across ten runs. We report benign accuracy (Benign↑), robust accuracy (Robust↓), worst-class accuracy
(Min↑), and the class-level robust accuracy gap (Gap↓).

rate of forcing an input from source class i to be misclassi-
fied as target class j. The diagonal is excluded, and darker
off-diagonal regions correspond to higher attack success rates.
Compared to all baselines, Sy-FAR exhibits the lowest off-
diagonal intensities, indicating stronger robustness against
targeted misclassifications.

Moreover, as summarized in Tables 9 and 10, Sy-FAR
strengthens fair source-class adversarial robustness, narrows
per-class disparities, and distributes misclassifications more
evenly across targets. Overall, these results demonstrate that
Sy-FAR preserves robustness while advancing fairness even
under targeted attacks.

C Stability

Figs. 9–11 demonstrate Sy-FAR’s ability to consistently op-
timize adversarial robustness and fairness across different
runs.

D Additional Subgroup Fairness Results

Complementing the results from §7.3, Fig. 12 shows the
robust accuracy for ethnic groups (white vs. non-white) on
PubFigSIB, while Table 11 and Table 12 report the benign and
robust accuracy gaps between gender and ethnicity groups
across all face-recognition setups we consider.
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CIFAR-10 CIFAR-100

Method MinTgt ↑ MaxTgt ↓ Std ↓ MinTgt ↑ MaxTgt ↓ Std ↓

Adv. Train 0.03 0.29 0.085 0.004 0.15 0.041
FAAL 0.04 0.24 0.071 0.006 0.13 0.036
SpecNorm 0.05 0.22 0.066 0.007 0.11 0.033
Sy-FAR 0.07 0.18 0.052 0.010 0.09 0.028

Table 7: CIFAR-10/100 (PRN18) — Target-Class Fairness. The impact of different training approaches on the distribution of
misclassifications across predicted classes. Models are adversarially trained with PGD-ℓ∞ and evaluated with AutoAttack [12].
Results are averaged across ten runs. We report the minimum normalized misclassification into a target class (MinTgt↑), the
maximum normalized misclassification into a target class (MaxTgt↓), and the standard deviation across classes (Std↓).

Method PubFig PubFigSIB PubFigViT

Asym. Gap ↓ Sym. Loss ↓ Asym. Gap ↓ Sym. Loss ↓ Asym. Gap ↓ Sym. Loss ↓

Adv. Training 0.64 5.7633 0.32 2.0882 0.27 1.9421
FAAL 0.20 1.3151 0.42 2.2802 0.51 2.3176
SpecNorm 0.49 2.2102 0.68 1.8345 0.35 1.6044
Sy-FAR 0.18 0.9722 0.16 0.5578 0.19 0.7389

Table 8: The impact of different training approaches on symmetry, as captured by the Max Asymmetry Gap and the Symmetry
Loss. The results are reported for three setups (PubFig, PubFigSIB, and PubFigViT), using the targeted eyeglass attack to generate
adversarial examples, and are averaged across ten runs.
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Figure 8: Confusion matrices for different methods on adversarial examples produced with untargeted eyeglass attack against the
PubFigSIB setup. Diagonals indicate source-class robust accuracy; off-diagonals are misclassifications. To keep the visualization
representative, we show heatmaps from a single randomly selected run out of the ten repetitions rather than averaged results.
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Method PubFig PubFigSIB PubFigViT

Robust ↑ Min ↑ Gap ↓ Robust ↑ Min ↑ Gap ↓ Robust ↑ Min ↑ Gap ↓

Adv. Training 99.8 99.0 1.0 98.0 95.0 5.0 99.7 96.0 4.0
FAAL 99.6 97.0 3.0 98.5 92.0 8.0 99.5 93.0 7.0
SpecNorm 99.4 94.0 6.0 98.6 94.0 6.0 99.2 98.0 2.0
Sy-FAR 100.0 100.0 0.0 98.7 93.0 1.0 99.9 95.0 1.0

Table 9: The impact of different training approaches on accuracy and source-class fairness. The results are reported for three
setups (PubFig, PubFigSIB, and PubFigViT), using the targeted eyeglass attack to generate adversarial examples, and are averaged
across ten runs. We report benign accuracy (Benign↑), robust accuracy Robust↓, worst-class accuracy (Min↑), and the class-level
robust accuracy gap (Gap↓).

Method PubFig PubFigSIB PubFigViT

MinTgt ↑ MaxTgt ↓ Std ↓ MinTgt ↑ MaxTgt ↓ Std ↓ MinTgt ↑ MaxTgt ↓ Std ↓

Adv. Training 0.0349 0.1481 0.0440 0.0147 0.2543 0.0700 0.0115 0.1527 0.0448
FAAL 0.0512 0.1491 0.0432 0.0350 0.2381 0.0360 0.0298 0.1689 0.0453
SpecNorm 0.0364 0.1842 0.0460 0.0360 0.3356 0.0817 0.0352 0.1763 0.0461
Sy-FAR 0.0350 0.1464 0.0430 0.0330 0.2959 0.0310 0.0331 0.1410 0.0427

Table 10: The impact of different training approaches on target-class fairness. The results are reported for three setups (PubFig,
PubFigSIB, and PubFigViT), using the targeted eyeglass attack to generate adversarial examples, and are averaged across ten runs.
We report the minimum and maximum normalized misclassification into each target class (MinTgt↑ and MaxTgt↓, respectively)
and the standard deviation (Std) across target classes.

Method PubFig PubFigSIB PubFigViT

Benign Gap ↓ Robust Gap ↓ Benign Gap ↓ Robust Gap ↓ Benign Gap ↓ Robust Gap ↓

Adv. Train 0.044 0.0777 0.023 0.1064 0.0323 0.0119
FAAL 0.014 0.1138 0.028 0.3653 0.0523 0.0785
SpecNorm 0.024 0.0378 0.015 0.3216 0.0431 0.1070
Sy-FAR 0.012 0.0238 0.013 0.0433 0.0429 0.0070

Table 11: Benign and robust accuracy gaps across three setups (PubFig, PubFigSIB, PubFigViT) for the gender (male/female)
subgroup. Lower is better (↓).

Method PubFig PubFigSIB PubFigViT

Benign Gap ↓ Robust Gap ↓ Benign Gap ↓ Robust Gap ↓ Benign Gap ↓ Robust Gap ↓

Adv. Train 0.024 0.0937 0.044 0.1064 0.034 0.1413
FAAL 0.027 0.1004 0.018 0.3653 0.026 0.2108
SpecNorm 0.024 0.1778 0.021 0.3174 0.022 0.1220
Sy-FAR 0.011 0.0239 0.009 0.1058 0.008 0.1120

Table 12: Benign and robust gaps across three setups (PubFig, PubFigSIB, PubFigViT) for the subgroup (ethnicity: White vs.
non-White). Lower is better (↓).
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Figure 9: Standard deviation in robust accuracy across ten
runs in PubFig under untargeted glass attack.
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Figure 10: Standard deviation in worst class accuracy across
ten runs in PubFig under untargeted glass attack.
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Figure 11: Standard deviation in accuracy gap (min-max)
across ten runs in PubFig under untargeted glass attack.
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Figure 12: Subgroup robust accuracy by ethnicity (white vs.
non-white) on PubFigSIB.
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