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Abstract

ML models are susceptible to risks to security, privacy, and
fairness. Several defenses are designed to protect against their
intended risks, but can inadvertently affect susceptibility to
other unrelated risks, known as unintended interactions. Sev-
eral jurisdictions are preparing ML regulatory frameworks
that require ML practitioners to assess the susceptibility of
ML models to different risks. A library for evaluating un-
intended interactions that can be used by (a) practitioners
to evaluate unintended interactions at scale prior to model
deployment and (b) researchers to design defenses which
do not suffer from an unintended increase in unrelated risks.
Ideally, such a library should be i) comprehensive by includ-
ing representative attacks, defenses and metrics for different
risks, ii) extensible to new modules due to its modular design,
iii) consistent with a user-friendly API template for inputs and
outputs, iv) applicable to evaluate previously unexplored un-
intended interactions. We present AMULET, a Python library
that covers risks to security, privacy, and fairness, which satis-
fies all these requirements. AMULET can be used to evaluate
unexplored unintended interactions, compare effectiveness
between defenses or attacks, and include new attacks and
defenses.

1 Introduction

Machine learning (ML) models are used in critical decisions,
such as healthcare care, hiring, and loan approval. These de-
ployments require key properties: security, privacy, and fair-
ness [7,11,12,28,32,37,43]. However, ML models face risks
that violate these properties [9, 11, 15]. Attacks exploit these
risks [1,7,14,16,32,36,38,42], while defenses aim to miti-
gate them [2,3,13,25,31,33,47,49]. We call the interaction
between a defense and its target risk an intended interaction.
However, practitioners must address multiple risks at once;
a defense for one risk can have unintended interactions with
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others by inadvertently increasing or decreasing their suscep-
tibility.

Regulators in several jurisdictions are drafting ML frame-
works that require assessing model susceptibility to different
risks [18,19,21,24,45]. Thus, we need an automatic way to
assess susceptibility to both intended and unintended inter-
actions. To this end, we propose a library that is: (i) compre-
hensive (representative attacks, defenses, and metrics across
risks); (ii) extensible (easy addition of new modules); (iii) con-
sistent (a simple API template for inputs and outputs); (iv) ap-
plicable (supports both intended and unintended interactions).
Existing libraries satisfy some, but not all, of these require-
ments. They either focus on a single risk (e.g. [23,39,48,51]),
omit unintended interactions (e.g. [4, 6,26, 28, 35,37, 40]),
or are difficult to extend with newer attacks or defenses
(e.g. [26, 35, 39,48, 51]). We provide more details in Sec-
tion 3.

We present AMULET, a library that meets these require-
ments. It implements attacks, defenses, and metrics for se-
curity (evasion, poisoning, unauthorized model ownership),
privacy (inference attacks), and fairness (discriminatory be-
havior). We envision AMULET being used by: i) researchers
to explore new unintended interactions, study how variants
of attacks, defenses, and metrics affect them, and design ef-
fective defenses, and, ii) practitioners to analyze trade-offs
when deploying ML defenses and inform training decisions
We claim the following main contributions: we

1. present AMULET!, the first library to evaluate both in-
tended and unintended interactions among ML defenses and
risks,

2. show that AMULET spans diverse risks (comprehensive),
has a modular design (extensible), and provides consistent
API templates (Section 4),

3. demonstrate applicability by evaluating previously unex-
plored interactions and comparing the effectiveness of various
defenses and attacks (Section 6).

Uhttps://github.com/ssg-research/amulet
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2 Background and Related Work

We introduce different risks to machine learning (ML) models
(Section 2.1), the corresponding defenses (Section 2.2), and
the interactions between them (Section 2.3).

2.1 Risks against Machine Learning

Following the systematization in previous work [11], we sum-
marize the different risks in ML to security, privacy, and fair-
ness. We start by summarizing different security risks (S1, S2,
and S3):

S1 Evasion involves a class of attacks that attempt to fool
a model M to misclassify inputs. The most common way
to force misclassification is by adding a small amount of
noise to data records to obtain adversarial examples [32].
The adversarial noise added to the data records is computed
by identifying the direction of higher loss for M [32]. Such
attacks are widely used as a benchmark for model robustness.

S2 Data Poisoning modifies M ’s decision boundary by
adding malicious data records to the training data set. This
forces M to misclassify inputs, leading to a loss of utility.
Backdoor attacks [16], a specific case of data poisoning, in-
ject a backdoor (or frigger) into M such that any input with
that trigger is misclassified. They remain a central challenge
because even a small fraction of poisoned data can signifi-
cantly degrade model utility.

S3 Unauthorized model ownership refers to attacks where
an adversary derives a surrogate model that mimics the func-
tionality of M. This may be an identical copy of M or derived
using model extraction attacks (training a local model using
the output of M [38].

We now present risks to privacy (P1, P2, P3, and P4):

P1 Membership Inference attacks aim to infer whether a
specific data record was part of M’s training dataset (D).
They exploit the difference in M’s predictions on data
records sampled from 9, and data records sampled from
elsewhere [7]. For example, training /M on cancer patient
data could allow an adversary to infer whether a patient has
cancer, even if this information is not explicitly included in
training or the output of M.

P2 Attribute Inference where the goal is to infer the value
of an attribute that is not included in the input or D;, [1].
When this attribute is sensitive (e.g., race or gender), it may
be a privacy violation in the case where the data owner does
not want to share this information. The inferred attributes can
often be socially or legally sensitive.

P3 Data Reconstruction recovers the average data record of
a particular class in 2, using the outputs of M [14]. Some
attacks may also recover individual data points [8]. In the
case of generative models, the adversary can force the model
to generate exact training data records [36].

P4 Distribution Inference infers properties of the distribu-
tion (e.g., ratio of men to women) from which training data
were sampled from [42]. The adversary exploits the difference
in M’s behavior using shadow models trained on datasets
with different distributions.

Finally, we present the risks to fairness (F):

F Discriminatory Behavior occurs when M behaves dif-
ferently between different demographic subgroups [13]. This
could be due to inherent bias in 2, or due to bias introduced
through training optimizations.

2.2 Machine Learning Defenses

For each of the risks, we present a corresponding defense. We
first present defenses against security risks (SD1, SD2, SD3,
and SD4):

SD1 Adversarial Training reduces the susceptibility against
S1 (evasion) by training M with adversarial examples [32].
We minimize the maximum loss from the worst-case adver-
sarial examples.

SD2 OQOutlier Detection works as a defense against S2 (data
poisoning). This works either by suppressing the effect of
poisoned data points while training [25], by detecting and
removing them from the training dataset [47], or by pruning
M after training [49].

SD3 Fingerprinting is a post-hoc defense against S3 (model
ownership verification) that extracts a unique fingerprint from
the victim model and the suspect model to differentiate be-
tween them [33]. Fingerprints can be extracted from various
model characteristics (for example, transferable adversarial
examples [31], decision boundary information [33]).

SD4 Watermarking is another defense against S3 that adds
watermarks (marked data records) to the training dataset that
can be later extracted to verify model ownership [3]. The
watermarks are typically out-of-distribution samples which
are memorized by M, and can be easily extracted during
verification [3].

To defend against risks to privacy (PD1):

PD1 Differential privacy (DP), specifically differentially
private stochastic gradient descent (DPSGD) [2], is a defense
against P1 (Membership Inference) and P3 (Data Reconstruc-
tion). DPSGD clips the gradients and adds an appropriate
amount of noise to them during training s.t. model observ-
ables are indistinguishable with and without a single data
record in the training dataset.

Currently, there are no defenses with theoretical guarantees
against P2 (Attribute Inference) and P4 (Distribution Infer-
ence).

Finally, we present adversarial debiasing (FD1) as a de-
fense for fairness risks:



FD1 Adversarial Debiasing ensures model behavior is sim-
ilar across different demographic subgroups. The most com-
mon approach for this is to use a GAN-style network where
the the adversary acts as the discriminator to try and predict
the demographic subgroup based on the differences in model
behavior [30,52].

2.3 Interactions among Defenses and Risks

Defenses are designed to protect against specific risks (as dis-
cussed in Section 2.2). However, a deployed model could be
susceptible to various risks simultaneously. Hence, a practi-
tioner must understand (a) the conflicts in combining defenses
to protect against multiple risks [43], and (b) the interactions
of the defense with other unrelated risks [11].
Conflicts among Defenses. Defenses can be combined to
protect against multiple risks simultaneously [12]. However,
defenses may conflict with each other and reduce the effec-
tiveness of defenses or model utility after combination [43].
These can be viewed as unintended interactions among de-
fenses.
Unintended Interactions Among Defenses and Risks.
When a defense designed to protect against a specific risk
is effective, it may increase or decrease susceptibility to other
unrelated risks (aka “unintended interactions™) [11,43]. For
example, using adversarial training increases the susceptibil-
ity to other risks to privacy [41] and fairness [5]. Duddu et
al. [11] systematically identified interactions among defenses
and risks. They showed that overfitting and memorization are
the underlying causes for unintended interactions. When a
defense is effective, it affects overfitting and memorization,
thus influencing the susceptibility to other risks that exploit
overfitting and memorization. In addition, the factors influ-
encing overfitting and memorization (e.g. size of the model
and training dataset, distance to the decision boundary, etc.)
also influence unintended interactions. However, they did not
present a comprehensive evaluation of various unintended
interactions.

In this work, we focus on unintended interactions between
defenses and risks.

2.4 Other Libraries

ML-Doctor [28] is the closest related work that consolidates
different privacy and security attacks such as model extraction,
model inversion (data reconstruction), membership inference,
and attribute inference attacks. Their goal is to evaluate the
attacks against some benchmarks to help understand their
relationship. In addition, they evaluate the impact of over-
fitting and data complexity on different privacy risks. Simi-
larly, [35] present the ML Privacy Meter. However, it is lim-
ited to membership inference attacks and does not consider
other interactions. Lastly, there are libraries for implementing
and benchmarking different variants of DP in ML [48,51]

There are separate frameworks that focus on the security
of ML models. They implement methods to evaluate robust-
ness threats against ML models by evaluating models against
several evasion and poisoning attacks. These frameworks also
implement adversarial training to help defend against these
risks [10,26,37,40]. The adversarial robustness toolbox also
includes some risks to privacy [37]. TROJANZOO [39] is
another security-focused library that primarily implements
backdoor attacks.

Finally, for discriminatory behavior, there are libraries that
implement methods for model explanations (e.g. Captum [23])
and algorithmic fairness [4, 6].

All these works design risks and defenses separately which
do not allow us to easily evaluate their interactions.

3 Problem Statement

Our goal is to design a library to evaluate unintended and in-
tended interactions among ML defenses and risks. However,
there are many challenges that make this evaluation difficult.
Different risks may use different datasets, threat models, and
implementations. Prior work shows even evaluation strate-
gies are often flawed and inconsistent [7]. Thus, there is a
need to standardize these differences to allow for a thorough
evaluation.

Desiderata. Ideally, a library must be:

D1 comprehensive by covering state-of-the-art attacks, de-
fenses, and metrics for different risks;

D2 consistent by offering a user-friendly API;
D3 extensible by allowing easy addition of new modules;

D4 applicable to evaluate both intended and unintended in-
teractions among ML defenses and risks.

Limitations of prior work. We surveyed and identified 11
libraries from prior work. These are summarized in Table 1
where we use @ if the requirement is satisfied, © if the re-
quirement is partially satisfied, and O if the requirement is not
satisfied. We discuss how different libraries satisfy various
requirements.

D1 Comprehensive. Among all the libraries, we find that 7 of
them partially satisfy (©) this requirement. These libraries
are comprehensive with respect to specific categories of risks.
The most comprehensive libraries for each category of risks
are: ART [37] for security risks, ML-Doctor [28] for privacy
risks, and Fairlearn [6] for fairness risks. However, none of
these libraries includes modules for all three types of risk.
D2 Consistent. With the exception of DPMLBench [48], all
the libraries listed are internally consistent (@). They provide
easy-to-use APIs that in most cases can be plugged into any
machine learning pipeline. Because these libraries often di-
verge widely in design, comparing risks across libraries is
difficult.



Table 1: Summary of prior work. @, ©, and O denote
whether the requirement is satisfied fully, partially, or not at
all. We also denote which type of risks each library includes.

Library \ D1 \ D2 \ D3 \ D4
CleverHans [40] © (Robustness) o [ ] O
ART [37] © (Security) [ ] © O
DEEPSEC [26] © (Security) o O O
TrojanZoo [39] O (Poisoning) [ ] O O
ML-Doctor [28] © (Privacy) [ ] [ ) O
ML Privacy Meter [35] | © Privacy o @] O
DPMLBench [48] O (Mem. Inf.) [)) O O
Opacus [51] O (Diff. Priv.) [ ] O @]
AIF360 [4] © (Fairness) [ ) [ ] O
Fairlearn [6] © (Fairness) [ ) [ ] O
Captum [23] O (Interpretibility) [ [ ) O

D3 Extensible. We consider a library extensible if users can
easily contribute to the library to add new attacks, defenses,
or metrics. If a library does not even contain a contributing
guide, this requirement is not met. If it contains a minimal
contribution guide, the requirement is partially satisfied (©).
If it contains a detailed contributing guide that includes code
formatting instructions, the requirement is satisfied (@). We
find that 5 of the libraries are extensible, while ART [37]
partially satisfies (©) the requirements.

D4 Applicable. While many of these libraries are comprehen-
sive, extensible, and consistent, none of them is applicable to
evaluate unintended interactions between different types of
risk (O). In the best case, users can evaluate some intended
interactions if the library provides both attack and defense
modules.

4 Design of AMULET

We design AMULET to be modular, and target the following
users: i) researchers who explore previously unexplored inter-
actions, study how variants of attacks, defenses, metrics, and
other factors influence the interactions, and design effective
defenses to mitigate unintended and intended interactions;,
ii) practitioners who analyze the trade-offs in deploying ML
defenses to specific to their domain, and regulatory environ-
ment.

We design AMULET to satisfy all four requirements dis-
cussed in Section 3.

Design Rationale. The core module in AMULET is a risk.
For each risk, we implement i) attacks which exploit the risk,
ii) defenses which protect against the risk, iii) metrics to eval-
uate the susceptibility to the risk. This modular structure is
depicted in Figure 2.

We now discuss how we design AMULET to be compre-
hensive, extensible, and consistent.

4.1 Comprehensive

We consider eight risks to security, privacy, and fairness that
cover six defenses and seven attacks. These risks are described
in Section 2.1. The list of attacks and defenses is summarized
in Table 2. The list of metrics is summarized in Table 3.

Table 2: Attacks and defenses currently implemented in
Amulet.

Risk ‘ Attack Defense

S1 PGD [32]
S2 BadNets [16]

PGD Adversarial Training [32]
Outlier Removal

Dataset Inference [33]
Watermarking [3]

S3 Tramer et al. [46]

P1 LiRA [7] DPSGD [2]
P2 Aalmoes et al. [1] -
P4 Suri et al. [42] -
P3 Fredrikson et al. [14] DPSGD [2]

F - Adversarial Debiasing

Table 3: List of metrics implemented in Amulet.

Risk | Metric

S1: Evasion

Robust Accuracy

Test Accuracy

§2: Poisoning Poisoned Data Accuracy

Accuracy
S3: Unauthorized Model Ownership | FPR
FNR

AUC Score
Balanced Accuracy
TPR@1%FPR

P1: Membership Inference

P2: Attribute Inference Balanced Accuracy

AUC Score
P4: Distribution Inference | Attack Accuracy
. MSE
P3: Data Reconstruction SSTM
Demographic Parity

True Positive Parity
False Positive Parity
Equalized Odds
P-Rule

F: Discriminatory Behavior

Currently, for each risk, we have selected the most popular
attacks and defenses with a robust implementation that works
across multiple datasets. Although this is a limited number
of attacks and defenses, we focus on covering a breadth of
risks instead of diving deep into a particular risk (which prior
work has done). Our hope is that, given our additional goals
of extensibility and consistency, it is easy to add an attack or
defense by the open-source community.



4.2 Consistent

For consistency, the outputs of each attack module within a
risk are the inputs to the metrics module. For a given risk, each
attack or defense takes a model and other hyperparameters as
input, except the poisoning attack (S2) which uses a dataset
as input. The only requirement is that the model is a PyTorch
nn.Module. This allows AMULET to be plugged into any
PyTorch pipeline.

Furthermore, AMULET provides many helper functions
to setup an end-to-end pipeline. These include data loading,
model initialization, training, and evaluation. All helper func-
tions, attacks, and defenses in AMULET have default values
that give reasonable results, assuming a VGG model archi-
tecture and the CelebA or CIFAR10 dataset (described in
Section 5).

Each attack, defense, and metric can be accessed using a
consistent module layout. For attacks:

amulet.<risk>.attacks.<attack>
For defenses:

amulet.<risk>.defenses.<defense>
And for metrics:

amulet.<risk>.metrics.<metric>

Figure 1 shows some code samples, assuming some stan-
dard variables that exist in most ML pipelines. We take inspi-
ration from Scikit-Learn where each algorithm is instantiated
as an object to set the hyperparameters. Then it is run using a
function call. Detailed examples are available on Github?

AMULET also provides an AmuletDataset class. Once a
dataset is converted to AmuletDataset, it is compatible with
any module in AMULET. Currently, all modules in AMULET
support image-based (2 dimensional) and tabular (1 dimen-
sional) datasets.

4.3 Extensible

AMULET includes a comprehensive contribution guide? that
makes it easy to add new modules. We use poetry* to al-
low contributors to easily set up a development environment,
ruff> and pyright® to enforce code quality. Contributors
can easily run our pre-commit’ hooks to ensure any submit-
ted code is consistent with the existing code.

Our modular structure, shown in Figure 2, allows contrib-
utors to add a new module without affecting other modules.

2https://github.com/ssg-research/amulet /tree/main/
examples

3https://github.com/ssg-research/amulet /blob/main/docs/
CONTRIBUTING.md

“https://python-poetry.org/

Shttps://docs.astral.sh/ruff/

Shttps://microsoft.github.io/pyright/

Thttps://pre-commit.com/

Contributors should ensure that the output of an attack (or
defense) module is consistent with the expected output for
attacks (or defenses) in that risk. Similarly, contributors can
add any metric calculation that accepts the outputs of an at-
tack (or defense) within the risk. In future work, we plan to
extend this functionality by using abstract base classes that
further standardize the expected inputs and outputs for an
attack, defense, or metric.

All helper functions in AMULET contain many config-
urable parameters to allow users to use AMULET in different
ways as part of different ML pipelines. The aforementioned
AmuletDataset class allows users to easily add new datasets
for evaluation.

We hope that this extensibility and consistency of the API
inspire the open-source community to further contribute to
AMULET.

S5 Experimental Setup

In addition to modules for risks, AMULET also defines mod-
ules for datasets, model configurations, and utility functions
that set up an end-to-end pipeline.

Datasets. Users can download preprocessed datasets using
the function amulet.utils.load_data There are currently
five datasets available in AMULET:

FashionMNIST consists of 60,000 training and 10,000 test
grayscale images of size 28 x 28, each belonging to one of
ten clothing categories [50].

CIFARIO consists of 60,000 images of 32 x 32 color images
belonging to one of ten classes, with 6,000 images per class.
There are 50,000 training images and 10,000 test images.
CENSUS contains 46,447 records with 42 demographic and
socioeconomic attributes from the 1994 US Census [22]. Sen-
sitive fields include gender and race, while others describe
education, occupation, and work hours. The classification
task is to predict whether annual income exceeds $50k, with
23,223 training and 23,224 test records.

Labeled Faces in the Wild (LFW) was originally developed
for facial recognition. It includes 13,233 images (original size
62 x 47) of public figures, combined with attributes such as
gender, race, and age from the Columbia Imaging and Vision
Laboratory (CAVE)®. These attributes convert LFW into a
property inference task [34], with each image flattened to a
vector of length 8,742.

CelebFaces Attributes Dataset (CelebA) is an image dataset
containing 202,599 images and 40 attributes for each im-
age [29]. It is often used as a computer vision benchmarking
tool for face attribute recognition (e.g. is the person in the
image smiling). AMULET uses CelebA for a binary classifi-
cation task with the default attribute "Smiling". Users using

8uwww.cs.columbia.edu/CAVE/databases/pubfig/download/1fw_
attributes.txt
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from amulet.evasion.attacks import EvasionPGD
from amulet.utils import get_accuracy
# Instantiate amulet.EvasionPGD to run evasion

evasion = EvasionPGD (model, test_loader, device, batch_size=256, epsilon=0.01

# Run evasion to get adversarial samples
adversarial_test_loader = evasion.attack()

# Adversarial accuracy

adv_accuracy = get_accuracy (model, adversarial_test_loader, device)

# To run Adversarial Training
from amulet.evasion.defenses import AdversarialTrainingPGD
adv_training = AdversarialTrainingPGD (

model,

loss_function,

optimizer,

train_loader,

device,

epochs,

epsilon=0.01,
)

defended_model = adv_training.train_robust ()

adv_accuracy_defended = get_accuracy (defended_model, adversarial_test_loader, device)

# To run Model Extraction

from amulet.unauth_model_ownership.attacks import ModelExtraction
from amulet.unauth model ownership.metrics import evaluate_extraction

model_extraction = ModelExtraction(
target_model,
attack_model,
optimizer,
criterion,
adversary_training_data,
device,
epochs,

)

attack_model = model_extraction.attack(

evaluation_results = evaluate_extraction(target_model, attack_model, test_loader, device)

Figure 1: Evasion, adversarial training, and model extraction using the Amulet API, assuming the target model, optimizer,
and loss criterion are available. Each attack, or defense, in a risk is instantiated as an object. Then, for attacks, simply call the
attack () function to run the attack. For defenses, it will be one of train_robust (), train_fair (), or train_private(),
based on the type of defense. Note: the attack_model on line 31 is an untrained model.

AMULET can easily change this attribute by changing a pa-
rameter.

Model Configuration. AMULET also provides some basic
models for quick testing, with configurable model sizes, input
and output dimensions, and the ability to include or remove
batch normalization where applicable:

e VGG [27]: includes VGGI11, VGG13, VGGI16, and
VGG19.

e ResNet [17]: includes ResNet18, ResNet34, ResNet50,
and ResNet101

* LinearNet: a simple fully connected neural network with
configurable layer sizes, similar to SciKit-Learn °.

https://scikit-learn.org/stable/api/sklearn.neural_
network.html

Pipeline Modules. We implement the following algorithms
in AMULET:

¢ S1 (Evasion) & SD1 (Adversarial Training): We use the
PGD algorithm from the CleverHans librarylo [32] to
generate adversarial examples for both evasion attacks
and adversarial training.

* S2 (Poisoning): We adopt BadNets from its original
implementation!! [16], which injects a simple trigger at
the edge of every input to induce misclassification.

* S3 (Unauthorized Model Ownership): We implement
model extraction using ML-Doctor [28], which trains
a surrogate model to minimize the mean squared error

0nttps://github.com/cleverhans-1lab/cleverhans
Uhttps://github.com/Billy1900/BadNet
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Figure 2: Overview of AMULET’s modular design: Top level modules are categorized into different properties (in blue ):
security, privacy, and fairness. Under each property, we include different risks which violate them (in orange ). Under each risk,

we include attacks which exploit the risk (in red ), defenses to protect against the risk (in green ), and metrics to evaluate the

susceptibility to the risk (in yellow ).

(MSE) between its output logits and those of the target * SD4 (Watermarking): We use the backdoor-based neural
model. network watermarking method from [3]'3, which em-
beds a unique pattern into the model’s behavior via a

* P1 (Membership Inference): We use LiRA [7], which es- backdoor trigger.

timates membership by comparing the model’s behavior
on an input to that of shadow models trained with and

without the input, using a likelihood ratio test. » PD1 (Differential Privacy): We incorporate differentially
private stochastic gradient descent using Opacus [51]'4,
« P2 (Attribute Inference): We implement the attack de- which ensures formal privacy guarantees during model
scribed in [1], which trains an MLP classifier on the training.
target model’s outputs to infer sensitive attributes of the
input data.

» P3 (Data Reconstruction): We use the implementation 6 Evaluating Applicability of AMULET
from ML-Doctor [28], which applies gradient descent to

reconstruct an input that maximizes the target model’s We have shown that AMULET satisfies D1, D3, D2, and now
confidence for a given class. demonstrate the D4 applicability of AMULET. First, we show
the baseline results for the risks implemented in AMULET

* SD2 (Outlier Removal): We implement outlier removal for the CelebA dataset. These baselines allow us to compare
by deleting records with the highest Shapley values, fol- the difference in metrics before and after a defense is imple-
lowing the data valuation approach in [20]. mented and may be used as a reference. We use these base-
lines to tune the default hyperparameters in the library. We

* SD3 (Fingerprinting): We implement the dataset infer- chose the CelebA dataset for our baselines, as it is an image-
ence method from [33]'2, which determines whether a based dataset that also contains sensitive attributes. Then, we
specific dataset was used to train a model by comparing show three examples of unexplored unintended interactions.

adversarial vulnerability fingerprints between models.

Znttps://github.com/cleverhans-lab/dataset-inference/ Bhttps://github.com/adiyoss/WatermarkNN
tree/main Ynttps://opacus.ai/api/privacy_engine.htnl
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Table 4: Evaluation of risks implemented in Amulet using the CelebA dataset. The test accuracy, robust accuracy, attack accuracy,
and fixed accuracy are denoted as Accye, AcCrop, AcCars, Acciy Tespectively. Similarly, Acc ;s is the accuracy on the poisoned
dataset. My, is the target model, Mpois is the poisoned model, and M, is the stolen model after model extraction. *Membership
Inference uses ResNet-18 architecture that is overfit on purpose.

Attack Model Architecture VGG11 VGG13 VGGI16 VGG19
Accre 91.21 £ 0.05 91.46 £+ 0.04 91.38 £ 0.03 91.41 £0.03
S1 (Evasion) AccCrop ‘ 10.08 £ 0.13 ‘ 8.60 £+ 0.05 ‘ 8.65 +0.02 ‘ 8.67 +0.04
Accpois (M) 8.13 +0.30 8.27 +£0.34 8.17 £0.19 7.57 +£0.31
S2 (Poisoning) Accre (Mpois) 91.16 £ 0.03 91.48 +0.04 91.39 + 0.03 91.37 + 0.08
Accpois (Mpois) 95.70 £ 0.21 96.70 + 0.10 96.62 + 0.18 96.75 + 0.18
S3 (Unauthorized | Accre (Myo1) 91.02 + 0.09 91.32 £ 0.07 91.42 + 0.08 91.39 + 0.06
Model Fid (M) 94.64 + 0.16 94.75 + 0.09 94.74 £+ 0.11 94.84 + 0.08
Ownership) Fideorr (Myzo1) 93.14 + 0.06 93.49 + 0.03 93.51 +0.02 93.41 £+ 0.04
Accyy 94.20 + 1.33 - - -
Accye 76.81 + 0.48 - - -
Offline Acc iy 50.41 £+ 00.13 - - -
P1 (Membership Offline AUC 0.49 £ 0.00 - - -
Inference)* Offline TPR @ 1%FPR 0.83 £0.11 - - -
Online Acc iy 60.67 + 00.70 - - -
Online AUC 0.64 +0.01 - - -
Online TPR@ 1 %FPR 2.70 +0.25 - - -
P2 (Attribute Accan 57.17 £00.15 | 57.12+00.12 | 57.27 £00.11 | 56.90 & 00.13
Inference) AUC 0.59 + 0.00 0.59 +0.00 0.59 + 0.00 0.58 + 0.00
P3 (Data MSE ¢ 0.20 + 0.00 0.20 + 0.00 0.20 + 0.00 0.20 + 0.000
Reconstruction) MSE, 0.19 + 0.00 0.19 + 0.00 0.19 + 0.00 0.19 + 0.00
MSE, 0.20 + 0.00 0.20 + 0.00 0.20 + 0.00 0.20 + 0.00

6.1 Baseline Results

Using the setup in Section 5, we run each experiment ten
times and report the mean and standard error. We train VGG
models for 100 epochs with cross-entropy loss and the Adam
optimizer, and evaluate each algorithm using AMULET ’s
metrics, comparing to the original paper when possible. Base-
line results are shown in Table 4. Overall, our reproductions
closely match prior work, with exceptions noted below.

S1 (Evasion). Prior work evaluates the PGD algorithm on
CIFARI10 using an epsilon of 8 (with the data range being
0—255). They report that the robust accuracy (Acc,,p) is be-
tween 0.8 — 3.5% for a ResNet model (Figure 6 in Appendix
C) [32]. We reproduced the results using AMULET with a
comparable model (ResNet34) and the same perturbation bud-
get (€ = 0.03), obtaining a robust accuracy (Accop) of 3.8%.
Our results using CelebA show a robust accuracy between
8.6% and 10%, which makes it less effective than the origi-
nal work. We suspect this is due to the CelebA dataset being
much larger in size (60,000 images vs. = 202,000 images),
as larger datasets result in a more robust model.

S2 (Poisoning). The original work only tested the attack on
the MNIST and traffic signs datasets [16]. Although MNIST
is no longer commonly used for algorithm evaluation — since
achieving 99% accuracy is relatively straightforward — we
reproduced the results in MNIST using a simple two-layer
CNN, obtaining a poisoning accuracy (Accpois) of 99%. Our

results show that using CelebA, the poisoned model achieves
a 97% Accpeis, while the clean model (9My,,) only achieves
a 8% Accpois. The low accuracy of the poisoned dataset
on M, suggests that the dataset is correctly poisoned. The
extremely high accuracy of the poisoned dataset on My, ¢
further suggests that the model learned the backdoor. Given
the high Accpeis on ﬂ/[,,(,is, the attack is effective.

S3 (Unauthorized Model Ownership). Previous work eval-
uates model extraction using CelebA and VGG19, using an
experimental setup similar to ours [28]. However, they com-
bine three attributes to form an 8-class classification problem
instead of the binary classification problem we use. The best fi-
delity they achieve between Mj,,; and M, using VGG19 and
CelebA is ~ 81%. The model extraction attack in AMULET
outperforms this by training a surrogate model with a fidelity
of =~ 94% for CelebA. We suspect that this is because the
target models in the prior work are more overfit than ours (Ta-
ble 2 in [28]). In addition, we also report the correct fidelity
(Fidcorr) between both models. Fid.,, is fidelity conditioned
on correctness, that is, when models agree, how often are they
also correct? Although this metric has not been reported in
previous work, we include it in AMULET for a more compre-
hensive evaluation suite.

P1 (Membership Inference). AMULET implements the true
positive rate (TPR) at a fixed false positive rate (FPR) of
1%, as recommended in prior work [7]. Furthermore, we also



include the balanced accuracy metric which finds the best
accuracy given the thresholds from the ROC curve. We also
report the AUC score. Prior work trained a ResNet model
on CIFARI1O0 as the target model. For the attack, they used
256 shadow models and achieved a TPR of 2.2% at 0.001%
FPR and 8.4% TPR at 0.1% FPR, and a balanced accuracy of
63.8% [7]. To achieve results close to the original work, we
had to use a ResNet-18 model and force the model to overfit
(as noted by the train and test accuracies in Table 4). A well-
trained generalized model using the entire CelebA dataset is
not susceptible to this membership-inference attack.

P2 (Attribute Inference). Recall that the goal of attribute
inference is to infer the value of an attribute that is not oth-
erwise available. This is measured using the attack accuracy
(Accyr) and the AUC score. Although prior work did not eval-
uate the algorithm on the CelebA dataset, we can look at the
range of Accy, across their results. In particular, the maximum
and minimum Accg; the authors achieved was 62% on the
Compass dataset and 53% Accgy on the MEPS dataset [1],
the minimum. We achieve ~ 57% accuracy for the CelebA
dataset (Table 4). Furthermore, during the preliminary tests
we achieved an accuracy of ~ 65% (Race) and ~ 59% (Sex)
on the Census dataset, which is in line with the accuracy of the
original work of ~ 56% (Race) and ~ 58% (Sex) on the same
dataset. Given the prior results and our preliminary testing,
we believe these results to be reasonable.

P3 (Data Reconstruction). Prior work applied the same algo-
rithm as AMULET using a similar model architecture on the
CelebA dataset (with 8 classes instead of 2 as mentioned un-
der S3 results). However, they achieved a lower MSE (= 0.1
vs. = 0.2) than our reproduction [28]. Since the attack finds an
average data point for a particular class, having more granular
classes could lead to a better attack and a lower MSE.

6.2 Unintended Interaction

Next, we use of AMULET to identify the nature of different un-
explored unintended interactions. We focus on i) unexplored
interactions and, ii) partially explored interactions where the
nature of the interaction is known, but the underlying factors
that influence it are unclear. We summarize both unexplored
and partially explored interactions in Table 5. To evaluate D4,
we give three examples of unintended interactions:

* SD1 (Adversarial Training) and P2 (Attribute Inference).

* SD1 (Adversarial Training) and S3 (Unauthorized Model
Ownership).

¢ SD2 (Outlier Removal) and S3 (Unauthorized Model Own-
ership).

SD1 (Adversarial Training) and P2 (Attribute Inference).
We first use the Census and LFW datasets to evaluate how
adversarial training (SD1) affects attribute inference (P2) and
summarize the results in Table 6. For this experiment, we

Table 5: Summary of the unexplored/partially explored unin-
tended interactions from SoK [11].

Defense — Risk

Unexplored Interactions:

SD1 (Adversarial Training) = P2 (Attribute Inference)

SD2 (Outlier Removal) = P3 (Data Reconstruction)

PD1 (Differential Privacy) = S3 (Unauthorized Model Ownership)
FD1 (Group Fairness) = S3 (Unauthorized Model Ownership)
SD3 (Fingerprinting) = S2 (Poisoning)

SD3 (Fingerprinting) — P3 (Data Reconstruction)

SD3 (Fingerprinting) — P2 (Attribute Inference)

SD3 (Fingerprinting) — P4 (Distribution Inference)

SD3 (Fingerprinting) — F (Discriminatory Behaviour)

Partially Explored Interactions:

SD1 (Adversarial Training) — P4 (Distribution Inference)

SD1 (Adversarial Training) = S3 (Unauthorized Model Ownership)
PD1 (Differential Privacy) — P2 (Attribute Inference)

FD1 (Group Fairness) — P2 (Attribute Inference)

FD1 (Group Fairness) = P4 (Distribution Inference)

reserve 50% of the training data for the adversary running the
attribute inference attack, which impacts the performance and
robustness of M4 and My, .

Looking first at CENSUS, we see that the attack accuracy
for the race attribute (Acc,; Race) starts at ~ 58% for the
baseline and increases to ~ 59% for €,,;, = 0.01, and then
stays constant at around 60%. The AUC for Race shows a
similar trend. Interestingly, we note the opposite trend when
we look at the same metrics for the Sex attribute. It starts at an
Accg of = 65% for the baseline without adversarial training,
but increases very slowly to ~ 67% at €,,, = 0.1. The AUC
for Sex follows the same trend. However, in both cases, the
difference in values is just =~ 2 p.p. Hence, we conclude that
the effect is nearly negligible in the case of CENSUS.

For LFW, the change in Acc; is more significant. The base-
line Accyy is &~ 66% and increases to =~ 72% for a €,,;, = 0.06,
and AUC follows a similar trend. Similarly to the results for
CENSUS, the metrics for the attribute Sex have the opposite
trend to the metrics for the attribute Race. However, it should
be noted that the adversarial training in LFW was not as ef-
fective as it was for CENSUS. At €, = 0.06, Acc,,p, for the
adversarially trained model (M, s) is only ~ 33%. Although
Accrop for My, is still higher than M4, it would be a stretch
to call this a robust model.

Based on these experiments, we would conclude that SD1

does not have a significant impact on P2.
SD1 (Adversarial Training) and S3 (Unauthorized Model
Ownership). We evaluate how adversarial training (SD1)
impacts the performance of model extraction attacks (S3),
summarized in Table 7. In this setting, the adversary extracts
Mj,r from a robustly trained model My, - We report results
across four datasets and observe that the interaction between
the two defenses varies by domain and robustness level.

On CENSUS and FMNIST, adversarial training has minimal
a effect on extractability. Across increasing robustness levels
(€105 from 0.01 to 0.10), the surrogate model M;,; maintains



Table 6: Interaction between SD1 Adversarial Training and P2 Attribute Inference. Acc,, is the accuracy on test dataset, Acc,op
is the test accuracy on dataset with adversarial examples for model with (M, ) and without SD1 (My;4). Accqa; and AUC are
the attack accuracy and AUC score on correctly inferring Race or Sex attribute. We do not observe a significant and consistent
change in susceptibility to P2 on training a model with SD1.

CENSUS

‘ Accye ‘Accmb (M) ‘Accmb (Myer) ‘Acca,, (Race) ‘AUC (Race) ‘ Accyy (Sex) ‘ AUC (Sex)

Baseline (M;;4) | 81.99 =+ 0.57 - - 58.58 +-0.88 | 0.61 £ 0.01 | 65.06 = 1.210.69 & 0.01
€op =001 |82.53+£0.44|73.87 £ 1.18 | 81.15 £ 0.68 | 59.64 £ 0.53 | 0.62 £ 0.01 | 65.88 = 0.80 | 0.70 + 0.01
€05 =0.03 |83.00 £ 0.26 | 44.25 +4.27 | 80.10 £ 0.79 | 60.23 + 0.63 | 0.63 & 0.01 | 66.23 & 0.58 | 0.70 % 0.00
€05 =0.06 |83.40 £ 0.36|22.70 & 1.95 | 80.03 £ 0.64 | 60.28 & 0.31 | 0.63 == 0.00 | 66.78 = 1.09 | 0.71 + 0.01
€op=0.1  |83.70£0.24|20.89 & 0.88 | 76.03 £ 2.58 | 60.60 & 0.59 | 0.64 £ 0.01 | 67.44 = 1.07 | 0.72 = 0.01

LFW

| Acce | Accrop (Mya) | Accrop (Mger) | Accan (Race) |AUC (Race) | Acca (Sex) | AUC (Sex)

Baseline (M;;4) | 82.84 + 0.56 - - 66.80 = 4.07 | 0.73 £ 0.05 | 76.59 + 1.00 | 0.84 + 0.01
€05 =0.01 |81.36+0.67 | 54.31 & 1.48 | 75.09 £ 0.95 | 68.41 + 6.43 | 0.74 = 0.08 | 76.16 = 0.74 | 0.84 + 0.01
€05 =0.03 |79.57 +£0.59 | 18.66 & 0.48 | 50.22 £ 2.39 | 68.64 & 3.65 | 0.76 £ 0.05 | 75.22 = 0.91 | 0.82 + 0.02
€05 =0.06 |78.47 £0.66 | 17.20 +0.55 | 33.28 £2.58 | 72.37 £ 2.79 | 0.79 = 0.04 | 75.06 = 1.30 | 0.82 + 0.01
€op=0.1 |81.294£0.92|17.154+0.57 | 19.25 +0.85 | 67.79 £ 5.38 | 0.74 £ 0.05 | 75.78 & 1.42 | 0.82 = 0.01

high fidelity (Fid) to the robust model M, s, achieving up
to =~ 98% and ~ 96%, respectively. Correct fidelity (Fid,,,)
remains stable, around 84% for CENSUS, and decreases from
~ 88% to ~ 82% from FMNIST. Since My, retains high
test accuracy (Accye), My effectively approximates both its
behavior and correctness.

In contrast, on more complex datasets like LFW and CIFAR,
we observe a different pattern. Fidelity (Fid) continues to in-
crease with stronger adversarial training, showing that M,
is more closely tracking M, s predictions. However, Fidc,,
drops substantially, which is expected because My, itself
becomes less accurate at higher €,,, values. For instance, on
CIFAR, at €, = 0.10, My, s has Accie = 62% and Accyqp ~
19%, while M, achieves only = 61% test accuracy and a
Fid of ~ 87% (the highest on CIFAR). This indicates that
M,y faithfully replicates a model that is increasingly incor-
rect.

Taken together, these findings suggest that adversarial train-
ing can, in fact, increase susceptibility to model extraction, as
itleads to more consistent and predictable decision boundaries
that are easier to imitate. While adversarial training reduces
test accuracy and increases robustness of the model itself,
it appears to also enhance the extractability of the model’s
behavior. More robust training may thus inadvertently aid an
attacker in constructing high-fidelity surrogates However, this
requires more research with better-tuned adversarial training
to confirm this trend more conclusively.

SD2 (Outlier Removal) and S3 (Unauthorized Model Own-
ership). Finally, we evaluate the interaction between outlier
removal (SD2) and unauthorized model ownership (S3). As
the percentage of outliers removed increases, the test accuracy
of the defended model (%ef) decreases. This is expected
since SD2 uses Shapley values to identify data records with
the highest influence, and removing them can degrade accu-
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Figure 3: Comparison of Accs, of ﬂvfdef and Fid between
M. s and M, for the given percentage of outliers removed
from My,s. Acc. shows a clear downward trend, while fi-
delity is not affected. The colors differentiate the dataset,
while the dotted lines represent Acc;, and the solid lines rep-
resent Fid.



Table 7: Interaction between SD1 Adversarial Training and S3 Unauthorized Model Ownership. Acc;, is the accuracy on test
dataset, Acc,p is the test accuracy on dataset with adversarial examples for model with (M, ) and without SD1 (My4). Fid and
Fid.,, is the fidelity and correct fidelity between ﬂ\/[dgf and the stolen model (My;,;).

CENSUS
‘ ACC/E (%ef) ‘Accmb (%td) ‘ Accmb (%ef) ‘ %tolz ACCw ‘ %ml: Fid ‘ ﬂ/[stol: Fid(ror
Baseline (M;4) | 81.95 £+ 0.62 - - B = B
€, =0.01 8227 £1.59 | 7325 £ 1.15| 81.43 = 1.84 | 82.74 £ 1.69 (9530 £0.98| 84.10 £+ 1.47
€00 = 0.03 82.88 £ 0.74 | 4240+ 5.58 | 80.33 £ 1.69 | 8330 £0.62 |96.44 +£0.74 | 84.31 £0.51
€,0p = 0.05 83.02 £0.89 | 26.02 £4.46 | 78.99 =2.91 | 83.46 +0.88 [96.95 £ 0.60| 84.28 £+ 0.76
€00 =0.10 84.06 £ 0.15 [ 2032+ 1.65| 79.23 +£2.45 | 84.38 £0.15 |98.34 £ 0.38 | 84.79 = 0.21
FMNIST
‘ Accye (%ef) ‘Accmb (Mtd) ‘ Accrop (%ef) ‘ Mml: Accye ‘ ﬂ/[sml: Fid ‘ Mml: Fidcur
Baseline (M) | 85.67 = 0.31 - - - - -
€00 =0.01 84.81 £0.69 | 77.38 £0.73 | 80.63 £ 0.69 | 84.45 +£0.60 |92.42 +0.45| 88.27 £ 0.59
€0 =0.03 84.92 £0.43 | 42.54 £ 1.31 | 74.59 +0.72 | 84.32 +0.37 |94.76 £ 0.34| 87.07 = 0.36
€00 =0.05 83.86 £0.58 | 19.59 £0.91 | 69.08 + 1.46 | 83.26 - 0.43 [95.78 £ 0.23 | 85.39 £ 0.38
€05 =0.10 80.58 £0.63 | 7.97 £0.33 | 58.55+2.10 | 80.30 + 0.51 [96.16 £0.37| 82.15 £+ 0.46
LFW
‘ Accre (m/[def) ‘Accrab (Mtd) ‘ AcCrop (Miaj) ‘ Mml: Accre ‘ %mﬁ Fid ‘ %tul: Fideor
Baseline (M) | 82.89 4 0.63 - - - - -
€,0p =0.01 81.04 £1.22 | 52.51 £1.79 | 74.80 =2.48 | 78.73 +3.48 [87.91 £4.13| 84.00 £ 1.34
€00 =0.03 77.83 £1.62 | 18.03 £0.65 | 55.08 £9.00 | 77.84 £ 1.91 [89.11 +3.48| 81.31 £2.61
€05 = 0.05 76.62 £2.22 | 17.154+0.63 | 45.78 £ 12.10 | 76.83 £2.73 |90.73 £2.79 | 79.54 &+ 3.36
€0p =0.10 65.99 £0.61 | 17.12 +0.63 | 59.68 £ 13.60 | 65.97 £ 0.67 | 99.74 £ 0.30 | 66.02 & 0.68
CIFAR
‘ ACCM (%ef) ‘Accmb (Mtd) ‘ Accrop (%ef) ‘ Mml: Accre ‘ Mmli Fid ‘ Mmli Fidcor
Baseline (M) | 83.30 & 1.93 - - - - -
€00 =0.01 80.85 £0.26 | 23.82 £ 1.82 | 66.82 +£0.57 | 79.30 £ 0.77 [83.94 £ 0.85| 88.14 £+ 0.42
€05 = 0.03 70.69 £0.44 | 9.12+£0.76 | 38.85+0.84 | 70.31 £ 1.21 |79.17 £0.73 | 79.82 +0.78
€0p = 0.05 66.31 £0.78 | 7.96 £ 1.23 | 26.86 £0.58 | 66.18 £0.80 |78.94 £ 1.09 | 74.78 £ 0.76
€0b=0.10 |62.65+ 1541 5.20+1.66 | 19.29 +£7.96 |61.43 £+ 15.63 |86.77 £ 1.26| 66.62 £+ 17.33

racy [20] . In the case of CENSUS, for example, Acc;, drops
from ~ 84.6% (baseline) to ~ 81% (10% outliers removed),
all the way to ~ 77% (40% outliers removed). Analyzing the
effect this has on unauthorized model ownership, Figure 3
shows that while Acc;, of ﬂffdef drops significantly for all
datasets, the fidelity of M, stays constant (in the case of
CENSUS) or drops slightly (in the case of CIFAR and FMNIST).

This suggests that outlier removal does not affect unautho-
rized model ownership. In Figure 4, we compare Fid,,, with
Accye — they both trend downward. For CIFAR, removing
10% of the outliers results in a > 7.5 p.p. drop in both Accy
and Fid.,.. While the general agreement between M, s and
M, 4 is not affected by the removal of the outliers, the agree-
ment on the data records that both models classify correctly is.
We attribute this to the drop in Acc;.. We conclude that SD2
does not affect S3.

7 Discussion

Extending AMULET to modern architectures. Most mod-
ules in AMULET assume simple model architectures that are
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now obsolete in favor of transformer-based models or diffu-
sion models. We did this because most ML security research
up until recently has used these old architectures to evaluate
algorithms. Since AMULET uses implementations from popu-
lar ML security research papers, it is not trivial to adapt every
algorithm to work with more modern architectures. Although
it is easy to plug these modern architectures into AMULET, it
is questionable whether the same algorithm would perform
as expected. Thus, more research would be required to under-
stand how applicable older algorithms are to more modern
architectures.

Adding more attacks and defenses. As explained in Sec-
tion 4, while AMULET covers a wide range of risks, the major-
ity of the modules in AMULET are not state-of-the-art attacks
or defenses for a particular risk. While selecting the initial
algorithms to include in AMULET, we prioritized algorithms
with open-source implementations that have been analyzed by
multiple peer-reviewed articles. Furthermore, each algorithm
that we implemented required rigorous testing, as our goal
was to use the algorithm with a variety of datasets and models.
Thus, it would be helpful if the open source community could
add more attacks and defenses to AMULET to make it more



Table 8: Interaction between SD2 Outlier Removal and S3 Unauthorized Model Ownership.

M My (% of outliers removed followed by retraining)
std 10% | 20% | 30% | 40%
CENSUS
Accye 84.60 +0.16|81.80 + 0.30|80.73 + 0.52|79.43 + 0.45|77.61 £ 0.39
Mo Accre |84.56 + 0.14 (81.71 4 0.37|80.63 + 0.61 [79.41 4+ 0.43 |77.55 + 0.47
Mor: Fid  199.12 4 0.08 |98.88 £ 0.24[99.07 4 0.14[99.17 £ 0.19]99.00 + 0.19
Mior: Fideor | 84.14 £+ 0.17 [81.19 4 0.36 | 80.22 + 0.6279.00 + 0.43 | 77.08 + 0.37
LFW
Accye 81.40 +0.83|80.78 + 1.19|79.41 + 1.65|77.61 + 2.78 |78.25 + 0.29
Mio1: Accre [80.96 1 0.48 |80.08 £ 1.16|78.77 4+ 2.24|78.03 £ 2.53|76.09 & 1.04
or: Fid  194.55 +£0.67|94.31 4+ 1.53]93.35 4+ 1.56|95.47 + 0.59|93.46 + 2.37
Mso1: Fideor | 78.46 = 0.38 |77.58 £ 0.66|75.76 = 1.96 | 75.56 £ 2.56|73.90 & 1.64
FMNIST
Accye 83.51 £0.55|79.19 + 0.58|78.40 + 1.09 |75.39 + 1.22|75.22 + 1.27
Mro1: Accre [82.74 +0.66|79.61 £ 0.67[79.28 4+ 0.45|74.79 £ 1.46|75.65 + 1.58
or: Fid ~192.89 +0.45(90.61 4+ 0.34|89.68 + 0.56|89.72 + 0.59|88.75 + 0.85
Mso1: Fideor |80.27 4+ 0.58 | 75.65 £ 0.70|74.66 4+ 0.90 | 71.03 £ 1.48|70.91 &+ 1.62
CIFAR
Accye 83.65 +0.38|75.35 +0.33|73.86 + 1.32|71.86 + 0.67|70.50 + 1.01
Mo1: Accre [82.03 +0.56|75.81 +0.48|74.26 + 1.32|72.13 £ 1.11|71.62 + 1.25
sror: Fid  186.52 +0.32(84.66 + 0.76|84.14 + 1.37|83.83 + 0.49|83.61 + 0.89
Mior: Fideor | 77.73 £ 0.54|70.17 + 0.41 | 68.54 £ 1.68|66.49 + 0.92(65.43 + 1.26
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Figure 4: Comparison of Acc,, and Fid,,,, for the given per-
centage of outliers removed from M, r. Both measures follow
follow a similar downward trend. The colors differentiate the
dataset, while the dotted lines represent Acc;, and the solid
lines represent Fid,,-. Error bars omitted for readability.

useful to study unintended interactions.

Studying conflicting defenses. While AMULET is good at
studying the effect of one defense on another unrelated risk, it
is still difficult to study how two defenses interact with each
other. For example, both adversarial training and DP-SGD
are applied during training, such case is not implemented by
AMULET. This is important to study for real-world deploy-
ments where a user may need to defend their models against
multiple risks at the same time [43].
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For example, the effect of SD1 on fingerprinting (SD3)
is probably worth studying. Depending on the techniques
used, many fingerprinting techniques exploit decision bound-
aries [33,44] and transferrable adversarial examples [31,43]
in some way to verify model ownership. Since SD1 affects
the decision boundary and adversarial examples of the model,
it is questionable whether SD3 will work alongside SD1.
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