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Control Analysis and Design for Autonomous
Vehicles Subject to Imperfect AI-Based Perception
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Abstract—Safety is a critical concern in autonomous vehicle
(AV) systems, especially when Al-based sensing and perception
modules are involved. However, due to the black box nature of
Al algorithms, it makes closed-loop analysis and synthesis partic-
ularly challenging, for example, establishing closed-loop stability
and ensuring performance, while they are fundamental to AV
safety. To approach this difficulty, this paper aims to develop new
modeling, analysis, and synthesis tools for AI-based AVs. Inspired
by recent developments in perception error models (PEMs),
the focus is shifted from directly modeling AI-based perception
processes to characterizing the perception errors they produce.
Two key classes of Al-induced perception errors are considered:
misdetection and measurement noise. These error patterns are
modeled using continuous-time Markov chains and Wiener
processes, respectively. By means of that, a PEM-augmented
driving model is proposed, with which we are able to establish
the closed-loop stability for a class of Al-driven AV systems
via stochastic calculus. Furthermore, a performance-guaranteed
output feedback control synthesis method is presented, which
ensures both stability and satisfactory performance. The method
is formulated as a convex optimization problem, allowing for
efficient numerical solutions. The results are then applied to
an adaptive cruise control (ACC) scenario, demonstrating their
effectiveness and robustness despite the corrupted and misleading
perception.

Index Terms—Autonomous vehicles, perception uncertainty,
Al-induced error modeling, closed-loop stability, performance
guaranteed control synthesis.

I. INTRODUCTION

UTONOMOUS vehicles (AVs), due to their automated

and intelligent nature, find a broad range of applications
not only in industry areas but also for public uses [1]-[4]. One
supportive and fundamental technology for AVs to operate
at a higher autonomy is attributed to the wide deployment
of artificial intelligence (Al) based perception algorithms and
models. These Al systems are capable of efficiently processing
a vast amount of raw sensory data, such as images and point
clouds captured by on-board sensors, and converting them
into low-dimensional perceptual information (e.g., positions
and velocities of surrounding objects). This processed infor-
mation is then fed into control modules to facilitate intelligent
decision-making and planning [5]-[8]. On the other hand, the
behavior and reliability of these components could pose new
challenges for AVs to safely and satisfactorily achieve their
goals, for example, following a car ahead and adaptive cruise
at a constant speed without any collisions.
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In automotive applications, almost all of the tasks are in-
herently safety-critical. As a result, significant research efforts
have been devoted to improving and ensuring the safety of
various Al-driven automated driving systems (ADSs) [1], [3],
[6], [7], [9], [10]. In industry, one of the most common and
cost-effective methods for evaluating the behavior of AVs
is through virtual simulation testing, by which many typical
scenarios and contexts that AVs may encounter in reality can
be easily set and tested [6], [10]-[12]. However, this method
can be overly idealized and may lead to the results that deviate
significantly from the real-life situations. For example, the
simulators and sensor modeling are often simplified in order to
ensure computation efficiency [11], [13], [14]. To enhance the
fidelity of simulations while maintaining low computational
costs, a promising alternative approach, called perception error
model (PEM), has recently been proposed [15]. The PEM
incorporates sensing and perception pipeline into a single
module, therefore circumventing the need for high-precision
sensor modeling. Interestingly, the goal of PEMs is not to seek
a better modeling for the input-output mapping, but rather
to explicitly model the underlying Al-induced uncertainties.
It is shown in [10], [16] that PEMs can serve as efficient
and effective alternatives to replacing sensing and perception
systems. These models are then utilized to study the impact of
perception errors on safety of AVs [10], [17]. Similarly, PEMs
are used to estimate the failure probabilities in an automated
emergency braking system [18], and the authors also argue
that the photorealistic, high-fidelity simulations may not be
essential for evaluating the ADS safety, as long as the key
characteristics and the probabilistic distributions of perception
errors are sufficiently represented.

The aforementioned works mainly focus on generating
simulated driving scenarios that better replicate the real-world
situations, in which the properties of Al-based autonomous
vehicles can be tested. With the aid of digital testbeds, various
automated driving polices are able to be explored. To achieve
desired driving tasks, methods such as rule-based approaches
and intelligent driver models (IDMs) have been widely utilized
in industry, owing to their effectiveness and simplicity [19]-
[22]. An iterative linear quadratic regulator is designed to
solve nonlinear motion planning with constraints [23]. More
recently, learning-based approaches have gained popularity for
their adaptability to unknown and unseen situations [24]. In
these studies, while the uncertainty on environments can be
considered, they usually assume ideal perception. However,
as highlighted earlier, modern Al-based perception systems
frequently suffer from errors and even certain sort of faulty
outputs (e.g., misdetection, misclassification, occlusion, etc.).
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Ignoring these issues in design can lead to unsafe and risky
driving behavior in practice [25]-[27]. Therefore, designing
driving policies that are aware of erroneous perception is of
significant importance. In [28], the uncertainty in localization
is considered in the stage of motion planning. An estimation
strategy is proposed to compensate for perceptual errors and
leads to efficient regulation for connected and automated traffic
[29]. In [30], perception-aware model predictive control is
studied to improve robustness to noisy sensor inputs. Besides
Gaussian noise, the effect of intermittent packet dropout over
communication networks is addressed in the field of vehicular
platooning [31]-[33]. Kalman filtering based techniques are
widely utilized in such cases against the intermittent observa-
tions [34], [35].

While extensive efforts has been made to validate the safety
and performance of Al-based autonomous vehicles, the results
are largely based on synthetic digital simulations [10], [15]-
[18]. Due to the numerical nature of those approaches, it is
impossible to cover all potential driving scenarios and, thus,
makes the evaluation inherently restrictive. This motivates the
need for a formal framework that enables to study and reveal
underlying interactions analytically between performance of
Al-driven perception systems and autonomous driving. In
terms of driving policy design, earlier works can manage either
noisy measurements or intermittent communications indepen-
dently [28], [30]-[32], yet limited attention has been given to
the coupled effects of both factors and, indeed, there remains
a gap to address Al-based perception in autonomous vehicles.
In addition, most of these schemes primarily concentrate on
algorithmic aspects and lack rigorous discussions on resultant
vehicle’s closed-loop properties.

To bridge this gap, this paper aims to provide a formal
framework, by which the closed-loop properties of Al-based
autonomous vehicles can be analytically established. The pro-
posed framework enables also control synthesis that explicitly
accounts for those effects caused by the Al-driven perception
systems and ensures desired behavior across all scenarios. It
is worth noting that the closed-loop stability and performance
are fundamental to the safety of autonomous vehicles. Stability
guarantees that the vehicle remains controllable and behaves
robustly to various errors and disturbances. Performance (e.g.,
response speed and steady-state errors) means that the AV can
accurately follow desired trajectories, maintain safe distances,
and avoid collisions. Without a stable and well-performing
closed-loop system, the safety of Al-based autonomous vehi-
cles cannot be assured. The contributions are threefold:

o To address the challenge of representing Al-based percep-
tion systems which normally are formed by deep neural
networks [7], a novel modeling means is introduced based
on perception error models (PEMs); rather than focusing
on input-output mappings, this approach emphasizes the
description of Al-induced perception errors [10], [15],
[17], [18]. Specifically, two typical Al-induced error
patterns, that is, misdetection and measurement noise,
are particularly concentrated and modeled by Markov
chains and Gaussian processes, respectively, as these
two have been demonstrated to have significant impacts
on behavior of Al-based vehicles [10], [15], [16]. With

this modeling, a PEM-augmented driving model (PEM-
ADM) is proposed to describe the error behavior of
certain autonomous driving systems. It is important to
note that unlike traditional state-space models, PEM-
ADM incorporates a heterogeneous source of uncertainty
in its measurement equations.

o Based on the PEM-ADM, the effects caused by the Al-
based perception are formally investigated. More pre-
cisely, the closed-loop properties of Al-based autonomous
vehicles, such as stability and steady-state accuracy, are
analyzed. A sufficient condition is developed to establish
the stochastic stability of the closed-loop in the mean
square sense. Moreover, an upper bound on the steady-
state error is provided, and this offers insights into how
imperfect perception and controls could affect overall
driving performance.

o Two efficient output feedback control synthesis methods
are proposed. One allows to design controllers that en-
sure stochastic stability, even though the measurement
information is concurrently affected by Markovian mis-
detection and Gaussian noise. Furthermore, the second
control synthesis approach not only guarantees closed-
loop stability, but also allows for specification of desired
driving performance, for example, faster convergence and
improved steady-state accuracy. The presented perfor-
mance assured method is formulated as a constrained
convex optimization problem with linear matrix inequal-
ities. Therefore, it can be efficiently solved off-line by
existing numerical solvers. The developed results are
validated through an adaptive cruise control case study,
demonstrating their effectiveness and robustness under
corrupted and misleading perception.

The rest of the paper is organized as follows: Section II
presents the modeling for Al-based AV systems and states the
problem. The main results on control analysis and synthesis
are developed in Section III. Results are then applied to an
adaptive cruise control problem in Section IV. Section V
provides illustrative examples, and Section VI concludes the
paper.

Notation: Denote dx as the differential of z, and (t)
the time derivative of x. The symbol E[-] stands for the
mathematical expectation of a random variable, and £ stands
for the infinitesimal operator of a stochastic process. Denote
the transpose of a matrix A by AT. A symmetric matrix
A > 0 means A is a positive definite matrix and, conversely,
A < 0 a negative definite matrix. Ajq.(A), Amin(A4) denote
the maximum and minimum eigenvalues of A, respectively.
A~! denotes the inverse of A. The pseudo inverse is denoted
by A™. Function diag(-) defines a diagonal matrix. The trace
of A is denoted by tr(A).

II. MODELING AND PROBLEM STATEMENT
A. Perception Error Model

In practice, the Al-based perception process typically com-
prises two components, that is, sensing and perception (S&P)
systems. The outputs of the S&P are subsequently fed into the
control modules to make informed decisions, as illustrated in
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Fig. 1. Schematic of signal flows within an ADS.

Fig. 1. However, due to the complicated mechanism of sensing
and Al perception algorithms, it remains a significant chal-
lenge to incorporate S&P systems into closed-loop analysis
for autonomous driving tasks.

To overcome this difficulty, instead of looking for the
modeling for S&P input-output, PEMs focus on characterizing
the statistical properties of Al-induced perception errors [10],
[15], [17], [18]. More specifically, the outputs of the Al-based
perception systems are represented by

PEM(W) =W + ¢ (1)

where WV denotes the actual world or the environment where
the ego vehicle operates in, and € captures the underlying
errors and uncertainties caused by the Al-based perception
process. In this formulation, the sole need is to represent error
characteristics € of perception instead of the whole S&P input-
output.

This paper will particularly focus on two fundamental
classes of Al-induced perception errors, namely, misdetection
and measurement noise. These two factors have been demon-
strated to have major impacts on the safety and performance
of current Al-embedded AV systems [10], [15], [16]. In
the following, we will present the modeling for Al-driven
automated driving systems.

B. PEM-Augmented Driving Model

As illustrated in Fig. 1, many autonomous driving tasks
require interactions with environments whose dynamics can
be represented as

jjenv — f] (1‘67”)7 wem)) (2)
where f1(-,-) governs the evolution of the environment; ™"
denotes the state of the environment (e.g., location, velocities,
or accelerations); w®™" represents the uncertainty applied on
the environment.

The motion of the ego vehicle is described by

G990 = fo(2°9°, u 90, we9°) (3)

where f3(-, -, ) denotes the dynamics; £°9°, u®9° represent the
state and control actions of the ego vehicle, respectively, and
w®I° signifies the enforced uncertainty.

The goal of ADSs is usually to drive the ego vehicle to
maintain certain synchronization with the environments (e.g.,
car following, lane changing and keeping) under a well-
structured driving policy. To facilitate analysis and synthesis

for an Al-driven ADS, we propose the following PEM-
augmented driving model (PEM-ADM):

&(t) = A(i)z(t) + B(i)u(t), )
y(t) = Ci)z(t) + D(i)w(t),
i=r(t),ieZ={1,---,N} (5)

where A(i) € R™*", B(i) € R™™™, C(i) € RP*", and
D(i) € RP*™ are the task-related system matrices yet subject
to random switching, as indexed by ¢, to account for the poten-
tial faults and misdetection; in particular, ¢ is orchestrated by
r(t) satisfying a continuous-time Markov chain [36], defined
by a generator matrix Q = [g;;] € RV*N_ z(t) € R" rep-
resents the error state of an ADS, which usually captures the
deviation between some dimensions of z¢"(¢) and x¢9°(t),
and the driving input is denoted by u(t) € R™ often equal
to u®9°(¢). The measurements y(¢) € RP used for control
are the erratic version of z(t) due to the effects of Al-based
perception; w(t) € RP denotes the perception or measurement
noise independent of ¢, each entry of which satisfies Gaussian
distribution A/ (0, 1) and mutually independent as well.

The PEM-ADM is a control-oriented model for autonomous
driving and consists of two main components: dynamic
model (4) describes the error behavior of the ADS, and Al-
based measurement equation (5) follows a PEM formula-
tion (1). It is important to note that the actual error evolution
may not adhere to a linear representation. As indicated in
(2) and (3), the dynamics are usually nonlinear. However,
numerous effective handling methods from robust and non-
linear control literature can be used to address this issue.
For instance, estimators can be designed to approximate and
counteract the nonlinear dynamics, rendering the remaining
system linear. Alternatively, the proposed model can serve
as a motion planner; that is, the outputs from our model
could be interpreted as reference trajectories for lower-level
controllers to track. The high-fidelity nonlinear dynamics can
then be incorporated at this lower level. Thus, assuming linear
model (4) is not overly restrictive. Our focus, on the other
hand, is on handling the effects caused by the Al-based
perception. As shown in (5), the resulting measurements are
subject to Markov switching and Gaussian noise concurrently.
The Markov chain determines which measurement mode is
active at each sampling time among a given finite set; for
example, in the simplest case, whether a measurement is
available or not. Meanwhile, the Gaussian process injects noise
into each measurement independently over time. These two
features complicate the ADS analysis and synthesis and remain
underexplored.

The following concept of the stochastic stability will be
dealt with throughout the paper.

Definition 1. The trivial solution x(t) = 0 of a stochastic
system is said to be ultimately bounded stable (UBS) in mean
square if there exists M > 0 such that

Elz(t) z(t)) <M as t— oo (6)

As illustrated in Fig. 2, the first goal of the article is intended
to establish the closed-loop stochastic stability of the PEM-
ADM with respect to a given output feedback controller that
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Fig. 2. Control block diagram for a PEM-ADM.

treats the Al-based measurement y(t) as the input. Further-
more, our second goal is devoted to the controller design,
namely, offering a systematic procedure to find an output feed-
back controller for u(t) that stochastically stabilizes the PEM-
ADM system meanwhile with some guaranteed performance,
such as fast convergence and high driving accuracy.

III. CONTROL ANALYSIS AND SYNTHESIS

To achieve the above objectives, here it is focused on linear
output feedback control as

u(t) = K(i)y(t) ()

where K (i) € R™*P are given control gains for each mode 4

A. Closed-loop Stability Analysis

This subsection will develop a sufficient condition under
which the stochastically jump and uncertain system (5) can
be stabilized with the presented linear control structure (7).

For this purpose, plugging in the output feedback control
law (7) into (5) gives the resulting closed-loop:

#(t) = [A(i) + B)K()C(@)]x(t) + B(i)K(i)D(i)w(t)(S)

It is convenient to rewrite (8) into the stochastic differential
form

dz(t) = [A(i) + BG)K(1)C(i)]z(t)dt + B(i)K (i) D(i)dw(t)

€))

where dw(t) = w(t)dt. It is simple to verify that w(t) is the
Wiener process, for which tools like Ito calculus are well-
established.

Denote Aq(i) = A@) + BH)K(@)C(@H), W(E) =
B(i)K(i)D(i). Then (9) can be written as

da(t) = Aq(i)x(t)dt + W (i)dw(t)

The following proposition summarizes the result of the
closed-loop stability.

(10)

Proposition 1. The origin of the closed-loop system (10) is
UBS in mean square if there exist P(i) > 0 such that the
following matrix inequality holds

+qu

Proof. To help derive the result, a Lyapunov-like approach is
adopted, and the Lyapunov function candidate is proposed as

V(a(t),r(t) = 2T P()z(t), when r(t) =i  (12)

Aa()TP(i) + ) <0, VieZ (11)

where P (i) is a symmetric positive definite matrix. Employing
the infinitesimal operator on V (z(t), r(t)) together with (10)
yields

LV (2(t),r(t))

N
= 2(t)T Ay ()T Vy(2(t), ) + ZqijV x(t
j=1

(0 Vi (1), )W ()]
= 2(t)T[Aa(i)TP(i) + P(i)Au(i)
N
i Z 4 )+ te[W ()T PE)W (i)]

13)

The derivation for the first line of (13) can be refs:vrred to Ap-

pendix. Let Q(i) = Ay ()T P(i)+P(i)A a(D)+22521 45 P (),

x(@) = tr[W ()T P(i )W(z)} and denote M4, (Q(i)) as the

minimum eigenvalue of Q(4). Using the condition (11), for
every ¢ € Z, (13) can be bounded by

LV (x(t),r(t)) < mg{kmax(Q(i))}xT(t)w(t)

+ rgleaIX{X(l)} (14)

By Dynkin’s formula and Fubini’s Theorem, we see that

E[V(2(t),7(t))] = V(x0,70) / LV (x(s),r(s))ds]
= / E[LV (x(s), 7(5)))ds

i (15)

Let 71 = —max;ez{ Amaz(Q(%))}; obviously, y1 > 0 since

Qi) < 0 as per (11), and set ¢; = max;ez{x(?)}. Then
differentiating (15) and using (14), we get

SEIV((t),1(0)) = LV (0, (1))
< —mE[z(t) z(t)] + e
< 0, whenever E[z(t)Tz(t)] > ¢1/m
(16)
On the other hand, by (12) the following holds
(O 2(t) < V(@) r(1) < wa®)Ta(t) (A7)
where 7o = min;ez{ Amin(P(2))} and 73 =
max;er{ Amaz (P(i))}.

Based on (16), together with (17), it is easy to see that for
every 1 € Z,

BV (a(0),r(1))] < 72 (18)
Applying (17) again yields
3
Elz(t)Tz(t (19)
[z(t)" (1)) < o
which shows that the origin of the system is UBS in mean
square. The proof is complete. O

Remark 1. In the above proof, except for the analysis of
stochastic stability for a given controller, a lower bound on
closed-loop steady state performance is derived as given in



(19), which can be exploited in below for a performance
guaranteed control design.

Remark 2. By (17) it is easy to see that Elx(t)Tx(t)] >
1/v3E[V (x(t),r(t))]. Therefore, the following is true in ac-
cordance with (16):

d
ZE[V(2(t),r()) < —ZE[V (@), r(t)] + o1
dt 73
Hence, it can be estimated that the rate of the convergence is
no smaller than the value of 1/~ before system states enter

the region as described by (18).

(20)

Remark 3. An upper bound on E[z(t)Tx(t)] over the entire
process can be obtained as well. This kind of bound is useful
for safe critical tasks, in which the system states are required
to restrict to some prescribed domain for all time. To see
that, applying again (16) and (17), it yields that whenever
E[z(t)Tx(t)] > ¢1 /71, we have

wEz(t) 2(t)] < E[V((t),r(t))] < V(zo,70) < 7325 o,
2]

and therefore,

Elz(t)"2(t)] < max{ L2zl zy, 2L, vt
Y172

72

(22)

B. Stochastic Stabilizing Control

Proposition 1 gives a sufficient condition for the system (5)
to be stochastically stabilizable with the given controller (7).
However, it would be of practical interest to not only analyze
stability for a given control system but design a stochastic
stabilizing controller (SSC). Such a SSC design issue shall be
addressed in this subsection.

With the definition of A.(¢), the stability condition (11)
can be written as follows: for each i € 7

[A0) + B(i) K ())C()] " P(i) + P(i)[A(i) + B(i) K (1)C(i)]

N
+> a4 P(j) <0 (23)

j=1

The goal of the SSC design now can be stated as: find
P(i) > 0 and K (i) such that the matrix inequality (23) holds.
Unfortunately, it is not really easy to solve the feasibility
problem of (23) due to the coupling of K (i) and P(i). To
overcome this difficulty, a convex relaxation is introduced in
below.

Let S(i) = P(i)~! and pre- and post-multiply by S(i),
leading to an equivalent condition as

S(H)[AG) + B@H)K(H)C(0)]" + [A(i) + B(i)K (1)C(i)]S(i)
N
+50) |> @i SG) | S@) <o, (24)

and therefore,

S(i)A(D)T + S@E)CHTK@HTBGE)T + B(1)K(3)C(i)S(i)

N
+A()S(E) + S6) | > aiSG) T S <0 (29)
j=1

Define A;(S) and Z;(S) as follows

Ai(S) = [Vair S(i), -+ s /@ii—15(i), /@ii+15 (i)
“ VNS (i)
=2:(S) =diag (S(1),---,S(@E —1),8(i+1),---,S(N))
27

(26)

Then the term S() [Zjvzl qijS(j)’l] S(7) can be rewritten
as

N
S() D aiS6) | ) = uS() + A(S)ET(S)A(S)T
j=1
(28)
Letting F'(4) = K(4)Y (4) with C(4)S(:) = Y (4)C(¢) and
using A;(S) and Z;(S), (25) can be rewritten as
S@HA@)" +C@)TF@E)TB(i)T + A(1)S(i) + B(i)F(i)C(i)
2::5(1) + A (S)Z;7H(S)A(S)T <0 (29)
Applying Schur complement, (29) is equivalent to the follow-
ing linear matrix inequalities (LMIs):
AQ) — Ai(S)
AT —Zi(9)
C(H)S(E) —Y(#H)CH) =0 (30)
where A(i) = S(i)A®H)T + CH)TF@H)TBG)T + A4)S(0) +
B@@)F(i)C (i) + g::S(7).
The above SSC design procedure can be summarized as the
following proposition.

A

0,

Proposition 2. A Markovian jump system as described in (5)
can be made UBS in mean square at the origin with the
control law (7) if there exist matrices S(i) > 0, Y (i) > 0,
and F (i) (i € I) such that LMIs (30) hold. In particular, the
corresponding SSC gain to be determined can be recovered
as K(i) = F(i)Y ~1(d).

Proof. The proof is now straightforward, since the feasi-
bility of (30) implies the feasibility of (23). Therefore, by
Proposition 1, it yields the desired result. This completes the
proof. O

Remark 4. In Proposition 2, the SSC design problem is
formulated as a feasibility check of a system of linear matrix
inequalities (23). These LMI-based conditions are favored in
modern control design, as they recast the control design to
a semidefinite programming problem that can be efficiently
solved using existing numerical algorithms. Besides, this ap-
proach provides a systematic way to design control for systems
of arbitrary dimension. Additionally, the SSC design is carried
out offline, thus computationally efficient in practice.

C. Performance Guaranteed Control

The previous section provides an efficient way to synthesize
SSC controllers for the system (5) in terms of the feasibility
issue of a set of LMIs, as presented in Proposition 2. It is often
quite relevant in reality to not only design controllers with a
stability guarantee but also with some prescribed performance,



such as a satisfied convergence rate and steady state accuracy.
In the sequel, we will develop a novel approach to achieve
performance guaranteed control (PGC) for the system (5).

Recalling (19), it is noticed that the bound of the mean
square error of the closed-loop relies on parameters ci, 71,
72, and 73, which can be viewed as a measure of the steady
state performance for the system against the uncertain mea-
surements. Unfortunately, it is usually intractable to directly
optimize such a specification because of the non-convex nature
of this optimization. To make it easier to solve, restrictions
are imposed on some of the parameters, which gives rise
to an upper bound for the original problem. While some
conservativeness may be incurred, an efficient PGC synthesis
method can be attained.

The constraints are put as follows for each i € 7

Qi) < —nP(i), (31)
Amin (P (7)) > 72, (32)
Amaz(P(1)) < 73, (33)
Y3 = 172 (34)

where 71, 72, ¥3 > 0, and a; > 1 are design parameters. As
a result, an upper bound for (19) can be obtained as

aicy

Elz(t) z(t)] < 2L <

< < — (35)
Y172 Ba!

By the definition of Q(7), (31) can be written as
[A(i) + B(0)K (1)C ()] P(i) + P()[A) + B(i) K (1)C(i)]

N
+> 4 P(j) < - P(i) (36)
j=1

It is easy to verify that the constraint (36) imposed is sufficient
to imply the stability condition (23). Following the same math
as presented in (23)—(29), the ultimate LMIs are changed
slightly to

AG)  Ai(S)
s ) <o

C@)S(t)—-Y(@)C3E)=0 37)
where A(i) = S(i)A®H)T + CH)TF@HTBG)T + AG)S(i) +
BU)F()CG) + quS(i) + 7180,

Note also that in our LMI formulation, as seen in Proposi-
tion 2, the decision variables are with respect to S(i), Y (i),
and F(i). Considering S(i) = P(i)~!, the constraints (32)
and (33) therefore can be transformed into

Amaz (S(Z))

IN

; (38)

IV
Zgl"—‘ﬁ"r—l

(39)

Due to the additional constraints enforced, the original opti-
mization problem (i.e., minimizing (19)) is now being reduced
to minimize ¢, solely, and clearly, the resulting minimum is an

upper bound for the original problem. The modified problem
becomes

m&fg’rirfljllge c1 = erleaIX{X(l)}
subject to  {(37) — (39)}

S(i)>0, Y(i)>0,ieT (40)

It is worth noting that K (i) and P(i) are involved in the
objective c¢q, yet they are not the decision variables in our LMI
formulation. Thus, some rearranging is required. By definition,
we see that

X(i) = tr(W (@) " P()W (1))
= tr{[B()K (1)) D(0)]" P()B()K()D()} (41

Considering, together, the relation C'(¢)S(7) — Y (¢)C(i) = 0,
(41) can be rewritten as

(42)

Based on the upper bound (42), the performance guaranteed
control synthesis can be formulated as the following convex
constrained optimization:

mig}%;fl}rize rzneazxtr{[B(z’)D(i)]TB(i)D(i)F(i)TF(i)}
subject to  {(37) — (39)}

S@i) >0, Y(i)>0,ieT (43)

To make it more tractable, the above problem is equivalent to
mg}%ze Y4
subject to  {(37) — (39)}
S()>0,Y()>0,ieZ
tr{[B(:)D(0)]" B(i)D(i)F (i)  F(i)} < ya,i €1
(44)

Denote «y; as the minimum for the problem (44). We state the
following proposition to recap the PGC synthesis.

Proposition 3. If the formulated PGC problem (44) is fea-
sible, then the system (5) is UBS in mean square under
the output feedback control law (7) with the PGC gains
K*(i) = F*(i)Y*(i)~! that are recovered from the solution of
the problem (44), and furthermore, the steady state accuracy
can be guaranteed as

=3 %
Ela(t) "o ()] < 20

Y1
Proof. Since the problem (44) is feasible, the LMI condi-
tions (37) holds, which implies the satisfaction of condi-
tions (30). Therefore, by Proposition 2, the resulting PGC
controller is SSC and leads to the system (5) to be bounded

(45)



stable in mean square. In view of (42) as well as the optimum
of (44), ¢c; = max;ez{x(i)} < ¥3v}. As a consequence, based
on (34) and (35), it yields the required result. This completes
the proof. O

Remark 5. It is worth noting that the developed PGC de-
sign procedure not only ensures a satisfactory steady-state
performance as shown in (45), but also allows to specify a
guaranteed convergence rate through the parameter 7. This
fact can be readily checked by Remark 2.

Remark 6. Due to the conservative nature of PGC, the
guaranteed bound relies on the selection of the design pa-
rameters 1, 73, and oy (or Ay due to constraint (34) ).
These parameters are generally problem-specific and demand
tuning in practice. A useful guideline is to first select a
desired convergence rate for 3, and then minimize the product
173, as it directly relates to the ultimate steady-state bound
in (45). It should be noted there is a fundamental trade-
off between convergence rate and steady-state accuracy; in
addition, faster convergence typically demands larger control
efforts and scarifies comfort.

IV. ADAPTIVE CRUISE CONTROL DESIGN

To demonstrate the obtained results, this section considers
an adaptive cruise control (ACC) task for an AV. The behavior
of ego vehicle is modeled as a double integrator

990 = 229°,
#59° = u (46)
where 279° € R and 57 € R are the position and the velocity

of the ego vehicle, respectively, u € R is the control input to
be designed. Accordingly, the leading vehicle is described by

i = o
il =0 47)

Note that without loss of generality the above constant velocity
assumption can be relaxed to the piecewise constant case.

Let #; = 29 — 2! — 6¢ and 7o = 257° — 2%; note that
§¢ denotes the desired distance required to be maintained for
safety purposes and §; = z79° —x}? the actual relative distance
between the leading and ego vehicles.

Based on (46) and (47), the error dynamics of the ACC
system is obtained as

Ty = T,
Ty =u (48)
Denote 7 = [¥1,72]. (48) can be written into
i = Ai + Bu (49)
with A and B given as
A=l o] 2=l
We consider an unreliable measurement as represented by

y(t) = C()x(t) + D(i)w(t) (51

(50)

where w € R? stands for the measurement error that is
independently Gaussian distributed with zero mean and unit
variance. C(7) and D(i) are subject to random switching
caused by the imperfect Al-based perception, which are given,
respectively, as

= {diag(l, 1), i=1 (52)
. Jdiag(ooo,001), i=0
D(i) = {diag(aw,gn)’ i=1 (53)

Here, i = r(t) € {0,1} indicates the status of the perception
system with O for the misdetected case and 1 for the normal
case, and r(t) is govern by a Markov chain with a given
generator matrix ) as

qi0 411 (54)
Note that () can be estimated off-line from experiments.
Additionally, in (52) the relative velocity estimate is still
used even in the misdetected case, which is plausible as it
is assumed in our setup that the leading vehicle is driving at
constant speed, while the parameter o, in D(0) accounts for
the uncertainty of this information.
It is easy to see that (49) and (51) together form the PEM-
augmented dynamic model, and thus, the control law can be
proposed as

Q= |:QOO q01:|

u(t) = K(i)y(t)

Plugging in the control law (55) into (49) gives the following
closed-loop system

dz(t) = [A + BKC(i)i(t)dt + BKD(i)dw(t)  (56)

T
and let A, (i) = A+ BKC(i), W(i) = BKD(i). Then (56)
can be written as

dz(t) = A (i)Z(t)dt + W (i)dw(t)

(55)

(57)

The stability of the above closed-loop system (57) with
given controllers can be checked by the sufficient condition
presented in Proposition 1. Besides the control analysis, the
SSC control design can be resolved by Proposition 2, and
furthermore, a PGC cruise controller can be obtained by
solving the problem (44).

It is easy to verify when the misdetection occurs, the corre-
sponding subsystem is actually uncontrollable; however, it is
still possible to design controllers as presented to stochastically
stabilize the overall ACC error system (48) by making use of
the properties of Markov chains.

V. EXPERIMENTS

To verify the effectiveness and robustness of the presented
control design methods, this section carries out a series of
comparative experiments under three distinct driving scenar-
ios. The considered adaptive cruise control system is equipped
with an Al-based perception system subject to both measure-
ment errors and misdetection. The noise intensities are set
as opp = 1, go1 = 1, g10 = 0.05 and g11 — 0.5. The
probability transition rate matrix () is given as qgo = —4,



qor = 4, g0 = 0.5, and ¢11 = —0.5. A sample path of
this Markov chain is shown in Fig. 3, and it can be seen
that the misdetection phenomenon within the system occurs
occasionally. The output feedback control law (55) is used in
experiments. By following Remark 6, the design parameters

are selected as 43 = 0.8, 7% = 0.1, and 43 = 1, and
solving problem (44), the PGC control gains are obtained as
Kpge(0) = [0,—2.52] and K4.(1) = [—2.61,—1.76]. Three

commonly used driving strategies, that is, intelligent driving
model (IDM), rule based control (RBC), and active learning
based control (LBC), are employed as comparison.
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Fig. 3. Status of the Al-based perception system with a low misdetection
rate.
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Fig. 4. ACC performance with a constant speed leading vehicle and a low
misdetection rate.

The desired relative distance between leading and ego vehi-
cles are set as ¢ = —5. The initial states of the ACC system
are given as [25%°(0), 257 (0)]T = [0, 117, [2}(0), 2(0)]” =
[10,5]T. In the first driving scenario, we assume the leading
vehicle travels at a constant speed, representing a relatively
good driving condition. The results are presented in Fig. 4,
where the shaded regions denote the standard deviation over

500 sample runs for each method. It can be observed that all
four driving strategies in this nominal case are able to stabilize
the ACC system, yet the performance differs considerably. As
shown in the first two subplots, the proposed PGC and the
LBC approaches exhibit faster convergence compared to the
IDM and, in particular, the rule based control. In addition,
PGC maintains the best steady-state performance among the
four approaches, as clearly seen in the first subplot. Regarding
driving comfort, as shown in the third subplot, the accelerating
signal u produced by the LBC method is noticeably noisy,
leading to the most jerky and inefficient ride. In contrast, the
PGC approach yields the most comfort and smooth driving
behavior, while IDM and RBC fall in between. Therefore, it is
concluded that PGC behaves the best in terms of convergence,
steady-state accuracy, and driving comfort.

0.0 25 5.0 7.5 10.0 12.5 15.0 17.5 20.0
t(s)

u (m/s?)

0.0 25 5.0 75 10.0 12.5 15.0 17.5 20.0
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Fig. 5. ACC performance with a non-constant speed leading vehicle and a
low misdetection rate.

In the second scenario, we introduce uncertainty in the
leading vehicle by setting its acceleration to 25! = sin¢. This
setup simulates a more congested traffic environment, where
the behavior of the leading vehicle becomes less predictable.
The results are shown in Fig. 5. Similar to the constant speed
case, both the PGC and LBC approaches demonstrate faster
convergence than the IDM and RBC. It is interesting to see
that the learning-based approach achieves as good steady-
state performance as PGC, whereas significant performance
degradation is observed in both IDM and RBC approaches, as
illustrated in the first two subplots. Notably, the PGC approach
continues to exhibit the smallest variation in acceleration,
while the LBC method as before results in significantly more
erratic acceleration behavior. Hence, it can be concluded that
the PGC can maintain its safety and performance, even in the
presence of environmental uncertainties.

To further demonstrate robustness under extreme driving
conditions (e.g., poor weather and low lighting), we simulate
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Fig. 6. Status of the Al-based perception system with a high misdetection
rate.
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Fig. 7. ACC performance with a non-constant speed leading vehicle and a
high misdetection rate.

a scenario that includes not only an uncertain leading vehicle
but also a perception system with a high misdetection rate. To
do so, the transition rate matrix () is set to goo = —4, qo1 = 4,
q10 = 3, and ¢1; = —3. A typical sample path of this Markov
chain is illustrated in Fig. 6, which indicates clearly a higher
frequency of misdetected observations. The performance of
four methods under this challenging scenario is presented
in Fig. 7. The results show that only the proposed PGC
method successfully stabilizes the ACC system and maintains
the consistent behavior as the previous two cases, despite a
minor degradation in convergence rate. However, other three
methods all fail to stabilize the ACC, and particularly, collision
occurs, i.e., 47 < 0, around 4 and 7 seconds, respectively, as
illustrated in the second subplot. Under a higher misdetection
rate, IDM and rule based approaches are both diverging,
while learning-based approach seems to have possibility to get
back to the equilibrium but relies on an extremely unrealistic
accelerating operation. Therefore, based on these discussions
it is concluded that the proposed PGC approach demonstrates

consistent and robust performance across three distinct scenar-
ios. In particular, even under challenging conditions with both
environmental uncertainty and a high misdetection rate, the
PGC approach is able to maintain stability, safety, efficiency
and comfort.

VI. CONCLUSION

This paper offers a formal framework for modeling, analysis
and synthesis to address Al-based autonomous vehicles. Based
on recent developments of PEMs, two major classes of Al-
induced perception errors are considered, that is, the misdetec-
tion that captures the intermittent failures in Al-driven sensing
and perception as well as the measurement noise.There un-
certainties are modeled using continuous-time Markov chains
and Gaussian processes, respectively. Within this framework,
analytical results are derived to characterize the closed-loop
behavior of Al-based AVs. Furthermore, two output feedback
control synthesis approaches are developed using LMIs. The
developed methods are applied to an ACC case study. Exten-
sive experiments under various driving scenarios demonstrates
that the proposed PGC strategy outperforms the traditional
autonomous driving approaches in terms of both robustness
and performance, when Al-induced uncertainties arise.

Despite these remarkable results, the presented framework
has certain limitations. For example, the probability transition
rate of the Markov chain as well as the covariance of Gaussian
noise are known a priori. This can be restrictive, as those
information may vary depending on the weather, traffic, and
lighting conditions. In addition, other perception error patterns
can appear in different Al-based systems, for example, percep-
tion bias. These limitations highlight practical challenges and
motivate valuable future work.

APPENDIX

In continuous-time Markov chain, the switching between
two states is characterized by the following conditional prob-
ability transitions

1+ giih + o(h),

J#
otherwise
(58)

P(r(t+h)=jr(t) =14 =

with ¢;; > 0 when j # 4, gy
limp, 0 o(h)/h = 0.

Definition 2. The infinitesimal operator L of V (x(t),r(t)),
also called the expected change rate of V(-) at point
(t,z(t),r(t) = 1), is defined by

— Zj;&i qij» and

LV (2 (), (1))
= lim & B[V (a(t + h),r(t 4+ ) — V(z,i)|a(t) = (1) = )]

(59)

For the above mathematical expectation, two possible events
exist: first, for 7 € (¢,¢ + h], r(7) =1, i.e., the Markov chain
remains at state ¢, and therefore, in this case, V(x(7), (7)) —
V(z,4) = 0. Second case, on the other hand, jumps from state



i to state j (j # 7). Based on this observation and the Markov
transition rate, one can easily obtain

E[V(z(t+ h),r(t+ h) — V(x,i)|x(t) = z,r(t) =1i)]

=LV (@(t),)h+ Y qi;[V(2.5) = V(z,i)]h+ o(h)
J#i

= LV (x(t),))h + Z qi;V(x, j)h — Z qi;V(z,i)h + o(h)
i J#i

= LV (x(t),))h+ Y qiV(@.5)h + gV (@, i)k + o(h)
J#i

= LV (x(t),i))h+ Y qi;V(x,j)h+ o(h) (60)
jez

Substituting (60) into (59) yields

LV (x(t),r(t) = LV (@(t),8) + Y _ iV (x,5)  (61)

JET

Notice that z(t) is also an Ito process, therefore the following
well-known lemma is introduced in order to handle the term
L.V (x(t),1).

Lemma 1. Let f(x(t),t) be a sufficiently smooth function with
an Ito process x(t) defined by

dx(t) = p(z(t), t)dt + o(x(t), t)dw(t)
then the differential of f(x(t),t) is given as

6.0 = (5 +uten L+ S w05 L)
+o0(a(t), )0 du(r

Applying the above lemma and the fact E[dw(¢)] = 0, the
infinitesimal operator for f(z(t),t) with the underlying Ito
process z(t) can be obtained as

af af

LF(0),1) = 5+ u(e 0 5+ 2o

Therefore, using the above result,
calculated as

o°f
0x?
(61) can be further

(62)

av 1 0%V
+> a4iV(z,j) (63)
JjeET
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