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ABSTRACT

Federated Learning (FL) enables collaborative model training across decentralised clients while keep-
ing local data private, making it a widely adopted privacy-enhancing technology (PET). Despite its
privacy benefits, FL remains vulnerable to privacy attacks, including those targeting specific clients. In
this paper, we study an underexplored threat where a dishonest orchestrator intentionally manipulates
the aggregation process to induce targeted overfitting in the local models of specific clients. Whereas
many studies in this area predominantly focus on reducing the amount of information leakage during
training, we focus on enabling an early client-side detection of targeted overfitting, thereby allowing
clients to disengage before significant harm occurs. In line with this, we propose three detection
techniques—(a) label flipping, (b) backdoor trigger injection, and (c) model fingerprinting—that
enable clients to verify the integrity of the global aggregation. We evaluated our methods on multiple
datasets under different attack scenarios. Our results show that the three methods reliably detect
targeted overfitting induced by the orchestrator, but they differ in terms of computational complexity,
detection latency, and false-positive rates.

1 Introduction

Federated Learning (FL) is a distributed training paradigm that enables multiple clients to collaboratively train a model
under the coordination of a central orchestrator without the need to share their data either among them or with the
orchestrator [16, 22]. FL is often considered a privacy-preserving alternative to centralised training. This setting enables
the global model to leverage various data sources, thereby overcoming the limitations of sensitive data that cannot be
shared across local environments. However, despite these advantages, decentralisation introduces a new attack vector,
where both clients and the orchestrator can become malicious actors targeting one another. While the previous research
has primarily focused on attacks maintained by malicious clients that manipulate local and global updates and even local
data[32], less attention has been given to orchestrator-driven attacks. The aggregation process in federated learning,
though ostensibly neutral, can be exploited to induce specific learning behaviours in targeted clients– a strategy that we
refer to as targeted aggregation. In this context, the orchestrator can manipulate model updates to strategically amplify
or suppress specific data characteristics, which may inadvertently potentially degrade model performance, or even
worse, cause a model to memorise or leak sensitive client data, threatening the integrity and privacy of the system.[2].

∗These authors contributed equally to this work.
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This manipulation can extend beyond aggregation to include the strategic selection of clients, enabling the orchestrator
to amplify or suppress particular data patterns through model updates.

Our work focuses on the detection of one of the targeted aggregation processes that we name targeted overfitting. In this
scenario, the orchestrator performs a double aggregation process where one aggregation is benign, including all updates
received from clients, and its output is sent to the non-targeted clients, and a second aggregation is malicious, where
the orchestrator aggregates using updates received from a subset of targeted clients, where the result of this malicious
aggregation is shared with the targeted clients only. Over iterations, this malicious aggregation leads the targeted clients
to overfit on their data. By overfitting the targeted client’s model to its local data, the orchestrator increases the risk of
membership inference attacks (MIA) [31], where the adversary can infer the presence of specific data points within the
training set of a particular targeted client. In addition to that, overfitted models may memorise specific data points [24],
increasing their vulnerability to data reconstruction attacks [3, 4, 28] and model inversion attacks [10, 13, 34]. This data
leakage not only undermines the privacy-preserving goals of federated learning but also exposes the sensitive clients
to potential adversaries, other than the orchestrator itself, who may be eavesdropping on the communication channel
between the clients and the orchestrator. Over multiple iterations, the targeted client’s model becomes more tailored to
its local data distribution, which reduces its performance on unseen data. This causes targeted local models to diverge
from the global one. Furthermore, backdoor attacks can be exacerbated by overfitting the targeted client’s model to
specific trigger patterns, thereby embedding malicious behaviours more effectively [2]. Additionally, building on the
backdoor attack strategies of Fang et al. [9], targeted overfitting may offer a pathway for training hijacking, wherein the
orchestrator manipulates model updates to align with adversarial objectives, effectively steering the targeted client’s
model toward specific, potentially harmful patterns

Contribution Unlike the methods that focus on preventing the results of targeted aggregation behaviours, our study
focuses on the detection aspect of the problem. Defence mechanisms like Differential Privacy (DP) [18] tend to
come with a utility-privacy tradeoff that the system may have to deal with even if the potential malicious actors prove
to be benign; on the other hand, a detection mechanism may avoid this tradeoff or make the usage of prevention
mechanisms like DP more informed. Hence, our study presents different frameworks that enable clients in an FL
setting to autonomously identify targeted overfitting induced by the orchestrator. We propose and evaluate three
detection mechanisms – label flipping, backdoor trigger, and gradient fingerprinting – for their effectiveness in detecting
such targeted manipulations under different scenarios. Our methods operate without the need for communication or
cooperation between clients, focusing on timely client-side detection of orchestrator-driven targeted attacks that can
cause significant privacy risks, such as membership inference and data reconstruction attacks.

2 Related works

Orchestrator as an attacker Attacks altering model integrity in federated learning have predominantly focused
on client-to-client or client-to-orchestrator threats [5, 6, 21, 11, 41], with a limited emphasis on orchestrator-driven
attacks [33]. In client-driven attacks, adversarial participants may manipulate local updates to corrupt the global model
(e.g., model poisoning attacks [6]) or insert backdoors [2]. Some works have explored collusion among clients to
extract information about other clients or degrade the performance of the global model [27]. However, comparatively
fewer studies address the threat model where the orchestrator itself is adversarial despite its privileged access to both
local models and the aggregation process. Wang et al. [33] demonstrated that a malicious server can exploit federated
updates using a GAN-based discriminator to reconstruct data from specific targeted clients, highlighting the severity of
server-side attacks. Lyu et al. [25] further emphasised that a malicious or even “honest-but-curious” server poses a
significant threat to the integrity of the FL system. Such a server holds substantial power to manipulate the learning
process—it can alter the global model before dispatching it to clients or even send custom models to targeted clients [7],
tamper with training dynamics to control how clients perceive the global model [25], and bias the learning process by
favoring updates from selected clients [23]. Some server-side attacks can also be part of a multi-step attack pipeline
aimed at compromising client privacy. Such attacks, namely: membership inference attacks [38, 31], attribute inference
attacks [38], model inversion attacks [37], all of which can be exacerbated when the target models overfit their training
data—a vulnerability that a malicious orchestrator can subtly induce. By manipulating global updates to emphasise
certain features or by exaggerating personalisation effects, the orchestrator can increase the generalisation gap, thereby
enhancing the effectiveness of inference attacks.

Overfitting Overfitting itself is a well-recognised challenge in FL and has been attributed to several factors. For
instance, a client’s model may overfit its local data, increasing its susceptibility to privacy attacks such as Source
Inference Attacks (SIA) from a curious server [42]. Additionally, data heterogeneity—where client data is non-iid—can
lead to local models overfitting their specific distributions, causing divergence from the global objective and hindering
convergence [36, 30]. Overfitting is also exploited in client-side poisoning attacks, where a malicious client intentionally
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overfits on poisoned samples to introduce backdoors into the global model [39]. Moreover, rigid training configurations,
such as applying a fixed number of local epochs to all clients regardless of dataset size or complexity, can result in
uneven training—causing some clients to be underfitted and others to be overfitted—ultimately degrading the quality of
the aggregated global model [15].

Detection methods Client-side detection mechanisms for identifying targeted overfitting and similar malicious
behaviours remain largely under-explored. While most existing techniques are not explicitly designed to detect a
malicious server, several principles from current research can be adapted by clients to enhance their resilience. For
instance, local performance monitoring—a standard machine learning practice—can serve as an early warning system:
by maintaining a private test set, a client can compare training and testing performance locally. If the model consistently
performs well on training data but poorly on the test set after receiving updates from the server, this persistent overfitting
may suggest orchestrator-driven manipulation, although it could also stem from data heterogeneity [40]. Another
promising approach is collaborative validation, as proposed in defences against backdoor attacks [1], where randomly
selected clients validate the integrity of the global model using their private data and collectively vote on potential
anomalies. This mechanism could be generalised to detect other server-side manipulations, especially if multiple clients
report similar patterns of degradation or instability. Furthermore, strategies aimed at reducing local overfitting, such as
promoting fairness-in-privacy through collaborative regularization [42].

3 Problem statment

We consider a threat model where a malicious aggregator (i.e., the orchestration server in a horizontal FL setting)
intentionally performs modified aggregations that aim to make a subset of clients overfit on their local datasets. The
targeted clients can be either a single client or a subset of clients among the elected clients.

Suppose the local models obtained from the clients selected at iteration t are denoted by the set {W t
i }Ni=1, where N

is the number of clients participating in that round. Let St = {1, 2, . . . , N} represent the set of selected clients at
iteration t. In a benign federated learning setting, the orchestrator aggregates all local updates received from St using
an aggregation function A(·), such as FedAvg. The resulting global model at iteration t is then given by:

W t
global = A

(
{W t

i }i∈St

)
.

However, to model the orchestrator’s behaviour in our study, we consider a malicious setting in which the orchestrator
may deviate from standard protocol by aggregating updates from only a subset of the selected clients. Let Stmal ⊂ St
denote a subset of clients of size n < N , selectively chosen by the malicious server. The corresponding malicious
aggregation is defined as:

W̃ t
global = A

(
{W t

i }i∈St
mal

)
.

This biased aggregation may serve various adversarial objectives, such as model manipulation, targeted overfitting, or
privacy leakage, by excluding benign updates or overemphasising the influence of certain clients.

In this study, we analyse the targeted overfitting strategies under two distinct scenarios, which arise from two modes of
targeting. The modes correspond to the adversary targeting either a single client or a fixed subset of n clients. Formally,
the scenarios are defined as follows:

• Scenario I: Targeting a specific single client i∗ ∈ St at every iteration t, i.e.,

Stmal = {i∗}, ∀t.

• Scenario II: Targeting a fixed subset Smal at every iteration, i.e.,

Stmal = Smal, ∀t.

We focus on these two scenarios because they capture the fundamental behaviours of targeted overfitting. Scenario
I represents the continuous targeting of a single client, while Scenario II generalises this idea to targeting a fixed
subset of clients. Other possible scenarios include targeting a single client or a subset of clients periodically during a
fixed number of iterations, which can be viewed as special cases or episodic instances of these two scenarios. Thus,
studying Scenarios I and II allows us to analyse the core effect of targeted overfitting, as well as the proposed detection
mechanisms in a clear and generalisable way.
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Algorithm 1: Detection Via Label-Flipping Poisons
Input :Local dataset D, flip ratio α
Output :Clean subset Dclean, flipped subset Dflip

1 F ← class frequency map over D
2 c∗ ← argmink F [k] # Get the least frequent class
3 S ← {(xi, yi) ∈ D | yi = c∗}
4 nflip ← ⌊α · |S|⌋ # Number of samples to flip
5 Randomly select Sflip ⊂ S, |Sflip| = nflip
6 Define c′ = (c∗ + 1) mod K # New label
7 Dflip ← {(x, c′) | (x, y) ∈ Sflip}
8 Dclean ← D \ Sflip
9 return Dclean,Dflip

4 Detecting targeted overfitting

Client-level distance thresholding—comparing received updates to the dispatched global model—is a standard approach
for detecting anomalous behaviour. In principle, this can detect targeted overfitting; however, the detection completely
fails when the orchestrator uses adaptive optimisers (e.g., Adam, RMSProp), which use internal states like the
momentum and the adaptive learning rates. The internal states cause each global update to shift in direction and
magnitude depending on the past gradients, leading to non-zero and variable distances between the dispatched and
the received models—even in dishonest settings. As a result, distance-based methods become noisy and unreliable.
In this section, we propose three methods to detect targeted overfitting that are optimiser-agnostic and can be used
autonomously by the clients to detect targeted overfitting early.

Early detection is crucial because the longer targeted aggregation continues, the more the victim clients overfit on their
local data. By identifying suspicious updates promptly, clients can take preventive measures such as opting out of the
training process or raising an alert in the system to ensure mitigation occurs before the attack fully manifests.

4.1 Label flipping poisoining

We propose a controlled label-flipping mechanism that can be performed by clients as a means to detect targeted
overfitting. The core idea is to poison a small subset of data such that its effect remains locally detectable even
post-model aggregation. If a client observes that the global model performs almost as well as the local model on the
poisoned subset Dflip (evaluated immediately after local training), it may suggest that the server selectively favored the
client’s local model during aggregation ( see algorithm 1). In other words, under honest aggregation, the global model
should "correct" the poisoned signal, resulting in a drop in performance on Dflip.

Specifically, each client selects the least frequent class in its local dataset and flips a fraction α of its samples using
a cyclic rule: flip(y) = (y + 1) mod K This cyclic approach ensures that a label y is always mapped to a different
class, avoiding self-flipping. This ensures semantic change while avoiding label collisions. In addition to that,
targeting the least frequent class minimises disruption to overall training and reduces the likelihood of triggering
server-side defences. The flipped samples form a poisoned subset Dflip, while the rest of the dataset remains clean.
Algorithm 1 details the steps followed. To quantify this behavior, we define the Poison Effectiveness Score (PES):
PES = Acc(Mlocal,Dflip)− Acc(Magg,Dflip) where Mlocal is the client’s model before aggregation, Magg is the global
model after aggregation, and Dflip is the poisoned subset. A high PES indicates that the global model has corrected the
poisoned signal (i.e., likely honest aggregation), while a low PES may suggest an attempt to induce targeted overfitting
by the server.

4.2 Backdoor trigger poisonning

In this method, clients use a known trigger pattern to poison a small subset of their local data and monitor whether the
effect of this trigger persists in the aggregated global model. The intuition is that, under honest aggregation, the influence
of a client-specific backdoor should be diluted. If the trigger remains effective after aggregation, it may indicate that the
orchestrator disproportionately favoured the poisoned update, suggesting targeted overfitting. Algorithm 2 details the
detection steps.

To perform the test, the client selects a predefined trigger pattern T and a target label yτ , figure 1 showes an example
of this backdoor on Eurosat[14] sample where the τ is a small white patch at the right bottom corner. A poisoned
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Algorithm 2: Detection via Backdoor Triggers
Input: Trigger pattern T , target label yτ , evaluation data Dtrigger, local dataset Di

Output: Trigger influence score S
1 Dpoison

i ← {(ApplyTrigger(x, T ), yτ ) | (x, y) ∈ Di}
2 wt

i ← Train(Dclean
i ∪ Dpoison

i )
3 Send wt

i to the orchestrator
4 wt+1

global ← AggregateClientModels({wi})
5 S ← 1

|Dtrigger|
∑

x∈Dtrigger
I
(

Predict(wt+1
global,x) = yτ

)
6 if S ≥ τ then
7 # Detection of selective aggregation based on influence score
8 Flag selective aggregation
9 else

10 No indication of targeted aggregation
11 end

Figure 1: Sample from EuroSat[14] dataset with inserted backdoor trigger

subset Dpoison
i is created by applying T to some local samples and assigning them the label yτ . The client trains on the

combined dataset Di ∪ Dpoison
i , then sends the resulting model wt

i to the orchestrator.

Once the global model wt+1
global is received, the client evaluates it on a local trigger evaluation set Dtrigger and computes

the Trigger Influence Score S, defined as the fraction of inputs for which the global model predicts the target label yτ :

S =
1

|Dtrigger|
∑

x∈Dtrigger

I (Predict(wglobal,x) = yτ )

A low score of Trigger Influence Score S indicates that the poisoned update has been properly diluted during honest
aggregation, whereas a high score suggests that the orchestrator disproportionately favoured the client’s update, allowing
the trigger to persist. If S ≥ τ , where τ is a predefined threshold, the client flags possible selective aggregation before
extensive overfitting occurs.

To select the threshold τ we consider two strategies:

(1) Statistical Bound Without calibration data, we model the number of successful triggers as Bin(m, p0),

where m = |Dtrigger| and p0 is the baseline hit-rate (e.g., 1/C for C classes). The threshold is

τ =
k∗

m
, k∗ = min{k : Pr[Bin(m, p0) ≥ k] ≤ fFP},

where fFP is the desired false positive rate and k is the number of successful trigger detections observed in the trigger
evaluation set.A normal approximation may be used for large m .

(2) Empirical Quantile Method. With benign rounds available, we set τ as a high quantile (e.g., the 95th percentile) of
observed S values.
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Algorithm 3: Detection via Gradient Fingerprinting
Input: Local gradient g, fingerprint vector s, strength scalar α > 0, method ∈ {threshold, history}
Output: Decision: Is the client likely being targeted?

1 g̃ ← g + αs # Inject fingerprint into local update
2 Send g̃ to the orchestrator
3 G← Receive(G) # Receive global update
4 strength← ⟨G, s⟩ # Compute unnormalized
5 fingerprint strength
6 similarity← ⟨G,s⟩

∥G∥·∥s∥ # Optionally normalize via
7 cosine similarity

8 if m = threshold then
9 if strength > τdot or similarity > τcos then

10 Flag targeted aggregation
11 else
12 No indication of targeting
13 end
14 else if m = history then
15 if strength≫ µ then
16 # Compare to historical mean µ
17 Flag targeted aggregation
18 else
19 No indication of targeting
20 end

4.3 Garadient fingerprinting

Our third detection method is the "Gradients/weights fingerprinting". This method relies on either fingerprinting the
weights or the gradients, depending on the global optimiser used by the orchestrator. To elaborate, in federated learning,
model updates exchanged between clients and the orchestrator depend on the global optimiser: algorithms such as
FedAvg [26] aggregate model weights after local training, whereas methods like FedSGD [26] or Scaffold [17] rely
on gradient averaging. The client perturbs its local gradient/weight g after finishing the local epochs by injecting a
small, secret vector s, resulting in a fingerprinted update g̃ = g + αs, where α > 0 controls the fingerprint strength.
The fingerprint vector s is client-specific and ideally low-correlation with g; common choices include random unit
vectors (s = v/∥v∥, v ∼ N (0, I)), sparse binary vectors over client-specific indices, or deterministic vectors derived
from the client ID (e.g., s = HashToVector(ClientID)). The client sends g̃ to the server, which aggregates updates
from multiple clients. Upon receiving the global model update G, the client evaluates the fingerprint strength as
Strengtht = ⟨Gt, s⟩ or optionally its cosine similarity. During typical FL rounds, the fingerprint is expected to be
diluted by other clients’ updates, resulting in low strength. However, if the client’s update is selectively amplified, the
fingerprint will be preserved, leading to an unusually high strength. The value of α should be small (10−3 to 10−2) to
minimize influence on training while maintaining detectability.

Detection assessment To assess the fingerprint presence post-aggregation, we propose two strategies, namely,
threshold-based detection and history-based comparison. In the threshold-based method detailed in algorithm 7, the
fingerprint scaling factor α, detection thresholds τdot, and τcos, respectively referring to the dot product threshold and
the cosine similarity threshold, are determined analytically before training by considering the model’s dimensionality d,
fingerprint sparsity s, and expected client participation ratio f . first we calculate the total number of model parameters
d and the number of non-zero fingerprint elements k determined by the sparsity level s. The injection strength α is
set to achieve a target dot product strength when the fingerprint is fully used. Then, using the expected honest client
contribution fraction f , the algorithm derives detection thresholds for both dot product τdot and cosine τcos similarity by
applying a detection margin multiplier γ. This approach enables an automatic selection of fingerprint parameters to
balance detectability and training influence. However, this approach assumes uniform participation of clients and may
be less robust in heterogeneous settings.

In the second strategy(i.e., history-based comparison), the client compares the current strength to a historical average
µ = 1

T

∑T
t=1⟨Gt, s⟩. If Strengtht ≫ µ, this indicates overrepresentation and potential targeting. Hence, the history-

based comparison method adapts better to dynamic participation and distribution shifts but requires sufficient historical
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data and may incur delayed detection. Each approach offers complementary strengths, and combining them can provide
more reliable detection across varying federated learning scenarios.

Algorithm 4: Analytical Threshold for Fingerprint
Input: Model M , sparsity s, target dot strength Starget, honest fraction f , detection margin γ
Output: Fingerprint strength α, dot threshold τdot, cosine threshold τcos

1 d←
∑

p∈M numel(p) # Number of model parameters
2 k ← ⌊s · d⌋ # non-zero fingerprint entries
3 α← Starget

k
4 Shonest ← f · Starget # estimating honest contribution
5 τdot ← γ · Shonest;
6 τcos ← min(1.0, γ · f);
7 return α, τdot, τcos

5 Experiments

We empirically evaluate our three detection methods across multiple datasets and under the two scenarios described
earlier, focusing on both detection speed and reliability. The rest of this section presents our experimental setup, results,
and discussion.

5.1 Datasets Description

To evaluate our proposed detection approaches, we used the following datasets : MNIST[8], CIFAR10[19],
CIFAR100[20], PATHMNIST[35], and EUROSAT[14].

To generate client datasets, we adopt the standard non-IID partitioning methodology that is well-accepted in the
Federated Learning research [16, 29]. Specifically, for each client i ∈ P , we first sample a probability vector over
classes from a Dirichlet distribution parameterised by α, i.e.,

vi ∼ Dir(α). (1)

This vector vi specifies the class proportions for client i. The local dataset Di is then constructed by drawing samples
from the global dataset according to vi. In Scenario I, we repeat this procedure for five clients, while in Scenario II,
we construct a total of seven clients. Specifically for Scenario II we define two cohorts: one with four clients who were
honestly aggregated and the other with three targeted clients. The small difference in the cardinality of both sets is
deliberately chosen to illustrate the sensitivity of each method.

5.2 Model Structure and Training Parameters

For the MNIST dataset, we used a simple Convolutional Neural Network (CNN) with 2 convolutional layers(3×3
kernels with padding 1), followed by ReLU and 2×2 max pooling.These were followed by a fully connected layer
with 128 hidden units and a final linear layer for classification into 10 classes. For the other datasets(CIFAR10[19],
CIFAR100[20], PATHMNIST[35], and EUROSAT[14]), we adopted ResNet18 [12]. The number of local training
epochs was set to 4 for simpler datasets (MNIST and PathMNIST), while for larger and more complex datasets
(CIFAR-10, CIFAR-100, and EuroSAT), we increased the local epochs to 6.

All experiments were conducted on an NVIDIA V100 GPU; the full reproducible code will be available after the
rebuttal period.

5.3 Evaluation

5.3.1 Detection using label flipping

In our evaluation, we tested the method on both targeted and non-targeted clients to assess the potential impact of false
positives. The iteration-by-iteration progression of the scores is shown in Figure 2a, indicating that the PES score is
consistently higher for the non targeted clients compared to the targeted clients. While the difference in PES is more
pronounced in Scenario I than in Scenario II, the method still reliably identifies targeted overfitting attempts induced by
the orchestrator.

7
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Attack Type Dataset
Scenario I Accuracy Scenario I F1 Score Scenario II Accuracy Scenario II F1 Score

Value Threshold Value Threshold Value Threshold Value Threshold

Label Flip

MNIST 1.000 < 0.01 1.000 < 0.01 0.611 < 0.3 0.720 < 0.95

CIFAR10 1.000 < 0.01 1.000 < 0.01 0.938 < 0.1 0.939 < 0.1

CIFAR100 0.931 < 0.01 0.935 < 0.01 0.655 < 0.3 0.737 < 0.3

PATHMNIST 0.970 < 0.01 0.970 < 0.01 0.697 < 0.9 0.762 < 0.9

EUROSAT 0.974 < 0.01 0.974 < 0.01 0.711 < 0.5 0.776 < 0.5

Backdoor Trigger

MNIST 0.950 > 0.99 0.947 > 0.99 0.550 > 0.5 0.667 > 0.01

CIFAR10 0.980 > 0.7 0.980 > 0.7 0.520 > 0.3 0.658 > 0.01

CIFAR100 0.983 > 0.9 0.983 > 0.9 0.583 > 0.7 0.659 > 0.01

PATHMNIST 0.971 > 0.99 0.970 > 0.99 0.543 > 0.99 0.625 > 0.01

EUROSAT 0.975 > 0.95 0.974 > 0.95 0.600 > 0.1 0.704 > 0.1

Table 1: Best performing accuracy and F1 score thresholds by dataset across scenarios for Label Flip and Backdoor
Trigger attacks. The corresponding data is plotted on Figures 3a and 3b

Table 2 further demonstrates the method’s performance: in Scenario I, the accuracy of the detection ranges between 0.7
to nearly 1.0 across all datasets, except for CIFAR-10. Furthermore, the method is able to detect the targeted overfitting
very early (as early as round 1) in almost all datasets and scenarios (see Table 2a). However, as illustrated in Figure 3a,
the performance of the label flip technique drops slightly for Scenario II.

The comparison between the two scenarios reveals that a change in the number of aggregated clients can affect the
decision boundary of the algorithm.

Limitations A key limitation of the label flipping method is that it requires multiple local epochs (typically between 4
and 7) for the model to sufficiently learn the flipped patterns. Furthermore, in heterogeneous (non-IID) data settings,
uneven client convergence further weakens the poison signal, reducing detection reliability. Moreover, the method
requires computing accuracy on the poisoned subset twice per iteration—before sending the local model and after
receiving the aggregated model—making it computationally costly despite its simple design. The threshold α is
comparably easy to hypertune, as it is always bounded in the interval α ∈ [0, 1], with lower alpha denoting higher
sensibility.

5.3.2 Detection using backdoor trigger

From a computational viewpoint, backdoor-based detection can reduce runtime by nearly half compared to label
flipping, as the backdoor strength is computed only after receiving the aggregated model, which has similar detection
performance. Figure 2b illustrates the iteration-by-iteration progression of the backdoor detection scores S (Trigger
Influence Score), where higher S scores reflect a dishonest aggregation. We clearly observe that the targeted clients
score a high S compared to the non-targeted clients. The decision boundary is well separated in Scenario I, reflecting a
clear distinction between the cohorts. This decision boundary becomes more subtle in Scenario II. Figure 4b reports
similar patterns, where the best detection accuracy in scenario I ranges between 0.95 and 0.98, whereas in scenario II,
the detection accuracy ranges between 0.52 and 0.6.

These results indicate that the backdoor method exhibits behaviour similar to that of the label flip method. In the
simplest case, where a single client is attacked (Scenario I), the detection is almost immediate (see Table 2a); while in
Scenario II, it may require several rounds to detect an attempt by the orchestrator to favour a subset of targeted clients
during the aggregation.

Limitations The backdoor trigger method is twice as computationally efficient as label flipping. However, it still
suffers from problems in heterogeneous (non-IID) settings, where uneven client convergence can negatively impact the
encoded signal, reducing detection reliability.

5.3.3 Detection using fingerprinting

The fingerprint analysis shows excellent and robust results across all datasets for scenario I, as shown in Table 2b and
2a. Detection is almost immediate across all datasets, with an accuracy ranging from 0.75 to 1.0. Thus for scenario I the
fingerprinting method is the most reliable method. However, this method fails drastically in scenario II, where a subset

8
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(a) Presentation of the PES scores calculated each round for the label flip (Algorithm 1) on all five datasets. The first column presents
Scenario I, the second column presents Scenario II. The dotted red lines of varying transparency represent different verification
thresholds that can be used to verify the honesty of the aggregator (the lower the threshold, the more sensitive the method becomes).
In case of the label flip, the unchanged (dishonestly aggregated) model will be characterised with a lower PES than its honestly
aggregated counterpart.

(b) Presentation of the backdoor strength S scores calculated each round for the backdoor trigger (Algorithm 2) on all five datasets.
The first column presents Scenario I, the second column presents Scenario II. The dotted red lines of varying transparency represent
various verification thresholds that can be used to verify the honesty of the aggregator (the higher the threshold, the more sensitive
the method will become, in contrast to the label flip).

Figure 2: Comparison of poisoning detection methods: (a) Label flip attack detection using PES scores, and (b)
Backdoor trigger attack detection using backdoor strength S scores. Both methods show the evolution of detection
metrics across communication rounds for all five datasets under two different scenarios.
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(a) The best achievable results for the performance of the label flip on various datasets (Scenario I and Scenario II). The hyperparam-
eters used for achieving those results are reported in Table 1.

(b) The best achievable results for the performance of the backdoor on various datasets (Scenario I and Scenario II). The hyperparam-
eters used for achieving those results are reported in Table 1.

Figure 3: Comparison of best achievable detection performance: (a) Label flip attack detection performance across
datasets and scenarios, and (b) Backdoor trigger attack detection performance across datasets and scenarios. The
optimal hyperparameters for these results are detailed in Table 1.
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(a) Scenario I: Variability of the metrics given various detection thresholds α for backdoor trigger (Algorithm 2).

(b) Scenario II: Variability of the metrics given various detection thresholds α for backdoor trigger (Algorithm 2).

Figure 4: Backdoor trigger attack detection performance: Detection performance metrics across various detection
thresholds α showing how threshold selection affects accuracy, precision, recall, and F1-score across different datasets.
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(a) Scenario I: Variability of the metrics given various detection thresholds α for label flip (Algorithm 1).

(b) Scenario II: Variability of the metrics given various detection thresholds α for label flip (Algorithm 1).

Figure 5: Label flip attack detection performance: Detection performance metrics across various detection thresholds α
showing how threshold selection affects accuracy, precision, recall, and F1-score across different datasets.
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of clients is targeted. This is due to the fact that the fingerprint signal should be stronger to survive an aggregation with
the local models of the 2 other clients. However, a stronger fingerprint compromises the model and disrupts the learning
process, making this method the least reliable in scenario II.

Limitations The fingerprinting method described in this paper requires that the orchestrator’s optimiser both receives
and sends the same type of updates—either gradients or model weights. Hence, optimisers that receive gradients but
return weights (e.g., Fedopt or FedProx) are incompatible with this approach. In addition to that, for scenario II, and
since the malicious aggregation targeted a subset of clients, more powerful fingerprints are needed, which may interfere
with the learning time, as a stronger fingerprint may degrade the model’s performance.

5.4 Comparison of the detection mechanisms

Overall, our results highlight the trade-offs among detection mechanisms (see table 2a and table 2b). For scenario I, the
fingerprinting method is the fastest and most reliable technique, with immediate detection and nearly perfect detection
scores, followed by the label flipping method, which almost flags an immediate detection with a moderate score. In
contrast, the backdoor trigger method scores are highly variable across datasets. To better understand the impact of the
detection thresholds α and τ on both methods, we have examined the variability of metrics (accuracy, precision, recall,
and f1score) depending on the nine different thresholds we derived in our experiments. The results are presented in
Figure 5a and Figure 5b (label flip) and Figure 4a and Figure 4b (backdoor trigger).

On the other hand, Scenario II is more complex by design, as targeted aggregation involves a subset of clients, making
detection more difficult. In this scenario, the label flipping technique is the best, followed by the backdoor trigger
method, while the fingerprinting method detects any orchestrator attempts to make the targeted client overfit their local
data.

6 Conclusion

In this article, we studied a potential threat in federated learning that we named "targeted overfitting," in which a
malicious orchestrator attempts to make specific clients overfit on their local datasets by performing a malicious
aggregation process that singles out those targets. This type of threat may pose disproportionate privacy risks to clients
by exposing them to various attacks, such as membership inference attacks. To address this, we proposed three detection
mechanisms—label flipping, backdoor triggers, and fingerprinting—that allow clients to autonomously detect the threat
without collusion. Our evaluation showed that the three methods can successfully detect the threat when a single client
is targeted, with the fingerprinting method being the most reliable. However, when the attack targets multiple clients
simultaneously, only the label flipping and backdoor trigger methods maintain effectiveness, whereas the fingerprinting
method exhibits substantially reduced performance.

In the subsequent works, we would like to further study this problem from two distinctive angles. Firstly, we would like
to amplify the capabilities of the attacker (the orchestrator) by either incorporating more nuanced schemas of aggregation
or different types of optimisers. Secondly, we would like to further examine the robustness of the fingerprinting method,
which has a clear potential as a validation method, but requires more targeted studies in order to better understand the
relevance of the incorporated fingerprint under various aggregation schemas. Given the current lack of similar studies in
the literature and the novelty of the introduced methods, we confined ourselves to a fundamental exploration of all of
them, which aimed to present their general capabilities, while we hope that further studies into a specific method (such
as label flip or backdoor trigger) will further reveal their capabilities and limitations.

13
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Scenario Method Datasets

MNIST CIFAR10 CIFAR100 PATHMNIST EUROSAT

Scenario I
Label Flip 1 1 1 1 1
Backdoor Trigger 2 2 2 1 2
Fingerprint 1 1 1 1 1

Scenario II
Label Flip 1 1 1 10 1
Backdoor Trigger 3 2 2 6 6
Fingerprint 8 – – – –

(a) Detection rounds by method and scenario

Metric Method Scenario I Datasets

MNIST CIFAR10 CIFAR100 PATHMNIST EUROSAT

Accuracy
Label Flip 1.000 0.521 0.707 0.970 0.842
Backdoor Trigger 0.550 0.900 0.517 0.629 0.625
Fingerprint 0.750 1.000 1.000 1.000 1.000

Precision
Label Flip 1.000 0.511 0.630 0.941 0.760
Backdoor Trigger 0.529 0.857 0.509 0.567 0.576
Fingerprint 0.667 1.000 1.000 1.000 1.000

Recall
Label Flip 1.000 1.000 1.000 1.000 1.000
Backdoor Trigger 0.900 0.960 0.967 1.000 0.950
Fingerprint 1.000 1.000 1.000 1.000 1.000

F1 Score
Label Flip 1.000 0.676 0.773 0.970 0.864
Backdoor Trigger 0.667 0.906 0.667 0.723 0.717
Fingerprint 0.800 1.000 1.000 1.000 1.000

(b) Performance metrics for Scenario I

Table 2: Comprehensive comparison of poisoning detection methods across datasets and scenarios. Detection rounds and
Scenario I performance metrics with hyperparameter settings for Label Flip (α < 0.01), Backdoor Trigger (α > 0.9),
and Fingerprint methods.
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