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Abstract

Large Language Models (LLMs) such as ChatGPT can infer personal
attributes from seemingly innocuous text, raising privacy risks be-
yond memorized data leakage. While prior work has demonstrated
these risks, little is known about how users estimate and respond.
We conducted a survey with 240 U.S. participants who judged text
snippets for inference risks, reported concern levels, and attempted
rewrites to block inference. We compared their rewrites with those
generated by ChatGPT and Rescriber, a state-of-the-art sanitization
tool. Results show that participants struggled to anticipate infer-
ence, performing a little better than chance. User rewrites were
effective in just 28% of cases - better than Rescriber but worse than
ChatGPT. We examined our participants’ rewriting strategies, and
observed that while paraphrasing was the most common strategy
it is also the least effective; instead abstraction and adding ambigu-
ity were more successful. Our work highlights the importance of
inference-aware design in LLM interactions.

1 Introduction

Large Language Models (LLMs) such as ChatGPT have become
everyday companions in recent years. By April 2025, ChatGPT alone
reached an estimated 800 million weekly active users with a daily
average of 187.91 million visits [1], reflecting its deep integration
into various aspects of people’s lives. Such scale underscores that
interactions with LLMs are no longer exceptional events but routine
parts of everyday digital life, shaping how people communicate
and make decisions.

With this normalized usage comes great concerns around privacy
and trust. HCI research has long documented how users weigh the
benefits of disclosure against the risks of data collection in digital
systems. For LLMs, these risks are further amplified by memoriza-
tion and reproduction of sensitive content from training data [8, 17].
To address this, various techniques and tools were developed for
Personally Identifiable Information (PII) detection and sanitization
that target explicit identifiers such as names, emails, and phone
numbers [16, 34, 49]. While these techniques and tools enhance
privacy protection, they target only what users type in, not what
the model can infer.

In this work, we emphasize a different class of PII leakage:
inference-based privacy risk. Unlike memorization of PIIs, which
requires models to remember sensitive data explicitly mentioned
in conversations seen during training, inference allows models to
deduce personal information from everyday conversations that are
seemingly unrelated to personal information. A casual mention
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of weekend activities, a favorite restaurant, or workplace jargon
may allow an LLM to accurately guess a user’s age, location, oc-
cupation, or even relationship status [5, 39, 42]. Unlike PII leaks,
these risks are difficult for users to notice and challenging to redact
once shared, since the sensitive information was never explicitly
disclosed in the first place.

Prior work suggests that users are poorly prepared for these
risks. Studies of LLM privacy perceptions show that users tend
to focus on data collection and storage [4, 10, 20, 48] or fear the
creation of personalized profiles by service providers [26, 49]. Users
also often hold incomplete or inaccurate mental models of LLMs,
sometimes treating them as search engines or databases rather
than predictive systems [28, 48]. This mismatch makes users poorly
equipped to anticipate inference risks or to take effective action.
Moreover, the conversational qualities of LLMs, such as their flu-
ency, persuasiveness, and anthropomorphic design, make people
more willing to self-disclose, sometimes beyond what they meant
to disclose [18, 40]. Together, these dynamics create a widening
gap between what LLMs can know and what users expect them to
know;, raising critical questions about transparency, trust, and user
agency.

To bridge this gap between what LLMs can infer and what users
expect them to infer, we ask the following research questions:

e RQ1: To what extent do users realize what personal informa-
tion can be inferred by LLMs?

e RQ2: Do users have different concern levels depending on
the type of information that can be inferred?

e RQ3: Can users effectively rewrite text to prevent inference?
If so, what strategies do they use?

To address these questions, we conducted a survey study with
240 U.S. participants. Each participant was shown short text snip-
pets drawn from SynthPAI, a synthetic dataset designed for per-
sonal attribute inference research [45]. For each snippet of text,
participants were asked to (1) estimate which personal attributes
could be inferred, (2) report their concern levels once the inference
was revealed, and (3) attempt to rewrite the text to block inference
while preserving the original meaning. To evaluate participant
rewrites, we compared them with rewrites generated by ChatGPT
and Rescriber, a state-of-the-art sanitization tool [49]. We also ana-
lyzed user rewrites to identify common strategies employed (e.g.,
omission, generalization, and adding ambiguity). Together, this
mixed-method approach of both quantitative analysis of survey
responses and qualitative analysis of participant rewrites allows
us to evaluate not only whether users can accurately estimate the
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inference risks, but also whether they could meaningfully act on
them.

Our findings reveal several key insights. We find that users strug-
gled to anticipate which attributes could be inferred, performing
only slightly above chance. Nearly half of the participants expressed
concern once the inference was revealed, though concern levels
did not differ strongly across attribute types. Finally, we show that
while users attempted a range of rewriting strategies to block in-
ference, they were only partially effective and less successful than
ChatGPT.

Our work provides empirical evidence of user estimates and
concerns towards LLM personal attribute inference, and a thorough
analysis of user rewrite strategies and the effectiveness of user-
written and tool-generated rewrites. The implications of our study
extend beyond abstract concerns of privacy. Inference-based risks
affect how people interact with LLMs, in ways from workplace
assistants that may reveal employee status, healthcare chatbots that
may infer sensitive medical information, to educational tutors that
may profile students. By clarifying how users perceive, misperceive,
and attempt to mitigate inference, our work provides a basis for
designing inference-aware safeguards that balance usability with
protection in real-world LLM applications.

2 Related Work

In this section, we review literature on LLM privacy vulnerabilities,
personal attribute inference capabilities, and user perceptions of
Al privacy risks.

2.1 LLM Privacy and Security

Commonly published large language models (LLMs) are frequently
trained on both public and private datasets, and are susceptible to
popularly known membership inference attacks [38]. Specifically,
prior research has demonstrated that it is feasible to extract verba-
tim examples [8], sentence fragments [17], canaries [36], or even
ngrams [29] from the training data. Even benign updates to natural
language models have been shown to leak changes in the training
data [46], and many techniques and toolkits have been proposed to
improve the success rates of these attacks [6, 7, 23, 31].

LLMs are also prone to other adversarial attacks like prompt
hacking, which manipulate input prompts to obtain desired and
sometimes unintended or malicious outputs [11]. These can be fur-
ther classified into Prompt Injection or Jailbreaking attacks [12]. In
prompt injection, the attacker aims to misalign the goal of original
prompts or recover information from private prompts [37]. On the
other hand, jailbreaking prompts aim to bypass (safety) restrictions,
say to generate malicious, toxic, harmful, or offensive content [25].

Both memorization and prompt hacking techniques have been
extensively leveraged to extract personal attributes, including PIIs,
from LLMs. Prior research has demonstrated that private informa-
tion can be extracted by simply querying LLMs [22, 27]. In fact,
it has been shown that it is feasible to extract names and email
addresses even if they appear only once in the training data [8].
However, this prior research on PII leakage from LLMs has certain
shortcomings: they either focus on extracting specific PII types
(e.g., email addresses [16] or phone numbers [34]), are specific

to one domain (e.g., biomedical [33]), or are evaluated on small
transformer-based language models [17, 19].

2.2 Personal Attribute Inference by LLMs

Beyond memorization and PII extraction, recent research has shown
that LLMs’ inference capabilities can be leveraged to infer personal
attributes (e.g., location, age, income, sex) from texts [39]. While
author profiling or private attribute predictions from digital records
has been a long-standing area of classical natural language pro-
cessing (NLP) research [15, 21], LLMs help improve accuracy and
conduct inference at scale [5, 42]. Also, LLM’s multi-modal capabil-
ities further extend the attribute inference to even images [41].

Online self-disclosures, while being rewarding in social media
interactions, contribute to these personal attribute inferences [14].
These (unintended) personal or sensitive disclosures have also been
observed in the context of conversational agents [32, 48]. LLMs’
ability to employ persuasive strategies and exhibit anthropomor-
phic characteristics increases the likelihood that users will disclose
more personal information than they intend [18, 40]. While users
sometimes manually sanitize their inputs to avoid revealing sensi-
tive information [48], they fall short due to tediousness. To address
this, browser extensions have been developed to detect and high-
light potential personal information disclosures, so that users can
redact or abstract these before sending their messages [49]. While
such sanitizer solutions help prevent explicit disclosures in the text
(e.g., person names, city names), they are not very effective against
implicit disclosures [45] (e.g., inferring city name from unique land-
marks), as we also show later in this work.

Current work specifically focuses on implicit private attribute
inference from text inputs. There is a lack of available real-world
datasets for LLM attribute inference and defense research [39].
This has motivated some to generate synthetic datasets, such as
SynthPAI [45], which we also utilize in our research.

2.3 User Perceptions of Al and Privacy

User perceptions when interacting with conversational chatbots
have been extensively studied in the usable privacy literature (e.g.,
[4, 9, 10]). Most of these are on pre-date LLMs, and there is limited
user research on LLM-specific conversational agents, most of which
are small-scale qualitative interview studies [20, 48] or one-country
focused surveys [26, 28]. These studies have shown that users are
primarily concerned about the collection and storage of chat in-
teractions [4, 10, 20, 48] and service providers’ ability to create
personalized profiles [26, 49]. Users have also expressed unease
around LLMs’ unauthorized data sharing and cyber attacks [2, 3].

Furthermore, Zhang et al. [48] found that users held erroneous
mental models of how conversational agents like ChatGPT generate
responses (e.g., assumed LLMs work like search engines), and they
did not understand LLM-specific risks such as memorization. In
another study, Malki et al. [28] found that engagement with privacy
protective controls offered by LLMs was overall low, and that many
participants held mismatched expectations of opting out of model
training and the effects of deleting data. This lack of awareness of
privacy risks and misunderstandings around how LLMs operate
technically limits their ability to give informed consent and protect
themselves against privacy risks [13, 20, 48, 49].



2.4 Summary

While prior work has established that LLMs can infer private at-
tributes and has explored general user perceptions towards privacy
when using conversational agents, no research has directly explored
user perceptions towards implicit private attribute inference. Our
work is the first to systematically investigate whether users can
estimate the inference of eight different private attributes from
innocuous texts, how concerned they are once made aware of the
inference, and if users are able to effectively rewrite texts to avoid
the attribute inference.

3 Method

To study our research questions, we designed a survey to collect
user perceptions towards private attribute inference. Our institu-
tion’s Institutional Review Board (IRB) approved this study, and
all participants provided informed consent prior to participation.
None of the participants contacted the IRB at the provided email
address to request withdrawal from the study or data deletion.

3.1 Recruitment and Participants

We recruited participants through Prolific!, a crowd-sourcing plat-
form for research studies, in June and July 2025. We required par-
ticipants to be over 18, fluent in English, and residing in the United
States. Except for requesting a balanced gender sample, we did not
set any criteria in Prolific for other demographic factors. The survey
took about 20 minutes to complete, and we compensated partici-
pants $6 upon completion, resulting in an average compensation of
$18/hour. We included a total of 240 responses in the final dataset,
which came from 114 females, 121 males, and five non-binary par-
ticipants. Details on demographic information of our participants
can be found in Table 1.

3.2 Survey Design

3.2.1 Dataset. As shared in Section 2.2, we leveraged the SynthPAI
synthetic dataset for personal attribute inference exploration [45].
The dataset covers eight types of personal attributes, including
age, place of birth, location, education, income level, occupation,
relationship status, and sex. For each inference, the dataset also
provides a hardness level on a scale of 1 (easy) to 5 (hard), indicating
how hard it is to infer the attribute from the text. We evenly sampled
texts for each of the eight inferred personal attributes, preferring
texts for which only one attribute was inferable. Due to the lack of
certain hardness levels for some personal attributes, we sampled
four texts with different hardness levels for each personal attribute.
In total, we sampled 32 text snippets from the dataset, each of which
has one inferable personal attribute.

We note that SynthPAI is currently the only publicly available
dataset for personal attribute inference. It contains synthetic texts
paired with personal attributes that LLMs can reliably infer. Some of
these texts may appear unusual in the context of LLM conversations,
as they were originally generated as online comments. However,
existing datasets of LLM interactions lack ground truth for personal
attributes, making it impossible to verify inferences against known
information. Collecting real user conversations along with personal

https://www.prolific.com

Demographic Categories Percentage
Male 49.6%
Gender Female 48.3%
Non-binary / third gender 1.2%
Prefer not to say 0.8%
18-24 years old 10.7%
25-34 years old 38.4%
Age 35-44 years old 24.8%
45-54 years old 14.9%
55 years old or older 11.2%
Less than high school 0.4%
High school graduate 9.1%
Some college 8.7%
Education 2 year degree 6.2%
4 year degree 31.4%
Professional degree 32.2%
Doctorate 10.3%
Prefer not to say 1.7%
Rarely (less than once a month) 9.5%
A few times a month 12.8%
LLM usage A few times a week 41.7%
Daily 36.0%

Table 1: Percentages of participants by demographic infor-
mation.

attributes would also raise significant privacy concerns, making
SynthPAI the most practical and ethical choice for our study.

3.2.2  Survey Questions. To ensure the validity of our survey, we
conducted two rounds of pilot testing. In the first round, we invited
six volunteer participants (ages spanned 25 to 63, and half of them
were non-tech people) to complete the survey and provide feedback
on flow, wording, and clarity. Based on their feedback, we revised
the survey and ran a second pilot with 30 participants recruited on
Prolific. The responses from both pilot rounds were used only for
refinement and were excluded from the final analysis.

We made two major revisions as a result of the pilots. First, partic-
ipants in the first round reported that they did not fully understand
the task until completing the first question set, and some believed
they had answered incorrectly. To address this, we added a practice
question set with example answers at the beginning of the survey.
This set was included solely for the purpose of illustration and was
excluded from the final analysis. Second, in the second pilot, we
measured concern levels both before and after revealing the target
attributes. However, we found it difficult to interpret changes in
concern (e.g., teasing apart the influence of participants’ over/under-
estimations was very complex), so we omitted the initial concern
question from the final survey.

For each sampled text and its target attribute pair, we constructed
a question set (see Appendix A.1). We first asked participants to
estimate how likely each of the eight attributes could be inferred
from the text on a 5-point Likert scale of “Very unlikely’ to ‘Very
likely’. Although only one attribute was actually inferable from
each text, we did not provide participants with this information
and allowed participants to select more than one attribute. We



then revealed the target attribute inferred from the text to the
participants, and asked them to rate (on a 5-point Likert scale of
‘Not at all concerned’ to ‘Extremely Concerned’) how concerned
they were about including this text in their conversation with an
Al-powered chatbot. Finally, we asked participants to try their
best to rewrite the text so that the target attribute could no longer
be inferred by an LLM. Effectively, each question set has three
questions that are all related to the same text and its personal
attribute pair.

We first had each participant go through a practice question
set with an example rewrite and explanation to ensure their un-
derstanding of the task. They then answered four question sets
we randomly selected from our question set pool, ensuring that
each participant saw texts related to four (out of eight) different
inferred target attributes. We ended the survey with questions on
their general Al chatbot usage (“‘How frequently do you use any
Al-powered chatbots?”) followed by demographic questions. We
include the complete survey in Appendix A.

3.3 Data Analysis

3.3.1 User Estimation. To evaluate the accuracy of users estimating
which personal attributes were inferable, we calculated a score and
a weighted score for each participant as follows.

For any text and attribute pair, we considered ‘Very likely’ and
‘Likely’ responses from the participant as positive estimation, and
‘Very unlikely’ and ‘Unlikely’ as negative estimation. We considered
a participant’s response for a text-attribute pair accurate if: (1) they
provided a positive estimation when the attribute was the target
for the text, or (2) a negative estimation in cases when it was not
the target attribute.

The score for a user reflected how many accurate positive estima-
tions were made for target attributes, regardless of their estimations
for non-target attributes. For example, if a user made a positive es-
timation for one target attribute only, they got a score of 1/4 = 0.25
since they were asked to provide their estimations for four text-
target attribute pairs in total. Additionally, we compared user score
distributions across LLM usage frequency and demographic factors
such as age, gender, and education. We used Chi-Square tests to
assess whether observed differences were statistically significant.

The weighted score for a user reflects how many accurate estima-
tions they make across all targeted (inferrable) and non-targeted
(non-inferrable) attributes. The first part of the score is calculated
based on the participant’s estimate of whether the target attribute
can be inferred. They get a 1 if they predict it can be inferred, or a 0
otherwise. This captures whether they can identify a true positive.
For each sample text, there are 7 non-target attributes that can-
not be inferred. A participant’s prediction is correct if they guess
that these non-target attributes are not inferable (true negative).
They get 1/7 of a point for each true negative. The total score is
thus %(%) + %) where TP refers to True Positive, TN is
True Negative and cn refers to correctly guessed negatives. (This
notation simply conveys that there is only 1 example in the denom-
inator for true positives, and 7 examples in the denominator for
true negatives.) For example, if a participant correctly predicts the
target attribute and correctly estimates 3 out of the 7 non-target
attributes, then that participant gets a score of 0.5(1+3/7) = 0.71.If

the participant incorrectly estimates that the target attribute is not
inferable, but correctly estimates 3 out of 7 non-target attributes,
then their score is 0.5(0 + 3/7) = 0.21. This weighted score places
greater emphasis on correctly identifying the inferable attribute,
while also giving credit for correctly ruling out attributes that are
not inferable. We calculate this weighted score for each question
set and report the average for each participant.

3.3.2  Rewrite Evaluation. We evaluated the participants’ ability to
effectively rewrite texts for inference prevention from two aspects.
First, we proposed two metrics to grade their rewrites: effectiveness
and semantic similarity. To measure the effectiveness of a rewrite,
we replicated the inference pipeline as described in [45] and ex-
amined whether the target attribute was still inferable from the
rewritten text. To measure the semantic similarity of the rewrite
to the original text, we employed BERTScore [47]. BERTScore is
an automatic evaluation metric that computes a similarity score
for each token in the candidate sentence with each token in the
reference sentence, and it provides precision, recall, and F1 scores
to measure the token-level similarity across the two texts. For our
evaluation, we considered the BERTScore’s F1 score generated for
each text and its rewrite. A F1 score value closer to 1 indicates
that the text and its rewrite are nearly identical. We considered
the semantic similarity score essential for the evaluation because it
helped us assess whether the original intent of the texts had been
preserved by the participants. A very low BERTScore can reveal if
a user submits a random text, which would certainly prevent the
inference, but also defeats the purpose of the task.

Second, we also benchmarked participants’ performance with
that of online tools, namely ChatGPT and Rescriber [49]. To com-
pare ChatGPT’s ability in rewriting texts to prevent attribute in-
ference, we prompted it as follows. We gave ChatGPT the same
information that we also provided to a participant: this included the
original text and the target attribute. We specifically asked Chat-
GPT to rewrite the text so that the target attribute was no longer
inferable. The template of the prompt can be found in Table 2. Since
we repeated the same ChatGPT inference across multiple question
sets, we started a fresh session for each inference. This ensured that
ChatGPT’s performance was not influenced by seeing past text and
target attribute pairs.

Rescriber [49] is a state-of-the-art data minimization tool that
detects and suggests sanitizing options for removing personal infor-
mation in user prompts. When it detects words containing personal
information, the tool either suggests replacing those words with
placeholders (e.g., [NAME] for John) or abstracting the information
with a more general version. We used Rescriber in both settings
(separately) to sanitize all sampled texts.

3.3.3  Understanding user rewrite strategies. To investigate the strate-
gies users employed when rewriting text to prevent attribute in-
ference, we conducted an open-coding analysis. To construct the
qualitative evaluation dataset, we randomly sampled four rewrites
from each target attribute-hardness pair, aiming for two effective
and two ineffective rewrites where available. This resulted in 124
samples for analysis.

Two researchers reviewed approximately one-third of the ex-
amples to develop a codebook, consisting of five distinct rewrite
strategies listed in Table 3. Each sample was then independently



Prompt for Rewrite Generation

Comment:

comment

Inference:
attribute: answer

unchanged.
Follow the following format for your answer:

Rewrite: Your rewrite of the comment.

The commenter’s target_attribute can be inferred from the following comment.

Rewrite the comment so the commenter’s target_attribute can no longer be figured out while keeping the meaning of the text

Explanation: Explain what you modified and how that can prevent the commenter’s target_attribute from being figured out.

Table 2: Prompt for rewrite generation. Variables are modified accordingly for each inference.

coded by two out of four researchers (including the previously
mentioned two researchers) with one or more strategies. Following
the initial coding round, the researchers met regularly to review
all examples and resolve disagreements through discussion until
consensus was reached. Since we performed open coding for the-
matic analysis, the inter-rater reliability score is not applicable and
therefore not calculated [30].

3.4 Limitations

Our study has several limitations. We relied on text snippets from
the SynthPAI dataset [45], which provided an established pipeline
and ground truth of personal attribute inference, but may not fully
capture the richness of real-world information leakage. Addition-
ally, participants completed the tasks in a survey setting, where
they were encouraged to overestimate, and their reported concern
levels and motivation for rewriting may not reflect real behavior
during personal chatbot conversations with higher stakes or so-
cial pressure. Therefore, participant scores, concerns, and rewrite
abilities should be carefully interpreted. Our survey design also
introduced a privacy priming effect. After the first practice question
set, participants became aware that the study was about privacy
and that risks existed. Thus, their concern ratings reflected aware-
ness of potential risk rather than naive perceptions. While this may
limit real-world relevance, our research still provides a valuable
perspective by revealing participants who remained unconcerned
even when privacy risks were made explicit. In addition, our com-
parisons with ChatGPT were based on specific and simple prompts,
and therefore, results may vary with prompt engineering or future
system updates.

Generalizability is also constrained. Our sample consisted of
240 U.S. adults, limiting applicability across cultural and linguistic
contexts. While our use of synthetic data avoided exposing any real
personal information, participants may not have the same personal
connection with the text as with genuine text from conversations,
since the text snippets were synthetic and did not reflect partici-
pants’ own information. As a result, some participants may have
taken the privacy risks less seriously than they would if the in-
formation had reflected their actual circumstances. Future work
may extend this research to more real-world relevant, longitudinal,
or cross-cultural settings, and explore how interface design and

contextual cues shape whether users notice, care about, and act on
inference-based privacy risks.

4 Findings

In this section, we will go through our findings in detail. We will
first look at user performance on estimating the inference of target
attributes from texts, followed by their concern levels after learning
of the inferred attributes. Finally, we will present the evaluation of
user rewrites.

4.1 User Estimation

As shared earlier in Section 3.2.2, participants are shown a text and
asked to select which of the eight private attributes are inferable
from the text by LLMs. Remember that only one attribute is infer-
able from each text (due to our selection of texts as discussed in
Section 3.2.1), but participants are not given this information and
are allowed to select more than one attribute. Figure 1 summarizes
their selections. The Y-axis represents the target attribute inferable
from each text, and the X-axis represents the attributes for which
participants estimated. The diagonal entries indicate the percent-
ages of participants who accurately estimated the target attributes,
ranging from 21% to 67%. Location was the easiest attribute to
estimate, while occupation was the most difficult. Note that a par-
ticipant has a 40% chance of making an accurate estimation for the
target attribute when guessing at random (since selecting two of
the five Likert options would yield an accurate estimation). We see
that participants are somewhat reasonably able to estimate (over
60%) when location or relationship status is inferable. They seem
to consistently misestimate about occupation (missing most cases
when it was inferable). For the other attributes, their estimates were
just a little bit better than random (i.e., in the 42-50% range).
Off-diagonal entries represent false positives, where the user
overestimates LLMs’ ability to predict an attribute. These overesti-
mates vary from 5% to 57%. Two specific scenarios stand out when
looking at these overestimates: when the target attribute is occupa-
tion, age received the most positive estimations from participants;
and when the target attribute is place of birth, location received
the most positive estimations. While it is hard to postulate the rea-
son for occupation and age overestimates, we can see a semantic
overlap between location and place of birth attributes — both are



Code Description

Paraphrasing/Replacement | Changing the sentence structure or vocabulary without altering the core facts, including one word replace-
ments or whole sub-phrase replacements.

Omission/Deletion Removing the specific words or phrases that are believed to leak the attribute.
Generalization/Abstraction | Replacing a specific entity with a more general one. Involves reducing the level of detail by replacing a
specific term with a broader, less specific one that still conveys the original meaning.

Adding Ambiguity Introducing language that makes the inference less certain. Involves introducing uncertainty to make the
statement itself unclear, open to multiple interpretations, or to obscure the information.
Misdirection Adding new, false, or irrelevant information to confuse the LLM.

Table 3: Codebook for rewrite strategies.
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Figure 1: Distribution of positive user estimation for each attribute. The y-axis shows target attributes, and the entries are
percentages of users who made positive estimation for corresponding attributes on the x-axis.

geographic locations. Since place of birth is a type of location, par- that participant overestimates are directional in nature, i.e., we do
ticipants frequently selected location as being inferable for these not see the same number of overestimates for place of birth when
texts, resulting in the overestimates. Additionally, it is interesting the target attribute is location, potentially because there are other



types of locations beyond place of birth. Also, we acknowledge (as
mentioned in Section 3.4 and further discussed in Section 5.1) that
asking participants to guess which attributes are inferable (when
they are aware that some are inferable) might encourage them
to seek patterns and overselect. However, this seems unavoidable
given the specific question we study.

We computed both score and weighted score for each participant
(described in Section 3.3.1). As shown in Figure 2, most partici-
pants scored 0.5, corresponding to making accurate estimations for
target attributes for two out of four questions. Only 8% of partici-
pants identified all inferable target attributes correctly, whereas 14%
missed all four. The weighted score distribution (that reflects accu-
rate estimations across both target and non-target attributes) of the
participants is shown in Figure 3. While there were participants who
were mostly accurate (with weighted scores > 0.875), none of them
correctly predicted all target and non-target attributes for all four
questions. Only 67 participants (28%) made correct predictions for
both target and non-target attributes in at least one question. These
weighted scores also demonstrate that participants frequently over-
estimated the capabilities of LLMs in inferring privacy attributes
from texts.

Figure 2 and 3 also show the expected distribution of scores
with random guessing. Overall, participants made more accurate
estimations than expected from random guessing, as reflected in
the participant distribution histogram shifting to the right relative
to the random guessing line plot. Participant average score is 0.48
and average weighted score is 0.58, which are 20% and 45% over the
0.4 expectation from random guessing for both score and weighted
score. The higher weighted score indicates that participants are
often successful at narrowing down which attributes are inferable,
getting extra points from correctly eliminating non-inferable at-
tributes.

Finally, we tested for correlations between participant scores
and how frequently they use any LLMs and their demographic
information (their age, gender, and education level), but found no
correlation. Categories under each type of information were used
as variables, and we compared the distribution of scores (count
of participants who got each possible score) using the Chi-Square
Test of Independence. P-values for age, gender, and education level
are 0.4471, 0.4889, 0.8388, and 0.3054, respectively. For the score
distributions across different demographic and LLM usage variables,
see Figure 6, 7, 8, and 9 in Appendix B.

4.2 User Concern Levels

28% of participants were not at all concerned about all four at-
tributes they were asked about, and 44% of participants were con-
cerned about (slightly concerned or more) all four attributes. Fig-
ure 4 shows the distribution of concern levels by attribute type. We
computed the pairwise Kullback-Leibler (KL) divergence metric for
the concern distributions of each attribute pair, and found that all
the divergence values were below 0.1, showing that the difference
between concern levels across attributes is not significant.

4.3 Rewrite Evaluation

To evaluate the effectiveness of participant rewrites in preventing
attribute inference, we first identify whether the inference is still

possible from the rewrites. To benchmark participants’ performance
with online tools, we also evaluate rewrites from ChatGPT and the
Rescriber data sanitization tool. Table 4 shows the effectiveness of
rewrites for our participants, as well as ChatGPT and Rescriber.

4.3.1 Effectiveness. As shown in Table 4, ChatGPT demonstrated
the highest effectiveness, successfully rewriting 50% of texts. While
the percentage might be lower than expected, it is worth noting that
we did not do any prompt engineering, and ChatGPT was given
the same simple prompt as our participants. This performance with
minimal effort was substantially higher than that of our participants,
who achieved a success rate of 28%. Rescriber detected personal
information in only 78% of the comments and was the least effective
at rewriting them, achieving success rates of 24% with the “replace”
method and 12% with the “abstract” method. We acknowledge that
Rescriber’s direct aim is to detect and replace PII, not to prevent
implicit inference. Nonetheless, it offers an interesting benchmark
as detecting PII is an active area of research, and this tool is state-
of-the-art; however, we illustrate here that such tools cannot easily
generalize beyond their specific intent.

We share a few examples to help contextualize which types of
rewrites work and those that don’t. For the original statement “MBA
felt right; doors opened career-wise & personally!” with inferred
attribute ‘Education’ being ‘Masters in Business Administration’,
one participant rewrote this as “Getting my degree felt right; doors
opened career-wise & personally!”. Here, the participant has elimi-
nated the word “MBA” and slightly paraphrased the first subphrase.
The removal of the word “MBA” makes it not possible to infer
which degree the text is talking about. The paraphrasing does not
contribute much as it does not alter the meaning of the phrase. This
strategy was effective because it targeted the piece of information
that enabled the original inference. In another rewrite instance for
the same text, a different participant rewrote the text as “MBA felt
right doors opened personally,” which didn’t successfully prevent
the education level from being inferred despite the removal of the
word “career-wise.” This shows that if rewriting is to be effective,
it needs to target the part of the text which enabled the inference
initially.

Next, we compare ChatGPT and user rewrites. In particular, we
compare examples where one is effective but the other is not. In
Table 5, we first show an example when the ChatGPT rewrite is
effective, whereas the participant rewrite is not. We see that the
participant’s rephrasing (“folks respected me driving them around
more” to “people just seemed to take me more seriously when I gave
them rides”) did not eliminate the reference to an occupation related
to driving, and so did not help sufficiently in shifting the likelihood
of the occupation being inferred. On the other hand, ChatGPT’s
rewrite was effective because it removed anything related to driving
completely and generalized the situation to “when interacting with
them.”

The second example in Table 5 shows an instance where the
participant rewrite is effective, but ChatGPT rewrite is ineffective
in preventing the inference. ChatGPT tried to simply abstract the
“Munich Residenz” by calling it a “famous palace”, and this change
was insufficient since there are still a small number of famous
palaces with ghost stories about an executed monarch in ornate
halls. However, the participant more cleverly abstracted the text
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Figure 4: Distribution of concern levels by attribute type.

Participants | ChatGPT | Rescriber (replace) | Rescriber (abstract)
27.6% | 50.0% | 24.0% | 12.0%

Table 4: Percentages of effective rewrites. Note that the percentages for Rescriber are based only on the 78% of comments where
it detected personal information.

by referring instead to “local ghost story spot”, replaced “monarch” Rescriber was able to produce more effective rewrites with its
with “man”, and eliminated the description of those halls being ‘replace’ method because it removes the clues of the inference com-
“ornate.” In this case, the participant was able to identify and hide pletely with a placeholder, while its ‘abstract’ method might still
more clues leading to the inference than ChatGPT, thus producing leave some hints. For example, for an original comment “Totally
an effective rewrite. picked up photography after countless travel snaps by my wife!”,

Rescriber replaced “my wife” with “[NAME1],” which successfully



Example of ChatGPT effective rewrite and participant ineffective rewrite

Original text: Turning 30 was chill for me — if anything folks respected me driving them around more.
ChatGPT: Turning 30 was chill for me — if anything folks respected me more when interacting with them.
User: Turning 30 was chill for me — if anything people just seemed to take me more seriously when I gave them rides.

Inferred Attribute: Occupation - Taxi driver

Example of ChatGPT ineffective rewrite and participant effective rewrite

Inferred Attribute: Location - Munich, Germany

Original text: Everyone talks up Munich’s Residenz ghost—apparently an executed monarch still wanders those ornate halls! Even
skeptics side-eye shadowy corners there during late tours... Gives me goosebumps just thinking about it!

ChatGPT: Everyone talks up the ghost of a famous palace—apparently an executed monarch still wanders those ornate halls! Even
skeptics side-eye shadowy corners there during late tours... Gives me goosebumps just thinking about it!

User: Everyone talks up the local ghost story spot. Apparently an executed man still walks around the halls. Even skeptics side-eye
shadowy corners there during late tours... Gives me goosebumps just thinking about it!

Table 5: Examples of rewrites

prevented the inference of the relationship status being married.
However, for the other abstract method, Rescriber abstracted “my
wife” with “a family member.” This rewrite definitely brings ambi-
guity, yet was not able to fully prevent the inference, as ChatGPT’s
reasoning stated that “The user mentions ’countless travel snaps
by a family member’ which suggests that they have a family. This
could imply that the user is at an age where having a family is
common, which often correlates with being married”

4.3.2  Semantic Similarity. Mitigating a privacy risk often involves
losses in utility; it is thus interesting to see what impact effective
rewrites have on the semantic meaning of the original text. To
measure how semantically similar the rewrites were to the original
text, we calculated the F1 BERTScore for each rewrite-original text
pair. Figure 5 shows a comparison of the overall distribution of
scores, for each agent, of their effective rewrites vs. their ineffective
ones. A first observation is that in both the effective and ineffective
rewrites, the BERTScores are never low (usually above 0.9, and
even outliers are greater than 0.8). This implies that no participant
rewrote the original text with junk, and offers confirmation that our
participants took the task seriously. Second, we see that effective
rewrites exhibit lower F1 scores than ineffective ones, for each agent.
This implies that overall, the effective rewrites moved further away
in semantic meaning than the ineffective rewrites. However, care in
interpreting this metric is important. BERTScores capture semantic
similarity, but they do not capture privacy risk. It is possible in some
cases to diminish the risk without changing the meaning of the
original text much at all (depending on the case). A key takeaway
from Figure 5 is that it is often possible to eliminate the privacy risk
without incurring much loss on the semantic front. This is because
the BERTScores for effective rewrites are still high.

To validate if the F1 score distributions across each agent for the
effective and ineffective cases are statistically different, we com-
pute their KL divergence metric. Since KL divergence is inherently
directional, we compare the divergence of effective ones from in-
effective ones and also in the other direction. Table 6 shows the
KL divergence values for all agents, which are all greater than 0.1
and even greater than 6 for agents other than our participants.
These positive values greater than 0.1 confirm that the effective

and ineffective F1 score distributions for each agent are statistically
different. Although Rescriber achieved the highest average F1 score,
it was the least effective at rewriting (see Table 4) with the largest
differences in F1 scores. ChatGPT demonstrated the best overall
performance, being the most effective at rewriting the comments
while maintaining a high F1 score. In contrast, human participants
had the lowest F1 scores regardless of rewrite outcome, suggesting
that it may be harder for humans to navigate the privacy-utility
tradeoff than automated tools.

4.3.3 Rewrite Strategies. When we look at participant rewrite strate-
gies, we notice that not all participants attempted to modify the
text. Ten rewritten texts (1%) were left unchanged relative to the
original ones. We interpret this not as carelessness but as an indi-
cation of the difficulty participants experienced in rewriting, as no
participant left all of their rewrites unchanged.

Participants employed a range of strategies, and sometimes a
combination of different strategies, to obscure personal information,
but their effectiveness varied widely. As shown in Table 7, the most
common approach was paraphrasing/replacement (60%), where
participants reworded the text without altering its core factual con-
tent. Although paraphrasing may be easier and intuitive, it was
the least effective strategy overall, with only 37% of paraphrased
rewrites successfully blocking inference. In many cases, partici-
pants changed surface-level phrasing while leaving the underlying
clue intact. For instance, looking at the ineffective paraphrasing
example in Table 8, we can see that the participant has made some
alterations to the text, but it did not change the meaning completely.
On the other hand, in the effective paraphrasing case, the partici-
pant replaced the key term (‘Shakshuka’ dish), which was giving
away clues to deduce the place of birth.

In contrast, more targeted strategies yielded higher success rates.
Generalization/abstraction (19%) was successful in nearly 67% of
cases. Similarly, omission/deletion (33%) was effective in 63% of
cases. Although these strategies were less frequently used than
paraphrasing, they were substantially more reliable. Less common
strategies also showed promise. Misdirection (10%) was effective
58% of the time. Likewise, adding ambiguity (11%), such as using
vague descriptors, worked in 71% of cases. Though these strategies
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Strategy Overall % Effective Percentage
v 36.5%
P hrasi 59.7%
araphrasing X 3.5%
v 63.4%
Omission/Deleti 33.1%
mission/Deletion X 36.6%
v 66.7%
Gi lizati Abstracti 19.4%
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v 71.4%
Adding Ambiguit 11.3%
ing Ambiguity X 38.6%
v 58.3%
M. i i . (4
isdirection 9.7% X 7%

Table 7: Distribution of rewrite strategies

were less common, their higher effectiveness suggests potential
strategies for privacy-preserving rewriting. Table 8 shares an effec-
tive and an ineffective example for each of these strategies. Some of
these rewrite strategies are clear; however, others are more subtle.
In the ineffective example for generalization/abstraction, the origi-
nal text makes it clear that the person is talking about themselves,
while the rewrite implies they are talking about society in general.
In the ineffective example for adding ambiguity, the participant gar-
bled the text, making it hard to parse. In the effective misdirection
example, the original text implies the person has a hard time sorting
laundry, while the rewrite simply states that at that moment, the
person has finished the task. The notion that sorting laundry might
be challenging is lost, making this rewrite successful. This example
is essentially the opposite of an abstraction case, as the participant
has removed a general stereotype to pinpoint the completion of an
action at a specific moment.

Agent KL Divergence
KL(E|T) KL(I||E)
User 0.319 0.156
ChatGPT 8.886 6.701
Rescriber (replace) 11.900  18.182
Rescriber (abstract) | 22.389  20.782

Table 6: KL Divergence Analysis on BERTScore F1 across
[E]ffective and [I]neffective rewrites.

5 Discussion

Our findings provide important insights into how users estimate
and respond to the risk of attribute inference from text, as well as
how different rewriting strategies mitigate that risk. In this section,
we discuss the broader implications of our findings and potential
future work.

5.1 User Estimation and Concerns

As captured in Section 4.1, participants tended to overestimate
which attributes are inferable, yet their accuracy remained limited
and only modestly above chance. This miscalibration is consistent
with recent works showing that users hold incomplete or inaccu-
rate mental models of LLM capabilities [24, 43]. It is worth noting
that asking participants to guess which attributes were inferable
naturally encouraged them to seek patterns and overselect. In ev-
eryday use, however, users are unlikely to reason deliberately about
what can be inferred from their text, echoing findings in privacy re-
search showing that users often struggle to anticipate information
flows [28, 48]. Additionally, user performance varies significantly,
with 8% making accurate estimates for all four questions, 14% mak-
ing no accurate estimates, and a larger variance in rewrites than
automated tools (Figure 5). Therefore, privacy protection cannot
depend on user vigilance, and systems need to provide proactive,
inference-aware support.

Almost half of our participants expressed concern about at least
one attribute being inferred, yet concern levels did not vary sig-
nificantly by attribute type. Because participants were evaluating
attributes that did not describe themselves, their judgments lacked
personal stakes, which might lead to muted responses. Prior work
has shown that privacy concerns are highly contextual, potentially
increasing when consequences are concrete or personally mean-
ingful [35], and often appear attenuated when risks are presented
abstractly or not self-related [44]. We therefore consider our results



Code Example Rewrite

Effective

Paraphrasing/
Replacement
Inference: Place of birth - Jerusalem, Israel

Original text: Still make shakshuka like mom taught - taste of home.
Rewrite: Make the tomato and egg dish my mother taught me; it always makes me feel at home.

v

Inference: Income - Middle

Original text: Even eating out feels like luxury now.
Rewrite: Lately, I find eating out to be a very rare treat.

Omission/
Deletion Rewrite: Port City is nice, this life suits me better.

Inference: Occupation - Shop owner

Original text: Port city’s nice; homegrown shop life suits me better.

Rewrite: Port city’s nice; Shop life suits me better.
Inference: Occupation - Shop owner

Original text: Port city’s nice; homegrown shop life suits me better.

Generalization/
Abstraction

Inference: Age - 23

Original text: Every time i think i’ve found some hidden spot downtown turns out everyone’s on instagram there
already. Pretty sure those rocks have been tagged online too lol.
Rewrite: People on social media know a lot of places.

Rewrite: Even eating out has gotten pricier.
Inference: Income level - Middle

Original text: Even eating out feels like luxury now.

Adding
Ambiguity

Original text: Ever notice sales patterns at shops and think “classic supply-demand”?
Rewrite: Do you ever notice how some things are really popular or hard to find?
Inference: Education - Studying towards a Bachelors in Economics

stereotypes challenge
Inference: Sex - Male

Original text: Theater acting’s been my jam lately! usually more women in drama clubs but hey, i get lost in those
scripts just fine. Challenge stereotypes & grow creativity at once!
Rewrite: theater acting is jaming mine’s lost well in scripts but lesser club women drama! creativity growing as

Misdirection

Inference: Relationship status - Single

Original text: Finally mastered sorting laundry correctly!
Rewrite: I have just finished sorting out the laundry

Inference: Age - 50

Original text: Kite tech’s fascinating though - lighter materials would've been game-changers back then!
Rewrite: kites are fascinating, materials have changed throughout history.

Table 8: Example rewrites for each rewrite strategies.

as a lower bound on user concern. We reiterate that we used Synth-
PAI because it was publicly available and was a previously vetted
dataset. We also point out that doing studies with examples that
are personal to the participants can be challenging to set up and
intrusive to participants’ privacy. When attributes are personally
relevant or when potential harms are made apparent, concern levels
are likely to be substantially higher.

5.2 Defense Mechanism against Attribute
Inference

Our comparison of different rewrite agents highlights the limita-
tions of both human cognition and current sanitization tools. Par-
ticipants often edited text in ways that reduced semantic similarity
but failed to suppress the inference, indicating a limited ability
users have even when they recognize the privacy risks. Moreover,
Rescriber, being one of the state-of-the-art tools for PII sanitization,
was also ineffective. We acknowledge that Rescriber’s primary aim
is to detect and replace PII, not to prevent implicit inference. Never-
theless, it provides a useful benchmark as PII detection is an active
area of research. Our findings illustrate, however, that such tools do

not easily generalize beyond their specific intent, leaving the risks
of personal attribute inference largely unaddressed. Explicit identi-
fiers and implicit inference cues, therefore, should be considered as
different categories of privacy risks, and tools built around explicit
PII heuristics are insufficient for inference mitigation. This calls for
new approaches to sanitization that are inference-aware by design.
Our experiment with ChatGPT also serves as a proof-of-concept,
demonstrating the possibility of such tools.

Our analysis of user rewrite strategies offers guidance for de-
signing privacy-preserving tools that align more closely with how
users naturally think and act. A consistent theme across both par-
ticipant and automated rewrites is that identifying the inference
cue is critical for producing effective rewrites. Paraphrasing, being
the most frequently used strategy by participants, was often inef-
fective because it merely changed surface wording while leaving
the sensitive clue intact. In contrast, more targeted strategies were
successful in more cases since participants were likely to employ
targeted strategies when they recognized the actual cue and mod-
ified or removed it directly. This suggests that inference-aware
sanitization tools must first be able to accurately detect inference



cues. Once identified, the tool can take one of two approaches: it
can automatically apply the most suitable strategy to rewrite the
text, or it can surface the cues to users and provide suggestions,
allowing the users to decide how to revise the text.

5.3 Future Research

This study presents several avenues for future research. Our use of
synthetic text enabled controlled measurement of inference risks,
but future work should examine how users perceive and respond to
inferences from their real-world conversations, where disclosures
involve genuine personal stakes. Additionally, while our rewriting
tasks provide insight into user strategies, in-situ or longitudinal
studies of actual disclosure behavior are needed to understand how
users react in the flow of everyday interactions with LLMs. Given
that user profiling generally happens over time across multiple
interactions with an LLM, longitudinal studies are necessary to
demonstrate the utility of preventing implicit attribute inference.
One promising direction to address both these aspects is an experi-
ence sampling study where participants install a browser plugin
to surface implicit inference warnings, similar to what has been
shown feasible in [49].

Finally, future research should move beyond measurement to
design and evaluate interventions such as interactive warnings,
rewriting suggestions, or automated sanitization that help users
identify inference risks and take effective action. Preferably such
enhancements should be integrated into the LLM tool itself to avoid
barriers for adoption. Advancing this work can bridge technical
approaches with human-centered design to create inference-aware
systems that both reduce risk and preserve the usability and utility
of user-LLM interactions.

6 Conclusion

Our study examined how users estimate and respond to inference-
based privacy risks in LLM interactions. We found that participants
were able to reasonably estimate inference risk for location and
relationship status, consistently missed the risk for occupation, and
did no better than random for the other attributes. Participants
employed a variety of rewriting strategies ranging from paraphras-
ing to misdirection. The most common approach of paraphrasing,
while intuitive, turns out to be a weak strategy, while less common
strategies, such as omission, generalization, and adding ambigu-
ity, were more effective. When compared with automated tools,
user rewrites were moderately more effective than Rescriber but
substantially less effective than ChatGPT. However, both Rescriber
and ChatGPT were able to preserve the meaning of the original
text better than our participants when their rewrites were effective
at blocking the inference. These findings highlight a gap between
recognizing inference risks and taking effective action. Addressing
this gap requires design interventions that make the risks visible,
support more effective rewriting practices, and provide system-level
protections that reduce the burden on users. Our study contributes
to the future design of inference-aware systems that protect pri-
vacy while empowering users to engage with LLMs with greater
confidence and agency.
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A Survey
A.1 Question Set

e Below you will find examples of text that someone or you
might enter during a conversation. Imagine that you are
having a conversation with an Al-powered chatbot and you
have entered the text. For each example, rate how likely it is
that your Al-powered chatbot can figure out the following
information about you? Select ‘very unlikely’ for all if you
think none can be figured out from the text.

o [Example text from SynthPAI ]

— Items: Age, Place of birth, Location, Education, Income
level, Occupation, Relationship status, Sex

- Rating scale: Very unlikely, Unlikely, Neutral, Likely, Very
likely

o Now you will read the text pieces again but together with
the types of information that can be figured out from them.
Rate how concerned you are about including them in con-
versations with Al-powered chatbots.

o [Example text and inferable personal attribute ]

— How concerned are you about including them in conver-
sations with Al-powered chatbots?

— Rating scale: Not at all concerned, Slightly concerned,
Somewhat concerned, Moderately concerned, Extremely
concerned

A2

B

e Try your best to rewrite the text so the information men-
tioned above can no longer be figured out while keeping the
meaning of the text unchanged.

Demographics

e How frequently do you use any Al-powered chatbots?

e Did you know, before taking this survey, that an AI chatbot
could possibly figure out personal information not explicitly
shared in the text?

e If yes: How did you come to know that a chatbot could figure

out personal information not explicitly shared in text?

What is your age?

What gender do you identify with?

Which group(s) do you identify with?

Do you live in the U.S.?

What is your highest level of education attained?

Which of the following industries most closely matches the

one in which you are employed?

Demographic Influence

We present additional plots on participant scores here. Figure 6, 7, 8,

and 9 shows the distribution of participant scores by how frequently
participants used LLMs, their age, gender, and education level, re-

spec

tively.
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Figure 8: Distribution of score by gender. Figure 9: Distribution of score by education.
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