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Abstract—Image hiding is often referred to as steganography,
which aims to hide a secret image in a cover image of the same
resolution. Many steganography models are based on genera-
tive adversarial networks (GANs) and variational autoencoders
(VAEs). However, most existing models suffer from mode collapse.
Mode collapse will lead to an information imbalance between
the cover and secret images in the stego image and further
affect the subsequent extraction. To address these challenges,
this paper proposes StegOT, an autoencoder-based steganography
model incorporating optimal transport theory. We designed the
multiple channel optimal transport (MCOT) module to transform
the feature distribution, which exhibits multiple peaks, into a
single peak to achieve the trade-off of information. Experiments
demonstrate that we not only achieve a trade-off between the
cover and secret images but also enhance the quality of both the
stego and recovery images. The source code will be released on
https://github.com/Rss1124/StegOT.

Index Terms—steganography, optimal transport, information
hiding, autoencoders.

I. INTRODUCTION

In today’s digital age, information security is essential to
protect sensitive data. Steganography, as an information-hiding
technique, has a core goal of embedding secret data into the
carrier without attracting attention. Image steganography is a
crucial part of steganography, aiming to embed large-capacity
watermark information (such as RGB images) into a carrier
while ensuring that the watermark remains invisible. This
poses a significant challenge in maintaining a balance between
the carrier and the watermark. Many current steganography
models based on generative adversarial networks (GANs) and
variational autoencoders (VAEs) show promise in practice
(e.g., [1]–[3]), but mode collapse still poses research chal-
lenges.

Typically, neural networks use an encoder and a decoder
to process data. The encoder maps the input into a latent
space, and the decoder extracts latent vectors from it to
generate an output. Unfortunately, as highlighted by these
works(e.g., [4]–[6]), when the data distribution exhibits mul-
tiple modes, the transport mapping of deep neural networks
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Fig. 1: In GAN-based or VAE-based steganographic models,
the decoder is more inclined to sample the information of
Cover image, which leads to the imbalance between Cover
information and Secret information in Stego images.

becomes discontinuous. This inherent conflict can lead to
mode collapse. As shown in Figure 1, the encoder in the
steganography model maps both the cover image and the
secret image into the same latent space. The loss function
is defined as the difference between the stego image and the
cover image, which is typically calculated using a common
metric like L2 loss. This design encourages the decoder to
preserve the characteristics of the cover image as much as
possible when generating the stego image. As a result, the
secret image’s information is suppressed, leading to difficulties
in extracting the watermark from the stego image later on.
To solve the trade-off problem caused by mode collapse, this
paper introduces an autoencoder-based steganography model
integrating optimal transport theory. It uses an autoencoder
to map images into latent space and applies discrete optimal
transport for discrete mapping, which transforms the multi-
peak feature distribution into a single peak. Experimental
results demonstrate the effectiveness of the proposed method.
The proposed method improves all evaluated indicators and
convergence speed. The main contributions of this paper are
as follows:
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• We propose a novel watermarking network based on
optimal transport theory, which provides new insight into
solving the trade-off between cover and secret informa-
tion while offering a solid theoretical foundation.

• We introduce a new Multi-Channel Optimal Transport
(MCOT) model to achieve a better balance between Cover
information and Secret information in Stego images,
which not only improves the image quality but also
improves the ability robustness of Stego images.

• We provide a sufficient experimental demonstration that
our StegOT outperforms existing state-of-the-art (SOTA).

II. RELATED WORK

A. Optimal Transport

Optimal Transport (OT) is a concept in mathematics that
originates from the mid-19th century, originally proposed by
French mathematician Gaspard Monge. The problem initially
focused on determining how to transport a given mass of soil
to specified locations at minimal cost. In modern statistics
and machine learning, OT is used to determine the optimal
transport map between two probability distributions, with one
of its most common applications being style transfer (e.g.,
[7]–[9]). However, research on optimal transport in the field
of steganography remains highly underexplored.

B. Steganography Model

In recent years, the rapid evolution of deep learning has
driven the development of many steganography techniques.
The first use of CNNs for image steganography was introduced
by Baluja [10]. Subsequently, Luo [11] and Volkhonskiy [12]
enhanced the perceived quality of stego images by using
GANs. Hiding images is a key aspect of steganography.
Its purpose is to hide one or more secret images within
a carrier image and enable their extraction from the stego
image. BalujaNet [10] has become a significant model in the
field, influencing numerous subsequent research works (e.g.,
[13]–[16]). Some studies have introduced Invertible Neural
Networks (INNs) into reversible tasks such as denoising,
scaling, and colorization. Compared to other architectures like
autoencoders and GANs, INNs have demonstrated notable
advantages. HiNet [17] is the first network to utilize INNs
for image hiding by embedding images in the wavelet do-
main, which greatly improves their performance. Compared
to autoencoder-based steganography, INN-based steganogra-
phy achieves superior results in terms of image quality and
data embedding efficiency (e.g., [18], [19]). This is because
autoencoder-based steganography often faces challenges in
balancing the quality of cover images and secret images.

As studied by Brenier [20] and Figalli [21], we hypoth-
esize that the imbalance phenomenon is caused by mode
collapse. Because the feature distributions exhibit multi-peak
characteristics and the loss function design, the decoder in
the hiding network tends to extract more information from
the cover image while neglecting information from the secret
image. This results in mode collapse, disrupting the balance
between cover information and secret information in the stego

image. To mitigate mode collapse, several recent studies have
introduced new objective functions, network architectures,
or alternative training schemes (e.g., [22]–[24]). However,
these approaches often come at the expense of image quality.
Inspired by Ferradans [25], we propose an autoencoder-based
steganography model that integrates optimal transport theory.
Our goal is to transform the multi-peak feature distribution
into a single-peak, balancing cover information and secret
information.

III. PROPOSED METHOD

A. Overall Pipeline

In the feature extraction stage, the encoder maps the cover
image and the secret image into latent space after concate-
nation, then extracts the latent vector. However, the data
distribution is highly complex. As a result, the encoder cannot
balance the amount of information between the cover image
and the secret image. Therefore, we use the discrete optimal
transport map to transform the multi-peak distribution into
a single-peak distribution, ensuring minimal information loss
during the process.

As shown in Figure 2, our steganography model consists
of two key components: i) an autoencoder (AE), with a U-
Net structure as the overall framework; and ii) the Multiple
Channel Optimal Transport (MCOT) module, which computes
the optimal transport map T from the source distribution to the
target distribution. The inputs to the AE are the cover image
Inputcover ∈ R3×H×W and the secret image Inputsecret ∈
R3×H×W . These are concatenated across the RGB channels
to form a new input Inputmsg ∈ R6×H×W . According to the
U-Net design, Inputmsg will pass through 4 encoder stages,
each consisting of a downsampling layer. In the downsampling
layer, we double the number of channels and reduce the feature
resolution by half. At the bridge stage of U-Net, we use
MCOT to map the source distribution to the target distribution.
Finally, we reconstruct this feature distribution into an image
through 4 decoder stages. To ensure hiding performance, the
loss function of our hiding network is defined as follows:

Lh =
√
∥Icover −D (T (E (Icover, Isecret)))∥2 + ϵ2, (1)

where E represents the encoder of the hiding network, D
represents the decoder of the hiding network, T denotes the
optimal transport mapping, and ϵ is a small positive constant
used to prevent the loss from being zero.

To ensure recovery performance, the loss function of our
revealing network is defined as follows:

Lr =
√
∥Isecret −D′ (T ′ (E′ (Istego)))∥2 + ϵ2, (2)

where E′ represents the encoder of the revealing network, D′

represents the decoder of the revealing network, T ′ denotes
the optimal transport mapping.

B. Multiple Channel Optimal Transport

In hiding network, we will initialize a white noise that
satisfies a normal distribution Noise ∈ RC×H′×W ′

, and then



Fig. 2: The framework of StegOT. In the hiding network, MCOT transforms a multi-peak feature distribution into a single-peak
distribution. In this way, MCOT achieves a balance between cover information and secret information in the stego image. To
protect the watermark image from leaking out, we use the optimal transmission map T generated by MCOT as the key to start
the Reval Network.

pass the Latent ∈ RC×H′×W ′
of the encoder into MCOT

together. Here, C represents the number of channels in the
latent vector, while H ′ and W ′ represent the height and width
of the latent vector, respectively. Then we perform a reshape
operation on Latent and Noise to obtain Latent′ ∈ RC×N

and Noise′ ∈ RC×N , where N = H ′ × W ′. Subsequently,
we calculate the discrete mapping Ti from the Latent′i to the
Noise′i, where i ∈ {1, ..., C}.

For the characteristic distributions X and Y of Latent′ and
Noise′, our goal is to transfer the distribution of X (multi-
peak) to the distribution of Y (single-peak). We define it as
an optimal transport problem and the formula is as follows:

min
T :X→Y

∫
X

c(x, T (x))dµ(x), (3)

where x ⊂ X and y ⊂ Y , c is the cost function, which defines
the cost per unit mass of transport from position from x to y,
µ(x) is a probability measure that describes the distribution
of resources in space X.

To solve the transport map T, we discretize the continuous
optimal transport problem, treating it as a mapping between
multiple points. Consequently, we employ a Multi-Layer Per-
ceptron (MLP) to address this linear transformation problem.
The linear programming model we constructed is as follows:

min
T

N∑
i,j=1

c(Xi, Yj)Ti,j , (4)

where the cost function is defined as c(Xi, Yj) = ||Xi−Yj ||22.
We use a 2-layer MLP with ReLU activation to try to fit
this linear programming problem. To ensure transmission
performance, our transport loss is defined as follows:

LT =
1

c

C∑
i

√
(Latenti − Ti (zi))

2 (5)

C. Loss Function

The overall loss function of our method is the sum of the
hiding loss Lh, the reveal loss Lr, and the transport loss LT ,
as follows:

Ltotal = Lh + Lr + LT (6)

IV. EXPERIMENT

A. Dataset

During training, we use the DIV2K dataset [29] to train our
model. The sizes of the datasets used are as follows: the COCO
dataset contains 30,000 images, the DIV2K dataset contains
800 images, and the ImageNet dataset contains 50,000 images.
For testing, we use the DIV2K, COCO [30], and ImageNet
[31] datasets to evaluate the model’s generalization capabili-
ties.

B. Training Details

We use the network architecture designed in StegFormer
[28] as our backbone. We employed AdamW [32] as the
optimizer, initializing the learning rate at 1e-3 and gradually



TABLE I: benchmark compare of Cover/Stego image pair on different datasets

COCO(256× 256) DIV2K(256× 256) ImageNet(256× 256)

PSNR↑ SSIM↑ MAE↓ RMSE↓ PSNR↑ SSIM↑ MAE↓ RMSE↓ PSNR↑ SSIM↑ MAE↓ RMSE↓

HiDDeN [26] 33.33 0.9109 7.97 10.98 34.27 0.9216 7.67 10.31 33.28 0.9064 8.29 11.30
Weng [27] 36.31 0.9161 4.57 6.37 38.75 0.9333 3.76 5.07 36.41 0.9101 4.64 6.38
HiNet [17] 46.46 0.9633 2.39 3.46 48.34 0.9676 1.98 2.80 46.47 0.9622 2.44 3.47
StegFormer [28] 48.91 0.9889 1.43 2.49 52.86 0.9941 0.95 1.60 49.14 0.987 1.51 2.47
Ours 50.21 0.9895 1.39 2.37 54.62 0.9447 0.90 1.44 50.45 0.9877 1.46 2.35

TABLE II: benchmark compare of Secret/Recovery image pair on different datasets

COCO(256× 256) DIV2K(256× 256) ImageNet(256× 256)

PSNR↑ SSIM↑ MAE↓ RMSE↓ PSNR↑ SSIM↑ MAE↓ RMSE↓ PSNR↑ SSIM↑ MAE↓ RMSE↓

HiDDeN [26] 30.51 0.8392 8.43 11.29 30.75 0.8422 8.31 11.04 30.38 0.8383 8.66 11.66
Weng [27] 34.84 0.9053 4.95 6.85 35.53 0.9155 4.67 6.39 34.75 0.902 5.05 6.98
HiNet [17] 47.72 0.9806 1.76 2.60 50.08 0.9872 1.51 2.26 47.77 0.9798 1.78 2.62
StegFormer [28] 49.25 0.9867 1.56 2.46 50.45 0.9881 1.48 2.32 49.27 0.9865 1.57 2.47
Ours 49.63 0.9874 1.52 2.39 50.61 0.9886 1.45 2.27 49.62 0.9872 1.52 2.39

Original

(PSNR/SSIM)

(PSNR/SSIM)

HiDDeN [26]

(36.34/0.9732)

(33.53/0.8329)

Weng [27]

(38.06/0.9526)

(38.57/0.9247)

HiNet [17]

(52.26/0.9890)

(53.53/0.9927)

StegFormer [28]

(54.04/0.9976)

(55.27/0.9956)

Ours

(55.31/0.9980)

(53.54/0.9957)

Fig. 3: Visualization comparison of different Steganography methods on COCO. The higher the value of PSNR and SSIM, the
better the model performance.

reducing it to 1e-6. To enhance the model’s performance and
generalization capabilities, we applied data augmentation to
the dataset. Specifically, we performed random cropping with a
crop size of 256×256, horizontal flipping, and random rotation
within an angle range of [0, 90].

C. Evaluation Metrics

We primarily use PSNR, SSIM and LPIPS metrics to eval-
uate the performance of steganography. Note that following
previous work [17], [28], we assess PSNR on the Y channel
of the YCbCr color space for more accurate evaluation.

D. Steganography Compare

Table I compares the numerical results of our StegOT under
ideal conditions with those of current mainstream methods.
Note that the pixel dimensions of the cover and secret images

used in our experiments are 256× 256. Specifically, for the
cover/secret image pairs, our StegOT achieved a 1.3dB im-
provement in PSNR over StegFormer on the DIV2K, COCO,
and ImageNet datasets. Similarly, as shown in Table II, the
PSNR performance for the secret/recovered image pairs was
also enhanced on all three datasets. Furthermore, Table III
shows that our method achieves the lowest LPIPS value across
all test datasets, with an outstanding result of 0.006 for the
Cover/Stego pair on the DIV2K dataset.

E. Ablation Research

We remove MCOT from the model. As shown in Figure 4,
it is evident that MCOT is crucial for StegOT. With MCOT,
both the cover/stego and secret/recovery pairs show significant
improvements in PSNR and SSIM. This improvement occurs
because the latent vectors generated by MCOT contain more



TABLE III: LPIPS↓ compare on different method

COCO2017(256× 256) DIV2K(256× 256) ImageNet(256× 256)

Cover/Stego Secret/Recovery Cover/Stego Secret/Recovery Cover/Stego Secret/Recovery

HiDDeN [26] 0.1021 0.1244 0.0763 0.1226 0.1043 0.1246
Weng [27] 0.0664 0.0825 0.0459 0.0766 0.0672 0.0839
HiNet [17] 0.0158 0.0152 0.0112 0.0106 0.0162 0.0157
StegFormer [28] 0.0129 0.0139 0.0077 0.0121 0.0129 0.0143
Ours 0.0109 0.0130 0.0060 0.0114 0.0109 0.0134

Fig. 4: The models utilizing MCOT (solid lines in the figure) exhibit higher PSNR values across all datasets compared to
models without MCOT (dashed lines). Similarly, the SSIM values for models using MCOT are higher across all datasets than
those for models not using MCOT.

Fig. 5: The gray histogram comparison between cover/secret
image and stego/recovery image.

effective information, demonstrating that optimal transport
effectively mitigates the impact of mode collapse. Meanwhile,
We have conducted robustness experiments for both StegOT
and StegFormer [28], as shown in Figure 6. In these ex-
periments, we applied a rotation transformation to the stego
images. The second column displays the watermarks extracted
from the stego images. While the performance results are not
as strong as anticipated, we believe that the optimal transport
approach has successfully embedded more information from
the secret image into the stego image. As a result, even when
the stego image is subjected to interference, the performance
remains stronger compared to StegFormer.

F. Visualization

Figure 3 demonstrates the steganography capabilities of
different methods. The first column shows the cover and secret
images. In the other columns, the images in the first row

Fig. 6: (a) shows the Stego image and the Recovery image
under normal conditions. (b)&(c) shows the extraction of
Recovery images when Stego is disturbed.

are the stego images generated by different methods, and
the images in the second row are the recovery images. The
(PSNR/SSIM) in the first row compares the cover image to
the stego image, while the (PSNR/SSIM) in the second row
compares the secret image to the recovery image. Figure 5
shows that the histograms of cover/stego and secret/recovery
remain almost unchanged, indicating that the characteristics of
the images are largely preserved when embedding two images.

V. CONCLUSION

In this study, we proposed a steganography model based
on optimal transport theory, named MCOT, to optimize the
information balance between cover and secret images. Our
model uses an encoder to map images into latent space and



an optimal transport module to transform a multi-peak feature
distribution into a single-peak distribution, enabling the latent
vector to contain both cover and secret image information.
Various experiments show that the introduction of the optimal
transmission theory can effectively improve the steganographic
performance and robustness of the model.
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