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ABSTRACT

The widespread application of Large Speech Models (LSMs)
has made their security risks increasingly prominent. Tradi-
tional speech adversarial attack methods face challenges in
balancing effectiveness and stealth. This paper proposes Evo-
lutionary Noise Jailbreak (ENJ), which utilizes a genetic al-
gorithm to transform environmental noise from a passive in-
terference into an actively optimizable attack carrier for jail-
breaking LSMs. Through operations such as population ini-
tialization, crossover fusion, and probabilistic mutation, this
method iteratively evolves a series of audio samples that fuse
malicious instructions with background noise. These sam-
ples sound like harmless noise to humans but can induce the
model to parse and execute harmful commands. Extensive ex-
periments on multiple mainstream speech models show that
ENJ’s attack effectiveness is significantly superior to exist-
ing baseline methods. This research reveals the dual role of
noise in speech security and provides new critical insights for
model security defense in complex acoustic environments.

Index Terms— Large Speech Model, Jailbreak Attack,
Genetic Algorithm, Environmental Noise

1. INTRODUCTION

Driven by deep learning and large-scale data, Large-scale
Speech Models (LSMs) have made remarkable progress, pro-
foundly changing the way of human - computer interaction.
As these models become increasingly capable and widely
used in voice control systems, the security risks they expose
are in urgent need of in-depth examination [1, 2]. Different
from text-based models, LSMs essentially process informa-
tion transmitted in audible audio signals, which creates a
unique attack surface. Among them, ”Jailbreaking” is a key
threat [3, 4].

In jailbreaking attacks, attackers aim to construct specific
inputs to induce the model to bypass its built - in security pro-
tection mechanisms and execute harmful instructions while
keeping the output semantically understandable [5]. In real-
world deployment scenarios, LSMs often have to operate in
acoustically complex environments, where the target speech

∗Corresponding author: linliang@iie.ac.cn

is often mixed with environmental background noise (such as
street noise, electrical hum) [6, 7]. This common acoustic
mixing phenomenon brings significant challenges. Environ-
mental background noise is usually regarded as harmless in-
terference, but it can be used strategically. Malicious actors
can seamlessly integrate malicious intentions with the envi-
ronmental background, forming a powerful and realistic at-
tack approach, which has not received enough attention in ex-
isting defense measures.

Current research on jailbreaking large speech models re-
mains limited. Text-domain techniques (e.g., context learning
[8]) are unsuitable for audio, as acoustic perturbations eas-
ily disrupt the semantic coherence they rely on. Traditional
speech adversarial attacks primarily target Automatic Speech
Recognition (ASR) systems [9], and although these methods
can bypass basic defenses temporarily by optimizing subtle
perturbations, they face a dilemma: prioritizing semantic fi-
delity exposes the attack, whereas sacrificing it compromises
the malicious instruction’s parsability, causing attack failure.
Crucially, prior work treats environmental noise merely as
passive interference that degrades model performance, ne-
glecting its potential as an actively optimizable carrier for
covert instructions—a key oversight for real-world attacks.

To break through the inherent contradiction between con-
cealment and effectiveness in traditional attacks, this paper
proposes ENJ (Evolutionary Noise Jailbreak), which for the
first time transforms environmental noise into a dynamically
optimizable attack carrier. Different from traditional meth-
ods that rely on fixed rules, ENJ designs an iterative opti-
mization process: In the initial stage, a variety of candidate
samples are generated by mixing malicious voice instructions
with real environmental noise; In each round of optimization,
through progressive adjustments (such as retaining samples
with high harmful scores, and reorganizing different noise
fragments), the system gradually improves the acoustic co-
ordination between noise and instructions, and finally gener-
ates camouflaged audio that is difficult for humans to detect
but can be accurately parsed by the speech model. Through
this approach, we demonstrate how environmental noise can
be actively engineered from passive interference into a pre-
cisely controllable attack tool, effectively balancing semantic
understanding with acoustic concealment.
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Fig. 1. ENJ transforms a rejected harmful query into an accepted one via evolutionary audio optimization.

2. THE DESIGN OF ENJ

Overview:This method generates adversarial audio samples
by simulating biological evolution mechanisms, enabling
speech large models to bypass security protections and exe-
cute harmful instructions while maintaining semantic com-
prehensibility. As shown in Figure 1, the attack process
consists of four key stages: 1⃝ linearly mixing harmful
speech with environmental noise to construct initial audio
samples with attack potential; 2⃝ optimizing harmful audio
samples through elite selection, cross-fusion, and probabilis-
tic mutation operations; 3⃝ cyclically executing evolutionary
operations until the termination condition is met; 4⃝ evaluat-
ing and outputting the sample with the highest harmful score
as the final attack sample.

2.1. Population Initialization

Population initialization is an important step in constructing
the attack sample library. Its goal is to create an initial popu-
lation with attack potential by fusing environmental noise and
harmful speech. This experiment uses 33 types of real-world
environmental noises, covering common scene noises such
as keyboard typing sounds, traffic background sounds, and
crowd noises. These noise samples undergo strict screening
and preprocessing, including 16kHz resampling, amplitude
normalization, and band-pass filtering, ensuring that while
retaining the energy of the main frequency band of speech,
spectral diversity is provided.

In specific implementation, given the target harmful audio
signal Aharm (sampling rate 16kHz, duration T seconds), a

linear mixing operation is performed:

A
(0)
i = αi ·Aharm + (1− αi) ·Nk

where αi ∈ [0.4, 0.6] is a dynamic speech intensity factor.
This value range has been verified by experiments to balance
semantic intelligibility and interference effects: when α <
0.4, the noise is too strong, leading to semantic loss; when
α > 0.6, the interference effect is insufficient.

To ensure speech integrity, a time-domain alignment
technique is adopted: Aharm and Nk are extended to the
same length M = max(len(Aharm), len(Nk)) through zero-
padding. This method avoids truncation distortion caused by
differences in signal duration and ensures uniform distribu-
tion of noise energy in the time domain. Finally, 33 initial
samples (capacity of the noise library) are generated, forming
an attack gene material pool with rich spectral characteristics,
laying a foundation for subsequent genetic evolution.

2.2. Crossover Fusion

The crossover fusion operation is a core step in population
evolution, aiming to explore new attack possibilities by re-
combining high-quality jailbreak features. In each generation
of evolution, the top 50% elite subset E(t) is first selected
based on harmful scores to form a high-quality gene library.
These elite individuals represent the audio samples with the
greatest current attack potential, and their noise combina-
tions demonstrate the best interference characteristics against
speech models.

In specific operations, an adaptive linear interpolation



strategy is used to generate new offspring:

Achild = β ·Ap + (1− β) ·Aq

Here, Ap and Aq are randomly selected from the elite pop-
ulation. The dynamic weight factor β ∈ [0.2, 0.7] ensures that
the offspring inherits the noise feature distributions of both
parents in a balanced manner. This range is designed to avoid
information loss caused by extreme weight values.

2.3. Probability Mutation

The probability mutation operation breaks through the limi-
tation of local optimal solutions and enhances global search
capabilities. Directed noise injection is triggered with a prob-
ability of pm = 0.3:

Amut = (1− γ)Achild + γNr

where γ = 0.1 is the perturbation intensity coefficient, and
Nr is a new noise sample randomly selected from the noise
library. This operation avoids the evolution from getting
trapped in local optima by introducing randomness, while
maintaining controllable perturbations to the original speech
structure.

2.4. Harmfulness Evaluation Mechanism

In the safety scoring stage, the transcribed text T and the orig-
inal harmful instruction Pharm are input into the safety eval-
uation system, which generates a risk score through multi-
dimensional analysis:

HS = Φ(T , Pharm)

The final score strictly follows a five-level standard: HS = 5
indicates fully executing harmful instructions, HS = 4 in-
dicates containing explicit prohibited content, and HS ≤ 3
indicates a safe response.

This scoring mechanism balances semantic and syntactic
features through dynamic weights, ensuring consistency be-
tween evaluation results and human ethical judgments. When
HS = 5 is detected, an early stopping mechanism is trig-
gered to terminate the current evolutionary branch and im-
prove computational efficiency.

3. EXPERIMENT

3.1. Experimental Setup

Models.In this study, we selected four different models,
including Qwen2-Audio-7B-Instruct [10], MiniCPM-o-2.6
[11], DiVA-llama-3-v0-8b [12], and Qwen-Audio-Chat [13].
we strictly adhered to the instruction formats provided by the
official models to fully exploit their defensive capabilities and
closely mimic the performance of the official APIs.

Baselines. We evaluate ENJ against a suite of baseline meth-
ods encompassing both audio and text modalities. For audio-
domain attacks, we employ SSJ [14] and BoN [15] as pri-
mary competitors. To explore cross-modal transfer, we also
adapt two text-based jailbreak techniques, AdaPPA [16] and
CodeAttack [17], by injecting their outputs into the model’s
text interface. All baselines are evaluated under their default
settings.
Dataset.Given the authoritativeness of JailbreakBench [18] in
the field of text-based jailbreak attack evaluation, this study
builds upon it by employing the speechT5-TTS [19] model to
convert 100 of its text-based malicious queries into audio for-
mat, thereby constructing the JailbreakBench-Audio dataset.
A curated set of 33 high-quality noise types was selected, in-
cluding ocean waves, bird songs, laughter, and so on.
Metrics. We employ two key metrics for evaluation: the (HS)
and the Attack Success Rate (ASR). The HS is a 5-point scale
used to assess the harmfulness of model responses, where a
score of 1 indicates no harm and a score of 5 represents ex-
treme harm. We strictly follow the LLM-as-Judge framework
and leverage GPT-4o to evaluate HS, classifying responses
with an HS rating of 4 or 5 as ”harmful responses.” This crite-
rion minimizes subjectivity in evaluating jailbreak attack suc-
cess. The ASR refers to the proportion of responses that are
judged to be harmful by the LLM-as-Judge framework.

3.2. Main Results

The experimental results, as detailed in Table 1, unequiv-
ocally demonstrate the superior performance of our pro-
posed ENJ method over existing audio-domain jailbreaking
baselines (SSJ and BoN) across all evaluated models. ENJ
achieves a notably high average Attack Success Rate (ASR)
of 95% and an average Harmfulness Score (HS) of 4.74. This
performance significantly surpasses the best audio-domain
baseline by a large margin of +43.5% in ASR and +1.27 in
HS, underscoring the profound advantage of our evolutionary
noise fusion strategy. Furthermore, while the text-domain
baseline CodeAttack demonstrated a non-trivial ASR, both
text-based methods (AdaPPA and CodeAttack) were consis-
tently and substantially outperformed by ENJ, highlighting
the unique potency of operating directly within the acoustic
domain. These results collectively indicate that our approach
not only guarantees the semantic coherence of adversarial
samples but also effectively bypasses security mechanisms,
thereby constituting a substantial and practical threat.

3.3. Model Preferences

As shown in Figure 2, experimental results reveal that differ-
ent speech large language models exhibit significant specific
preferences when facing adversarial noise attacks, reflecting
inherent differences in their internal audio processing and se-
curity defense mechanisms.



Type DiVA MiniCPM Qwen2-Audio Qwen-Audio AVG

HS ASR HS ASR HS ASR HS ASR HS ASR

SSJ 1.63 0.10 1.74 0.15 1.58 0.04 2.50 0.38 1.86 0.16
BoN 3.33 0.48 3.67 0.59 3.03 0.24 3.86 0.75 3.47 0.51
AdaPPA 1.05 0.01 1.05 0.01 1.88 0.18 1.09 0.01 1.26 0.05
CodeAttack 3.56 0.51 3.20 0.28 3.00 0.11 2.98 0.19 3.18 0.27

∆T 1.04 0.43 1.14 0.36 1.55 0.67 1.11 0.25 1.27 0.44
ENJ 4.60 0.94 4.81 0.95 4.58 0.91 4.97 1.00 4.74 0.95

Table 1. Evaluation results of different models across various attack methods. Harmfulness Score (HS) ranges from 1 to 5, and
Attack Success Rate (ASR) is represented as a decimal value between 0 and 1.

Fig. 2. The top jailbreak noises share key traits: rhythmic,
continuous, and human-like signals. This indicates that struc-
tural regularity combined with perceptual innocuousness is
the critical factor enabling covert adversarial attacks.

For DiVA, a particular susceptibility to specific envi-
ronmental life noises (such as toilet, sea waves, and rain

sounds) was observed, especially showing sensitivity to con-
tinuous environmental noises, while demonstrating relatively
stronger resistance to rhythmic noises. The MiniCPM model,
on the other hand, displayed a preference for rhythmic noises
(such as drumbeats) and human voices with emotional tones
(like laughter), with impactful sounds such as gunshots also
proving effective. For Qwen-Audio, its defense mechanism
showed obvious weaknesses against rhythmic noise attacks,
with drumbeats, bird songs, clock ticks, and similar sounds
becoming the dominant noise sources for jailbreak attacks.
In contrast, the Qwen2-Audio model showed improvements
in security mechanisms compared to its predecessor (Qwen-
Audio), but still exhibited a specific preference for regular
noises. Clock ticks and bird songs, with 22 and 15 successful
attacks respectively, emerged as the two most effective noise
types, indicating that the model remains susceptible to sounds
with stable and regular rhythms (such as clock ticks). It is
worth noting that Qwen2-Audio appears to demonstrate rel-
atively stronger resistance against more structurally complex
or combined noise attacks.

4. CONCLUSION

This paper proposes ENJ, a genetic algorithm framework
that fuses malicious instructions with environmental noise,
optimizing them into a highly effective and covert attack
sample for jailbreaking large speech models. Our approach
effectively resolves the inherent trade-off between semantic
fidelity and acoustic stealth in traditional adversarial attacks.
The high attack success rate demonstrates that this fusion,
once strategically optimized, poses a severe and practical
threat to LSM security. This work highlights the critical
need for developing robust defenses specifically designed to
counter such adaptive attacks in complex acoustic environ-
ments.
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