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Smart contracts automate the management of high-value assets, where vulnerabilities can lead to catastrophic
financial losses. In the task of automated smart contract generation using Large Language Models (LLMs),
this challenge is amplified by two interconnected failures: first, they operate as unauditable "black boxes" by
failing to produce a transparent reasoning process, and second, as a consequence, they generate code riddled
with critical security vulnerabilities. To address both issues, we propose SmartCoder-R1 based on Qwen2.5-
Coder-7B, a novel framework for secure and explainable smart contract generation. It begins with Continual
Pre-training (CPT) to specialize the base model on the nuances of smart contract code. To construct the data
for subsequent stages, we first prompt the DeepSeek model to generate reasoning-and-code samples from
verified on-chain contracts, followed by a rigorous validation process where each sample is manually reviewed
by security experts for compilability, functionality, security, and reasoning completeness. Based on this, we
then apply Long Chain-of-Thought Supervised Fine-Tuning (L-CoT SFT) on 7,998 of these expert-validated
samples to train the model to emulate human security analysis. Finally, to directly mitigate vulnerabilities, we
employ Security-Aware Group Relative Policy Optimization (S-GRPO), a reinforcement learning phase that
refines the generation policy using 1,691 samples by optimizing a weighted reward signal for compilation
success, security compliance, and format correctness. Evaluated against 17 state-of-the-art baselines on a
challenging benchmark of 756 real-world functions from 289 deployed contracts, SmartCoder-R1 establishes a
new state of the art by achieving top performance across five key metrics: a ComPass of 87.70%, a VulRate
of 8.60%, a SafeAval of 80.16%, a FuncRate of 53.84%, and a FullRate of 50.53%. This FullRate marks a 45.79%
relative improvement over the strongest baseline, DeepSeek-R1. Crucially, its generated reasoning also excels
in human evaluations, achieving high-quality ratings for Functionality (82.7%), Security (85.3%), and Clarity
(90.7%).
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1 Introduction
Blockchain technology has been rapidly adopted across various domains due to its decentralized
architecture [43]. This innovative technology enables the creation of secure, distributed digital
ledgers for recording transactions [12]. By utilizing advanced cryptographic methods, blockchain
ensures the integrity and verification of each transaction [53, 62]. Within this ecosystem, smart
contracts function as self-executing programs on the blockchain, automating the management
of digital assets such as cryptocurrencies. These contracts are activated when specific conditions
are met and, once deployed, become permanent components of the blockchain [65]. However, the
immutability and inherent complexity of smart contracts pose significant security challenges [65].
The well-known DAO incident [6, 28] serves as a cautionary example, demonstrating the potential
severity of such vulnerabilities. This security breach resulted in the illegal transfer of $60 million
worth of Ethereum, causing widespread impact on the blockchain community [2, 11].

The primary challenge is that existing Code LLMs often lack a deep, contextual understanding
of security principles, leading to two interconnected failures. First, they fail to produce an explicit
reasoning process, operating as “black boxes” that prevent developers from auditing the security
logic. Second, this shallow understanding results in code with critical vulnerabilities. For instance, as
illustrated in our motivating example (Fig. 1), a powerful model like Qwen2.5-Coder-7B-Instruct,
when tasked to implement a withdraw function that prioritizes a developer fee, produces a flawed
implementation. It correctly transfers the fee but then transfers the original, full balance to the
recipient without deducting the fee, creating a severe “double payment” vulnerability. This error
vividly demonstrates that even top-tier models cannot be trusted for secure contract generation
without a more structured reasoning capability. This is not an isolated issue; empirical data from our
broader experiments further substantiates that reasoning-focused models consistently outperform
their standard counterparts. For instance, the reasoning-based QwQ-32B achieves a FullRate of 23.94%,
surpassing the 20.50% achieved by the standard Qwen2.5-32B-Instruct. This pattern highlights
that models equipped with explicit reasoning capabilities are better suited for the security-critical
domain of smart contract generation.
Previous research has attempted to mitigate these risks from two main directions. The first is

post-hoc vulnerability detection, which audits the code after it has been generated. Although recent
work has leveraged Large Language Models (LLMs) for automated auditing with tools like GPTScan
[42] and iAudit [27], this paradigm has a fundamental weakness. It decouples code generation
from security verification, forcing developers to first receive potentially black-box-generated code
and then use a separate tool to find its flaws. This not only disrupts the development workflow
but can also lead to complex and inefficient fixes, especially when the auditing and generation
models are inconsistent (a risk highlighted by iAudit’s separated architecture [27]). This approach
is inherently reactive, aiming to ’patch insecurity’ rather than proactively ’build in security’. The
second direction focuses on proactive secure code generation. For instance, Storhaug et al. [41]
proposed a method based on vulnerability tagging and constrained decoding to proactively avoid
known insecure patterns during generation, while CodeBC [47] employs a three-stage fine-tuning
strategy to enhance the security and practicality of the generated code. However, these approaches
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still often lack the explicit, multi-step reasoning required to handle complex business logic securely
and fail to produce auditable thought processes. This leaves a critical gap for a model that not only
generates secure code but also transparently explains how it achieved that security.
To bridge these gaps, we propose SmartCoder-R1 based on Qwen2.5-Coder-7B, a framework

designed to generate smart contracts that are not only secure and functional but also inherently
explainable by tackling the dual challenges of opaque reasoning and code vulnerability. Our
approach is built on a meticulously designed three-stage training pipeline that ensures a logical
closed loop from problem to solution. First, to build a foundational understanding of Solidity,
Continual Pre-training (CPT) is performed on a comprehensive corpus of 286,397 instances. Second,
to address the lack of transparency, we employ Long Chain-of-Thought Supervised Fine-Tuning
(SFT) on 7,998 expert-validated samples. This stage explicitly teaches the model to emulate a security
expert’s thought process, generating a step-by-step reasoning chain (<think>...</think>) before
writing the final code (<answer>...</answer>). Finally, to directly minimize vulnerabilities, we
apply Security-Aware Group Relative Policy Optimization (S-GRPO) using 1,691 samples. This
stage operates within a reinforcement learning paradigm, aligning the model (the policy network
𝜋𝜃 ) with a programmatic reward function 𝑅. For each input, the policy network generates a group
of candidate outputs. The reward function 𝑅, a weighted sum of binary scores for compilation
success (𝑅compile), security compliance (𝑅security), and format correctness (𝑅format), then evaluates
each output. The core of S-GRPO lies in calculating a normalized advantage for each candidate
relative to the group’s average performance and using this signal to update the model’s parameters
𝜃 via a policy gradient update. By maximizing the expected reward, this method directly steers the
model’s generation distribution towards verifiably secure, compilable, and well-structured code,
thereby internalizing complex security constraints into the model’s generation policy.
To validate our approach, we conducted extensive experiments on a challenging benchmark

comprising 756 real-world functions sourced from 289 deployed contracts, covering a wide range
of complexities from simple utilities to intricate business logic. The results confirm the superiority
of SmartCoder-R1. It establishes a new state of the art, achieving top performance across five key
metrics: a ComPass (proportion of successfully compiled code) of 87.70%, a VulRate (proportion of
compilable code with vulnerabilities; lower is better) of 8.60%, and a SafeAval (proportion of all
generated code that is both compilable and secure) of 80.16%. Consequently, our model achieves
a FuncRate (proportion of all generated code that is both compilable and functionally correct)
of 53.84%, culminating in a final FullRate (the overall proportion of code that is simultaneously
compilable, secure, and functionally correct) of 50.53%. This FullRate represents a substantial
absolute improvement of 15.87 percentage points and a 45.79% relative improvement over the
strongest reasoning-based baseline, DeepSeek-R1, which scored 34.66%. Furthermore, human
evaluation of the reasoning process confirms its superiority in explainability. SmartCoder-R1’s
reasoning achieved high-quality ratings across all key dimensions of Functionality (82.7%), Security
(85.3%), and Clarity (90.7%), comprehensively outperforming baselines and proving the reliability
of its thought process.

The main contributions of this paper are as follows:

• We propose SmartCoder-R1, the first framework to systematically integrate Continual Pre-
Training (CPT), Long Chain-of-Thought Supervised Fine-Tuning (L-CoT SFT), and Security-
Aware Group Relative Policy Optimization (S-GRPO) for secure and explainable smart contract
generation.

• We construct and release novel, high-quality datasets with expert-validated reasoning chains,
comprising 7,998 samples for SFT and 1,691 samples for S-GRPO, to foster community research
in explainable smart contract generation.
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4 Yu et al.

• We demonstrate that SmartCoder-R1 establishes a new state of the art, achieving a FullRate
of 50.53% and outperforming the strongest baseline by a relative margin of 45.79%, proving
its superior ability to generate verifiably secure and functional smart contract.

2 Background and Motivation
2.1 Problem Statement
Given a smart contract context𝐶 and a functional requirement description 𝑅, the goal of smart con-
tract code generation is to generate a function implementation 𝐹 such that 𝐹 satisfies the following
constraints: Functional Correctness: 𝐹 must correctly implement all functional requirements
specified in 𝑅. This includes proper handling of input parameters, correct state variable modifica-
tions, appropriate return values, and adherence to the specified business logic. Compilability: 𝐹
must be compilable by the Solidity compiler, i.e., Compilable(𝐶 ∪ 𝐹 ) = True, adhering to language
syntax, type rules, and correct integration with the contract context𝐶 . Security: 𝐹 must not contain
known security vulnerability patterns, i.e., Secure(𝐹 ) = True. This includes but is not limited to:
(1) reentrancy protection through proper state updates before external calls, (2) access control
enforcement via appropriate modifiers and permission checks, (3) integer overflow/underflow
prevention using SafeMath or Solidity 0.8+ built-in protection, (4) proper validation of external
inputs and contract calls, (5) avoidance of dangerous patterns such as unprotected delegatecall,
timestamp dependencies, and unchecked low-level calls, and (6) adherence to established security
patterns like checks-effects-interactions to prevent common attack vectors.

We propose a reasoning-enhanced approach that generates a function 𝐹 and a reasoning chain
𝑇 . This ensures 𝐹 meets all constraints, while 𝑇 provides a transparent, auditable justification for
the design choices, allowing developers to verify the security logic.

2.2 Motivations
Summary. Smart contract development demands rigorous security due to the immutable and
high-stakes nature of deployed assets [58–62]. However, existing Code LLMs often fail to address
this, treating contract generation as a standard coding task without the necessary structured
reasoning. This oversight leads to two critical limitations that motivate our work: (1) the absence
of explicit, auditable security reasoning, leaving developers with unverifiable "black box" code, and
(2) the resulting generation of critical vulnerabilities stemming from a shallow understanding of
contract-specific principles like fund conservation.

Motivation 1: Lack of Explicit Security Reasoning.Most existing Code LLMs lack reasoning
steps and simply treat smart contract generation as traditional code generation tasks. However, the
immutable nature of smart contracts after deployment indicates that they require a higher level of
security than traditional code generation tasks, as vulnerabilities can cause serious financial losses
[61]. Therefore, smart contract generation tasks need to consider not only functional requirements
but also security requirements.
Security reasoning in smart contract development involves multi-layered thinking processes:

threat modeling requires identifying potential attack vectors and malicious actors; state analysis
demands understanding the security implications of contract state changes; interaction pattern
analysis needs to consider secure interactions with other contracts and external calls; economic
incentive analysis requires evaluating the security implications of tokenomics and incentive mech-
anisms. Existing code generation models such as the Qwen2.5-Coder series and CodeLLaMA series
lack this structured reasoning capability and often generate code directly without demonstrating
their security decision-making processes. This "black box" approach is perilous. When a model
does not articulate its reasoning, developers cannot verify the security assumptions behind the
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Qwen2.5-Coder-7B-Instruct

SmartCoder-R1

contract MoodyApeClub is ERC1155, Ownable {
    using SafeMath for uint256;
    mapping(address => uint256) public balances;
    uint256 private devSup = 4 ether;
    address private devAddress = 0x0AF3...;
    modifier onlyOwner() {
        require(msg.sender == owner);
        _;
    }
    /*
     * Function to withdraw collected amount during minting by the owner
     */
    function withdraw(address _to) public onlyOwner {
        // Implementation needed
    }
}

Implement withdraw function according to the contract context and the function requirements:

Prompt:

Contract
Context

LLM

Instruction

Here is the `withdraw` function followed the function requirements:

function withdraw(address _to) public onlyOwner {
    uint256 balance = address(this).balance;
    require(balance > 0, "Balance should be more than zero");
    
    uint256 devFee = balance <= devSup ? balance : devSup;
    if (devFee > 0) {
        payable(devAddress).transfer(devFee);

        balance -= devFee;  
        devSup -= devFee;   
    }
    
    payable(_to).transfer(balance); 
}

<think> Okay, let me break this down step by step to understand what we need 
to accomplish here. This is an ERC1155 NFT contract using SafeMath throughout, so I 
need to maintain consistency. The withdraw function should handle collected minting 
funds with developer fee prioritization (devSup variable). Key security considerations: 
validate _to isn't address(0) to prevent fund loss, use SafeMath.sub() consistently to 
prevent underflow, use transfer() for automatic revert on failure and reentrancy 
protection via 2300 gas limit. Implementation flow: check balance exists, if balance <= 
devSup pay developers everything and reduce devSup accordingly, else pay devSup to 
developers first then remainder to specified address. </think>

function withdraw(address _to) public onlyOwner {
    require(_to != address(0), "Invalid recipient address");
    uint256 balance = address(this).balance;
    require(balance > 0, "No balance available");

    if (balance <= devSup) {
        payable(devAddress).transfer(balance);
        devSup = devSup.sub(balance);
    } else {
        if (devSup > 0) {

            
payable(devAddress).transfer
(devSup);
            balance = 
balance.sub(devSup);
            devSup = 0;
        }
        
payable(_to).transfer(balance);
    }
}

Fig. 1. A motivating example to illustrate the limitations of non-reasoning Code LLMs in secure smart contract
generation, demonstrating the advantages of reasoning-enhanced Code LLMs.

code. As shown in Fig. 1, Qwen2.5-Coder-7B-Instruct directly outputs code implementation without
any reasoning process, making it impossible for developers to understand the security design
principles and potential risks of the code. This "black box" generation process is particularly dan-
gerous in high-risk blockchain environments, because smart contracts are usually immutable once
deployed, and any security flaws can lead to permanent financial losses. In contrast, SmartCoder-R1
demonstrates its security considerations to developers through explicit reasoning processes: "need
to use SafeMath to prevent underflow, use transfer() to automatically handle reentrancy attacks,
implement developer fee priority logic to meet business requirements, ensure fund conservation
principles." This transparent reasoning process enables programmers to understand, verify, and
audit the security of generated code rather than blindly trusting model outputs.
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6 Yu et al.

Motivation 2: Critical SecurityVulnerabilities inGeneratedCode.Taking theMoodyApeClub
contract withdraw function implementation shown in Fig. 1 as an example, the code generated by
Qwen2.5-Coder-7B-Instruct appears functionally correct but contains subtle yet critical business
logic errors. Specifically, the code has a fund double payment vulnerability: the code first calculates
the developer fee uint256 devFee = balance <= devSup ? balance : devSup, then pays the
fee to the developer through payable(devAddress).transfer(devFee), but the critical issue is
that the code subsequently executes payable(_to).transfer(balance), transferring the original
complete balance to the recipient without deducting the devFee already paid to the developer from
the balance, resulting in total payments exceeding the funds actually held by the contract.

This error manifests security failures at three levels: fund integrity violation, where total transfer
amounts exceed available balances and may cause transaction failures or fund over-issuance;
business logic error, violating the expected business model of developer fee priority payment;
state consistency breakdown, where contract state mismatches actual fund allocation. In the
MoodyApeClub NFT project revenue distribution scenario, this error would cause developers to
receive fees while artists and promoters can still extract full shares, thereby depleting contract funds.
It is particularly noteworthy that such errors often pass basic syntax checks and simple functional
tests because the code structure appears reasonable, but in complex business scenarios can lead to
serious financial losses. Qwen2.5-Coder-7B-Instruct failed to understand contextual requirements
and priority relationships between different stakeholders in the smart contract ecosystem.

In contrast, SmartCoder-R1 identified this potential problem through explicit security reasoning
processes. In its reasoning process, the model explicitly mentioned the need to "implement developer
fee priority logic to meet business requirements, ensure fund conservation principles." Based on this
understanding, SmartCoder-R1 generated the correct implementation: handling different situations
through if (balance <= devSup) conditional branches, using devSup = devSup.sub(balance)
to update remaining developer fees in the first branch, using balance = balance.sub(devSup)
to correctly deduct paid developer fees from the balance in the second branch, and finally executing
payable(_to).transfer(balance) to transfer the updated balance. This implementation ensures
fund conservation principles and avoids double payment vulnerabilities.
This case clearly demonstrates the limitations of current code generation models: lack of deep

understanding of constraints specific to smart contracts (such as fund conservation, state consis-
tency, multi-party interest balance). SmartCoder-R1 not only avoids fund allocation errors but also
explicitly articulates the security considerations of its design decisions. This comparison clearly
shows why we need a smart contract generation model capable of explicit security reasoning, and
why existing direct code generation approaches are insufficient in this security-critical domain.
This conclusion is further substantiated by our empirical data in Table 1. A direct comparison
reveals a clear performance gap: the reasoning-enhanced DeepSeek-R1 achieves a FullRate of
34.66%, significantly outperforming its standard counterpart, DeepSeek-V3 (30.16%). This pattern
holds for the Qwen family, where the reasoning-based QwQ-32B (23.94%) surpasses the standard
Qwen2.5-32B-Instruct (20.50%). These quantitative results provide strong empirical evidence that
models with explicit reasoning capabilities produce more functional and secure code.

3 Approach
Summary. The Approach section details our end-to-end methodology for Dataset Construction,
CPT, L-COT SFT, and Reinforcement Learning with S-GRPO. The Qwen2.5-Coder-7B serves as
our base model, selected for its superior coding capabilities [15] and the Qwen family’s superior
adaptability to reinforcement learning (RL) compared to counterparts like Llama [50]. As shown
in Fig. 2, we begin by building a high-quality dataset with explicit vulnerability annotations and
multi-step reasoning traces, followed by continual pre-training on normalized Solidity code to
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instill syntactic and structural knowledge. Next, we employ Long Chain-of-Thought Supervised
Fine-Tuning to teach the model explicit reasoning about security requirements. Finally, we apply
S-GRPO reinforcement learning to further align the model with rigorous security, compliance, and
functionality standards, leveraging automated reward signals and KL-regularized policy updates.

SFT & GRPO  Data Construct Long Chain-of-Thought 
Supervised Fine-Tuning

Prompt

Response

CPT Model SFT Model

Implement a secure withdraw 
f u n c t i o n  fo r  t h e  fo l l o w i n g 
Solidity contract. Ensure the 
implementation follows best 
practices for security.
{contract_code}

< t h i n k >  L e t  m e  a n a l y z e  t h e 
requirements one by one. To design 
a withdraw function, I should first 
ensure that only the contract owner 
can call this function...... </think>
<answer> Implemented Contract 
Function Code... </answer>

Prompt
As a Solidity expert, implement the 
required contract function.
Analyze requirements and context.
Think out loud about function and 
security
Output step-by-step reasoning in 
<think>...</think>, then the code in 
<answer>...</answer>.

DeepSeek
-V3

SFT & GRPO Training Data

Human Judge
&& Optimize

Continual Pre-Training Group Relative Policy Optimization

Pre-trained LLM

Continual 
Pre-Training

CPT Model

Policy Model�

Contract Context + 
Requirement (Query)

O1  O2  O3  O4 ... OG

Final
Model

prompt:Function Requirenment...
input: Contract snippet...
output: <think> Reasoning Process... 
</think>
<answer> Implenmented Contract 
Function Code... </answer>

Compile
Check

Security
Check

Format
Check

[Reward Aggregation]   α₁,α₂,α₃

R1  R2  ... RG Normalization

GRPO Loss
(Clip+KL)

Reference   
     Model ❄️

[Policy Update]  

General

Domain

Continual Pre-Training Data

Fig. 2. Overview of our SmartCoder-R1 pipeline.

3.1 Dataset Construction
We construct the SFT and S-GRPO datasets through amulti-step process that combines deterministic
programmatic extraction, LLM-based data generation, and manual expert validation. The raw
contract data is sourced from the Ethereum mainnet, filtered to include only contracts with verified
source code and explicit function-level documentation. For each contract, we parse the class-level
and function-level code, extracting the function signature, documentation string, and the entire
Solidity context required for correct compilation. Where function documentation is in Chinese, we
translate it into English using DeepSeek-V3 with a translation prompt, and fallback to a pattern-
based description generator if translation fails. All documentation is cleaned to remove escape
characters, annotation tags, and non-informative boilerplate.
For each function, we generate an instruction that specifies the target function name and the

associated requirements. We then construct an LLM prompt that includes the full contract context,
the function name, the cleaned and translated documentation, and a reference implementation
if available. We use DeepSeek-V3 with a conversational, chain-of-thought prompt to generate a
sample that includes a detailed, stepwise reasoning process in <think>...</think> tags and a
standalone, syntactically correct Solidity implementation in <answer>...</answer> tags. The LLM
is instructed to consider twelve specific vulnerability classes, including reentrancy, delegatecall,
unchecked call, price oracle manipulation, unprotected suicide, integer overflow/underflow for
Solidity versions before 0.8.0, timestamp dependency, access control, and others.
Each LLM-generated sample is post-processed to extract the reasoning chain (via regex for

<think> tags), the implementation code (from <answer> tags), and to identify which security-
sensitive patterns are actually present in the code (using fixed regular expressions for Solidity
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8 Yu et al.

constructs and keywords). All samples are then reviewed by human experts with experience in
Solidity security auditing. Reviewers verify that the generated code can be compiled by the Solidity
compiler (solc), that the code addresses all stated requirements, and that it does not introduce any of
a pre-defined set of security vulnerabilities. The expert review process includes both manual reading
and static analysis through professional-grade security scanning tools. Samples that do not compile,
fail security checks, or exhibit incomplete reasoning are either corrected or removed. All finalized
samples are used as instruction-response pairs for SFT, and as multi-candidate, reward-annotated
tuples for S-GRPO.

3.2 Continual Pre-training
During continual pre-training, we use only pure Solidity code, excluding comments and docu-
mentation, to prevent the model from memorizing non-functional text and to focus the learning
on syntactic and structural patterns. Each contract is decomposed into a normalized format with
explicit separation of contract-level declarations, state variables, modifiers, events, and function
implementations. We segment each contract into overlapping code windows of up to 2048 tokens.
Each window is used as a training instance for next-token prediction.

The training objective is the standard left-to-right language modeling loss:

LCPT = − 1
𝑁

𝑁∑︁
𝑖=1

𝑇𝑖∑︁
𝑗=1

log 𝑃 (𝑥𝑖, 𝑗 | 𝑥𝑖,< 𝑗 ) (1)

where 𝑁 is the total number of code windows in the pre-training corpus,𝑇𝑖 is the length of the 𝑖-th
window, and 𝑥𝑖, 𝑗 is the 𝑗-th token in window 𝑖 . We train the model for two epochs using the AdamW
optimizer with a learning rate of 1 × 10−5, batch size of 64, and a sequence length cutoff of 2048
tokens. Model checkpoints are saved every 500 steps. During pre-training, the model is exposed to
contract patterns including inheritance, state variable initialization, error handling via require
and revert, and common access control idioms. No reasoning or documentation information is
present in this phase.

3.3 Long Chain-of-Thought Supervised Fine-Tuning
The purpose of the Long Chain-of-Thought (CoT) Supervised Fine-Tuning stage is to explicitly
endow the model with the capacity to perform multi-step reasoning required for secure smart
contract code generation. Each training sample consists of an instruction, contract context, a
detailed stepwise reasoning chain enclosed in <think>...</think>, and a standalone Solidity
implementation enclosed in <answer>...</answer>. The output sequence is strictly required to
begin with a multi-sentence, logically ordered reasoning trace, followed by a complete function
implementation. The supervised fine-tuning loss is:

LSFT = − 1
𝑀

𝑀∑︁
𝑘=1

𝐿𝑘∑︁
𝑙=1

log 𝑃 (𝑦𝑘,𝑙 | 𝐼𝑘 , 𝑋𝑘 , 𝑦𝑘,<𝑙 ) (2)

where 𝑀 is the number of samples, 𝐼𝑘 is the instruction, 𝑋𝑘 is the input, 𝑦𝑘,𝑙 is the 𝑙-th output
token. The model is trained for three epochs, learning rate 1 × 10−5, batch size 8, and maximum
sequence length 8192. All outputs are required to compile with solc and to address at least one
specified vulnerability class. This stage imparts the model with the initial ability to decompose
business requirements into explicit security logic steps and to realize these as functional, secure,
and compilable code. After SFT, the model can generate code that is not only correct and complete,
but also accompanied by an auditable reasoning trace, providing the foundation for downstream
RL alignment.
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3.4 Security-Aware Group Relative Policy Optimization
The S-GRPO stage acts as a targeted refinement process, aligning the model with the complex,
multi-faceted objectives of real-world smart contract development that are difficult to capture with
supervised learning alone. For each input, which consists of a contract’s existing code (context)
and a new functional requirement, the model’s task is to generate a response that contains both:
(1) a Long Chain-of-Thought (<think>) reasoning process that explicitly outlines the secu-
rity considerations and implementation plan, and (2) the final, compilable Solidity function
(<answer>).

During training, we sample a group of𝐺 candidate outputs from the current policy network for
each prompt. Each candidate is then subjected to a rigorous, automated evaluation to calculate its
reward:

• Compilation Check (𝑅compile): This is the most foundational prerequisite for any smart
contract. The generated Solidity code is compiled using solc. A successful compilation
(𝑅compile = 1) signifies that the code is syntactically valid and can be deployed on the
blockchain. A failure (𝑅compile = 0) indicates a fundamental flaw, rendering the output
useless.

• Security Rule Check (𝑅security): This is the most critical component, directly targeting the
core challenge of secure contract generation. We use a combination of regular expressions
and static analysis scripts to scan both the reasoning and the code for known vulnerability
patterns. It is crucial to note that these checks are intentionally designed to be conservative,
operating on a "better safe than sorry" principle. This means the system prioritizes flagging
any potentially suspicious code patterns, even if it results in occasional false positives (flagging
safe code as risky), rather than risking a single false negative (missing a true vulnerability). For
example, when implementing a withdraw function, this check verifies if the model correctly
applies the Checks-Effects-Interactions (CEI) pattern to mitigate reentrancy attacks. It
also checks for missing access control modifiers (e.g., ensuring a critical function is marked
onlyOwner), the unsafe use of delegatecall, and potential integer overflows/underflows
in contracts targeting versions prior to Solidity 0.8.0, where such checks are necessary. A
secure output receives 𝑅security = 1; otherwise, it receives 𝑅security = 0.

• Format Compliance (𝑅format): This reward ensures the model maintains its explainability,
a cornerstone of our approach. The output must contain a well-structured <think> block
with substantive reasoning (at least three steps) followed by a distinct <answer> block. This
structure provides a crucial cognitive scaffold for developers, allowing them to audit the
model’s security logic before trusting its code. A compliant format yields 𝑅format = 1.

The total reward 𝑅 for each candidate is a weighted sum of these three binary scores, reflecting
their relative importance:

𝑅 = 𝛼1𝑅compile + 𝛼2𝑅security + 𝛼3𝑅format (3)

We set the weights to (𝛼1, 𝛼2, 𝛼3) = (0.3, 0.5, 0.2), prioritizing security (𝑅security) above all else, as a
single vulnerability can compromise an entire contract.
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The policy is updated using the S-GRPO objective, which combines the clipped policy ratio
surrogate loss with a KL penalty. The overall S-GRPO loss is:

𝐽S−GRPO (𝜃 ) = E𝑞,{𝑜𝑖 }𝐺𝑖=1

[
1
𝐺

𝐺∑︁
𝑖=1

1
|𝑜𝑖 |

|𝑜𝑖 |∑︁
𝑡=1

min
(
𝜋𝜃 (𝑜𝑖,𝑡 |𝑞, 𝑜𝑖,<𝑡 )
𝜋𝜃old (𝑜𝑖,𝑡 |𝑞, 𝑜𝑖,<𝑡 )

𝐴𝑖,𝑡 ,

clip
(
𝜋𝜃 (𝑜𝑖,𝑡 |𝑞, 𝑜𝑖,<𝑡 )
𝜋𝜃old (𝑜𝑖,𝑡 |𝑞, 𝑜𝑖,<𝑡 )

, 1 − 𝜖, 1 + 𝜖

)
𝐴𝑖,𝑡

) ]
− 𝛽𝐷KL [𝜋𝜃 ∥𝜋ref] (4)

where 𝐴𝑖,𝑡 is the normalized advantage, and 𝛽 is the KL penalty coefficient. The KL divergence
𝐷KL [𝜋𝜃 ∥𝜋ref] is estimated for every token in the output sequence using an unbiased estimator.
Concretely, during each RL step, the model receives as input the full contract context and

functional requirement, and must generate a reasoning chain that explicitly discusses security best
practices and then output a function that is both functionally correct and secure. The reward system
ensures that the model only receives a high score if the code passes full compilation, contains no
statically detectable vulnerabilities, and the reasoning is explicit and well-structured. RL training is
performed for 5 epochs, with all outputs and reward components logged.
In essence, the S-GRPO method constructs an efficient, automated "trial-and-error" learning

environment for the model, with the core idea of teaching it to write secure smart contracts
through group-based comparison and immediate feedback. In practice, when faced with a specific
programming task (e.g., implementing a re-entrancy-proof withdraw function), the model first
generates a diverse group of potential solutions. Some of these attempts may be perfect, others
might contain security vulnerabilities, and some may not even compile. The system then acts as an
automated "code reviewer," rigorously evaluating each attempt: solutions that compile successfully,
adhere to secure design patterns (like the Checks-Effects-Interactions principle), and provide clear
reasoning are given a high reward (a high advantage). Conversely, those with vulnerabilities or
errors receive a low reward or penalty (a low advantage). This reward signal directly guides the
model’s parameter updates, reinforcing the behaviors that lead to high-quality outputs while
discouraging those that result in problems. Through this continuous, automated iteration loop, S-
GRPO compels the model to not only learn "how to write code," but more importantly, to internalize
the core development principles of "why it must be written this way to be secure."

4 Experiments
4.1 ResearchQuestions
To evaluate our SmartCoder-R1, we conduct experiments to answer the following research questions:

• RQ1: How does our SmartCoder-R1 perform in generating secure and functional smart con-
tracts compared to state-of-the-art code generation models?

• RQ2: How do individual components contribute to the overall performance, and how sensitive
is performance to key parameter tuning?

• RQ3: How effective are the reasoning chains generated by SmartCoder-R1 in terms of their
Functionality, Security, and Clarity?

•RQ4: How does SmartCoder-R1’s reasoning and security awareness compare to state-of-the-art
methods through representative case studies?

• RQ5: What are the primary vulnerability types in generated insecure contracts, and what
factors contribute to these security failures?
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4.2 Dataset
Continual Pre-training (CPT): Following Yu et al.[60], we construct our CPT dataset from 186,397
unique Ethereum smart contracts provided by Storhaug et al.[41] (501.62M tokens). To enhance
diversity, we augment this with 100,000 instances of general code, mathematics, and texts in English
and Chinese (118.94M tokens), creating a corpus of 286,397 instances totaling 620.56M tokens.

Long Chain-of-Thought SFT (L-COT SFT): Our SFT dataset features 7,998 meticulously anno-
tated samples (16.44M tokens, avg. 2,056 per sample) from 1,508 unique contracts from Storhaug et
al. [41]. It covers diverse patterns, including ERC20/721, Ownable, crowdsales, pausable/proxy pat-
terns, AccessControl, multisig wallets, Governor/Timelock modules, and DeFi primitives. Crucially,
each instance contains the full contract context, functional requirements, the target implementation,
and an explicit Chain-of-Thought reasoning trace constructed by us. The function distribution
is realistic (constructors 4.5%, regular 55.3%, view 35.2%, payable 5.1%). Correctness was ensured
through both manual verification and automated analysis.
Security-Aware Group Relative Policy Optimization (S-GRPO): The S-GRPO dataset is

built from the same sources as the SFT stage but is strictly separated. It contains 1,691 samples
(2.74M tokens, avg. 1,621 per sample), with 1,200 contracts for training and 491 for evaluation.
Notably, we constructed new reasoning chains tailored for this RL stage. Each sample provides
a contract context, requirement, reasoning chain, and labeled implementation to facilitate policy
optimization with step-by-step feedback.

Evaluation: Our evaluation set comprises 756 unique functions from 289 real-world contracts,
sourced from Storhaug et al. [41] and EtherScan, spanning 53 Solidity versions. It includes 335
distinct implementations, with complexity ranging from 44-character utilities to 3,149-character
business logic. The dataset robustly covers multi-layered structures, from libraries (SafeMath,
EnumerableSet, SafeCast) to critical patterns (Ownable, Proxy, Roles), and features 88.10% high-
quality NatSpec documentation.
Data Leakage Prevention: To ensure rigorous evaluation, we enforced strict non-overlapping
splits between CPT, SFT, S-GRPO, and Evaluation datasets. At the function level, we applied token-
based Jaccard similarity deduplication (threshold 0.9) to remove near-duplicates. The evaluation
set was completely isolated from all training and fine-tuning data, guaranteeing zero overlap and
preventing data leakage.

4.3 Baselines
We evaluate our model against state-of-the-art baselines from three categories: General/Code
LLMs: These are LLMs with strong, but not specialized, code generation capabilities. This category
includes: the CodeLlama-Instruct series (7B, 13B, 34B)[39], the DeepSeek-Coder-Instruct series
(6.7B, 33B)[10], the Qwen-Coder series (Qwen2.5-3B, 14B, 32B-Instruct [15]; Qwen3-30B-A3B-
Instruct [57]), Qwen2.5-32B-Instruct [44], DeepSeek-V3 [19], the Llama-3 series (3.1-8B, 3.2-1B),
and the commercial models GPT-4.1 [30]. Domain-Specific Smart Contract LLMs: These are
LLMs specifically designed for smart contract generation.We include Storhaug et al.[41].Reasoning
LLMs: These LLMs incorporate explicit multi-step reasoning. We compare against DeepSeek-R1 [9]
and QwQ-32B [36], which serve as strong baselines for reasoning-enhanced generation.

4.4 Metrics
Following established evaluation frameworks [47], we use five primary metrics. We measure
ComPass(%), the proportion of successfully compiled code. As a conditional metric, VulRate(%) is
the percentage of compilable code containing known vulnerabilities (lower is better). We then use
three "yield" metrics: SafeAval(%) for code that is both compilable and secure, FuncRate(%) for code
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that is compilable and functionally correct, and FullRate(%), the proportion meeting all criteria.
To rigorously evaluate VulRate and SafeAval, we combined automated scanning with expert
auditing. First, all successfully compiled code was scanned with the Slither tool, which categorizes
potential vulnerabilities by severity (e.g., High, Medium, Low). Due to the high cost of expert audits,
we selected a sample of 100 code snippets for manual review. This selection prioritized snippets
with High-severity warnings, followed by those with Medium-severity. The final VulRate is a
calibrated metric. To evaluate functional correctness (FuncRate), we employ an execution-based
validation framework. For each function in our evaluation set, we first developed a comprehensive
unit test suite based on its ground-truth oracle. This suite is designed to verify all critical aspects of
the function’s behavior. The generated code from a model is then programmatically integrated into
the contract, and the exact same test suite is executed against it. FuncRate is then calculated as the
percentage of generated functions that successfully pass their entire corresponding test suite.

To evaluate the quality of the generated reasoning chains (RQ3), we manually assessed them on
a 4-point Likert scale [18] across three dimensions: Functionality, which measures if the reasoning
correctly understands and plans for all required features; Security, which assesses whether all
relevant security risks are identified and addressed in the plan; and Clarity, which evaluates the
logical flow and readability of the explanation. To ensure the objectivity and reliability of our
manual evaluation, the assessment was conducted by six senior experts, each with over five years
of experience in Solidity development and security auditing. A rigorous assurance mechanism was
implemented to minimize subjectivity. Initially, all six experts calibrated their understanding by
independently rating a pilot set of 30 samples. Inter-rater reliability for this pilot set was calculated
using Fleiss’ Kappa, yielding a coefficient of 0.85, which indicates substantial agreement. For the
formal assessment, each sample was assigned to a team of two experts for independent scoring. In
cases where the two experts’ scores had a significant discrepancy (a difference of 2 or more points
Likert scale), a third expert arbitrated the result to reach a final, consensus-based rating.

We deliberately do not use traditional code similarity metrics (e.g., BLEU [32], CodeBLEU [38]).
These metrics measure surface-level resemblance to a reference, which is an insufficient proxy for
quality in smart contracts, where security and functional correctness are paramount and multiple
valid implementations can exist. We avoid sampling-based metrics like pass@k, as they tolerate the
generation of insecure candidates, an unacceptable risk in a domain that demands deterministic
reliability over probabilistic correctness in smart contracts.

4.5 Implementation Details
We perform CPT and L-COT SFT using LlamaFactory [63] and DeepSpeed [37], both with fp16
enabled. Loss is calculated using cross-entropy, and parameters are optimized with AdamW [22]
(𝛽 = (0.9, 0.99), 𝜖 = 1e−8). For all our models, we employ full parameter tuning. During CPT, the
batch size is 64 per device, gradient accumulation steps are 16, epochs are 2, learning rate is 1e−5
with cosine decay, warmup steps are 0, cutoff length is 2048, and save steps are 500. During L-COT
SFT, the batch size is 8 per device, gradient accumulation steps are 8, epochs are 3, learning rate
is 1e−5 with cosine decay, warmup steps are 0, cutoff length is 8192, and save steps are 50. For
S-GRPO, we build our implementation upon the Logic-RL [56] and VeRL [40]. We initialize from
the L-COT SFT checkpoint and use a batch size of 8 per device, a maximum prompt length of 24,576,
maximum response length of 2,048, and a learning rate of 3 × 10−7. KL loss with low variance is
employed as a regularization term (coef = 0.001). Both the mini-batch and micro-batch sizes are set
to 8. Gradient checkpointing and full parameter, gradient, and optimizer offloading are enabled
to maximize GPU memory utilization. The number of parallel rollouts is set to 8 (rollout.n=8).
Rollout and reference log probability micro-batch sizes are set to 160. Training is conducted on a
single node with 8 NVIDIA H800 GPUs (each with 80GB memory), for 5 epochs, saving checkpoints
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every 20 steps. For Evaluation, we use greedy decoding (do_sample=false) to ensure stable
and reproducible results. This approach eliminates the randomness introduced by sampling-based
decoding strategies, thereby allowing for fair comparison across different models and experimental
runs. All evaluation experiments are conducted on the same hardware to ensure consistency.

4.6 Experimental Results
In this section we present experimental results and analysis to answer the research question.

1) RQ1: As shown in Table 1, SmartCoder-R1 achieves the highest overall performance across all
key metrics when evaluated against a comprehensive range of baselines.
Specifically, SmartCoder-R1 achieves a ComPass (compilability) of 87.70%, improving over the

best general/code LLM (GPT-4.1 at 84.13%) by 4.24% relatively and over the best domain-specific
model (Storhaug et al. at 82.67%) by 6.08% relatively. On the critical VulRate metric (lower is
better), SmartCoder-R1 attains a remarkably low vulnerability rate of 8.60%, which is 49.05% lower
than CodeBC (16.88%), 44.80% lower than Qwen2.5-Coder-32B-Instruct (15.58%), and 72.09% lower
than GPT-4.1 (30.82%). For the SafeAval (compilable and secure) metric, SmartCoder-R1 achieves
80.16%, representing a 17.20% relative improvement over CodeBC (68.39%) and a 26.52% relative
improvement over Storhaug et al. (63.36%). Furthermore, SmartCoder-R1 demonstrates notable
improvements in FuncRate (functional correctness, 53.84%), slightly outperforming the strongest
baselines (e.g., +1.76% relative over GPT-4.1 at 52.91%). Especially, SmartCoder-R1 reaches a FullRate
(functional correctness, security, and compilability simultaneously) of 50.53%, reflecting a 45.79%
relative improvement over the next best result (DeepSeek-R1 at 34.66%). The seemingly low VulRate
of some smaller models is an artifact of their frequent failure to produce compilable code (e.g.,
incomplete snippets or plain text), which are excluded from analysis.

Answer to RQ1: SmartCoder-R1 achieves state-of-the-art performance in generating
secure smart contracts that meet functional requirements, outperforming the strongest
baseline across all key metrics (ComPass, VulRate, SafeAval, FuncRate, FullRate).

2) RQ2: Our ablation study in Table 2 systematically dissects the contribution of each core
component: Continual Pre-training (CPT), Long Chain-of-Thought Supervised Fine-Tuning (L-COT
SFT), and Security-Aware Group Relative Policy Optimization (S-GRPO) to the overall performance.

The analysis begins with the baseline model trained only with L-COT SFT (w/o CPT & S-GRPO).
While it achieves a respectable ComPass of 80.82%, it is insufficient for security, with a high VulRate
of 19.80% and a low FullRate of 20.37%. This highlights that teaching a reasoning-and-code format
alone does not confer the deep understanding needed to avoid security pitfalls. When CPT is
introduced (w/o S-GRPO), metrics improve (ComPass to 84.26%, SafeAval to 68.52%) due to a
better understanding of Solidity. However, the VulRate remains high at 18.68%, confirming this
combination cannot fully solve the security challenge. The most significant leap in security comes
from the S-GRPO stage. Comparing the full model to its w/o S-GRPO variant, the VulRate plummets
from 18.68% to an industry-leading 8.60% (a 53.96% relative reduction), boosting SafeAval from
68.52% to 80.16% and FullRate from 24.21% to 50.53%. This underscores S-GRPO’s power to directly
optimize for complex objectives like security and compilability.
An intriguing counterpoint is the w/o L-COT SFT variant (CPT + S-GRPO), which achieves a

surprisingly high FuncRate (46.96%), nearly matching the full model. This suggests that with a
strong foundation from CPT, S-GRPO’s powerful optimization can directly steer the model towards
functional correctness. However, this approach comes at a steep cost: its VulRate is the highest
among the primary variants at 27.10%. This starkly illustrates the indispensable role of L-COT SFT.
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Table 1. RQ1: Comparison of Secure and Functional Smart Contract Generation. Performance (%) of
SmartCoder-R1 and state-of-the-art code generation baselines on secure smart contract generation bench-
marks. ↑ indicates higher is better, ↓ indicates lower is better. Bold highlights the best results in each column.

Model ComPass ↑ VulRate ↓ SafeAval ↑ FuncRate ↑ FullRate ↑
General / Code LLMs

CodeLlama-7b-Instruct 29.63 14.29 25.40 13.62 12.57
CodeLlama-13b-Instruct 54.63 23.24 41.93 25.13 21.83
CodeLlama-34b-Instruct 48.94 25.14 36.64 23.15 20.63
Llama-3.2-1B-Instruct 7.01 16.98 5.82 3.17 1.98
Llama-3.1-8B-Instruct 22.09 11.98 19.44 6.35 5.29
DeepSeek-Coder-6.7B-Instruct 15.08 21.05 11.90 4.89 4.37
DeepSeek-Coder-33B-Instruct 18.52 25.71 13.76 12.30 10.58
Qwen2.5-Coder-3B-Instruct 12.57 22.11 9.79 7.01 5.29
Qwen2.5-Coder-14B-Instruct 51.19 10.85 45.63 24.34 20.90
Qwen2.5-Coder-32B-Instruct 62.83 15.58 53.04 38.23 29.50
Qwen2.5-32B-Instruct 48.02 22.31 37.30 27.12 20.50
Qwen3-Coder-30B-A3B-Instruct 78.70 37.14 49.47 41.40 19.97
DeepSeek-V3 69.05 33.91 45.63 48.28 30.16
GPT-4.1 84.13 30.82 58.20 52.91 30.29

Domain-Specific Smart Contract LLMs

Storhaug et al. [41] 82.67 23.36 63.36 34.79 23.54

Reasoning LLMs

DeepSeek-R1 84.39 32.29 57.14 50.66 34.66
QwQ-32B 67.46 44.12 37.70 40.48 23.94

SmartCoder-R1 (Ours) 87.70 8.60 80.16 53.84 50.53

Table 2. Ablation Study: Impact of Different Training Components. Performance (%) of SmartCoder-R1
variants with different training configurations. w/o: without.

Model Variant ComPass ↑ VulRate ↓ SafeAval ↑ FuncRate ↑ FullRate ↑
w/o CPT & S-GRPO 80.82 19.80 64.81 31.22 20.37
w/o CPT & L-COT SFT 24.60 9.68 22.22 15.08 14.55
w/o CPT 85.05 14.15 73.02 37.17 31.75
w/o S-GRPO 84.26 18.68 68.52 32.67 24.21
w/o L-COT SFT 67.86 27.10 49.47 46.96 32.67
Full Model 87.70 8.60 80.16 53.84 50.53

L-COT SFT does not just provide training data; it teaches the model a crucial, structured reasoning
process (<think>...</think>). This reasoning framework acts as a cognitive scaffold, guiding the
model to explicitly consider security constraints before generating code, making the subsequent
S-GRPO refinement far more effective and targeted. Without this scaffold, the model, while capable
of finding functionally correct solutions, frequently fails to navigate complex security requirements,
leading to insecure implementations.
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Table 3. Parameter Sensitivity Analysis Results.

Configuration Weights ComPass VulRate SafeAval FuncRate FullRate
(𝛼1, 𝛼2, 𝛼3) (%) ↑ (%) ↓ (%) ↑ (%) ↑ (%) ↑

Security+ (0.2, 0.6, 0.2) 86.51 13.91 74.41 47.09 39.81
Security++ (0.1, 0.7, 0.2) 85.71 15.28 72.62 45.90 36.64
Compile+ (0.4, 0.4, 0.2) 85.85 16.02 72.09 49.21 41.53
Compile++ (0.5, 0.3, 0.2) 85.32 15.66 71.96 54.10 45.77
Compile+++ (0.6, 0.2, 0.2) 84.39 16.77 70.24 50.40 40.48
Compile++++ (0.7, 0.1, 0.2) 85.71 19.14 69.31 49.21 39.55
Ours (0.3, 0.5, 0.2) 87.70 8.60 80.16 53.84 50.53

To further investigate the impact of S-GRPO, we conducted a parameter sensitivity analysis on
the reward weights, with results presented in Table 3. This analysis reveals the delicate balance
required between compilation (𝛼1), security (𝛼2), and format (𝛼3). Configurations that over-prioritize
security (e.g., ‘Security++’ with 𝛼2 = 0.7) paradoxically result in a higher vulnerability rate (15.28%)
compared to our balanced approach (8.60%). Conversely, increasing the weight on compilation (e.g.,
‘Compile++’ with 𝛼1 = 0.5) boosts functional correctness to 54.10% but at the expense of security
(VulRate of 15.66%). Our chosen configuration (𝛼1 = 0.3, 𝛼2 = 0.5, 𝛼3 = 0.2) strikes an optimal
trade-off by effectively harmonizing all three objectives, achieving the highest FullRate (50.53%).

Answer to RQ2: The ablation study demonstrates that CPT, L-COT SFT, and S-GRPO
are all indispensable. CPT provides foundational domain knowledge, L-COT SFT es-
tablishes the crucial reasoning-to-code structure, and S-GRPO acts as a refiner that
optimizes for security and correctness, leading to a synergistic effect that is essential
for overall performance. The parameter sensitivity analysis further confirms that the
effectiveness of S-GRPO is highly dependent on a balanced reward configuration.

3) RQ3: We had human experts rate the reasoning chains of SmartCoder-R1 and two baselines
on 150 samples, using a 4-point Likert scale to assess Functionality, Security, and Clarity.

As detailed in Table 4, SmartCoder-R1 demonstrates superior performance across all dimensions.
In terms of Functionality, SmartCoder-R1 achieves a high-quality rating (scores 3 or 4) in 82.67%
of cases (124 out of 150), significantly outperforming DeepSeek-R1 (76.00%) and QwQ-32B (59.33%).
This indicates our model’s enhanced ability to accurately interpret complex requirements and
formulate a correct implementation plan. The most significant advantage is observed in Security.
Our model receives a high-quality rating in 85.33% of samples (128 out of 150), whereas the
baselines lag far behind at 54.67% for DeepSeek-R1 and only 40.67% for QwQ-32B. This highlights
the effectiveness of our training paradigm in instilling a deep understanding of security principles,
a critical factor in smart contract generation. Regarding Clarity, SmartCoder-R1 also leads with
90.67% of its reasoning chains rated as high-quality, making them easier for developers to audit
and trust compared to DeepSeek-R1 (85.33%) and QwQ-32B (69.33%). These results confirm that
the reasoning chains from SmartCoder-R1 are not only more aligned with functional and security
requirements but are also clearer for human developers.
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Table 4. Human Evaluation of Reasoning ChainQuality (RQ3). Based on 150 samples, human experts rated
the reasoning chains from different models. The scores are on a 4-point Likert scale (1=Poor, 2=Fair, 3=Good,
4=Excellent). The values in the table represent the number of samples receiving each score.

Model Dimension 1 (Poor) 2 (Fair) 3 (Good) 4 (Exc.)

DeepSeek-R1
Functionality 9 27 73 41
Security 21 47 56 26
Clarity 6 16 79 49

QwQ-32B
Functionality 17 44 66 23
Security 36 53 47 14
Clarity 11 35 73 31

SmartCoder-R1 (Ours)
Functionality 7 19 56 68
Security 6 16 56 72
Clarity 3 11 57 79

Answer to RQ3: The reasoning chains generated by SmartCoder-R1 demonstrate
superior quality in functionality, security, and clarity compared to strong reasoning-
focused baselines, making them more reliable for secure smart contract generation.

4) RQ4: We demonstrate the reasoning and implementation differences between two LLMs
in smart contract code generation through a comparative case study. As shown in Fig. 3, we
examine how SmartCoder-R1 and DeepSeek-R1 (the best baseline) reason about and implement the
renounceOwnership function in an Ownable smart contract. In this scenario, bothmodels are tasked
with generating a function that allows the contract owner to relinquish control. SmartCoder-R1 not
only produces the correct function but also explicitly reasons about security best practices, following
the Checks-Effects-Interactions (CEI) pattern to prevent potential reentrancy issues. This is reflected
in its implementation order, where the event is emitted before state changes. In contrast, DeepSeek-
R1 focuses on functional correctness without considering subtle security concerns, resulting in a
direct but potentially less secure implementation where the state change occurs before the event
emission. This comparison highlights that while both models can produce functionally correct
code, SmartCoder-R1 demonstrates a deeper understanding of security, proactively addressing risks
beyond the immediate requirements. DeepSeek-R1, though able to fulfill the prompt, may overlook
best practices that are crucial in real-world blockchain environments.

Answer to RQ4: SmartCoder-R1 applies security best practices like the CEI pattern,
reducing vulnerability risks. In contrast, DeepSeek-R1 gives a solution without secu-
rity awareness, underscoring the value of security-focused reasoning.

5) RQ5: To answer RQ5, we conducted an analysis of the residual vulnerabilities in contracts
generated by SmartCoder-R1. As shown in Table 5, our analysis of the 756 test samples revealed
that only 83 contained security vulnerabilities, amounting to 147 specific issues. Reentrancy vul-
nerabilities were the most common, accounting for 32.65% (48 instances), followed by array bounds
unchecked (14.29%) and missing access controls (12.24%). Our risk classification is based on potential
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contract Ownable {
  address public owner;

  event OwnershipRenounced(address indexed previousOwner);

  modifier onlyOwner() {
    require(msg.sender == owner);
    _;
  }

  // ... other functions ...

  /**
   * @dev Allows the current owner to relinquish control of the contract.
   * @notice Renouncing to ownership will leave the contract without an owner.
   * It will not be possible to call the functions with the `onlyOwner`
   * modifier anymore.
   */
  // FUNCTION TO BE IMPLEMENTED:
  // function renounceOwnership() public onlyOwner;
}

<think> Okay, let me think this through... Break it down: The function 
needs to be onlyOwner, set owner to address(0), and emit an event. 
Consider the flow: Right, so what's the correct order? I need to be careful 
about security. Security Check: To be robust and prevent issues like 
reentrancy, I should follow the Checks-Effects-Interactions pattern. This 
means handling interactions (emit) before state changes (owner = ...). Final 
Plan: My implementation will first emit the event with the current owner, 
and then set the owner to the zero address. It looks solid. </think>

<think>Okay, let's implement this. The function should allow the current 
owner to renounce ownership, making the contract ownerless. The 
onlyOwner modifier ensures proper access control. I'll first store the 
current owner in a variable, then set owner to address(0), and finally 
emit the OwnershipRenounced event with the previous owner's address. 
This matches the requirements: after renouncing, onlyOwner functions 
become inaccessible. The logic is straightforward and consistent with 
the contract's patterns.</think>

function renounceOwnership() public onlyOwner {
  address previousOwner = owner;
  emit OwnershipRenounced(previousOwner);
  owner = address(0);
}

function renounceOwnership() public onlyOwner {
  address previousOwner = owner;
  owner = address(0);
  emit OwnershipRenounced(previousOwner);
}

Contract Context

Reasoning LLM

Prompt

SmartCoder-R1 DeepSeek-R1

Fig. 3. Case study comparing the reasoning process and implementation order of two LLMs (SmartCoder-R1
and DeepSeek-R1) on the renounceOwnership function in smart contracts.

Table 5. Key Security Issues in Smart Contract Code Generated by SmartCoder-R1.

Security Issue Count Percentage (%) Risk

Reentrancy Vulnerabilities 48 32.65 High
Array Bounds Unchecked 21 14.29 Med
Access Control Missing 18 12.24 High
State Validation Missing 15 10.20 Med
Integer Overflow/Underflow 13 8.84 Med
Improper Error Handling 10 6.80 Med
Timestamp Dependence 6 4.08 Med
Gas Limit DoS Risk 5 3.40 Low
Function Visibility Issues 4 2.72 Low
tx.origin Authentication 3 2.04 High
Selfdestruct Usage 2 1.36 High
Delegatecall Context Risk 2 1.36 High

Total 147 100.00 –

impact: High-risk vulnerabilities can lead to direct financial loss or loss of contract control; Medium-
risk vulnerabilities may cause functional anomalies or partial security threats; and Low-risk issues
primarily affect usability or cause minor security concerns. These occurrences primarily stem
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from the model’s occasional oversight of subtle security details within highly complex business
logic, such as failing to anticipate all interaction risks in intricate state changes, rather than a
general failure in security awareness. This granular analysis is invaluable, guiding our future work
towards enhancing the training data with more complex security counterexamples, integrating
more advanced static analysis tools into the S-GRPO reward mechanism, and refining the model’s
reasoning framework to eliminate these specific, high-level vulnerabilities at their source.

Answer to RQ5: Analysis shows remaining vulnerabilities, mainly reentrancy
(32.65%), occur in complex edge cases, not from a general security flaw. Future work
will target these cases by enhancing training data with security counterexamples, inte-
grating static analysis tools, and refining the security reasoning framework.

5 Related Work
5.1 Smart Contract Auditing
Smart contract vulnerability detection has progressed from early program analysis techniques,
including symbolic execution (Oyente [25]), pattern matching (Mythril [29], SmartCheck [45]), and
formal verification (Securify [46]), to data-driven models such as deep neural networks [8, 34] and
graph neural networks (GNNs) [21, 64]. Recent advances leverage pre-trained models (Peculiar [54]),
prompt-tuning [61], and cross-modality learning[35] to improve generalization. The latest frontier
features LLMs; studies have evaluated general LLMs on real-world datasets [3, 5], explored their
reasoning capabilities [13], and developed LLM-based tools such as GPTScan [42] and SOChecker
[4]. Recent LLM-based tools include Ma et al.’s two-stage iAudit [27] and the Smart-LLaMA series
by Yu et al. [58, 60], which evolved from using continual pre-training and supervised fine-tuning
to incorporating direct preference optimization for enhanced detection and explanation quality.

5.2 Smart Contract Code Generation
In recent years, the security of LLMs in automated smart contract generation has attracted extensive
attention. Storhaug et al. [41] used vulnerability tagging and constrained decoding to reduce
security risks. Wang et al. [47] introduced CodeBC, which improves the security and practicality
of generated code through a three-stage fine-tuning strategy. Alam et al. [1] combined static
analysis with multi-round masked prompting to achieve automated repair of typical vulnerabilities.
Although these approaches have advanced smart contract security, most still lack in-depth modeling
of explainability and authentic developer preferences during generation. To address this, we propose
a three-stage training paradigm named SmartCoder-R1 that integrates continual pre-training, long
chain-of-thought supervised fine-tuning, and security-aware group relative policy optimization,
further enhancing the security, explainability, and practical usability of smart contract generation.

5.3 Reinforcement Learning in LLM Reasoning
Reinforcement learning (RL) is a rapidly advancing frontier for LLM reasoning [33, 48, 51]. A
key approach is outcome-supervised RL, where models like DeepSeek-R1 are rewarded for the
correctness of the final result, fostering complex reasoning without step-by-step supervision [9]. It
has proven effective across diverse domains, including programming [7, 49, 52], finance [20], vision
[14, 55], user interface automation [23, 24], 3D spatial reasoning [31] and leveraging external tools
[16, 17]. The success of GRPO in generating domain-specific languages, exemplified by SQL-R1’s
performance on NL2SQL tasks [26], is particularly relevant. Inspired by these advancements, we
adapt outcome-supervised RL to generate secure and functional smart contracts.
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6 Threats to Validity
Internal Validity: The internal validity of our study hinges on the S-GRPO reward mechanism.
While our automated rewards for compilation, security, and format compliance are effective for core
objectives, they may not fully capture all nuances of code quality, such as conciseness or stylistic
elegance. This could lead SmartCoder-R1 to occasionally generate outputs that are functionally
and securely correct but overly verbose. While this does not compromise the primary metrics, it
represents a potential area for refinement in the reward function design.

External Validity: The generalizability of SmartCoder-R1’s performance is subject to two main
considerations. First, our training and evaluation datasets, although comprehensive and curated
by experts, represent a subset of the vast and evolving smart contract landscape. The model’s
performance on highly novel or out-of-distribution contract types may vary.

7 Conclusion
In this paper, we introduced SmartCoder-R1, a novel framework designed to generate secure and
explainable smart contracts. Our approach uniquely integrates a three-stage pipeline: Continual
Pre-Training to build domain expertise, Long Chain-of-Thought Supervised Fine-Tuning to instill
structured security reasoning, and Security-Aware Group Relative Policy Optimization to align the
model with security standards. Extensive experiments demonstrate that SmartCoder-R1 significantly
outperforms state-of-the-art baselines in generating code that is not only functionally correct and
compilable but also substantially more secure and interpretable.
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