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Abstract. The concept of Machine Unlearning (MU) has gained popu-
larity in various domains due to its ability to address several issues in Ma-
chine Learning (ML) models, particularly those related to privacy, secu-
rity, bias mitigation, and adaptability. With these abilities, MU is evolv-
ing into a promising technology in upholding Responsible AI principles
and optimizing ML models’ performance. However, despite its promising
potential, the concept has not received much attention in the educa-
tion sector. In an attempt to encourage further uptake of this promising
technology in the educational landscape, this paper demonstrates that
MU indeed has great potential to serve as a practical mechanism for op-
erationalizing Responsible Al principles as well as an essential tool for
Adaptive Al within the educational application domain hence fostering
trust in Al-driven educational systems. Through a structured review of
42 peer-reviewed sources, we identify four domains where MU holds par-
ticular promise namely privacy protection, resilience against adversarial
inputs, mitigation of systemic bias, and adaptability in evolving learning
contexts. We systematically explore these potentials and their interven-
tions to core challenges in ML-based education systems. As a conceptual
contribution, we present a reference Machine Unlearning application ar-
chitecture for Responsible and Adaptive Al (MU-RAAI) in education
context.

Keywords: Machine Learning in Education - Machine Unlearning - Re-
sponsible Al - Trustworthy AI - Adaptive Al - Educational Application
Domain.

1 Introduction

Machine learning (ML) models process large volumes of data, often including
sensitive and personally identifiable information. While ML techniques have
achieved remarkable performance gains across domains, there are increasingly
compelling reasons to remove specific data from trained models [2]. These range
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from protecting the privacy of individuals whose data contributed to model train-
ing, correcting inaccuracies or outdated records, to mitigating bias amplification
or performance drift over time [2]. However, simply removing data and their
lineage from ML models is more complex than in databases since ML models
can potentially memorize training data [16][2][6]. Therefore, it is important to
unlearn what they have learned from data that is to be deleted [16].

Machine unlearning (MU) offers a solution to this problem since it can se-
lectively remove sensitive data or specific training data points from trained ML
models without compromising their performance [16][2][6]. It addresses the re-
quirement to selectively forget or remove certain information from the model’s
memory [2] and its lineage. Thus, it is essential whenever data point removal
from training datasets is needed [15][2][11][7]. MU concept has gained popular-
ity for its ability to address several issues in ML models, particularly privacy,
security, bias mitigation and model adaptability [15][7][18][3][11][13]. Its promis-
ing potential to translate ethical principles into practice as well as support model
adaptability has been widely acknowledged in the literature [7] [15]. For these
reasons, the concept has attracted a lot of attention and has evolved into a key
technology for successful applications such as intelligent computer vision, speech
recognition, medical diagnostics [11], social media platforms, recommendation
systems, in the finance sector among others. However, despite MU’s promising
potential, the concept has not received much attention in the education sector
despite being one of the most sensitive sectors in terms of data vulnerability.
ML-based educational platforms rely on continuous data streams to personalize
content, generate formative assessments, recommend courses, or adaptively re-
spond to learner behavior [1][2]. These systems frequently process academic per-
formance records, behavioral analytics, and even psychological indicators. Over
time, such data may become outdated, disproven, contested, or legally problem-
atic [1][8][4] . Crucially, current systems lack reliable mechanisms to ensure that
revoked or erroneous data no longer influence model outputs. This work therefore
attempted to explore possible applications of MU in addressing some of these
challenges. The remainder of the paper is organized as follows. First, an overview
of the applications of ML in education is presented, followed by a review of the
challenges of ML-driven application in the education context, followed by a re-
view of application areas of MU. Based on the reviews, a detailed breakdown
of possible applications of MU in addressing the aforementioned challenges is
presented with a focus on the ethical and technical in the education domain.
The paper specifically explores the adaptability ability of MU and the ability to
uphold responsible AI principles while using possible practical instances. Lastly,
a summary is given through a framework mapping possible application of MU
in fostering responsible and adaptable Al within the education context.

2 Machine Learning Applications in Education

The growing integration of machine learning into education is not just a tech-
nical trend. It is a shift in how learning is guided, measured, and increasingly
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co-shaped by algorithms. Intelligent tutoring systems, adaptive platforms, and
learning analytics tools have become central actors in digital education. These
systems process vast amounts of learner data to detect patterns, identify diffi-
culties, and offer suggestions in real time [6][17] [2]. In theory, they promise a
form of personalization that is both scalable and responsive. Tailored support,
timely interventions, and content that adjusts to each learner’s profile are no
longer abstract ideals but operational goals in many educational platforms. Yet
the reality is more complex. Educational data is not just abundant, it is sensitive,
situational, and often deeply personal. It reflects more than performance met-
rics. It captures moments of confusion, hesitation, motivation, and doubt. When
machine learning models are trained on this type of data, they do more than
recognize patterns. They begin to participate in shaping how learners are seen,
supported, and sometimes evaluated. Once trained, these models rarely forget.
Their decisions may continue to be influenced by early signals, outdated assump-
tions, or even data that was collected without fully informed consent. The risks
are not hypothetical. Predictive models intended to identify at-risk students can
unintentionally reproduce bias, particularly if the training data reflects systemic
inequalities. Recommendation systems that prioritize efficiency may push learn-
ers toward narrowly defined paths and ignore diversity in learning preferences or
backgrounds. Students increasingly engage with Al-powered learning tools not
only for efficiency but also to gain autonomy over their educational processes [§].
However, these technologies may unintentionally constrain learner agency when
adaptive systems misinterpret temporary behaviors or biases persist in feedback
loops. Adaptive platforms might misinterpret temporary setbacks as fixed traits
and result in content that is either too challenging or too simplistic. In such
cases, the personalization becomes a constraint rather than a support. Recent
studies further highlight that Al-based systems can profoundly shape how com-
petencies are assessed and interpreted, often relying on data-driven inferences
that may become outdated or misleading over time [9]. One of the more trou-
bling aspects of current systems is their lack of reversibility. If a learner requests
deletion of their data, there is rarely a mechanism to ensure that the model no
longer acts on it. Even minor entries such as a mistaken answer in a diagnostic
tool can subtly steer future feedback. Without the ability to remove the influ-
ence of such inputs, educational AT risks locking learners into trajectories that
no longer reflect who they are or what they need.

This situation is made more difficult by the way educational platforms are
built. Data flows across learning management systems, institutional servers, and
commercial analytics tools. Oversight is fragmented and technical safeguards are
uneven [8][4]. From an educational theory perspective, algorithmic systems must
also be seen as part of broader cultural and identity-forming dynamics, which
makes the irreversibility of data effects particularly problematic [10]. In this
context, the trustworthiness of ML systems depends not only on their accuracy
but also on their ability to respond when data must be revised, retracted, or
forgotten. Machine unlearning responds to this challenge. It offers a way to
selectively remove the effect of specific data from trained models without having
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to retrain them entirely. In education, this means more than compliance with
data protection laws. It means giving learners and educators a way to correct
the record, to undo what no longer fits, and to restore agency within systems
that might otherwise resist change. Therefore, there is need to explore how such
reversibility can be integrated into educational ML applications in ways that are
not only technically sound but pedagogically meaningful.

3 A Review on ML challenges in Education and Machine
Unlearning Applications

While the potential of machine learning in educational contexts is considerable,
its implementation is accompanied by a range of persistent challenges. These
span from technical and ethical concerns to pedagogical and infrastructural con-
straints. To interpret these challenges normatively, we applied a conceptual lens
grounded in five Responsible Al principles commonly found in ethical Al frame-
works, including the EU High-Level Expert Group on Al and the UNESCO
Recommendation on the Ethics of Artificial Intelligence. These principles are:
(a) privacy, (b) security, (c) fairness and inclusion, (d) accountability and trans-
parency, and (e) reliability and safety. Rather than serving as abstract ideals,
these principles are increasingly recognized as operational requirements in sen-
sitive domains such as education, where trust, consent, and participation are
foundational. This section presents a structured review that explores whether
machine unlearning can offer meaningful responses to these challenges, particu-
larly in the context of responsible, trustworthy and adaptive Al in education.
To inform this inquiry, we conducted a structured literature review grounded
in predefined search criteria. Search terms included “Application of machine
learning in education”, “Application of artificial intelligence in education”, “Al
challenges in education”, “ML challenges in education”, “Machine unlearning ap-
plications”, and “Machine unlearning applications in education”. We searched
four major academic databases - IEEE Xplore, SpringerLink, Scopus, and Google
Scholar - and included peer-reviewed publications from 2015 to 2025. Only jour-
nal articles and conference papers written in English were considered. Preprints,
non-peer-reviewed contributions, and papers focused exclusively on primary or
secondary education were excluded. After deduplication and relevance screening
based on title and abstract, 42 publications were included for full-text analysis.
Of these, 32 addressed challenges of ML in education, 10 focused on general ap-
plications of MU, and none directly examined MU in education-specific systems.
The 32 papers analyzing ML challenges in education revealed three recurrent
thematic clusters which included technical issues (e.g. data quality & availabil-
ity, system interoperability, scalability, integration and adaptability in evolv-
ing environments); ethical challenges (e.g. privacy, security, bias & fairness, ac-
countability & transparency and pedagogical and implementation concerns (e.g.
diminished learner autonomy, misaligned feedback mechanisms, educator pre-
paredness, resource constraints, curriculum integration, systemic inequities in

access). [14][10][17][4][8][1].
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There was a clear indication that indeed MU is an emerging field as evidenced
by fewer publications. The 10 reviewed papers on MU covered application areas
such as data removal for privacy preservation, security& reliability, bias miti-
gation, reconfiguration of outdated or irrelevant training data and performance
enhancement with regard to adaptability.

Crucially, none of the retrieved studies investigated MU in an educational
context. This absence, while not evidence of irrelevance, indicates a critical
research gap. Given the growing reliance on predictive models in educational
platforms and the regulatory sensitivity of student data, the lack of targeted
exploration into unlearning mechanisms is both surprising and concerning. One
plausible explanation is that the education sector has prioritized explainability,
fairness, and privacy through design, but has not yet integrated post hoc removal
strategies like MU into its technical repertoire. We therefore argue that MU de-
serves focused attention as an additional and complementary strategy in support
of responsible Al and in addressing technical challenges within the educational
landscape. In particular, unlearning could offer corrective mechanisms in cases
of faulty personalization, unauthorized data inclusion, emergent systemic bias
or need to adapt to dynamic environment.

4 Potential Applications of Machine Unlearning in
Education

Based on the preceding review, MU appears to be a promising approach for
addressing technical and data-related concerns in ML applications in educa-
tion especially with regard to privacy protection, system security and reliability,
bias mitigation, and adaptability for performance optimization. To systemati-
cally explore these potentials, this section maps the core challenges in ML-based
education systems to aforementioned MU intervention points using educational
scenarios and proposes a conceptual framework depicting this alignment. The fo-
cus is to explore the potential MU holds in translating responsible AI principles
into practice as well as explore its ability to enhance adaptability and trust.

Privacy Protection. Data is a fundamental component for ML driven solu-
tions in education[10]. The effectiveness of education platforms supporting per-
sonalised learning, learning analytics, adaptive systems, recommendation plat-
forms, intelligent tutor among others relies on collecting and analyzing vast
amounts of student data. Furthermore, ML models are frequently developed on
sensitive or confidential data [2] which may typically include educational and
noneducational student data [16] [15] that may be shared among different agen-
cies. Because any model trained with said data may have memorized it, this may
put users (students) at risk of privacy attacks exposing their information [15].
For this reason, users may want a system to forget certain sensitive data and its
complete lineage [2][13][18].

There are also concerns about hidden surveillance [12][4] of educational data.
This might be considered intrusive and a violation of autonomy and privacy,
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which may result in decreased levels of trust with the institution or education
systems [12]. Further more, there have also been concerns about the exploita-
tion of student data for commercial interests by institutions and corporations,
which risks turning students into products rather than beneficiaries of learning
innovations [4]. This has raised significant concerns about the privacy of educa-
tional data [10][4][12]. Therefore, ensuring that student data is protected from
unauthorized access and breaches is paramount. Moreover, there is need for stu-
dents and educators to have control over how their data is used including being
removed in the system when needed [4].

Therefore, to prevent misuse and preserve the privacy of individuals whose
data contributed to the ML model’s training, educational institutions have been
urged to implement ethical Al practices [4] by implementing robust data pro-
tection measures and comply with privacy regulations to safeguard student in-
formation. This has been boosted by the introduction of legislations that neces-
sitate the removal or deletion of certain data to minimize misuse of users’ data
[2][15] by several Governments. For example, the privacy-preserving regulations
such as the General Data Protection Regulation (GDPR) which gives users the
“Right to be Forgotten” [2][15][5][18][13]. This requirement mandates companies
including education institutions to ensure erasure of personal data concerning
the individual (student) [2] where users’ (students’) data is completely forgot-
ten from multiple institutions’ various ML models [15]. To fully comply with
these kind of regulations, there is need for MU. Safeguarding the privacy of in-
dividuals whose data contributed to the ML model’s training is one of the main
reason, the concept of MU has gained popularity. MU techniques offer a solution
to these concerns by selectively removing sensitive data from trained models.
This ensures privacy of educational data and compliance with data protection
regulations or laws while upholding the model performance.

Improving Security and Reliability. Security is another reason as to why
data may need to be forgotten. Organizations including education institutions
are vulnerable to incursions in this digital age, which may lead to data breaches
or corruption [15]. ML algorithms depend on reliable and accurate data to gen-
erate predictions [15]. The security of these systems depends on the models’
normal behaviors extracted from the training data [5]. However, ML models
may be vulnerable to external attacks which may result into models outputting
incorrect predictions [15][13]. By polluting or corrupting the training data, at-
tackers pollute the model, thus compromising security [5] which may result in
serious problems.

Whenever such attacks are detected, the system should be able to completely
forget the data by deleting it and its lineage from the “learning” of its ML models
[15][5]. This can effectively be achieved through MU mechanism. MU helps in
mitigating data poisoning attacks[13]|. By mitigating the influence of potentially
harmful data, unlearning can make models more resistant to various types of
attacks and enhance model robustness.
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Bias Mitigation and Improving Fairness. ML models for educational so-
lutions are trained on massive volumes of educational data, which can capture
the biases and mistakes included in the training dataset [2]. The biased nature
of ML algorithms is often a consequence of underlying biases in the data [15].
ML models are only as good as the data they are trained on. If the educational
training data is biased or unrepresentative, the ML models may perpetuate or
amplify existing biases[12]. These biases can become strongly ingrained in the
model over time, resulting in biased or incorrect outcomes [2]. If biased outcomes
are used to drive decisions about learners and educational systems, for example,
mislabeling learners based on incorrect algorithms or data that is biased[12], the
effects could be carried forth at individual and system levels. These potential
harms could outweigh, or at least challenge, the benefits of using ML in edu-
cation leading to societal disparities and unfairness or reinforcing educational
inequalities instead of reducing them [2]|[4] [12].

Therefore to increase accuracy and ensure the models’ fidelity to the broader
population, models must eliminate biased dataset samples [15]. However, bias
elimination goes beyond training ML models on diverse representative datasets.
There is also need to continuously monitor and refine the algorithms [15]as well
as the need to unlearn the baised data, including the features and affected data
items [13]. To achieve this and ensure that ML systems adapt to shifting circum-
stances and growing ethical norms, MU is critical [2]. Unlearning can be used to
remove biases or correct errors introduced during the learning process [2]|. This
technique makes bias less apparent leading to more representative, equitable and
accurate models [15][2] while not compromising the model performance. In ed-
ucational scenario, this mechanism can even help clean up toxic or biased peer
reviews in learning platforms.

Enhancing Adaptability. The digital and education landscapes are often
dynamic with changing data distributions and trends leading to adaptability,
integration and usability challenges. For example, in course or content recom-
mendation platform, a learner’s preference and taste may change requiring ML
model to adapt to the evolving learner’s preferences. In addition, governments or
learning institutions are often required to review and update curricula. Updating
a curriculum may require adapting and integrating it into existing educational
platforms, removing the outdated information, continuously learning and prob-
ably scaling up across diverse institutions. This is often complex and resource
intensive. Models trained on outdated or static datasets may become outdated
as the underlying data distribution evolves.

Further more, just like other domains, data are often accompanied by noise or
incorrect entries which can seriously degrade the quality of the outcomes [5][13].
For example, an educational application will produce inconvenient recommenda-
tions or predictions if it cannot completely delete the incorrect data (e.g., noise,
malicious data, out-of-distribution data) related to learners [13]. Such undesired
usability by not forgetting data will not only produce wrong predictions, but also
result in less users’ trust [13]. There is therefore need to clean up the databases
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of unnecessary data to provide a better application or platform experience. By
deleting unnecessary data also frees up storage space and conserves important
resources [13]. This data cleansing can be made possible MU methods.

Unlearning could also help in intelligent tutoring systems that give outdated
feedback. Or in adaptive learning platforms that need to forget incorrect student
data after a revision. It could also support students who want to remove early
mistakes from their profiles or protect sensitive histories. In teacher training,
MU could allow sandbox environments where people can experiment without
long-term data traces.

Therefore, to maintain model performance and keep it current, there is need
to unlearn old knowledge or outdated information and dynamically adapt to
new data. Hence the need for MU. MU facilitates adaptability of changing data
distributions by removing outdated information that is no longer relevant and
adapting to new data hence ensuring ML models remain adaptable and up-to-
date[2]. This aids in maintaining model performance and allowing models to
remain accurate in changing environments.

By removing irrelevant, outdated or biased data, unlearning can potentially
allow models to continuous learn over time and improve the overall model per-
formance as well as mitigate ethical concerns.

4.1 Machine Unlearning Framework in Educational Context

In essence, MU holds great potential in not only translating ethical principles
into practice, hence cable of fostering responsible Al in education but also it is
capable of mitigating technical challenges as illustrated in Fig. 1).

Fig. 1 illustrates how ML applications in education, such as personalized
learning environments, predictive analytics, and recommendation systems, give
rise to both ethical and technical concerns. Ethical concerns include issues re-
lated to privacy, security, and fairness, whereas technical concerns pertain to
scalability, adaptability, usability, and resource constraints. MU is proposed as
an intervention that directly addresses these dual challenges. By mitigating ethi-
cal risks and enhancing technical performance, ML contributes to the realization
of responsible Al and improved model functionality within dynamic educational
environments.

5 Conclusion

This paper explored the potential of MU to address persistent challenges in ML
applications within educational contexts. Drawing from prior literature, four core
application areas were identified: privacy protection, security and robustness,
bias mitigation for fairness, and adaptability with performance optimization.
MU enables the selective removal of data influence from trained ML models,
offering a mechanism to implement data minimization, post-hoc correction, and
long-term model maintenance without full retraining. These capacities are par-
ticularly relevant in educational settings that rely on sensitive student data,
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Fig. 1. Machine Unlearning application framework for Responsible and Adaptable Al
(MU-RAALI) in Educational Context

often accumulated across institutional systems. Despite this relevance, no sys-
tematic applications of MU in educational contexts were found in the reviewed
literature. This absence highlights a significant gap between the maturity of
MU research in technical domains and its current exploration in pedagogically
governed environments. Educational data systems exhibit unique ethical and
operational requirements, including evolving curricular structures, longitudinal
learner modeling, and governance constraints . Future research should therefore
not only adapt MU techniques to these conditions but also evaluate their effec-
tiveness through empirical studies situated in real-world educational ecosystems.
MU offers more than technical utility. It contributes to the alignment of legal
compliance frameworks, ethical design principles, and performance standards in
Al-driven education. Investigating its application further may open new path-
ways toward more responsive, trustworthy, and adaptive learning technologies.
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