
PRIVACY-PRESERVING DECENTRALIZED FEDERATED LEARNING
VIA EXPLAINABLE ADAPTIVE DIFFERENTIAL PRIVACY

Fardin Jalil Piran
School of Mechanical, Aerospace,
and Manufacturing Engineering

University of Connecticut
Storrs, CT 06269

fardin.jalil_piran@uconn.edu

Zhiling Chen
School of Mechanical, Aerospace,
and Manufacturing Engineering

University of Connecticut
Storrs, CT 06269

zhiling.chen@uconn.edu

Yang Zhang
School of Mechanical, Aerospace,
and Manufacturing Engineering

University of Connecticut
Storrs, CT 06269

yang.3.zhang@uconn.edu

Qianyu Zhou
School of Mechanical, Aerospace,
and Manufacturing Engineering

University of Connecticut
Storrs, CT 06269

qianyu.zhou@uconn.edu

Jiong Tang
School of Mechanical, Aerospace,
and Manufacturing Engineering

University of Connecticut
Storrs, CT 06269

jiong.tang@uconn.edu

Farhad Imani
School of Mechanical, Aerospace,
and Manufacturing Engineering

University of Connecticut
Storrs, CT 06269

farhad.imani@uconn.edu

September 16, 2025

ABSTRACT

Decentralized federated learning faces privacy risks because model updates can leak data through
inference attacks and membership inference, a concern that grows over many client exchanges. Dif-
ferential privacy offers principled protection by injecting calibrated noise so confidential information
remains secure on resource-limited IoT devices. Yet without transparency, black-box training cannot
track noise already injected by previous clients and rounds, which forces worst-case additions and
harms accuracy. We propose PrivateDFL, an explainable framework that joins hyperdimensional
computing with differential privacy and keeps an auditable account of cumulative noise so each
client adds only the difference between the required noise and what has already been accumulated.
We evaluate on MNIST, ISOLET, and UCI-HAR to span image, signal, and tabular modalities,
and we benchmark against transformer-based and deep learning-based baselines trained centrally
with Differentially Private Stochastic Gradient Descent (DP-SGD) and Rényi Differential Privacy
(RDP). PrivateDFL delivers higher accuracy, lower latency, and lower energy across IID and non-IID
partitions while preserving formal (𝜖, 𝛿) guarantees and operating without a central server. For
example, under non-IID partitions, PrivateDFL achieves 24.42% higher accuracy than the Vision
Transformer on MNIST while using about 10× less training time, 76× lower inference latency, and
11× less energy, and on ISOLET it exceeds Transformer accuracy by more than 80% with roughly
10× less training time, 40× lower inference latency, and 36× less training energy. Future work will
extend the explainable accounting to adversarial clients and adaptive topologies with heterogeneous
privacy budgets.

Keywords Internet of Things · Decentralized Federated Learning · Differential Privacy · Explainable Artificial
Intelligence · Hyperdimensional Computing

1 Introduction

The Internet of Things (IoT) is reshaping modern computing by interconnecting smart devices into one unified digital
network. By 2025, this network is expected to include 80 billion devices [1], enabling unprecedented cyber-physical
integration across autonomous systems, smart manufacturing, and urban infrastructure [2, 3]. However, this explosive
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Figure 1: (a) Centralized federated learning framework, and (b) decentralized federated learning with potential data
leakage through model inversion and membership inference attacks.

growth brings challenges such as data heterogeneity and the need for real-time, data-driven decision-making [4].
Traditional Machine Learning (ML) approaches, which rely on centralized architectures where raw data is sent to
remote servers for training and inference, suffer from high latency, bandwidth constraints, and significant security
and privacy vulnerabilities [5, 6]. Federated Learning (FL) has emerged as a promising paradigm to address issues
by enabling collaborative model training while keeping data on local devices. In conventional Centralized Federated
Learning (CFL), a central server aggregates client model updates, as shown in Fig. 1a, creating a single point of failure
and heightened privacy risks [7]. Decentralized Federated Learning (DFL) removes this central server by allowing
direct peer-to-peer communication, thereby enhancing scalability, reducing communication overhead, and improving
privacy [8]. Nevertheless, DFL remains susceptible to sophisticated attacks. In a model inversion attack, an adversary
can reconstruct sensitive training information from shared outputs or gradients [9]. In a membership inference attack,
the adversary infers whether a particular record participated in training, as illustrated in Fig. 1b [10].

Several privacy-enhancing techniques have been explored to strengthen data protection in DFL. A common approach is
anonymization, which obfuscates identifiable information to prevent individual records from being exposed. However,
anonymization alone is insufficient against advanced inference attacks, such as model inversion, where adversaries
reconstruct sensitive data even from anonymized outputs [9]. This issue is critical for high-dimensional datasets
commonly found in decentralized learning, where anonymization fails to safeguard sensitive attributes. Homomorphic
Encryption (HE) offers a more secure alternative by allowing encrypted data to be processed without decryption [11].
Despite its strong privacy guarantees, HE introduces significant computational overhead, making it impractical for
large-scale federated models with resource-constrained IoT devices [12]. Another technique, Secure Multiparty
Computation (SMC), enables multiple participants to collaboratively compute functions while preserving data privacy.
However, SMC requires substantial communication and computation resources, limiting its applicability to real-world
decentralized learning settings.

Differential Privacy (DP) has emerged as a fundamental approach to mitigating privacy risks in DFL. By injecting
controlled noise into model updates, DP reduces vulnerabilities such as model inversion and membership inference
attacks, thereby safeguarding individual contributions during collaborative training [13–15]. Proper calibration of noise
ensures that individual data points exert minimal influence on model outputs, striking a balance between privacy and
utility [16, 17]. In decentralized environments, maintaining this balance is particularly challenging. When too much
noise is added, the resulting accumulation severely reduces model accuracy, whereas adding too little noise exposes the
system to privacy risks [18].

As illustrated in Fig. 2, the noise level plays a decisive role in preserving both privacy and utility. When the noise is
too high, reconstructed samples resemble random patterns rather than the original data, effectively protecting privacy
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Figure 2: Reconstruction of a secure data point.

but rendering the data distribution unusable for training. In contrast, when the noise is too low, the distribution of
secure samples remains close to the original data, which preserves accuracy but makes it easier for adversaries to
reconstruct sensitive information. These results underscore the importance of tuning privacy parameters carefully in
DFL environments.

Building on this observation, standard black-box DFL cannot track the DP noise already injected by earlier clients and
rounds, so each client assumes a worst-case exposure and readds a full dose of noise. This over-conservative behavior
inflates variance and diminishes utility. We close this gap with an eXplainable AI (XAI)-guided noise accountant that
keeps an auditable tally of cumulative noise and, at each step, adds only the incremental amount needed to meet the
current privacy target, namely the difference between the required noise and what is already present. This mechanism
preserves formal privacy guarantees while maintaining accuracy, and it renders the effect of noise on model updates
transparent, enabling trustworthy deployment in safety-critical contexts [19].

We present Private Decentralized Federated Learning (PrivateDFL), an XAI-driven framework that enhances privacy,
interpretability, and security in DFL. As shown in Fig. 3, PrivateDFL uses explainability to reveal how privacy
mechanisms behave during training and to keep model updates auditable. Clients are arranged on a ring so that each
device updates a HyperDimensional computing (HD) model with its local data and then passes the model to the next
peer. The key contribution is an adaptive noise controller under DP. Rather than injecting a constant noise level at every
iteration, each client tracks the cumulative privacy noise across rounds and adjusts subsequent noise to account for prior
contributions. This XAI-guided policy preserves strong privacy while avoiding unnecessary losses in accuracy. Our
contributions in this paper are summarized as follows:

• We present PrivateDFL, an XAI framework that improves interpretability and transparency in privacy-
preserving DFL by coupling explainability with DP-constrained model training.

• We propose an adaptive privacy mechanism that uses XAI to track cumulative noise across rounds, preventing
overestimation of DP noise and tuning privacy and utility tradeoffs in serverless FL.

• We show that PrivateDFL dynamically regulates noise to limit performance loss and increase robustness,
enabling reliable decentralized learning in real-world deployments.

The remainder of this paper is structured as follows: Section 2 reviews existing DFL frameworks, examines DP as
a mechanism for safeguarding ML models in FL, and explores the integration of HD with DP. Section 3 introduces
fundamental concepts related to HD, and DP, then details the proposed PrivateDFL framework and its implementation.
Section 4 outlines the experimental setup, and the results of the experiments are presented and analyzed in Section 5,
where PrivateDFL is evaluated in terms of privacy, accuracy, and efficiency. Finally, Section 6 summarizes the
contributions of this work in developing trustworthy, explainable, and privacy-preserving decentralized learning models,
while proposing future research directions for advancing XAI approaches in secure IoT deployments.

2 Research Background

2.1 Decentralized Federated Learning

While CFL frameworks enable privacy-preserving model training, they face challenges such as managing client
heterogeneity [20], limited communication resources [21], and high computational demands [22]. Additionally,
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Figure 3: Overview of the PrivateDFL model.

fairness, security, and reliability concerns, such as vulnerability to malicious attacks and central server dependency,
can undermine CFL’s effectiveness [23–25]. These limitations highlight the need for DFL, which can mitigate these
shortcomings by eliminating the single point of failure and enhancing system robustness.

Several DFL frameworks have been proposed to enable FL without reliance on a central server. Fully DFL, introduced by
Lalitha et al. [26], eliminates the need for a global aggregator by allowing direct communication between clients, forming
a peer-to-peer structure. Decentralized federated averaging, proposed by Lian et al. [27], extends the federated averaging
algorithm to a decentralized setting, where clients update their models through local exchanges with neighboring
nodes. Blockchain-based DFL incorporates blockchain technology to ensure secure, tamper-resistant model aggregation
without a central server [28]. Additionally, graph-based FL structures client interactions as a graph topology, enabling
efficient aggregation based on local neighborhoods [8]. These frameworks leverage decentralized optimization strategies
to enhance scalability, fault tolerance, and robustness, making them suitable for distributed and resource-constrained
environments such as IoT networks.

These DFL frameworks facilitate the distribution of the learning process among clients without transmitting raw data,
thereby safeguarding confidential information. However, they remain vulnerable to model inversion and membership
inference attacks, where adversaries attempt to reconstruct training data from shared model updates. Such privacy threats
necessitate the integration of DP to provide formal privacy guarantees and mitigate data leakage risks. Ensuring privacy
in DFL while maintaining model utility remains a key challenge, further motivating the need for adaptive privacy-
preserving mechanisms that dynamically regulate noise and enhance security in decentralized learning environments.

2.2 Differential Privacy

DP, introduced by Dwork et al. [29], offers a rigorous framework for protecting data by injecting carefully calibrated
noise into computations. With DP, the distribution of an algorithm’s outputs changes only slightly when any single
record is added or removed, ensuring that individual contributions are indistinguishable and thus protected. This
mechanism reduces the effectiveness of reconstruction and presence-testing attacks, including model inversion and
membership inference, and is therefore central to privacy-preserving ML. A prominent approach for applying DP
in learning is Differentially Private Stochastic Gradient Descent (DP-SGD), which augments standard SGD with
per-example gradient clipping and noise added to aggregated gradients during training. When properly tuned, DP-SGD
provides quantifiable privacy guarantees while maintaining useful model performance [30].

Rényi Differential Privacy (RDP) extends the DP framework by quantifying privacy loss through Rényi divergence [31].
In contrast to classical DP accounting with rigid worst-case bounds, RDP offers a more flexible composition tool for
tracking cumulative privacy over many queries. This property aligns well with iterative training procedures such as SGD,
where successive steps gradually consume the privacy budget. By selecting the divergence order and converting RDP
guarantees to the (𝜖, 𝛿)-DP form, practitioners can calibrate noise more precisely and achieve a finer privacy–utility
trade-off. The added mathematical machinery, however, can complicate practical adoption.

Prior research has integrated DP into FL to bolster security and protect client data. Gong et al. combined DP with HE to
shield gradient updates from a central server, yet completely preventing leakage remains difficult [32]. Wu et al. applied
DP to multi-task FL by injecting Gaussian noise into model parameters, but the defense remains vulnerable to threats
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Figure 4: Overview of the HD model.

such as model inversion and label-flipping [33]. Cyffers et al. investigated a decentralized scheme using a relaxed form
of local DP that supports efficient analysis while balancing privacy and utility [16]; nevertheless, decentralization can
increase susceptibility to data poisoning and other adversarial attacks [34]. Tran et al. introduced a secure decentralized
protocol in which the master role rotates among clients, removing the fixed central server [35], although collusion
among participants can still compromise the system [34].

Hybrid approaches that pair DP with complementary security mechanisms aim to strengthen privacy in decentralized
learning. Zhao et al. proposed sharing only partial gradients with Gaussian perturbations while relaying updates through
an intermediary proxy to obscure client identity [36]. Although anonymity improves, robustness against inference
attacks remains insufficiently assessed. Yin et al. combined functional encryption with a Bayesian DP formulation
to secure communications in federated settings [37], yet reliance on a trusted third party creates an additional attack
surface and may still permit model inversion. Other studies adapt noise through encoding strategies that respond
to the underlying data distribution, seeking to curb utility loss while maintaining privacy [38]. For cyber-physical
systems, privacy has been pursued by injecting random noise to anonymize signals, which can degrade data fidelity [39].
Three-way attribute-decision methods have also shown promise for IoT by structuring sensitive features prior to applying
DP, improving protection without excessive performance penalties [40].

Recent studies increasingly emphasize the role of XAI in privacy-aware FL. By coupling interpretability techniques
with ML-based privacy mechanisms, XAI improves transparency while reinforcing security. Zheng et al. introduced
a dynamic privacy-budget scheme that uses explanatory signals to gauge workload sensitivity and adjust noise ac-
cordingly [41]. Incorporating XAI in DP pipelines enables more interpretable and efficient privacy management. As
decentralized learning advances, a central challenge is to develop adaptive privacy methods with formal, verifiable
guarantees for trustworthy AI.

2.3 Hyperdimensional Computing

Efforts to incorporate privacy-preserving techniques into HD models have gained attention in recent years. Hernandez-
Cano et al. [42] proposed an intelligent noise-injection strategy that masks less critical features in the original feature
space, though the work did not determine the precise noise levels needed for formal privacy guarantees. Khaleghi et
al. [43] integrated DP into HD frameworks to strengthen security but did not evaluate the resulting trade-offs in model
accuracy. Piran et al. [44] examined the influence of DP on HD models with an emphasis on explainability, analyzing
how varying noise levels affect performance, but their study did not extend to federated settings. In subsequent work,
Piran et al. [45] introduced DP noise management within an HD-based CFL framework; however, their design relied on
a centralized server for aggregation, reducing the overall privacy benefits. These gaps underscore the importance of
advancing methods that improve both the transparency and interpretability of HD models in DFL. A promising research
direction is the design of adaptive noise-injection schemes that maintain a balance between strong privacy guarantees
and high model accuracy.

3 Research Methodology

3.1 Hyperdimensional Computing

HD is an XAI framework that enhances interpretability in ML by leveraging high-dimensional vector representations,
known as hypervectors [46, 47]. Inspired by brain-like cognitive mechanisms, HD computing encodes and manipulates
information in a distributed and interpretable manner [48]. Unlike traditional ML models that rely solely on numerical
optimization, HD computing supports robust pattern recognition while maintaining explainability through structured
vector operations [44]. As illustrated in Fig. 4, the HD framework proceeds through four main stages, namely encoding,
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training, inference, and retraining. Together, these stages integrate representation learning with interpretability, making
HD computing suitable for privacy-preserving and explainable decentralized systems [45].

Encoding transforms input features into high-dimensional hypervectors, where each dimension equally contributes to
data representation. Given a feature vector ®𝐹, the encoding process maps it into a hypervector ®𝐻 using a set of random
basis functions { ®𝐵𝑑}𝐷𝑑=1 sampled fromN(0, 1), such that each hypervector component is computed as ℎ𝑑 = cos( ®𝐹 · ®𝐵𝑑).
This approach enables an interpretable representation that preserves structural similarities in the data, while providing
robustness for privacy-preserving and explainable learning applications.

Training builds class representations by aggregating hypervectors with the same label. Let ®𝐻𝑠 denote an encoded
sample belonging to class 𝑠. For class 𝑠, the class hypervector ®𝐶𝑠 is computed as the sum of all such hypervectors

®𝐶𝑠 =
∑︁
®𝐻𝑠 (1)

By merging multiple hypervectors, the HD model produces a high-dimensional prototype that captures common patterns
and variations within each class. This aggregation not only improves classification accuracy but also provides an
interpretable structure that helps explain how features contribute to the class representation, while remaining robust
against noise and variability in the data.

Inference assigns a query hypervector ®𝐻𝑞 to a class by comparing it with the stored class hypervectors. The classification
decision is made using the cosine similarity function, defined as

Cos( ®𝐶𝑠 , ®𝐻𝑞) =
®𝐶𝑠 · ®𝐻𝑞

| | ®𝐶𝑠 | | · | | ®𝐻𝑞 | |
, (2)

which measures the alignment between ®𝐻𝑞 and each class hypervector ®𝐶𝑠. The predicted class is then determined by
selecting the index with the maximum similarity score:

𝑞 = arg max
𝑠∈{1,2,...,𝑆}

Cos( ®𝐶𝑠 , ®𝐻𝑞). (3)

The class 𝑞 is selected as the final prediction. This similarity-based process provides an interpretable decision rule,
making it possible to trace how a query is matched to class prototypes, thereby improving explainability in decentralized
learning.

Retraining refines class hypervectors to improve adaptability when new evidence is observed. If a query hypervector is
misclassified, the model updates its class representations through corrective adjustments:

®𝐶𝑠′ = ®𝐶𝑠′ − ®𝐻𝑠 ,
®𝐶𝑠 = ®𝐶𝑠 + ®𝐻𝑠 .

(4)

This adjustment strengthens the correct class representation while weakening the influence of incorrect associations,
making the decision boundaries more interpretable. By continuously adapting class hypervectors, the HD model
improves accuracy and preserves stability in evolving data environments. Leveraging distributed high-dimensional
representations and lightweight operations, this process provides a scalable and energy-efficient approach, particularly
well-suited for decentralized learning where explainability, robustness, and privacy are critical.

3.2 Differential Privacy

DP provides a rigorous guarantee that the inclusion or removal of any single record has only a limited effect on the
output of a computation. This protection is achieved by adding calibrated random noise to model updates. Two
parameters, 𝜖 and 𝛿, define the strength of the guarantee. The privacy budget 𝜖 controls the maximum change in
the output distribution when one record is modified, so smaller values of 𝜖 yield stronger privacy. The parameter 𝛿
represents a small probability that the guarantee may fail, and it is usually set to be negligibly small.

Definition 1 A randomized mechanismM satisfies (𝜖, 𝛿)-DP if, for any pair of neighboring datasets 𝐼1 and 𝐼2 that
differ in one record,

Pr[M(𝐼1)] ≤ 𝑒𝜖 Pr[M(𝐼2)] + 𝛿. (5)

This condition ensures that individual records cannot be reliably distinguished from the outputs of the mechanism.
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Definition 2 The Gaussian Mechanism achieves (𝜖, 𝛿)-DP by perturbing the output of a function 𝑔(𝐼) with Gaussian
noise of variance 𝜎2

𝑑𝑝
:

M(𝐼) = 𝑔(𝐼) + N (0, 𝜎2
𝑑𝑝). (6)

This approach reduces the chance that an adversary can infer sensitive information about any individual in the dataset.

Definition 3 The sensitivity Δ𝑔 of a function 𝑔 is defined as

Δ𝑔 = max
𝐼1 ,𝐼2
∥𝑔(𝐼1) − 𝑔(𝐼2)∥, (7)

which represents the maximum possible change in the function’s output when one record is modified.

Theorem 1 The Gaussian Mechanism satisfies (𝜖, 𝛿)-DP if the variance of the added noise satisfies

𝜎2
𝑑𝑝 ≥ 2

Δ𝑔2

𝜖2 ln
[
1.25
𝛿

]
. (8)

These foundations provide a balance between privacy and accuracy, making DP a practical choice for decentralized
learning in dynamic and resource-constrained environments.

3.3 PrivateDFL

Building on the foundations of decentralized learning, HD, and DP, we introduce PrivateDFL, a secure IoT framework
that unifies these three components to enable privacy-preserving model training. Within this framework, HD provides
the representational basis for interpretable and robust classification, while DFL eliminates the central server by allowing
clients to collaboratively update and exchange HD models in sequence. To protect individual contributions during this
process, DP is employed with privacy parameters (𝜖, 𝛿). Following standard practice, 𝛿 is chosen to be smaller than
the inverse of the total number of training samples 𝑁 , such that 𝛿 = 𝛿0/𝑁 with 𝛿0 ∈ (0, 1). We compute the noise that
client 𝑘 at each communication round 𝑟 will add to the HD model, ®Γ𝑟

𝑘
, by computing the diffence between required

noise to secure HD model by client 𝑘 at communication round 𝑟 , ®𝜉𝑟
𝑘
, and the cumulative noise recived from the previose

client over all prevois rounds, ®Ψ𝑟
𝑘−1.

Training begins with the collaborative construction of the HD model. The first client generates class hypervectors using
Equation (1), perturbs them with DP noise as specified in Theorem 2, and forwards the secure HD model to the next
participant, with validity established in Proof 1. Each subsequent client then receives the noisy class hypervectors,
forms its own class hypervectors from local data, merges them with the received model, and adds further noise before
transmission. The precise calibration of this additional noise is defined in Theorem 3 and justified in Proof 2.

Theorem 2 The DP noise added to the HD model by the first client in the first round is

®Γ1
1 ∼ N

(
0,

2𝐷
𝜖2 ln

[
1.25𝑁
𝛿0

] )
. (9)

Proof 1 The required noise ®𝜉1
1 for the first client is obtained from Equation (8). From Equation (7), the sensitivity of

the model is Δ𝑔 =
√
𝐷, since hypervector elements lie in the bounded interval [−1, 1] (attaining ±1 at the extrema),

and the largest possible difference between two neighboring datasets yields an ℓ2-norm of
√
𝐷.

In the worst case, all 𝑁 training samples for a given client contribute to a single class hypervector. Thus, we set
𝛿 = 𝛿0/𝑁 . Substituting into Equation (8) gives

®𝜉1
1 ∼ N

(
0,

2𝐷
𝜖2 ln

[
1.25𝑁
𝛿0

] )
. (10)

Since this is the first round with no previously accumulated noise,

®Γ1
1 = ®𝜉1

1 . (11)

Theorem 3 For any client 𝑘 ≥ 2 in the first round, the DP noise added to the HD model satisfies

®Γ1
𝑘 ∼ N

(
0,

2𝐷
𝜖2 ln

[
𝑘

𝑘 − 1

] )
, (12)

where 𝑘 denotes the client index.

7
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Proof 2 From Equation (8) and the sensitivity in Equation (7) with Δ𝑔 =
√
𝐷, the cumulative noise required after

client 𝑘 in round 1 is

®𝜉1
𝑘 ∼ N

(
0,

2𝐷
𝜖2 ln

[
1.25 𝑘 𝑁
𝛿0

] )
, (13)

using 𝛿 = 𝛿0/(𝑘𝑁) in the worst case. The model received from client 𝑘 − 1 already contains

®Ψ1
𝑘−1 ∼ N

(
0,

2𝐷
𝜖2 ln

[
1.25 (𝑘 − 1) 𝑁

𝛿0

] )
. (14)

Choose ®Γ1
𝑘

independent of ®Ψ1
𝑘−1 so that ®Ψ1

𝑘−1 + ®Γ
1
𝑘

attains the target variance. Then

®Γ1
𝑘 ∼ N

(
0,

2𝐷
𝜖2

(
ln

[
1.25 𝑘 𝑁
𝛿0

]
− ln

[
1.25 (𝑘−1) 𝑁

𝛿0

] ))
= N

(
0,

2𝐷
𝜖2 ln

[
𝑘

𝑘 − 1

] )
. (15)

In subsequent communication rounds, each client refines the received class hypervectors using Equation (4) with its
own private training data. It then calibrates additional DP noise by accounting for the perturbations accumulated in
earlier rounds to meet the privacy constraints, and forwards the secure HD model to the next participant. The noise
schedule for the first client in these rounds is stated in Theorem 4 and justified in Proof 3, while the schedule for the
remaining clients is given in Theorem 5 and justified in Proof 4.

Theorem 4 The DP noise added by the first client in round 𝑟 after 𝑟 − 1 prior communication rounds is

®Γ𝑟1 ∼ N
(
0,

2𝐷
𝜖2 ln

[
𝐾 (𝑟 − 1) + 1
𝐾 (𝑟 − 1)

] )
. (16)

Proof 3 Let ®𝜉𝑟1 denote the cumulative noise required to protect all contributions present when the first client completes
round 𝑟, and let ®Ψ 𝑟−1

𝐾
be the accumulated noise already contained in the model received from client 𝐾 after 𝑟 − 1

rounds. By Equation (7), the sensitivity remains Δ𝑔 =
√
𝐷. In round 𝑟, the model aggregates 𝐾𝑁 (𝑟 − 1) + 𝑁 samples,

hence

𝛿 =
𝛿0

𝐾𝑁 (𝑟 − 1) + 𝑁 . (17)

Substituting into Equation (8) yields

®𝜉𝑟1 ∼ N
(
0,

2𝐷
𝜖2 ln

[
1.25𝐾𝑁 (𝑟 − 1) + 1.25 𝑁

𝛿0

] )
. (18)

The received model already contains

®Ψ 𝑟−1
𝐾 ∼ N

(
0,

2𝐷
𝜖2 ln

[
1.25𝐾𝑁 (𝑟 − 1)

𝛿0

] )
. (19)

Choose ®Γ𝑟1 independent of ®Ψ 𝑟−1
𝐾

so that their sum attains the target variance. Therefore,

®Γ𝑟1 ∼ N
(
0,

2𝐷
𝜖2

(
ln

[
1.25𝐾𝑁 (𝑟−1)+1.25 𝑁

𝛿0

]
− ln

[
1.25𝐾𝑁 (𝑟−1)

𝛿0

] ))
= N

(
0,

2𝐷
𝜖2 ln

[
𝐾 (𝑟 − 1) + 1
𝐾 (𝑟 − 1)

] )
. (20)

Theorem 5 For client 𝑘 ∈ {2, . . . , 𝐾} in round 𝑟 , after 𝑘 − 1 clients have updated the class hypervectors, the DP noise
added to the HD model is

®Γ𝑟𝑘 ∼ N
(
0,

2𝐷
𝜖2 ln

[
𝐾 (𝑟 − 1) + 𝑘

𝐾 (𝑟 − 1) + 𝑘 − 1

] )
. (21)
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Proof 4 By Equation (7), the sensitivity is Δ𝑔 =
√
𝐷. When client 𝑘 completes round 𝑟, the model aggregates

𝐾𝑁 (𝑟 − 1) + 𝑘𝑁 samples, so 𝛿 = 𝛿0/(𝐾𝑁 (𝑟 − 1) + 𝑘𝑁). Hence

®𝜉𝑟𝑘 ∼ N
(
0,

2𝐷
𝜖2 ln

[
1.25 (𝐾 (𝑟 − 1) + 𝑘)𝑁

𝛿0

] )
, (22)

and the received model already contains

®Ψ𝑟𝑘−1 ∼ N
(
0,

2𝐷
𝜖2 ln

[
1.25 (𝐾 (𝑟 − 1) + 𝑘 − 1)𝑁

𝛿0

] )
. (23)

Choose ®Γ𝑟
𝑘

independent of ®Ψ𝑟
𝑘−1 so that their sum attains the target variance. Therefore,

®Γ𝑟𝑘 ∼ N
(
0,

2𝐷
𝜖2

(
ln

[
1.25 (𝐾 (𝑟−1)+𝑘 )𝑁

𝛿0

]
− ln

[
1.25 (𝐾 (𝑟−1)+𝑘−1)𝑁

𝛿0

] ))
∼ N

(
0,

2𝐷
𝜖2 ln

[
𝐾 (𝑟 − 1) + 𝑘

𝐾 (𝑟 − 1) + 𝑘 − 1

] )
. (24)

The added noise in each communication round is determined by Theorems 2–5. For the first round, the noise for
the initial client is given in Theorem 2 (Equation 9), while the noise for clients 𝑘 ≥ 2 is described in Theorem 3
(Equation 12). In subsequent rounds (𝑟 ≥ 2), the noise for the first client is defined in Theorem 4 (Equation 16), and
for all other clients in that round it is specified by Theorem 5 (Equation 21). It is straightforward to observe that
Equation 16 can be obtained from Equation 21 by setting 𝑘 = 1. Similarly, Equation 12 is obtained from Equation 21 by
substituting 𝑟 = 1. Therefore, the noise injection procedure simplifies to the following rule. The first client in the first
round follows Theorem 2. All other cases, including clients 𝑘 ≥ 2 in the first round and all clients in subsequent rounds,
follow Theorem 5. The implementation of PrivateDFL based on this unified formulation is presented in Algorithm 1.

3.4 Cumulative Noise

In this section, we analyze the cumulative noise generated under the proposed PrivateDFL framework for each
communication round and compare it with the required noise needed to protect all training samples up to that round. To
further highlight the benefit of PrivateDFL, we also contrast it with a black-box scenario, where noise contributions
from previous clients and earlier communication rounds cannot be tracked, resulting in excessive noise being added
to the HD model. We denote by ®𝛾𝑘𝑟 the cumulative noise after client 𝑘 at round 𝑟 under PrivateDFL, where prior
contributions are explicitly accounted for. In contrast, ®Ξ𝑟

𝐾
represents the cumulative noise in the black-box setting,

where past noise cannot be traced and the system redundantly adds new noise at each step.

For the first communication round, the noise applied by the first client is the same under both PrivateDFL and the
black-box scenario. In this case, the required amount of noise is exactly satisfied, ensuring that the HD model is secured
in either formulation. Formally, the cumulative noise ®𝛾1

1 in PrivateDFL and the cumulative noise ®Ξ1
1 in the black-box

case coincide:

®𝛾1
1 = ®Γ1

1 ∼ N
(
0,

2𝐷
𝜖2 ln

[
1.25𝑁
𝛿0

] )
= ®𝜉1

1 , (25)

®Ξ1
1 = ®𝜉1

1 ∼ N
(
0,

2𝐷
𝜖2 ln

[
1.25𝑁
𝛿0

] )
= ®𝛾1

1 . (26)
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Algorithm 1 PrivateDFL: Private Decentralized Federated Learning

1: Input { ®𝐹𝑘}𝐾𝑘=1 ⊲ Training samples from 𝐾 clients

2: Output { ®̃𝐶 𝑅
𝑠,𝐾
}𝑆
𝑠=1 ⊲ Final secure HD model after 𝑅 rounds (state at client 𝐾)

3: Encoding ®𝐻 = (cos( ®𝐹 · ®𝐵𝑑))𝐷𝑑=1, { ®𝐵𝑑}𝐷𝑑=1∼N(0, 1)
4: ClassHV ®𝐶𝑠 =

∑ ®𝐻𝑠 , 𝑠 = 1:𝑆
5: Retrain ®𝐶𝑠′← ®𝐶𝑠′ − ®𝐻𝑠 , ®𝐶𝑠← ®𝐶𝑠 + ®𝐻𝑠
6: for 𝑟 = 1:𝑅 do
7: for 𝑘 = 1:𝐾 do
8: if 𝑟 = 1 ∧ 𝑘 = 1 then
9: ®Γ1

1 ∼ N
(
0, 2𝐷

𝜖 2 ln
[

1.25𝑁
𝛿0

] )
10: { ®̃𝐶 1

𝑠,1}
𝑆
𝑠=1 ← ClassHV(Encoding( ®𝐹1)) + ®Γ1

1
11: else if 𝑟 = 1 ∧ 𝑘 ≠ 1 then
12: ®Γ𝑟

𝑘
∼ N

(
0, 2𝐷

𝜖 2 ln
[
𝐾 (𝑟−1)+𝑘
𝐾 (𝑟−1)+𝑘−1

] )
13:

{ ®̃𝐶 1
𝑠,𝑘}

𝑆
𝑠=1 ← { ®̃𝐶

1
𝑠,𝑘−1}

𝑆
𝑠=1

+ ClassHV(Encoding( ®𝐹𝑘)) + ®Γ1
𝑘

14: else
15: ®Γ𝑟

𝑘
∼ N

(
0, 2𝐷

𝜖 2 ln
[
𝐾 (𝑟−1)+𝑘
𝐾 (𝑟−1)+𝑘−1

] )
16: { ®̃𝐶 𝑟𝑠,𝑘}

𝑆
𝑠=1 ← Retrain

(
{ ®̃𝐶 𝑟𝑠,𝑘−1}

𝑆
𝑠=1,Encoding( ®𝐹𝑘)

)
+ ®Γ𝑟𝑘

17: end if
18: end for
19: if 𝑟 < 𝑅 then
20: { ®̃𝐶 𝑟+1

𝑠,1 }
𝑆
𝑠=1 ← { ®̃𝐶

𝑟
𝑠,𝐾
}𝑆
𝑠=1

21: end if
22: end for
23: return { ®̃𝐶 𝑅

𝑠,𝐾
}𝑆
𝑠=1

For clients 𝑘 ≥ 2 in the first round, the cumulative noise at client 𝑘 under PrivateDFL equals the required noise to
protect the union of samples from the first 𝑘 clients:

®𝛾1
𝑘 =

𝑘∑︁
𝑖=1

®Γ1
𝑖

∼ N
(
0,

2𝐷
𝜖2

(
ln

[
1.25𝑁
𝛿0

]
+

𝑘∑︁
𝑖=2

ln
[
𝑖
𝑖−1

] ))
∼ N

(
0,

2𝐷
𝜖2 ln

[
1.25𝑁
𝛿0

𝑘∏
𝑖=2

𝑖
𝑖−1

])
∼ N

(
0,

2𝐷
𝜖2 ln

[
1.25𝑘𝑁
𝛿0

] )
= ®𝜉1

𝑘 . (27)

For the black-box scenario, where prior perturbations cannot be tracked, the cumulative noise at client 𝑘 in the first
round equals the sum of the per-client required noises. Using independence of the zero-mean Gaussian terms, the

10
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variance parameters add:

®Ξ1
𝑘 =

𝑘∑︁
𝑖=1

®𝜉1
𝑖

∼ N
(
0,

2𝐷
𝜖2

𝑘∑︁
𝑖=1

ln
[

1.25 𝑖 𝑁
𝛿0

] )
∼ N

(
0,

2𝐷
𝜖2 ln

[
𝑘∏
𝑖=1

1.25 𝑖 𝑁
𝛿0

])
∼ N

(
0,

2𝐷
𝜖2 ln

[(
1.25 𝑁
𝛿0

) 𝑘
𝑘!

] )
. (28)

Let 𝐴 = 1.25 𝑁
𝛿0

> 1. The PrivateDFL variance factor for client 𝑘 in round 1 is ln[𝑘𝐴], whereas the black-box factor is
𝑘 ln 𝐴 + ln(𝑘!) = ln

[
(𝐴)𝑘𝑘!

]
. Since

ln
[
(𝐴)𝑘𝑘!

]
− ln[𝑘𝐴] = (𝑘 − 1) ln 𝐴 + ln

(
(𝑘 − 1)!

)
> 0 (𝑘 ≥ 2),

the black-box cumulative noise is strictly larger than the PrivateDFL noise for all 𝑘 ≥ 2.

Aggregating the Gaussian increments from all 𝐾 clients over the first 𝑟−1 rounds and from the first 𝑘 clients in round 𝑟 ,
and using telescoping of the logarithmic terms, we obtain the cumulative noise at client 𝑘 in round 𝑟:

®𝛾 𝑟𝑘 =

𝑟−1∑︁
𝑗=1

𝐾∑︁
𝑖=1

®Γ 𝑗

𝑖
+

𝑘∑︁
𝑖=1

®Γ 𝑟𝑖

∼ N
(
0,

2𝐷
𝜖2

[
ln

[
1.25𝑁
𝛿0

]
+

𝐾∑︁
𝑖=2

ln
[
𝑖
𝑖−1

]
+

2𝐾−1∑︁
𝑡=𝐾

ln
[
𝑡+1
𝑡

]
+ · · ·

+
𝐾 (𝑟−1)∑︁

𝑡=𝐾 (𝑟−2)+1
ln

[
𝑡+1
𝑡

]
+
𝐾 (𝑟−1)+𝑘−1∑︁
𝑡=𝐾 (𝑟−1)

ln
[
𝑡+1
𝑡

] ])
∼ N

(
0,

2𝐷
𝜖2 ln

[
1.25𝑁
𝛿0

𝐾∏
𝑖=2

𝑖
𝑖−1

2𝐾−1∏
𝑡=𝐾

𝑡+1
𝑡
· · ·

𝐾 (𝑟−1)∏
𝑡=𝐾 (𝑟−2)+1

𝑡+1
𝑡

𝐾 (𝑟−1)+𝑘−1∏
𝑡=𝐾 (𝑟−1)

𝑡+1
𝑡

])
∼ N

(
0,

2𝐷
𝜖2 ln

[ 1.25
(
𝐾 (𝑟−1)+𝑘

)
𝑁

𝛿0

] )
= ®𝜉 𝑟𝑘 . (29)

Setting 𝑟 = 𝑅 and 𝑘 = 𝐾 yields the final cumulative noise after 𝑅 rounds and 𝐾 clients; we define

®𝛾 𝑅𝐾 ∼ N
(
0,

2𝐷
𝜖2 ln

[
1.25𝐾𝑅 𝑁

𝛿0

] )
, (30)

which is the cumulative noise added to the HD model over 𝑅 communication rounds by 𝐾 clients to train the final
secure model in the PrivateDFL algorithm.

We now derive the cumulative noise in the black-box scenario, where each client adds the full required noise ®𝜉𝑟
𝑘

at every
round without tracking what was already added in prior rounds. For client 𝑘 at round 𝑟, the cumulative noise is

®Ξ𝑟𝑘 = ®𝜉
1
1 + ®𝜉

1
2 + · · · + ®𝜉

1
𝐾 + ®𝜉2

1 + ®𝜉
2
2 + · · · + ®𝜉

2
𝐾 + · · ·

+ ®𝜉𝑟−1
1 + ®𝜉𝑟−1

2 + · · · + ®𝜉𝑟−1
𝐾 + ®𝜉𝑟1 + ®𝜉

𝑟
2 + · · · + ®𝜉

𝑟
𝑘 . (31)

11
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From Proof 4, the required noise for client 𝑖 at round 𝑗 is

®𝜉 𝑗
𝑖
∼ N

(
0,

2𝐷
𝜖2 ln

[
1.25𝑁 𝑗𝑖
𝛿0

] )
. (32)

Substituting into the cumulative expression gives

®Ξ𝑟𝑘 = N
(
0,

2𝐷
𝜖2 ln

[
1.25𝑁
𝛿0

] )
+ N

(
0,

2𝐷
𝜖2 ln

[
1.25𝑁 ·2
𝛿0

] )
+ · · ·

+ N
(
0,

2𝐷
𝜖2 ln

[
1.25𝑁 ·𝐾

𝛿0

] )
+ N

(
0,

2𝐷
𝜖2 ln

[
1.25𝑁 · (𝐾+1)

𝛿0

] )
+ · · ·

+ N
(
0,

2𝐷
𝜖2 ln

[
1.25𝑁 (𝐾 (𝑟−1)+𝑘 )

𝛿0

] )
. (33)

Collecting all terms, the cumulative noise at client 𝑘 in round 𝑟 becomes

®Ξ𝑟𝑘 ∼ N
(
0,

2𝐷
𝜖2

[
𝐾 (𝑟−1)+𝑘∑︁

𝑡=1
ln

(
1.25𝑁𝑡
𝛿0

) ])
. (34)

This summation can be factorized into a product form:

®Ξ𝑟𝑘 ∼ N
(
0,

2𝐷
𝜖2 ln

[
𝐾 (𝑟−1)+𝑘∏

𝑡=1

1.25𝑁𝑡
𝛿0

])
= N

(
0,

2𝐷
𝜖2 ln

[(
1.25𝑁
𝛿0

)𝐾 (𝑟−1)+𝑘
× (𝐾 (𝑟 − 1) + 𝑘)!

])
. (35)

Finally, setting 𝑟 = 𝑅 and 𝑘 = 𝐾 , we obtain the total cumulative noise across 𝑅 rounds and 𝐾 clients:

®Ξ𝑅𝐾 ∼ N
(
0,

2𝐷
𝜖2 ln

[(
1.25𝑁
𝛿0

)𝐾𝑅
× (𝐾𝑅)!

])
. (36)

This shows that in the black-box case the cumulative noise grows with (𝐾𝑅)!, which is significantly larger than the
controlled logarithmic growth in PrivateDFL.

4 Experimental Design

We evaluate the effectiveness of PrivateDFL using three widely adopted benchmark datasets that span different
modalities: MNIST (image-based), ISOLET (speech signal-based), and UCI-HAR (tabular sensor-based). This
selection allows us to demonstrate the robustness of the proposed framework across heterogeneous data types. To
assess data distribution effects, we consider both Independent and Identically Distributed (IID) and non-IID scenarios.
In the IID case, data samples are divided uniformly across clients so that each client has an equal share of the global
distribution. In contrast, the non-IID setting enforces data heterogeneity by restricting each client to only two classes;
for instance, in MNIST, one client may receive only digits {0,1}, another {2,3}, and so on. This split reflects realistic
IoT deployments where edge devices often collect skewed data.

Our evaluation follows a stepwise methodology. First, we conduct a sensitivity analysis to investigate how privacy
parameters and HD model configurations influence PrivateDFL performance. We report accuracy and examine its
dependence on the privacy budget 𝜖 and privacy loss parameter 𝛿, the hypervector dimensionality 𝐷, and the number
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of training samples per client under both IID and non-IID partitions. For the IID setting, we also vary the number of
clients 𝐾 while keeping the total training data fixed, which isolates the effect of partitioning and highlights the trade off
between coordination and performance.

Beyond internal sensitivity studies, we benchmark PrivateDFL against state-of-the-art Transformer-based and deep
learning models trained with DP in centralized settings. These baseline models operate without federated constraints,
accessing the complete dataset directly, and therefore represent the upper bound of achievable accuracy with minimal
latency. We implement two privacy mechanisms, DP-SGD and RDP, using the Opacus library for PyTorch [49]. For
MNIST, we benchmark against vision architectures including Vision Transformer, ResNet50, GoogLeNet, and AlexNet.
For ISOLET, we employ sequential models such as Transformer, Convolutional Neural Network (CNN), Recurrent
Neural Network (RNN), and Temporal Convolutional Network (TCN). For UCI-HAR, we adopt tabular learning
architectures including TabTransformer, TabNet, Deep Neural Network (DNN), and Deep and Cross Network (DCN).
Comparisons are reported in terms of accuracy, training time, energy consumption, and inference latency, under a fixed
privacy budget of 𝜖 = 0.4 and a privacy loss coefficient of 𝛿0 = 0.001.

All experiments are conducted in a controlled computing environment configured to emulate the constraints of edge
devices while ensuring reproducibility. Each system is equipped with dual 32-core AMD EPYC 7513 processors,
512 GB of RAM, fast SSD storage, and an NVIDIA A100 GPU with 40 GB of memory, 6912 CUDA cores, and 1.6 TB/s
memory bandwidth. While the hardware enables precise measurement of performance metrics, our optimization
framework enforces strict limits on latency and energy consumption to mirror practical IoT scenarios. Random seeds
are fixed for all runs, and energy and timing are recorded directly at the training and inference stages to provide accurate
performance assessments.

5 Experimental Results

5.1 Sensitivity Analysis

In this subsection, we examine how key hyperparameters including the privacy budget 𝜖 , the privacy loss parameter
𝛿0, the number of clients 𝐾, the hypervector dimensionality 𝐷, and the number of training samples per client affect
PrivateDFL accuracy. We begin with the privacy parameters under an IID split.

Figure 5a shows test accuracy on MNIST when the training data are evenly partitioned across 100 clients under
IID conditions. With a large privacy budget (for example, 𝜖 = 1 and 𝛿0 = 10−3), the injected noise is small
and accuracy reaches 96.34%. Fixing 𝛿0 = 10−9 and decreasing 𝜖 increases the noise magnitude and reduces
accuracy; the curve drops from 96.14% at 𝜖 = 1 to 95.62%, 94.23%, 93.65%, 89.78%, 87.32%, and 75.16% at
𝜖 ∈ {0.5, 0.1, 0.05, 0.01, 0.005, 0.001}.
By contrast, varying 𝛿0 has only a marginal effect. For instance, at 𝜖 = 0.1, tightening 𝛿0 from 10−3 to 10−18 changes
accuracy by about 0.56 percentage points (from 94.53% to 93.97%). Small fluctuations also appear due to randomness
in noise draws across repeated runs; for example, at 𝜖 = 0.5 the accuracy is 95.49% for 𝛿0 = 10−12, 95.62% for
𝛿0 = 10−9, and 95.76% for 𝛿0 = 10−15, which is a difference of at most 0.27 percentage points. The same trends hold
for ISOLET and UCI-HAR under IID conditions with 100 clients, as shown in Figures 5b and 5c.

Figs. 5d, 5e, and 5f extend this analysis to the non-IID setting, continuing the trends observed under IID while revealing
stronger sensitivity for MNIST due to client heterogeneity. At 𝜖 = 0.5 and 𝛿0 = 10−6, MNIST accuracy declines from
95.81% under IID to 89.08% under non-IID. ISOLET and UCI-HAR show smaller gaps under the same parameters,
with 88.01% versus 89.22% for ISOLET and 93.99% versus 92.09% for UCI-HAR.

Figure 6 extends the analysis by reporting accuracy as a function of the number of clients under IID partitioning for
MNIST, ISOLET, and UCI-HAR across communication rounds. We vary 𝐾 from 10 to 1000 while keeping the total
training set fixed and evenly distributed, so any change in performance reflects the effect of partitioning and coordination
rather than data volume. For each round, the plot summarizes the mean accuracy across client counts together with the
standard deviation. The variability is small for MNIST, remaining below 1.5%, moderate for ISOLET, reaching up to
5.31%, and larger for UCI-HAR, reaching up to 7.37%. The standard deviation is nearly constant from round to round
within each dataset, indicating that uncertainty is driven primarily by the dataset and task rather than the communication
round.

Complementing the client-count study in Figure 6, Figure 7 presents the effect of hypervector dimensionality and the
number of training samples per client on model accuracy. Figs. 7a, 7b, and 7c correspond to the MNIST, ISOLET, and
UCI-HAR datasets, respectively, with hypervector sizes varied from 50 to 500 and training samples per client from 50
to 250 for MNIST, and from 5 to 25 for ISOLET and UCI-HAR.
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Figure 5: Model accuracy trends under varying privacy budget (𝜀) and privacy loss coefficient (𝛿0) values for IID and
non-IID scenarios. (a)–(c) correspond to IID distributions for MNIST, ISOLET, and UCI-HAR datasets, respectively.
(d)–(f) show the results under non-IID distributions for the same datasets.
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Figure 6: Three curves show MNIST, ISOLET, and UCI-HAR accuracy across communication rounds, with each
round’s marker giving the mean over 𝐾 ∈ {10, . . . , 1000} and the shaded band indicating ±1 standard deviation across
those 𝐾 values.

For the MNIST dataset, accuracy depends strongly on hypervector size. For instance, with 200 training samples,
accuracy improves steadily from 65.35% to 91.86% as hypervector size increases from 50 to 500. Conversely, when
hypervector size is fixed at 300, accuracy increases more gradually from 86.68% to 92.27% as the number of training
samples grows from 50 to 250. This indicates that hypervector dimensionality has a stronger influence on MNIST
performance than the number of samples.

For ISOLET, the trend is reversed: accuracy is more sensitive to the number of training samples than to hypervector
size. For example, when the hypervector size is fixed at 500, accuracy improves from 53.56% to 77.99% as the number
of training samples per client increases from 5 to 25. However, for a fixed training size, enlarging the hypervector
dimension has only a marginal effect. At 5 training samples per client, accuracy increases by 5.70% when hypervector
size increases from 50 to 500, and at 25 training samples the increase is 8.53%.

The UCI-HAR dataset follows the same pattern as ISOLET, where accuracy is more dependent on training data size than
on hypervector dimensionality. With hypervector size fixed at 50, accuracy increases by 12.04% as training samples per
client grow from 5 to 25. When the hypervector size is 500, the increase is 14.86%. However, once clients already
have 25 samples each, further increasing hypervector dimensionality yields only a modest 1.05% accuracy increase.
These results highlight that for ISOLET and UCI-HAR, additional data availability is more beneficial than expanding
hypervector size.
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Figure 7: Impact of the number of training samples per client and hypervector size on model performance under IID
settings. Subfigures (a)–(c) show classification accuracy for MNIST, ISOLET, and UCI-HAR datasets, respectively.
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Figure 8: Accuracy of PrivateDFL over communication rounds for different portions of training samples on the non-IID
datasets.
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Figure 9: Accuracy of PrivateDFL over communication rounds for different hypervector dimensions (𝐷) on the non-IID
MNIST dataset.

Extending to the non-IID scenario, Figure 8 reports accuracy across communication rounds while varying the number
of training samples per client. For MNIST with 50 samples per client, accuracy starts at 11.68% in round 1 and reaches
50.00% by round 50. Increasing the sample count raises accuracy at every round; for example, the first–round accuracy
rises to 24.81% and the round–50 accuracy reaches 72.53% when more training samples are available. The same
upward trend holds for ISOLET and UCI-HAR: after 50 rounds, accuracy is 57.72% and 62.74% with 50 samples per
client, and increases to 75.75% and 78.69% when each client has 500 samples. Across the tested hypervector sizes, the
effect of adding training samples dominates, producing consistent gains under non-IID partitions.

Finally, Figure 9 examines the effect of hypervector dimensionality under non-IID partitions for MNIST. Accuracy at
round 1 is close to 50% for all tested sizes. For a very small dimension such as 𝐷 = 100, the model lacks capacity to
retain class information and the injected DP noise dominates, so accuracy decreases as rounds proceed; at rounds 50,
100, 150, and 200, the values are 46.78%, 40.18%, 36.76%, and 35.10%. Increasing 𝐷 counteracts this effect. With
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Figure 10: Comparison of accuracy between PrivateDFL and baseline ML models with DP across datasets. (a) MNIST,
(b) ISOLET, and (c) UCI-HAR.

𝐷 = 500, accuracy improves across rounds, reaching 70.57%, 74.66%, 76.86%, and 78.25% at rounds 50, 100, 150,
and 200. Larger dimensions provide further gains: after 200 rounds, accuracy is 86.93% for 𝐷 = 1000 and 90.95%
for 𝐷 = 3000, which are increases of 8.68% and 12.70% relative to 𝐷 = 500 at the same round. Beyond this range,
returns diminish because larger 𝐷 also increases the effective noise scale; for 𝐷 = 5000, the round 200 accuracy is
90.94%, essentially the same as for 𝐷 = 3000.

5.2 Benchmark

Figure 10 compares PrivateDFL with differentially private ML baselines across MNIST, ISOLET, and UCI-HAR under
IID and non-IID partitions. Across datasets, PrivateDFL consistently delivers the strongest accuracy while meeting the
same privacy budgets.

For MNIST (Figure 10a), PrivateDFL attains 95.74% in IID and 89.38% in non-IID. DP regularized deep models lag
well behind. AlexNet reaches 11.27% with DP-SGD and 9.51% with RDP, GoogLeNet achieves 52.60% and 46.53%,
ResNet50 reaches 79.59% and 77.83%, and Vision Transformer reaches 64.96% and 64.47%. These outcomes indicate
that the hyperdimensional backbone of PrivateDFL preserves utility more effectively under privacy noise.

For ISOLET (Figure 10b), PrivateDFL leads with 88.45% in IID and 86.66% in non-IID. Transformer and CNN
baselines trained with DP remain between 3.78% and 5.26%. RNN yields 25.59% with DP-SGD and 23.09% with
RDP, while TCN stays below 6%. The pronounced gap shows that sequential deep models are highly sensitive to DP
noise, whereas PrivateDFL sustains strong accuracy.

For UCI-HAR (Figure 10c), PrivateDFL reaches 94.30% in IID and 92.33% in non-IID. Among tabular baselines,
TabTransformer attains 47.34% with DP-SGD and 37.53% with RDP, TabNet yields 37.73% and 37.36%, DNN
reaches 79.47% and 78.72%, and DCN is near 18.87% and 18.83%. Taken together, these results show that PrivateDFL
balances privacy and utility more effectively than conventional ML with DP across image, speech, and sensor modalities.

Building on the accuracy gains in Figure 10, Figure 11 compares training time and inference latency for PrivateDFL
and differentially private baselines on MNIST, ISOLET, and UCI-HAR under IID and non-IID partitions. The results
show that the utility advantages of PrivateDFL come with substantially lower runtime.

For MNIST in Figures 11a and 11d, PrivateDFL trains in 820.97 seconds for IID and 730.81 seconds for non-IID.
Deep baselines are far slower. GoogLeNet requires 23127.31 seconds with DP-SGD and 21545.07 seconds with RDP.
ResNet50 requires 21656.82 and 21768.85 seconds. AlexNet exceeds 16000 seconds, and Vision Transformer requires
between 7684.12 and 8384.22 seconds. At inference, PrivateDFL reaches 11.16 milliseconds, while the deep models
range from 756 to 1338 milliseconds. These findings are consistent with the accuracy comparison and indicate a
favorable speed–utility profile on image data.

For ISOLET in Figures 11b and 11e, PrivateDFL trains in 311.71 seconds for IID and 79.60 seconds for non-IID. RNN
baselines with DP require more than 1680 seconds, TCN requires more than 1820 seconds, and Transformer requires
more than 800 seconds. Inference latency widens the gap. PrivateDFL completes inference in 1.98 milliseconds,
whereas sequential baselines require from 83 to 216 milliseconds. These outcomes show that PrivateDFL scales
efficiently for speech like signals under the same privacy requirements.
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Figure 11: Comparison of training time (top row) and inference latency (bottom row) between PrivateDFL and baseline
ML models with DP. (a,d) MNIST, (b,e) ISOLET, and (c,f) UCI-HAR.

For UCI-HAR in Figures 11c and 11f, PrivateDFL trains in 124.85 seconds for IID and 92.95 seconds for non-IID.
TabTransformer requires about 1007 seconds, TabNet requires about 480 seconds, and both DNN and DCN exceed 400
seconds. At inference, PrivateDFL achieves 4.19 milliseconds, while TabTransformer requires 344 to 346 milliseconds,
DNN requires 428 to 471 milliseconds, and TabNet requires 68 to 88 milliseconds. Together with the accuracy results
in Figure 10c, this confirms that PrivateDFL maintains strong utility for sensor data with markedly lower runtime.

These timing results complement the accuracy analysis and motivate the energy evaluation that follows, where we
examine whether the same advantages persist in power constrained deployments.

Building on the runtime analysis, Figure 12 reports energy use for PrivateDFL and differentially private baselines on
MNIST, ISOLET, and UCI-HAR under IID and non-IID partitions. The pattern mirrors the time and accuracy results.
PrivateDFL reaches the same privacy budgets at much lower energy cost.

For MNIST in Figure 12a, PrivateDFL consumes 0.03 MJ for IID and 0.03 MJ for non-IID. ResNet50 requires 3.97
MJ with DP-SGD and 3.99 MJ with RDP. AlexNet is about 3.6 MJ. GoogLeNet ranges from 1.29 to 1.33 MJ. Vision
Transformer uses 0.33 MJ. Thus, PrivateDFL delivers comparable image accuracy while consuming at least 11× less
energy than the most efficient deep baseline (Vision Transformer at 0.33 MJ) and up to about 130× less than ResNet50
and 120× less than AlexNet, and under non-IID the savings are unchanged since PrivateDFL remains at 0.03 MJ.

For ISOLET in Figure 12b, PrivateDFL records 12.32 kJ for IID and 3.43 kJ for non-IID. CNN requires about 330 kJ,
TCN exceeds 450 kJ, and Transformer models are between 124 and 130 kJ. Even RNNs require 65 to 67 kJ. Overall,
PrivateDFL attains strong speech recognition accuracy while consuming at least 5× less energy than the most efficient
deep baseline (RNN at 65–67 kJ) and up to about 130× less than TCN and CNN, and under non-IID partitions the
savings are even larger with 3.43 kJ for PrivateDFL which is at least 19× below the most efficient deep baseline and up
to roughly 130× below TCN and about 100× below CNN.

For UCI-HAR in Figure 12c, PrivateDFL consumes 4.96 kJ for IID and 3.50 kJ for non-IID. TabTransformer is near
248 kJ. TabNet requires 18 to 21 kJ. DNNs require 28 to 34 kJ, and DCN is about 20 to 22 kJ. PrivateDFL therefore
offers the most energy-efficient solution for sensor data among the evaluated methods.

Overall, the energy evaluation complements the accuracy and time results. PrivateDFL sustains high utility while
markedly lowering energy across all three modalities, which makes it well-suited for resource-constrained IoT and edge
deployments.

6 Conclusions and Future Work

This work introduced PrivateDFL, a privacy-aware DFL framework that couples HD with differentially private noise
control and explainable accounting. The method provides three complementary properties. First, interpretability through
high-dimensional class prototypes and transparent update rules. Second, formal privacy via calibrated Gaussian noise
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Figure 12: Energy consumption comparison between PrivateDFL and baseline ML models with DP across datasets. (a)
MNIST, (b) ISOLET, and (c) UCI-HAR.

with closed-form schedules proven for each client and round. Third, practicality on resource-constrained devices due to
lightweight operations and low communication overhead.

When comparing against baselines, it is important to note that those models are trained centrally without federated
constraints. They access the entire dataset directly and therefore represent an upper bound on achievable accuracy with
minimal latency. Even under this favorable setting for the baselines, PrivateDFL attains strong utility. On image, speech,
and sensor tasks, PrivateDFL reaches 95.74% on MNIST, 88.45% on ISOLET, and 94.30% on UCI-HAR under IID
partitioning, with similar trends under non-IID. The gains are substantial. Relative to transformer models the accuracy
advantage is as large as about 83% on ISOLET and about 31% on MNIST, and relative to deep learning models the
advantage is as large as about 63% on ISOLET and about 16% on MNIST, while on UCI-HAR, PrivateDFL exceeds
the strongest tabular baseline by about 15%. These improvements come together with markedly lower training time and
energy usage across all three modalities, which makes PrivateDFL a compelling choice for edge and IoT deployments.

PrivateDFL has limitations that motivate future work. First, we assumed synchronous ring-style communication and
reliable message passing. Extending the noise accounting and proofs to asynchronous schedules, dynamic topologies,
and client churn is an open direction. Second, we used a uniform privacy target across clients and classes. Adapting
(𝜖, 𝛿) to local data difficulty or risk, while preserving end-to-end guarantees, may further improve the privacy-utility
balance. Third, robustness to adversaries warrants deeper study, including targeted data poisoning, backdoor insertion,
and stronger inference attacks under heterogeneous participation. Fourth, additional secure computation layers such as
secure aggregation, lightweight homomorphic encryption, or verifiable computation could be integrated to harden the
protocol without sacrificing efficiency.

In summary, PrivateDFL demonstrates that interpretable hyperdimensional models, decentralized training, and explain-
able DP can jointly deliver high accuracy, strong privacy, and low cost. We believe these results chart a path toward
trustworthy, scalable, and energy-efficient federated intelligence at the network edge.
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