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Abstract—The success and wide adoption of generative AI
(GenAI), particularly large language models (LLMs), has at-
tracted the attention of cybercriminals seeking to abuse models,
steal sensitive data, or disrupt services. Moreover, providing
security to LLM-based systems is a great challenge, as both
traditional threats to software applications and threats targeting
LLMs and their integration must be mitigated. In this survey, we
shed light on security and privacy concerns of such LLM-based
systems by performing a systematic review and comprehensive
categorization of threats and defensive strategies considering
the entire software and LLM life cycles. We analyze real-world
scenarios with distinct characteristics of LLM usage, spanning
from development to operation. In addition, threats are classified
according to their severity level and to which scenarios they
pertain, facilitating the identification of the most relevant threats.
Recommended defense strategies are systematically categorized
and mapped to the corresponding life cycle phase and possible
attack strategies they attenuate. This work paves the way for
consumers and vendors to understand and efficiently mitigate
risks during integration of LLMs in their respective solutions or
organizations. It also enables the research community to benefit
from the discussion of open challenges and edge cases that may
hinder the secure and privacy-preserving adoption of LLM-based
systems.

Index Terms—Cybersecurity, Threats, Risks, Mitigations, De-
fenses, Threat Modeling, Use Cases, Generative AI, Large Lan-
guage Models, LLM, Real-world Deployment.

I. INTRODUCTION

The widespread use of large language models (LLMs) has
attracted the attention of many to this new artificial intelligence
(AI) technology [220]. The ability of LLMs to engage in
human-like conversations and provide answers to complex
questions has changed the way users search for content online,
with many adopting it into their daily lives. LLMs have be-
come the source of information for many users, helping them
to write, summarize, learn, and develop software, among other
tasks. This evolution has extended to companies, as shown by
an IBM study [140] in which nearly 80% of UK business
leaders confirmed that they have already deployed LLMs or
have plans to do so in their organizations, with the goal of
enhancing customer experience, advancing modernization, and
improving operational efficiency. But even though the benefits
of this new technology are many, adopting it widely brings
old and new security concerns to software developers.
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First, LLMs are an attractive target for adversaries due to the
sensitive information they contain. Privacy issues arise from
the memorization of training data by LLMs, as demonstrated
in empirical studies [2], [112], [279]. The origin of LLM
information is largely the public Internet, but in some cases,
it also contains proprietary data, obtained from an organi-
zation and used during model fine-tuning. Thus, the model
may unintentionally generate content during its responses that
contain sensitive data (e.g., personal information, application
programming interface (API) keys, proprietary data), illicit
content (e.g., detailed instructions on how to build a bomb
or generate malware), or copyrighted data.

Second, developing and deploying LLMs is a complex and
never-ending task. LLM-based systems inherit threats from
common software applications and also present new threats
specific to the LLMs and their integration. We define an
LLM system as a set of software components responsible
for leveraging an LLM to fulfill its goal, as a chat-bot or
agent, or integrated into applications to perform specific tasks,
and containing some of the following elements: user interface,
APIs, databases, input and output processing modules, among
others, including a foundation or fine-tuned LLM. The compo-
nents may vary according to the purpose and requirements of
the solution. Thus, vulnerabilities coming from the elements
that compose the system should also be considered during the
security assessment of an LLM-based system.

Software vulnerabilities may exist in the development
pipeline due to supply chain attacks aiming to expose busi-
nesses’ secrets (e.g., source code, APIs, training data) via
compromised plugins used by developers, or taking advantage
of improper input validation in web API tools that could lead
to remote code execution. We have seen vulnerabilities in com-
mercial LLMs, such as ChatGPT [225], having problems with
their open source software dependencies, leaking sensitive data
from active users of the platform (e.g., first and last name,
email address, payment address, credit card number, etc.).
Many Common Vulnerability and Exposure (CVE) records
are being disclosed for all types of software used during
the development and deployment of LLMs, including CVE-
2024-8309, CVE-2024-28088, CVE-2024-3924, and CVE-
2024-10044. There are also initiatives that foster vulnerability
discovery, such as bug bounty programs specific for AI-related
software [139]. Known (classical) vulnerabilities [93], [161],
[187], [222], [290], [296] also continue to be a problem for
LLM-based systems.

Particular threats to LLMs are also seen in recent
news [46], [65], [155], [160], [260], [313]. From zero-click
AI worms [60], to jailbreaks [46], [155], [260], [274] and
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backdoor attacks [312], LLMs are a constant target of new
forms of attacks aimed at obtaining sensitive information,
implanting malware, and influencing model behavior. Con-
cerned with the risks and vulnerabilities in LLM development,
the Open Worldwide Application Security Project (OWASP)
released a Top 10 list specific for this domain [230]. Many
works in the literature have also been presenting different
forms of attacks to LLMs [7], [107], [137], [194], [228], [228],
[270], [331], but gaps still exist regarding LLM security. With
so many threats discovered so far, it is difficult to keep track
and identify those applicable to a specific scenario with unique
design characteristics. Given the limited resources available, it
is paramount that we understand where to focus efforts while
protecting LLM-based systems from the most critical threats.

In this survey, we address some gaps in the field by
designing and analyzing distinctive LLM use case scenarios
under a security perspective, highlighting different design
choices that may affect the security and privacy of systems.
We perform a systematic review and characterization of threats
and defenses considering the development and deployment of
LLM-based systems, presenting different forms of executing
attacks, defining a severity level for each threat, and classifying
possible defense strategies according to the threat category
they mitigate and to which software development life cycle
phase they apply. By considering different LLM scenarios with
specific design choices, we present an analysis of threats and
defensive strategies to these scenarios.

This work seeks to answer the following research questions:
RQ1 What are the main use cases and design choices of

LLM systems from a security perspective?
RQ2 What are the major threats to real-world LLM-based

systems and how can they be mitigated?
RQ3 How do different use cases and design choices affect

the security and privacy of LLM-based systems?
By addressing these research questions, we hope to provide

guidance for future development and deployment of secure
real-world LLM-based systems in different scenarios and use
of this technology. It is important to note that while this work
focuses on security and privacy risks to LLMs, these concepts
also apply to the entire GenAI field.

In this paper, we first present in Section II the methodology
adopted for the systematic review we performed, followed by
a summary of the literature in Section III to compare our
contributions to related surveys. In Section IV, we show the
phases of the software and LLM life cycles considered in
this work and define different LLM scenarios in which one
can apply this technology. Section V presents the results of
a review and a characterization of threats identified in LLM-
based systems, followed by a severity level analysis of each
threat in Section VI. In Section VII we categorize possible
defensive strategies to be adopted by LLM developers and
identify the software and LLM life cycle phase to which they
can be applied. Based on the previously defined scenarios, in
Section VIII we analyze the application of a threat modeling
methodology to some LLM scenarios, highlighting threats
and defenses. Section IX discusses results, open challenges,
and limitations, and Section X concludes the paper. Table I
presents the full list of abbreviations used in the paper.

TABLE I
GLOSSARY OF TECHNICAL TERMS AND SURVEY ACRONYMS

Technical Terms Definitions

API Application Programming Interface
ASR Automated Speech Recognition
CSP Cloud Service Provider
CVE Common Vulnerabilities and Exposures
CVSS Common Vulnerability Scoring System
DevSecOps Development, Security, and Operations
GenAI Generative AI
GPS Global Positioning System
LLM Large Language Model
LLMOps Large Language Model Operations
MITM Man-in-the-Middle
MLBOM Machine Learning Bill of Materials
RAG Retrieval-Augmented Generation
RCE Remote Code Execution
SBOM Software Bill of Materials
SQL Structured Query Language
SSDLC Secure Software Development Lifecycle
TTP Tactics, Techniques and Procedures

Survey Acronyms Definitions

A[id] Availability (Threat)
AG Agent (Use Case)
AP Integrated App (Use Case)
AR Access to Resources (Design Choice)
C[id] Confidentiality (Threat)
CB Chat-bot (Use Case)
CL Continuous Learning (Design Choice)
D Development
DI Dev. and Deploy Infrastructure (Design Choice)
DP Data Provenance (Design Choice)
FM Foundation Model (Use Case)
FT Fine-Tuning (Use Case)
I[id] Integrity (Threat)
IO Prompt Input Origin (Design Choice)
M[id] Mitigation
O Operation
RG RAG (Use Case)
SI Shared Infrastructure (Design Choice)
SL SW Libraries and Dependencies (Design Choice)
ST Stage
UC Use Case

II. METHODOLOGY

This study follows a systematic approach to identify and
select relevant work related to threats and defenses of LLM-
based systems. The methodology is structured according to the
Preferred Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) guidelines [110], a well-documented
framework that helps make systematic reviews meaningful,
transparent, and reproducible. Figure 1 presents an overview of
the selection process in the form of a PRISMA flow diagram.
Next, we detail the steps performed in each of the three phases
illustrated in Figure 1.

A. Identification Phase
The first step to identify relevant work is to create a

precise search query using Boolean operators, wildcards (*),
and keywords based on research goals. The search query
constructed for this work is as follows:

Search query: (“LLM*” ∨ “Language Model*” ∨
“Generative AI” ∨ “ChatGPT” ∨ “GPT*” ∨ “Chat-
bot*”) ∧ (“Cybersecurity” ∨ “Security” ∨ “Attack*”
∨ “Defense*” ∨ “Protection” ∨ “Risk*” ∨ “Jail-
break*” ∨ “Threat*” ∨ “Privacy” ∨ “Vulnerabilit*”
∨ “Mitigation*” ∨ “Prompt Injection*” ∨ “Red
Team*” ∨ “Side-Channel” ∨ “Membership Infer-
ence” ∨ “Backdoor*”)
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Papers identified from databases:
ACM Digital Library (29)

IEEE Xplore (372)
Google Scholar (309)

arXiv (1507)

Papers screened:
2003

Papers excluded:
Duplicate papers (214)
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Papers assessed for eligibility:
436

Final dataset:
198

Papers excluded:
By title (1487)

By abstract (80)

Papers excluded:
Lacked substantial discussions (106)

Only tangential relevance (93)
Surveys or review exisiting work (81)

Papers included via other methods:
42

Fig. 1. Steps and results from the application of the PRISMA guidelines –
the final list of papers comprises a total of 198 references.

We conducted a comprehensive search using the aforemen-
tioned query in ACM Digital Library, IEEE Xplore, Google
Scholar, and arXiv. The search yielded a total of 2217 refer-
ences, of which 214 were identified as duplicates and removed.
Hence, 2003 papers continued to the screening phase.

B. Screening Phase

We performed a two-stage screening process to select the
most relevant studies for this review, as described below.

1) Title/Abstract Screening: The first screening stage in-
volved a preliminary review of the titles and abstracts of all
references with the goal of removing publications that were not
explicitly related to the security or privacy of LLMs. Studies
that were deemed out of scope based on their title and abstract
were excluded. This step reduced the analyzed list to 436
references, excluding 1487 papers based on their titles and
80 references based on their abstracts.

2) Full-text Screening: We reviewed the full-text versions
of the remaining 436 studies with two goals: (i) ensure they are
indeed high-quality articles relevant to the research objectives
of this work; and (ii) classify the papers according to their
scope. A subjective analysis conducted by the authors filtered
106 works that lacked substantial discussion and 93 that
presented only tangential relevance. The remaining references
were classified into two types: (a) papers that propose specific
attacks and mitigation for LLM systems, which are the object
of study of this Systematization of Knowledge (SoK); and (b)
references that provide reviews of LLM security and privacy
literature, similar to this work. In Section III we analyze the
81 works classified as (b) and separate the relevant works for
discussion. After completion of the eligibility assessment, 156
studies of type (a) remained.

C. Inclusion Phase
The final step of PRISMA involves investigating and re-

trieving relevant works cited by the references selected in the
screening phase. Throughout this process, we discovered 42
additional type (a) references that should be added to the list.
The final list contains 198 references that propose either attack
techniques (presented and discussed in Section V), defenses
strategies (presented and detailed in Section VII), or both.

III. RELATED WORK

Several studies review the literature on the security of
GenAI, and in particular LLMs. In this section, we present
and compare some of these works with respect to the research
methodology, scope, coverage, systematic analysis, and limita-
tions. Namely, we consider the 81 references classified as type
(b) during our selection process and position our contribution
in relation to it.

The studies discussed in this section are further categorized
into three groups: (III-A) publications that analyze the po-
tential impact of LLMs regarding security, safety and ethics;
(III-B) papers that provide taxonomies of attack and defense
techniques in the context of LLMs; and (III-C) works that
addresses the security of LLM-based systems.

A. Risks and Impacts of Generative AI
Works in this category provide directions on which aspects

of cybersecurity can change in the presence of LLMs. The
authors of [277] focus on creating a comprehensive and cat-
egorized database of AI risks extracted from various sources,
dividing risks between causal taxonomy (i.e., characterizing by
entity, intentionality, and timing factors) and domain taxonomy
(separating by technological fields). As a timing factor, they
split the risks considering two phases of the AI life cycle:
pre-deployment and post-deployment. We follow this approach
in the attack classification described in Section VIII. The
authors of [14] explore the potential for attacks, defenses,
and safety issues in GenAI, proposing short- and long-term
goals for the research community. The work of [58] also
provides a systematic investigation of safety risks in LLMs
focusing on practical implementation of safety measures in
the development stages of LLMs, such as training data, model
training, prompting, model alignment, and scaling. Similarly,
industry-oriented work [87] systematizes the security risks of
Generative AI. Although they discuss several countermeasures
to mitigate risks in the LLM development life cycle, these
works do not address scenarios and issues that appear in
LLM systems. References [74] and [109] discuss the security
risks associated with LLMs, focusing specifically on ChatGPT,
and how LLM safeguards can be bypassed. References [104]
and [342] provide a comprehensive overview of privacy and
security challenges in GenAI, covering technical, ethical, and
regulatory aspects related to users and institutions.

The impact of LLMs on cybersecurity in general, as well
as safety and ethics concerns, is out of the scope of this work.
Although we borrow concepts such as LLM life cycle phases
from the aforementioned works to discuss security measures,
our work differs from them by focusing on attacks against
LLM systems rather than the consequences of misuse.
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TABLE II
COMPARISON OF RELATED SURVEYS. THE FILLED CIRCLES ( ) INDICATE A TRUE CORRESPONDENCE OF A RESEARCH ASPECT TO THE WORK,

HALF-FILLED CIRCLES ( ) INDICATE A LIMITED CORRESPONDENCE, BLANK INDICATES AN ABSENCE OF THE ASPECT, AND A CROSS (×) INDICATES THE
SPECIFIED LIMITATION IS PRESENT.
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Neel et al. (2024) [219] ×
Ahmed and Jothi (2024) [6] ×
Guo et al. (2022) [108]
Huang et al. (2024) [133] ×
Yi et al. (2024) [333] ×
Rababah et al. (2024) [250] ×
Huang et al. (2024) [130] ×
Miranda et al. (2025) [211] ×
Peng et al. (2024) [243] ×
Chowdhury et al. (2024) [56]
Liu et al. (2024) [199] ×
Chen et al. (2024) [49] ×
Ferrag et al. (2025) [90]
Yan et al. (2025) [323] × ×
Abdali et al. (2024) [1]
Cui et al. (2024) [63]
Das et al. (2025) [66]
He et al. (2024) [114]
Wang et al. (2024) [302]
Gan et al. (2024) [97]
Yao et al. (2024) [331]
Cui et al. (2024) [64]
Huang et al. (2024) [129] ×

This work

B. LLM Attacks and Defenses

While systematizing LLM-related risks may provide an
overview of the landscape of offensive techniques, some stud-
ies focus specifically on attacks to LLMs and their protection
mechanisms. Research on privacy attacks conducted in [133],
[211], [219], [257], [323], and [112] analyzes attack methods,
their impacts, and corresponding mitigation strategies for
securing LLM development, effectively proposing taxonomies
for attack techniques and defensive measures. The authors of
[130] focus on categorizing and evaluating harmful fine-tuning
attacks against LLMs, while jailbreak attacks are systematized
in depth by several authors following multiple approaches and
taxonomies [6], [17], [30], [158], [197], [199], [243], [250],
[250], [266], [270], [303], [319], [333], [333]. The work in
[270] surveys real jailbreak prompts collected from online
forums and evaluates their effectiveness against state-of-the-art
models, while [319] analyzes nine jailbreak attack techniques
and benchmarks their performance against their corresponding
defensive countermeasures. The works in [158] and [17]
focus on understanding how models can be jailbroken. In
[32], [197], the authors empirically explore the effectiveness
of jailbreak attacks against ChatGPT, while [31] explores
LLM biases and robustness in the face of jailbreak prompts.
In [30], the authors argue that current jailbreak evaluation
processes present limitations and propose new ways to eval-
uate such threat. Concerning prompt injection attacks, [266]
studies real prompt injection attacks from a crowd-sourced
collection approach and proposes a taxonomy for 29 prompt

attack techniques. Research on [199] advances the state-of-
the-art taxonomy of prompt injection attacks by developing
a formal characterization framework, generating a benchmark
for evaluating prompt injection attacks and defenses.

All aforementioned works share the limitation of focusing
on one attack class, either privacy, fine-tuning, jailbreak, or
prompt injection, with the last two attack classes often being
used interchangeably. On the other hand, [49] explores unique
threats and mitigations of LLMs specialized in coding tasks.
With a broader attack landscape, [63] and [108] explore recent
research on LLM threats and vulnerabilities, discussing current
challenges and open problems, while [56] and [1] provide
comprehensive surveys of several attack classes, including
jailbreaks, prompt injections, and data poisoning. Considering
safety issues, [76] examines methods to attack LLMs focusing
on conversational safety, exploring factors such as toxicity,
discrimination, privacy, and misinformation. Our work not
only aims to extend the coverage of attack classes presented
in these papers but also includes threats against LLM systems
and agents with specific architectures.

Industry-oriented efforts also play a role in creating tax-
onomies for LLM attacks. MITRE [288] created a knowledge
base to catalog known adversarial tactics, techniques, and
procedures (TTPs) relevant to AI systems, and the National
Institute of Standards and Technology (NIST) [228] devel-
oped a taxonomy and terminology in the field of adversarial
machine learning. Although both initiatives are crucial to
help standardize LLM attack techniques, they present the
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same drawbacks as academic works by offering only limited
coverage of attacks against LLM systems. Finally, [16], an
international effort to provide guidelines on developing LLM
systems safely, recommends threat modeling as a supportive
process but does not explore it in depth. We address these gaps
in this paper.

C. Security of LLM-based Systems

Works of this category are the most similar to ours in the
sense that they not only discuss threats against the model, but
also consider the system to which the LLM integrates. The
work from [7] presents an overview of AI attacks and defense
strategies and proposes a security checklist to be followed
by AI developers when building an AI-based application,
although it does not cover LLM-specific security aspects.
The work in [66] reviews the security and privacy issues
of LLM systems, with special attention to the architectural
components of LLMs, analyzing two examples of scenarios
in which LLM vulnerabilities are exploited. The authors of
[331] proposed a taxonomy of LLM threats and defense
techniques, including attacks that can be executed using LLMs
and threats targeting the LLM-integrated application, such as
Remote Code Execution (RCE), side-channel, and supply-
chain attacks, although the respective mitigations are outside
the scope of their paper. The research from [194] proposes
LLMSmith, a static analysis tool to scan the source code
of LLM systems to detect RCE vulnerabilities and classify
real threats detected in the wild. In turn, [26] provides a
comparative study of open-source LLM vulnerability scanners,
assessing their performance and capabilities. Both [194] and
[26] address real LLM system security issues, but do not
explore threat modeling and use case scenarios in which the
detected security issues could be exploited. Reference [90]
explores six different scenarios in which attacks can occur.
The survey in [64] proposes a comprehensive risk taxonomy
in LLM systems and catalogs benchmarks for LLM safety
and security evaluations. It also categorizes risks according
to the corresponding modules of the architecture of the LLM
system and proposes mitigation techniques, thereby providing
an initial effort on threat modeling, although from a high-
level perspective and limited to a specific type of application.
The study in [287] explores the security of LLM-integrated
applications related to six types of attacks and proposes a
threat model framework based on the STRIDE [159] and
DREAD [123] frameworks, providing an interesting study case
of a custom-built LLM-powered application to demonstrate the
proposed framework. The surveys in [114] and [97] review
attacks against LLM agents, while [302] also addresses threats
of LLM-related systems, such as the Retrieval-Augmented
Generation (RAG) database. Finally, the survey of [129],
instead, reviews the risks of the LLM supply chain.

Table II presents a detailed characterization of the most
relevant literature surveys that focus on threats to LLMs or
LLM systems and compares different research aspects to our
work. To the best of our knowledge, no prior work covers LLM
threats and defensive strategies considering multiple LLM
scenarios, with different use case and design choices that may

affect security and privacy. Therefore, we analyze not only the
LLM development life cycle, but also the integration between
LLMs and common software development phases, inspired by
real-world implementations. We assign severity score levels to
the analyzed threats and map them to the LLM scenarios they
apply. Defensive strategies are grouped and associated with
the LLM development life cycle phases in which they should
be implemented, making mitigation easier and more precise.
Finally, we provide a threat modeling evaluation based on the
STRIDE framework for different LLM scenarios, showing the
security implications of different system design choices and
recommending defensive strategies to attenuate threats.

IV. CHARACTERIZATION OF LLM SCENARIOS

Developing an LLM-based system is a multifaceted process
that requires careful planning, execution, and continuous im-
provement. Furthermore, the system security is intrinsically
linked to securing the process itself, highlighting the need for
a thorough threat assessment at every stage of the development
and operation pipeline. Hence, it is imperative to understand
the life cycle of an LLM-based system to elucidate how the
threats examined in this paper may disrupt such a system.

The LLM scenarios discussed in this paper are characterized
by their life cycle stage (ST), use case (UC), and decisions
for the existing design choices (DP, DI, SL, SI, IO, AR,
CL), further explained in this section. To uniquely represent
a combination of these variables, we propose a canonical
representation of an LLM scenario defined by a string,

LLM Scenario := ST:∗/UC:∗/DP:∗/DI:∗/SL:∗/SI:∗/IO:∗/AR:∗/CL:∗

whereas the asterisks represent the possible configuration
values from stage, use case, and the 7 design choices. Finally,
we provide four examples of real scenarios created by this
framework.

A. Life Cycle of LLM-based Systems

The life cycle of LLM-based systems has been conceptu-
alized in various ways, leading to references that describe in
detail the numerous actions involved from the creation of the
model to its integration into a system and its operation [16],
[234]. For clarity, this paper adopts a simplified model tailored
to the classification of threats that aggregates such actions
into phases. Figure 2 depicts such a model, with the vertical
axis separating the Development stage, which encompasses all
pre-production processes for both the LLM and the system
(or software application that interacts with the LLM), from
the Operation stage, which contains the processes occurring
post-deployment. Similarly, the horizontal axis distinguishes
the processes related to system development and deployment
(DevOps) from the phases specific to the development and
integration of LLMs (LLMOps).

The phases involved in the system development are:
• Planning Phase. In this initial phase, the development

team delineates system requirements, schedules, mile-
stones, and the overarching architecture of the system,
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Planning System Development

Data
Engineering

LLM
Development

LLM 
Integration

Operation
DevOps

LLMOps

Development Operation

Create LLM / 
Fine-tune / RAG

Use off-the-shelf LLM

Fig. 2. Adopted life cycle model of an LLM system. The phases can be classified along two axes according to their nature: system-related phases (DevOps)
vs. LLM-related phases (LLMOps), and Development vs. Operation phases.

including the selection of the appropriate LLM. A crit-
ical decision during this phase is whether to develop a
proprietary model through training or fine-tuning, which
necessitates the collection and preparation of relevant
data, or to integrate a general-purpose, off-the-shelf LLM
directly into the system. Such a decision defines which
path will be taken in the LLMOps cycle.

• System Development Phase. This phase covers most of
the software development life cycle, including coding,
building, and testing. Note that independently of the
planning phase decision regarding which LLM to use
(create a new one, customize an existing one, or develop
a RAG application), the system with the integrated LLM
must be tested prior to deployment.

The LLMOps process must be undertaken when a new
model is to be developed, when a general-purpose model
needs to acquire specific knowledge to enhance response
quality in the application context, or even when an off-the-
shelf LLM is just integrated into a system, requiring fewer
steps in this case. For the particular case of providing specific
knowledge to an LLM, this can be achieved through two
primary approaches: model fine-tuning and RAG. For model
fine-tuning, particular data is collected to retrain the model,
enabling it to provide more specific and accurate responses.
In contrast, the RAG approach seeks to construct a database
of pertinent information, which the LLM consults prior to
reasoning, thereby yielding more precise answers. Regardless
of the approach, the LLMOps cycle comprises three phases:

• Data Engineering Phase. In this initial phase, relevant
data must be collected, analyzed, and prepared for the
creation of the LLM or to assist in fine-tuning an existing
LLM to align with the primary objectives of the solution.
The goal is to acquire high-quality and diverse data to
address a broad spectrum of cases. For RAG applica-
tions, this phase involves collecting and curating data to
establish an efficient database.

• LLM Development Phase. This phase entails the cre-
ation of a foundation model or the selection and fine-
tuning of an existing one using the data prepared in the
previous phase. For RAG applications, the database is
built, and the RAG process is established through the
selection of an efficient embedding and retrieval algo-
rithm. Subsequently, the LLM is evaluated by developers
to mitigate any unexpected behavior.

• LLM Integration Phase. After the developed LLM is

fully tested, it is integrated into the software, culminating
in the release and deployment of the system.

When the LLM is successfully integrated and tested, the
software can be considered ready for operation:

• Operation Phase. Upon deployment, the system tran-
sitions into the production phase, in which both the
developed software and the LLM operate together to
provide the desired service. Continuous monitoring is
implemented to collect user feedback and identify new
data that may assist in aligning the LLM with the desired
objectives. Although for simplicity, this iterative cycle
is not depicted in the Figure 2, this feedback-induced
process can be conceptualized as small iterative cycles
of the LLMOps collect-train-integrate process [16]. This
ensures that the model is perpetually fine-tuned based on
observed data. This phase can also receive data related to
system failures and any other anomalies.

We emphasize that the life cycle refers to software com-
panies that need to adapt LLMs to align with the specific
requirements of an application. AI companies that develop
general-purpose LLMs such as ChatGPT, DeepSeek, and
Llama may follow a shorter version of the LLMOps process in
which the model itself constitutes the final product, bypassing
the integration phase. Moreover, the development of founda-
tion models involves extensive data collection, substantially
more than that required for fine-tuning or RAG, and involves
training the model from scratch, which demands considerably
greater effort.

Using the proposed life cycle, we define high-level use
cases for LLM-based systems to better characterize the unique
threats they are subject to. We categorize the use cases using
the two main stages of the life cycle: Development and
Operation. Shaped by a combination of design choices, the
use cases are derived into more granular cases that differ in
variety, impact, and likelihood of threats. We refer to each
unique variation of design choices within a use case as a
scenario. The comprehensive list of all use cases discussed
in this paper and their potential design choices is presented in
Table III. In the following sections, we characterize the use
cases and the aspects that may vary within them.

B. Development Use Cases

LLMs need large amounts of text data to be created from
scratch. Some of the databases used to train LLaMA [292],
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TABLE III
MAP OF POSSIBLE DESIGN CHOICES FOR EACH DEVELOPMENT AND OPERATION USES CASES OF LLM SYSTEMS. CIRCLES INDICATE THAT A DESIGN

CHOICE CAN HAVE SUCH CONFIGURATION FOR A SCENARIO, WHILE CROSSES INDICATE THAT IT IS NOT A VALID CONFIGURATION BY DEFINITION.
WHEN A DESIGN CATEGORY IS NOT SUITABLE FOR EITHER (D) OR (O) USE CASES, IT IS MARKED AS NOT APPLICABLE.

Development Use Cases (D) Operation Use Cases (O)
Design Choice Foundation Model Fine-Tuning RAG Chat-bot Integr. App Agent

(FM) (FT) (RG) (CB) (AP) (AG)

Public (U)
Private (R)Data Provenance (DP)
Hybrid (H)

Not applicable

On-Premises (P)
On-Cloud (C)
On-Device (D) × ×Dev. and Deploy. Infrastructure (DI)

Hybrid (H) × ×

Proprietary (P)
Open-source (O)SW Libraries and Dependencies (SL)
Hybrid (H)

Yes (Y)Shared Infrastructure (SI) No (N)

Text Field (T) ×
App (A) ×
Voice (V) ×Prompt Input Origin (IO)

Hybrid (H)

Not applicable

×

No (N)
Tools (T) ×
DBs (D)
HW/SW Sensors (S) × ×
Internet (I) ×

Access to Resources (AR)

Hybrid (H)

Not applicable

×

No (N)
User Feedback (U)Continuous Learning (CL)
Federated (F)

Not applicable
×

GPT-3, and other popular LLMs include C4 [251], Common-
Crawl [61], WebText2 [27], Github, Wikipedia, and others.
Since this is an expensive process in terms of both human
and computational effort, most applications reuse pre-trained
models adapted for particular needs. Pre-existing foundation
models, or off-the-shelf LLMs, can be obtained from public
repositories on the Internet, such as Hugging Face1, and
further trained to address a particular task of interest using
techniques like fine-tuning [78] or RAG [172]. The three
common use cases related to development phases of LLMs
are summarized below:

• Foundation Model Creation: The process of creating a
general-purpose LLM, trained on large volumes of data,
usually collected from public sources, such as blogs,
news, social media, web repositories, etc.

• Fine-Tuning: The process of taking a foundation model
and specializing it for particular tasks using additional
labeled data from public or private sources (or both).

• Retrieval-Augmented Generation (RAG) Preparation
(Offline): The process of constructing an additional
knowledge database and a retrieval system that augments
prompt requests with contextually relevant information to
improve the accuracy and relevance of LLM responses.
RAG is a way to specialize the LLM system without
model retraining, which is usually more efficient than
fine-tuning with respect to computational effort.

1Available at: https://huggingface.co/

C. Operation Use Cases

After creating, training and, if necessary, specializing an
LLM, the next step is to deploy it. At this point, the purpose
of the model and how users will access and interact with it
must be clear. The different use cases related to the LLM
operation considered in this work are presented below:

• Chat-bot: In chat-bots, users can interact directly with
the LLM system using a text field with instructions
(prompts) such as questions and requests, mimicking
human-like conversations. Chat-bots are arguably the core
drivers of GenAI popularization in recent years, with the
most notorious example being ChatGPT [223]. The key
characteristic of this use case security-wise is that the
user is in full control of what the LLM receives.

• LLM-Integrated Application: In LLM-integrated appli-
cations, users do not interact directly with the LLM,
but via an application that queries an integrated model
to solve specific problems [85], [107], [196], [307].
In this process, the application acts as an intermediary
responsible for converting the user input into an efficient
query to the LLM, obtaining its response, processing
it, and finally presenting the result to the user. Some
examples of this use case include code-generating tasks
performed with LLM assistant plugins, LLM-powered
summarization of user reviews in marketplaces, LLM-
assisted web searches, copilots, and others.

• LLM-based Agent: The last use case considers an LLM
system that leverages an LLM to reason, take decisions
and act [330]. For a particular task, the LLM-based

https://huggingface.co/
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agent prompts an LLM, which is a central component, to
perform multi-step reasoning and decide over predefined
actions, such as invoking tools, calling APIs, querying
databases or interacting with user or the environment.
Agents are usually composed of a central system, a
memory that stores past context, and a module to call
and interact with external tools. LLM agents also have
the ability to interact with each other and take deci-
sions autonomously [180]. An example of agent-based
application is Microsoft Copilot [210], a tool that assists
Windows users with many different tasks, such as drafting
documents, summarizing emails, enhancing work effi-
ciency, etc. We can also employ LLM agents as Personal
Assistants [180], or even for interactive environment sim-
ulation, in which LLM agents can make inferences about
themselves, other agents, and the environment [238].
Frameworks to support the creation, deployment, and
management of such agents include Auto-GPT [11],
LangChain [165], and AutoDroid [310] (for mobile).

D. LLM System Design Choices
When developing LLM systems, more specifically, in the

planning phase, several aspects can affect security, as design
choices may expose the LLM to different threats. The major
aspects to consider are:

• Data Provenance (DP): Concerns the type or source
of data used for training the model for any of the
cases presented in Section IV-B. For public data sources,
the Internet is the default option, as it contains almost
all publicly disclosed information ever registered. Most
LLMs available today obtained training data from the
Internet [130], [198]. For private data, data sources can
include any private data source, such as network data,
databases, or other sources of information with restricted
access (e.g., sensitive information within the premises
of a private company). However, since LLMs require
massive amounts of data to train the models, is generally
infeasible to use only private data due to its scarceness.
Thus, a common practice is to adopt a hybrid approach
that mixes both public and private data; public data is
used to create a foundation model and private data is
used to specialize the model to address specific problems
within a private context.

• Dev. and Deployment Infrastructure (DI): This de-
cision concerns where the developing and deployment
will occur. During the development phase, the choices
for installing, configuring, and using tools, storing the
collected data for training/fine-tuning/RAG, creating and
manipulating the model, and dealing with any other sensi-
tive information are restricted to the company’s premises
or third-party Cloud Service Providers (CSP). During the
model operation, one must decide where the LLM system
will be deployed, with choices varying from user’s device
[45], [272], [317], [334], company premises, and CSP.
A hybrid choice is also possible for both scenarios. For
instance, a common practice is to have an on-device
application interface for user interaction while heavy data
is processed on-premises/cloud.

• Software Libraries and Dependencies (SL): Concerns
the use of external libraries and dependencies. Consid-
ering the complex environment and features expected by
an LLM-based system, using only proprietary (in-house
developed) libraries for developing an LLM-based system
can be infeasible due to the amount of effort and human
resources needed to maintain such tools. Thus, many
developers either use Open-Source Software (OSS) or
adopt a mix of OSS and proprietary software to deal with
complex tasks. Security-wise, the use of OSS demands a
deep analysis of available choices to avoid supply chain
attacks or other maintenance risks.

• Shared Infrastructure (SI): Concerns whether the same
model is shared among different users. LLM deployment
in external servers (on-premises/cloud) usually follows
the shared infrastructure approach, in which each user
has access to a particular instance of the same model
– a practice known as LLM-as-a-Service (LLMaaS).
Although less common, on-device deployments can also
follow a similar architecture that deploys a unique LLM
to be shared among applications [334]. In both types
of deployment (on-device/external servers), sharing the
infrastructure exposes LLM-based systems to additional
threats if mitigation strategies are not implemented, espe-
cially due to the possibility of unintended data leaks. In a
shared infrastructure, the storage of context information
per-user or per-app should be [334]. Isolated instances
of LLMs can be a safer choice, but it can incur in extra
financial costs or be constrained due to device resources.

• Prompt Input Origin (IO): Prompt is the way users
communicate with LLMs. There are different forms of
how the LLM can receive a prompt. In chat-bot appli-
cations, the usual way is via a text field, with users
providing a text with their wishes to the LLM system
directly. Another way is using template prompts adapted
at runtime and supplied to the LLM via Apps. that
integrate and use the model to solve complex problems
[107]. A third option could be by voice [299], using a
multi modal model [271] (out of scope of this survey) or
using an LLM coupled with text-to-speech and speech-to-
text models. For instance, GPT-3.5 and GPT-4 use three
models to handle users’ voice: one to transcribe the audio
to text, the LLM to process the text as a normal prompt,
and a third model to transform the outputted text to audio
[226]. It is also possible that an LLM system allows more
than one of these methods, using one at a time.

• Access to Resources (AR): One interesting feature of
LLMs is their ability to interact with their environ-
ment. Giving their vast knowledge base, they can be
empowered to solve problems beyond the capabilities
of natural language processing, and overcome some of
their intrinsic limitations of having access to up-to-
date information. All of this is achieved by the use of
external resources, such as tools, databases (e.g., RAG),
hardware and software sensors, and the internet. LLMs
can be given the ability to interact with functions written
by developers, APIs (including external ones), or other
resources, using libraries such as LangChain [165], [166],
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for instance. Some authors have shown that LLMs are
also able to teach themselves how to use some tools,
requiring just some demonstrations [264]. Besides calling
functions to perform some specific operations, LLMs
can also access databases to overcome issues related
to performance and outdated information [114], [180].
To this end, RAG [172] can be used, giving the LLM
access to a database of specialized knowledge without the
costs of retraining (or fine-tuning) it. LLM-based agents
can access device information via sensors — hardware
(accelerometers, gyroscopes, GPS, etc.) and/or software
(app usage, call records, typing), e.g., personal assistant
[180]. For last, LLMs can also have the ability to access
Internet data, obtaining data from a websites to perform
some action (e.g., text summarization), process users’
emails, or fetch data from websites and repositories as
part of its functionality [107], [224]. Note that an LLM
system can have access to more than one resource type.

• Continuous Learning (CL): After creating an LLM, we
need to consider how we are going to keep it up-to-date,
and even detecting and correcting mistakes. Some possi-
bilities are using fine-tuning and RAG (Section IV-B), but
we can also collect data from end-users during the system
operation and use it to refine the model. One possible
approach is using user feedback, that different from
reinforced learning approaches (used in the alignment
process), aims to obtain the end-user suggestion about
the use of the LLM system to improve it, being a simple
thumbs up/down about the LLM response, or using other
feedback mechanisms [10], [227]. Federated Learning is
another possibility to improve the performance of LLMs
on specific tasks, using data from multiple entities that,
without directly sharing (and exposing) sensitive data of
users, can contribute to the training process. This is a
well-known approach for ML algorithms, but can also be
applied to LLMs [86], [162].

Although there are many interesting possibilities here, there
are also threats that we need to be aware of depending on the
characteristics we choose when deploying LLMs in real world.
Each of these choices will affect the security of the whole
system, so understanding the threats associated with possible
scenarios can help mitigate potential risks and allow LLM
developers to make better choices from a security perspective.

E. Examples of LLM Scenarios and Possible Design Choices

Some of the scenarios presented in Table III are detailed in
this section. Here, we are not interested in how complex it is
to build an application, training an LLM, the pros and cons
of using a CSP, among other aspects. We focus on showing
different forms of building and using LLMs in real-world
scenarios and elucidating the threats associated with these
scenarios and possible defensive strategies. Besides, we do
not aim to present all possible combinations of scenarios and
design choices but at least to cover the most important ones
from a security perspective.

1) Development of an LLM for Chat-bot Application
(ST:D/UC:FM/DP:U/DI:P/SL:H/SI:N/IO/AR/CL): The first

example of LLM scenario is depicted in Figure 3. In this
scenario, a company chooses to build an LLM-based Chat-bot
application, using a model created from scratch. The data used
for training the model is collected entirely from the Internet,
from sources such as code repositories, social media, news
websites, blogs, forums, and other public sources. This data is
pre-processed and stored in a database on company premises.

Next, the company develops all necessary code considering
the whole software and LLM life cycle, such as model de-
velopment, data analysis, training, and evaluation, combining
open source libraries and proprietary code, and using a unique
infrastructure to perform all activities. The company also
creates the application interface, responsible for taking user
inputs and presenting model output.

Fig. 3. Scenario 1: LLM development process (on company premises) for a
chat-bot application.

2) Chat-bot Application on User’s Device (ST:O/
UC:CB/DP:U/DI:D/SL:O/SI:N/IO:T/AR:N/CL:N): Figure 4
presents an example of using LLMs deployed on the user’s
device. This scenario is respect to a chat-bot application
developed using only open-source code and an off-the-Shelf
LLM trained on public data. The user can interact via prompts
with the LLM, without the delay or need for an Internet
connection. Besides faster responses, all data exchanged with
the application remain on the device (a desirable privacy
feature). Note that an API key may be used to restrict LLM
access and functionalities.

Although this is not a common scenario for LLMs, as we ad-
vance in creating more specialized and compact models (e.g.,
using quantization, caching, and other techniques to reduce
processing power and memory during LLM inference [228],
[272]), we expect to see more examples of models deployed on
smartphones and IoT [317], [334]. Google AICore is practical
example of such deployment [29], acting like a system service,
allowing apps to incorporate it.

3) LLM-Integrated App. on-Cloud (ST:O/
UC:AP/DP:H/DI:H/SL:H/SI:Y/IO:A/AR:H/CL:U): LLMs
can also be integrated by applications to perform specific
tasks, e.g., solving a mathematical problem [194]. The
user accesses an application and provides a problem. The
application creates a prompt to the LLM to solve it. The
model returns a code able to solve the problem to the app,
which executes it to get the answer. Finally, the application
processes the result and displays the solution to the user.
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Fig. 4. Scenario 2: A chat-bot application operating on users’ device with an
off-the-shelf LLM.

In this scenario, illustrated in Figure 5, we consider an
application developed using a mix of open-source and propri-
etary code, a foundation model obtained from public sources,
trained on public data and fine-tuned to solve specific problems
using private information. The LLM system runs on a shared
infrastructure of a CSP, in a hybrid deployment configuration,
with the app interface on user device, and the LLM and
other resources on the external server. The LLM has the
ability to execute tools in the environment and to access
the internet as an additional information source. Upon user’s
requests, the application can fetch content from the internet to
help in solving a problem. Moreover, users can evaluate the
application’s effectiveness in solving problems via a feedback
feature available.

Fig. 5. Scenario 3: An LLM-integrated application deployed on-cloud and
with Internet access.

4) LLM-based Agent for User Assistance (ST:O/
UC:AG/DP:H/DI:H/SL:H/SI:Y/IO:H/AR:H/CL:F): The
last example scenario presented here is the use of LLM-based
agents, such as for user assistance. Figure 6 depicts this
scenario. Upon receiving a task, the agent plans how to
solve it, access its memory (past context data), execute
tools, collect necessary environment data (from hardware or
software sensors), and, in a autonomous manner, completes
the task. This scenario considers a hybrid deployment, with
some agents deployed on users’ device to receive tasks
(via voice commands or text), collect data, and send all
information to a central system (another LLM) deployed
on cloud (shared infrastructure) for further processing. The
LLM-based agent system is developed using proprietary and
open-source code, trained on public and private data, and
adopts federated learning for continuous learning.

Fig. 6. Scenario 4: LLM-based Agent system deployed on user device and
the cloud, with access to resources and tools.

V. CHARACTERIZATION OF THREATS TO LLMS

Given the widespread adoption of LLMs, threats to this
technology have become increasingly common. In this section,
we review different manners of abusing or damaging LLM sys-
tems and present a new form of classifying and characterizing
the threats identified in our literature review from Section II.

Our approach centers on the Confidentiality-Integrity-
Availability (CIA) triad model, similar to NIST’s classifica-
tion [228], but we did not include the misuse category as
NIST does because we understand this is a subcategory of
the Integrity aspect.2 We also explore the threats characteris-
tics (e.g., the adversary knowledge, strategies to perform an
attack to LLM systems, goals and targets, use cases, form of
system interaction during the attack) and present other threats
associated with solutions using this technology.

Tables IV and V contain the list of threats to LLM sys-
tems and their main characteristics, highlighting important
information to understand the attack requirements, goals, and
vulnerable scenarios. In Table IV, we present LLM threats
that occur in development phases, mostly related to poisoning
and supply chain, while in Table V, we explore the threats
to LLMs in their operation. Each identified threat is marked
to one aspect of the CIA triad, denoted by the letter of its
ID. This means that the main type of damage a threat may
cause to a system are: (C) stealing sensitive and valuable
data; (I) manipulating or jailbreaking the guardrails and other
security mechanisms designed to prevent model misuse; or (A)
disrupting services and functionalities or wasting resources.
Note that whenever we refer to a threat, risk, or possible attack
to LLM systems in this paper, we will associate them with the
threats listed in Tables IV and V.

We further expand adversaries’ goals into the CIA aspects
and define subgroups based on the similarities the attacking
forms share, which we define as classes, as presented in the
following for each goal.

• Confidentiality: Adversaries aim to obtain: sensitive and
valuable data, such as data used to train an LLM (C16);
parameters or properties enabling them to create a shadow
model (C13) (i.e., generating a model that mimics the
behavior of the original model for specific tasks, based

2Although jailbreak attacks may not change the model binary (a strong
indication of integrity violation), we believe they can affect how the model
will respond to users. A successful attack “breaks” the security mechanisms
and guardrails, making the model behavior unpredictable and different from
the one programmed by their developers.
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TABLE IV
LIST OF THREATS TO LLM DEVELOPMENT AND THEIR CHARACTERISTICS.

ID Threat Goal Class Target Attack
Strategy

Adversary
Knowledge

LLM
Interaction

Affected
Use Case

I01 Training Data Poisoning [87] [94] LLM Misuse Data Infection Data 3 4 5 Black-box Indirectly FM, FT, RG
I02 Model Poisoning [21] [34] [43] [53]

[54] [79] [87] [131] [134] [138] [149]
[179] [182] [183] [252] [305] [311]
[325] [326] [329] [343] [348]–[351]

LLM Misuse Data Infection LLM 3 4 5 White-box Indirectly FM, FT, RG

I03 Fine-Tuning Poisoning [130] LLM Misuse Data Infection Data 4 5 Black-box Indirectly FT, RG
I04 RAG Poisoning [51] [52] [164] [205]

[346]
LLM Misuse Data Infection Data 1 4 5 Black-box Indirectly CB, AP, AG

I05 Model Dependencies Exploitation
[228]

LLM Misuse Third-Party SW Compromise LLM System 3 Black-box Indirectly FM, FT, RG

I06 Fake Plugins [107] LLM Misuse Third-Party SW Compromise LLM System 3 Black-box Indirectly FM, FT, RG

TABLE V
LIST OF THREATS TO LLM OPERATION AND THEIR CHARACTERISTICS.

ID Threat Goal Class Target Attack
Strategy

Adversary
Knowledge

LLM
Interaction

Affected
Use Case

A01 Disrupting Search Results [107] Service Disruption Bad LLM Response LLM 2 3 10 Black-box Indirectly CB, AP, AG
A02 Inhibiting Capabilities [107] Service Disruption Bad LLM Response LLM 2 3 10 Black-box Indirectly CB, AP, AG
A03 Output Hijacking [5] [194] [236] Service Disruption Bad LLM Response LLM System 3 5 8 Black-box Indirectly CB, AP, AG
A04 Bit-Flip Attack [68] [254] [328] Service Disruption Bad LLM Response Infrastructure 5 8 11 White-box Indirectly CB, AP, AG
A05 Sponge Examples [276] Service Disruption Resource Drain LLM 1 2 10 Black-box Multi-turn CB
A06 Time Consuming [107] [163] Service Disruption Resource Drain LLM 2 3 10 Black-box Indirectly CB, AP, AG
A07 Token Wasting [99] [196] Service Disruption Resource Drain LLM System 6 7 8 Black-box Indirectly CB, AP, AG
C01 Embedding Inversion [193] [214] Data Stealing Inference LLM System 6 7 8 White-box Indirectly CB, AP, AG
C02 Gradient Inversion [132] [247] Data Stealing Inference LLM System 5 6 8 White-box Indirectly CB, AP, AG
C03 Model Fingerprinting [218] Data Stealing Inference Infrastructure 5 11 Black-box Indirectly CB, AP, AG
C04 Token-length Inf. [309] Data Stealing Inference Infrastructure 5 6 11 Black-box Indirectly CB, AP, AG
C05 GPU Information Leak [204] Data Stealing Inference Infrastructure 5 11 Black-box Indirectly CB, AP, AG
C06 Shared-cache Hit Inf. [278] [352] Data Stealing Inference Infrastructure 1 11 Black-box Multi-turn CB, AP, AG
C07 User Data Exfiltration [22] [263] Data Stealing Inference LLM 2 Black-box One-shot CB, AP, AG
C08 Membership Inf. [8] [38] [44] [96] [207] [208] [212]

[228] [259] [275] [345]
Data Stealing Inference LLM 1 Black-box Multi-turn CB

C09 Distribution Inf. [112] [228] [257] [284] Data Stealing Inference LLM 1 Black-box Multi-turn CB
C10 User Inference [153] Data Stealing Inference LLM 1 Black-box Multi-turn CB
C11 Attribute Inference [112] [174] [279] Data Stealing Inference LLM 1 Black-box Multi-turn CB
C12 Memorized Data Extraction [35] [257] Data Stealing Extraction LLM 1 Black-box Multi-turn CB
C13 Model Replication [24] [230] [257] Data Stealing Extraction LLM 1 Black-box Multi-turn CB
C14 Model Reverse Engineering [45] [111] [353] Data Stealing Extraction LLM 9 Black-box Indirectly CB, AP, AG
C15 API Key Stealing [194] Data Stealing Extraction LLM System 2 7 10 Black-box Indirectly CB, AP, AG
C16 Prompt Leaking [3] [4] [245] Data Stealing Extraction LLM System 2 7 10 Black-box Indirectly CB, AP, AG
C17 System Dependencies Exploitation [296] Data Stealing Extraction LLM System 3 6 Black-box Indirectly CB, AP, AG
I07 Byzantine Attack [311] LLM Misuse Data Infection LLM 4 Black-box Indirectly CB, AP, AG
I08 Feedback Poisoning [7] [41] LLM Misuse Data Infection LLM 1 4 Black-box Indirectly CB, AP, AG
I09 Instruction Manipulation [69] [136] [146] [196]

[197] [255] [266] [269] [282] [308]
LLM Misuse LLM Prompting LLM 1 2 Black-box One-shot CB, AP, AG

I10 Obfuscation [18] [37] [91] [154] [173] [176] [197]
[255] [266] [335]

LLM Misuse LLM Prompting LLM 1 2 Black-box One-shot CB, AP, AG

I11 Pretending [57] [70] [72] [135] [197] [206] [255]
[268] [270]

LLM Misuse LLM Prompting LLM 1 2 Black-box One-shot CB, AP, AG

I12 Noise-based Attack [324] LLM Misuse LLM Prompting LLM 1 2 Black-box One-shot CB, AP, AG
I13 Recursive Prompt Hacking [266] LLM Misuse LLM Prompting LLM 1 2 Black-box One-shot CB, AP, AG
I14 RCE [15] [194] [197] LLM Misuse LLM Prompting LLM 2 Black-box One-shot AP, AG
I15 Prompt-to-SQL injections [194] [241] LLM Misuse LLM Prompting LLM 1 2 Black-box One-shot AP, AG
I16 Copied Prompt Injection [263] LLM Misuse LLM Prompting LLM 2 Black-box One-shot CB
I17 Fuzzing [105] [327] [336] LLM Misuse LLM Prompting LLM 1 Black-box Multi-turn CB, AP, AG
I18 Context Manipulation [23] [25] [46] [91] [154] [197]

[255] [261] [262] [266]
LLM Misuse LLM Prompting LLM 1 Black-box Multi-turn CB

I19 LLM Jailbreak Helper [37] [67] [189] [318] LLM Misuse LLM Prompting LLM 1 Black-box Multi-turn CB
I20 LLM Jailbreak Helper w/feedback [40] [75] [77]

[147] [170] [175] [184] [195] [209] [337]
LLM Misuse LLM Prompting LLM 1 Black-box Multi-turn CB

I21 Function Calling Jailbreak [314] LLM Misuse Data Infection LLM 2 Black-box Indirectly CB, AP, AG
I22 Multi-stage Exploit [107] LLM Misuse LLM Prompting LLM 2 Black-box Indirectly AP, AG
I23 Agent Infection [60] [168] LLM Misuse LLM Prompting LLM 2 Black-box Indirectly AG
I24 Output metadata Manipulation [9] [80] [181] LLM Misuse LLM Prompting LLM 1 White-box Multi-turn CB, AP, AG
I25 Chat Template Injection [144] [347] LLM Misuse LLM Prompting LLM 1 White-box Multi-turn CB
I26 Optimization-based Attack [125] [126] [143] [178]

[273] [320] [339] [354]
LLM Misuse LLM Prompting LLM 1 White-box Multi-turn CB

I27 Optimization-based Attack w/ LLM Helper [185]
[192] [341] [348]

LLM Misuse LLM Prompting LLM 1 White-box Multi-turn CB

I28 Jailbreak Bit-Flip Attack [59] LLM Misuse HW Manipulation LLM 5 6 8 White-box Indirectly CB, AP, AG
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on inputs and responses collected through queries [87]);
data learned by the LLM such as businesses secrets
(Intellectual Property) (C12); API keys that grant access
to a system (C15); or inputs provided by users that
may contain sensitive data (C16). These attacks can be
further classified into extraction or inference, based on the
form the information is obtained from the target – either
directly or estimated based on data obtained, respectively.

• Integrity: Adversaries aim to tamper with the LLM
system, by poisoning the data used to train (or update)
the model (I01, I03-04), changing model parameters and
inserting backdoor (especially in those pre-trained models
shared in public repositories) (I02), manipulating system
dependencies (I05), or even jailbreaking the security
mechanisms and guardrails of the LLM to manipulate
its behavior (I09-28). By changing the data or how
the model will respond, the adversary can disseminate
disinformation, hate speeches, discrimination, and other
offensive/biased content, distribute malware, obtain sen-
sitive data from the LLM (restricted content, such as
“how to build a bomb”), cause malfunctioning, etc. These
attacks focus on compromising the software supply chain
(Third-Party SW Compromise), poisoning training data or
auxiliary files used by the LLM system (Data Infection),
or sending malicious prompts to the system to perform
jailbreak (LLM Prompting). Another form of achieving
jailbreak is via model manipulation during runtime (HW
Manipulation).

• Availability: Adversaries aim to take down the LLM
system, making the model provide useless results (A01-
04), causing instability in the service (A05-06), or causing
monetary losses to individuals or organizations (consum-
ing a paid service in the name of the target victim)(A07).
Attacks on availability are motivated by financial gain
(via extortion), brand damage, or as a form of hacktivism.
These attacks can focus on consuming all resources from
the infrastructure or users (Resource Drain) or making
the LLM system produce useless results as response to
legitimate users (Bad LLM Response).

A threat aims to cause damage on a specific target. In our
analysis, we set as target the main element in which defenders
should focus their attention to build defenses. In case of LLM
systems, these targets can be the:

1) LLM: Causing denial of service (including performance
degradation), data/behavior manipulation, and/or leakage
of sensitive data.

2) LLM System: Causing denial of service (inability to
access the model or financial loss), remote code exe-
cution on the target system, and/or leakage of sensitive
data (such as users API keys). The system includes the
application interface and other associated services.

3) Data: Aiming to manipulate (poison) or steal sensitive
and confidential data used in the training or model
specialization process (fine-tuning or RAG).

4) Infrastructure: Having leakage of proprietary and sen-
sitive data (source code or other intellectual property
content), inability to provide services, brand damage,

and/or financial loss.

Other important aspects of our characterization involve the
attack strategy (Section V-A), how the adversary interact with
the LLM system (Section V-B), and also the LLM use case
(Sections IV-B and IV-C), since different scenarios will be
vulnerable to a particular set of threats. In the next subsections,
we detail the first two aspects, and in Section VIII, we provide
an analysis of the third.

A. Attack Strategies

There are many forms of attacking LLM systems. Adver-
saries can attack the model directly, instructing it to perform
a malicious or non-allowed action, via direct prompts, or
indirectly, by having the model processing a malicious content
obtained from an external source. LLM systems can also be
exploited using traditional attacks, targeting the authentication
process, deployment infrastructure, among other elements and
application services. These different attack forms are referred
here as attack strategies. Next, we present the strategies an
adversary can adopt to attack an LLM system. In our threat
characterization, we consider that adversaries will use at least
one of these strategies to cause harm, although we understand
that some threats can be executed using different strategies. We
also map the attack strategies to the components of a general
LLM system architecture to which they can be applied, encom-
passing parts of the development and deployment processes,
as depicted in Figure 7.

1 Direct Prompt: LLMs, especially chat-bots, allow users
to submit questions (via a prompt) directly to the model.
Adversaries can exploit this feature to perform jailbreak
attacks, obtain sensitive data, or cause service disruption
at some level.

2 Indirect Prompt: According to [230], Indirect Prompt
refers to another form of sending data to an LLM, but
instead of supplying it directly, via a prompt, an external
source is used, such as websites, files, or emails. For
instance, consider an LLM system responsible for man-
aging user’s email. An adversary targeting a particular
user using such system could hide a prompt injection in
the content of an email and send it to the victim. When
the LLM process the email (e.g., to summarize it for the
user), the content (and malicious prompt) are processed
and the malicious action may take effect. This strategy
is used to jailbreak or perform service disruption to an
LLM system, as well as steal user’s data.

3 Supply Chain: By exploiting third-party LLM system
dependencies or pre-trained LLMs (e.g., changing their
parameters), adversaries can manipulate (tamper) a sys-
tem component to create biased outcomes or introduce
security breaches to steal sensitive data or perform system
disruptions [231]. Another threat example is embedding
malware to the model (e.g., when it is loaded, a malicious
code is executed [118], [119], [232]).

4 Poisoning: An adversary manages to have access to and
manipulate the data used in the processes of pre-training,
fine-tuning, or RAG of the victim LLM to introduce
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Fig. 7. Possible attack strategies on a general view of an LLM-based system architecture, from development to operation.

vulnerabilities, backdoor, or biased behavior [232]), af-
fecting the system performance and its reliability. The
user feedback can also be a form of poisoning the
system [7], [41].

5 Insider: Another threat to LLM systems originate from
inside an organization (by its employees) or partners, with
the adversary having special privileges to or knowledge
about the training data, repository source code, deploy-
ment infrastructure, the LLM itself, RAG context data,
etc. With this special access and knowledge, the adversary
can execute actions to cause harm to the system or steal
sensitive information (including Intellectual Property).
The motivation for this type of adversary goes from retal-
iation to monetary gain, but also includes incompetence,
with employees introducing vulnerabilities in the system
due to a lack of expertise or by mistake.

6 Known Vulnerabilities: An adversary can attack an
LLM system by exploiting known software vulnerabilities
present in the system, its dependencies, from the infras-
tructure where the system is deployed, and also from the
communication channel between user and infra (when
the LLM is deployed in an external server). Examples
include vulnerabilities in the hosting operating system,
web server, TLS communication (use of an outdated
version, such as the v1.0), among others. Note that in
Supply Chain vulnerabilities, adversaries exploit system
dependencies to introduce vulnerabilities, while here,
the adversary discovers an existing vulnerability (e.g.,
originated from a bug) and leverages it to cause harm.

7 Credential Stealing: Adversaries aim to obtain access
to unauthorized data and system. To this end, they may
apply traditional attacks such as phishing or use malware
to steal users or developers credentials, so they can
have access to the LLM system, training data, code
repositories, or other important resources. Besides access
to sensitive data, they can also cause financial loss to the
victim and restrict their access to the system.

8 Exploiting Security Mechanisms: By exploiting the lack
of security mechanisms or their proper configuration,
adversaries can bypass such defenses and infiltrate in
the system to obtain sensitive data, install malware, or
cause denial of service. Some security mechanisms that

can be exploited are the system authentication process or
communication channel.

9 Reverse Engineering: LLM systems deployed directly
on user’s device (i.e., the LLM is running locally on
the device rather than a cloud infrastructure) come with
the risk of reverse engineering [45]. This practice allows
adversaries to have access to the model, its structure,
and metadata (weights and other internal parameters).
Adversaries can understand how the model works, modify
it to remove jailbreak security mechanisms, apply side-
channel attacks easier, and also obtain confidential data,
including businesses secrets (which is the LLM itself).

10 Malware: A malicious application is used to cause
damage (e.g., service degradation or disruption) or steal
confidential LLM-related data (e.g., API keys and user
supplied input, which may contain sensitive data or
business secretes). The malware can be installed in user’s
device or in the LLM system deployed network.

11 Side-Channel: This attack strategy takes advantage of
side effects that occur during the system usage, and
by monitoring them, the adversary can extract sensitive
information. Attacks consist in the analysis of power
consumption, acoustic, timing, electromagnetic, system
cache, among others. The attack usually requires physical
access to the victim device and, in many cases, especial
equipment to capture the information leakage. Insiders
can perform side-channel attacks due to their physical
access to cloud infrastructures, for instance, but other
forms of executing this attack strategy, e.g., remotely by
the network, can also be found.

B. Adversary Interaction with the LLM
To perform an attack using the strategies previously de-

scribed, adversaries need to interact with the target LLM
system to submit commands and text to try to bypass the
security mechanisms or exploit it. We are considering three
forms of interaction with the system, as presented next. Note
that depending on the interaction, attacks may be easier or
more complex to perform; the same applies for defending
against them.

• One-shot: Adversary only needs a single interaction, via
a specifically-crafted prompt, to exploit the model.
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• Multi-turn: Adversary needs two or more interactions
with the target LLM system to exploit it. In this form,
the adversary takes advantage of the model’s ability to
retain and process context over multiple prompts [46].

• Indirectly: Adversary exploits the LLM by attacking
the infrastructure, dependencies, or source of information
used by the model when performing tasks.

VI. ANALYSIS OF THREAT SEVERITY LEVELS

Attacking LLM systems can be simple or extremely difficult
depending on adversary goals and how they choose to execute
the attack. No group, company, or government wishing to
deploy LLMs has enough resources to eliminate every possible
threat. Besides, some threats can be so expensive for the
adversaries to execute (in terms of computational resources
or preparation) that the reward obtained in case of a success
is not worth it, or by the time the adversary completes the
attack, the data stolen, for instance, has no value anymore. For
such reasons, it is paramount to prioritize the limited resources
available to implement defenses against the most significant
threats for a particular business or scenario.

In this section, we analyze the threats presented in Section V
according to the likelihood of each threat occurring and the
impact in case of a successful attack. We employ two method-
ologies commonly used by the security community to assess
the severity of a threat or vulnerability: The OWASP Risk
Rating3 and the CVSS v3.14 (Common Vulnerability Scoring
System). Note that CVSS has many versions, including a more
recent one (v4.0). However, we will use version 3.1 since,
by the time of writing this paper, it is still the version most
adopted by the security community, including in the CVE
database of software vulnerabilities.

To ensure consistency in assessing the severity of all threats,
we followed a uniform approach driven by a set of assump-
tions. For each threat from Tables IV and V, we devised a
scenario illustrating how an adversary might carry out the
attack to estimate a severity level, considering a particular
attack strategy. We assumed that the target LLM system is
deployed in a manner that meets the threat prerequisites and
has a vulnerability (due to a lack of security mechanisms
or improper use or configuration of them) that allows an
adversary to exploit it via the considered threat. Whenever
possible, we used the same considerations as the authors
who presented the threat. Although methodologies like the
OWASP Risk Rating or CVSS offer detailed information on
how to compute the severity level of a vulnerability, there
is still subjectiveness in the process. Therefore, these scores
reflect our interpretations and are susceptible to discrepancies,
serving as references rather than exact measurements. For
example, if new conditions or alternative attack methods are
discovered by the time a particular threat is analyzed, this
may lead to a different interpretation. However, with the
information available today, we do not expect the analysis

3OWASP Risk Rating Methodology, available at https://owasp.org/www-c
ommunity/OWASP Risk Rating Methodology (last accessed at 2025.07.25)

4CVSS v3.1 Specification, available at https://www.first.org/cvss/v3.1/spe
cification-document (last accessed at 2025.07.25)

to vary significantly. Another point of attention is that we
considered only the technical impact of the threats on CIA
aspects, not the business impact, which could vary from one
company to another.

Table VI summarizes the main results. We represent each
threat of Tables IV and V by their ID, and present the attack
strategy considered during our estimation. Results are listed
for the OWASP Risk Rating and CVSS v3.1 methodolo-
gies, including the overall score (and its constituting values
- Exploitability/Likelihood and Technical Impact). We also
include a label indicating the severity of the threat (Low,
Medium, High, or Critical), and a string vector summarizing
the choices made during the estimation for each parameter of
the corresponding methodology.

For the OWASP methodology, the string vector is composed
of 12 characters, with each string position representing one
parameter of the methodology, having specific and predefined
values (the 0 is the minimum and 9 the maximum). The
parameters are (in order of appearance): Skill Level, Mo-
tive, Opportunity, Size, Ease of Discovery, Ease of Exploit,
Awareness, Intrusion Detection, Loss of Confidentiality, Loss
of Integrity, Loss of Availability, and Loss of Accountability.

The CVSS follows a similar way of representing the string
vector, but this methodology adopts 8 (eight) different param-
eters to compute the severity score. Each string position has
some possible values, represented by their initial letter. The
parameters are (in order of appearance): Attack Vector, At-
tack Complexity, Privileges Required, User Interaction, Scope,
Confidentiality Impact, Integrity Impact, and Availability Im-
pact. Figure 8 presents the meaning and possible values of
each character of CVSS and OWASP Risk Rating strings of
Table VI (for a complete description, see their references). The
CVSS also has an official calculator to assist in computing the
severity level, and based on the string that is inputted in the
URL, it can fills the fields automatically. We provide the links
to the calculator in the string vector representation.

In this analysis, we adopted CVSS v3.1 using only the
Base Score Metrics, but it also provides other components to
customize the severity score assessment, such as the Temporal
(analyzing the existence of exploits, patches, and credibil-
ity about the vulnerability) and Environment Score Metrics
(allowing a score customization based on asset importance).
However, we will not use these other parameters since some
of them are specific for a business case and others only apply
to vulnerabilities, not threats. In the same way, we choose to
ignore the Business Impact factor of OWASP methodology.

There are a few differences among the parameters consid-
ered in the methodologies. For instance, OWASP takes into
consideration the skill level of adversaries choosing to exploit
a vulnerability, while CVSS does not. One can argue that with
many exploits available today and the rise of LLMs, one can
easily obtain enough knowledge to execute some attacks, and
therefore, attacker knowledge is not an obstacle that needs to
be considered anymore. However, what is more important to
consider may be the resources required to perform an attack.
This aspect is reflected by both methodologies, the Attack
Complexity in CVSS and Opportunity in OWASP.

Another difference between the methodologies is that CVSS

https://owasp.org/www-community/OWASP_Risk_Rating_Methodology
https://owasp.org/www-community/OWASP_Risk_Rating_Methodology
https://www.first.org/cvss/v3.1/specification-document
https://www.first.org/cvss/v3.1/specification-document
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TABLE VI
SEVERITY SCORE OF THREATS TO LLMS USING CVSS AND OWASP METHODOLOGIES.

ID Attack
Strategy

CVSS 3.1 OWASP Risk Rating

Exploitability Tech. Impact Overall Score String Likelihood Tech. Impact Overall Score String

A01 2 1.6 4.2 5.9 (MEDIUM) NHNRUNLH 5.8 5.8 33.1 (MEDIUM) 917933680599
A02 2 1.6 4.2 5.9 (MEDIUM) NHNRUNLH 5.8 5.8 33.1 (MEDIUM) 917933680599
A03 8 2.2 5.2 7.4 (HIGH) NHNNUNHH 4.8 6.8 32.1 (HIGH) 914933630999
A04 5 0.2 4.2 4.4 (MEDIUM) PHHNUNLH 4.1 4.3 17.5 (MEDIUM) 914231490377
A05 1 2.8 1.4 4.3 (MEDIUM) NLLNUNNL 4.5 2.0 9.0 (LOW) 917671410071
A06 2 1.6 3.6 5.3 (MEDIUM) NHNRUNNH 5.8 4.0 23.0 (MEDIUM) 917933680079
A07 8 1.6 4.7 6.9 (MEDIUM) NHNRCLNH 6.8 6.0 40.5 (CRITICAL) 994933986099
C01 8 0.7 3.6 4.4 (MEDIUM) NHHNUHNN 4.1 4.5 18.6 (MEDIUM) 990233619009
C02 5 0.7 3.6 4.4 (MEDIUM) NHHNUHNN 3.9 4.5 17.4 (MEDIUM) 990231619009
C03 11 0.4 1.4 1.8 (LOW) PHLNULNN 5.3 2.3 11.8 (LOW) 914673482007
C04 6 1.0 3.6 4.7 (MEDIUM) LHNRUHNN 3.9 3.3 12.6 (MEDIUM) 990431416007
C05 5 0.2 3.6 3.8 (LOW) PHHNUHNN 4.6 3.3 15.0 (MEDIUM) 914271496007
C06 1 1.2 1.4 2.6 (LOW) NHLRULNN 4.1 1.8 7.2 (LOW) 914633436001
C07 2 1.6 1.4 3.1 (LOW) NHNRULNN 6.5 3.8 24.4 (HIGH) 947933986009
C08 1 1.6 1.4 3.1 (LOW) NHLNULNN 4.5 1.8 7.9 (LOW) 617631486001
C09 1 1.6 1.4 3.1 (LOW) NHLNULNN 3.9 1.8 6.8 (LOW) 614611486001
C10 1 1.6 1.4 3.1 (LOW) NHLNULNN 4.1 1.8 7.2 (LOW) 614631486001
C11 1 1.6 3.6 5.3 (MEDIUM) NHLNUHNN 4.5 2.5 11.3 (LOW) 644631489001
C12 1 1.6 3.6 5.3 (MEDIUM) NHLNUHNN 5.8 2.5 14.4 (LOW) 647633989001
C13 1 1.6 3.6 5.3 (MEDIUM) NHLNUHNN 5.4 2.5 13.4 (LOW) 640691989001
C14 9 0.4 3.6 4.0 (MEDIUM) PHLNUHNN 7.3 4.5 32.6 (HIGH) 994693999009
C15 2 1.6 3.7 5.8 (MEDIUM) NHNRCLLL 7.1 6.3 44.5 (CRITICAL) 997933986379
C16 2 1.6 1.4 3.1 (LOW) NHNRULNN 6.3 3.8 23.4 (HIGH) 997933916009
C17 6 3.9 1.4 5.8 (MEDIUM) NLNNCLNN 6.1 3.3 19.9 (HIGH) 997635916007
I01 3 1.6 2.5 4.2 (MEDIUM) NHNRUNLL 6.1 5.3 32.2 (HIGH) 944933980759
I02 3 1.6 4.2 5.9 (MEDIUM) NHNRUNHL 6.8 5.8 38.8 (HIGH) 994933980959
I03 4 1.6 2.5 4.2 (MEDIUM) NHLNUNLL 5.0 4.8 23.8 (MEDIUM) 944691430757
I04 1 1.6 2.5 4.2 (MEDIUM) NHLNUNLL 5.8 5.3 30.2 (MEDIUM) 947633680759
I05 3 1.6 5.3 7.5 (HIGH) NHNRCLHL 6.8 7.3 48.9 (CRITICAL) 994933986959
I06 3 1.6 3.6 5.3 (MEDIUM) NHNRUNHN 6.1 5.3 32.2 (HIGH) 944933982919
I07 4 1.6 2.5 4.2 (MEDIUM) NHLNUNLL 4.3 4.8 20.2 (MEDIUM) 944631430757
I08 1 1.6 2.5 4.2 (MEDIUM) NHLNUNLL 4.3 4.8 20.2 (MEDIUM) 944631430757
I09 1 2.8 4.7 7.6 (HIGH) NLLNULHL 6.4 3.3 20.7 (HIGH) 647699912911
I10 1 2.8 4.7 7.6 (HIGH) NLLNULHL 6.4 3.3 20.7 (HIGH) 647699912911
I11 1 2.8 4.7 7.6 (HIGH) NLLNULHL 6.4 3.3 20.7 (HIGH) 647699912911
I12 1 2.8 4.7 7.6 (HIGH) NLLNULHL 6.4 3.3 20.7 (HIGH) 647699912911
I13 1 2.8 4.7 7.6 (HIGH) NLLNULHL 6.4 3.3 20.7 (HIGH) 647699912911
I14 2 1.6 6.0 8.3 (HIGH) NHNRCHHH 6.8 9.0 60.8 (CRITICAL) 997933689999
I15 1 1.8 6.0 8.5 (HIGH) NHLNCHHH 5.5 7.0 38.5 (HIGH) 997633619991
I16 2 1.6 4.7 6.4 (MEDIUM) NHNRULHL 5.9 6.3 36.7 (HIGH) 947933482959
I17 1 2.8 4.7 7.6 (HIGH) NLLNULHL 6.8 3.3 21.9 (HIGH) 947699912911
I18 1 2.8 4.7 7.6 (HIGH) NLLNULHL 6.4 3.3 20.7 (HIGH) 647699912911
I19 1 2.8 4.7 7.6 (HIGH) NLLNULHL 5.9 3.3 19.1 (MEDIUM) 940699912911
I20 1 2.8 4.7 7.6 (HIGH) NLLNULHL 5.9 3.3 19.1 (MEDIUM) 940699912911
I21 2 1.6 4.7 6.4 (MEDIUM) NHLNULHL 6.6 3.3 21.5 (HIGH) 944699482911
I22 2 1.6 5.3 7.5 (HIGH) NHNRCLHL 6.8 7.3 48.9 (CRITICAL) 997933686959
I23 2 1.6 5.3 7.5 (HIGH) NHNRCLHL 7.1 7.3 51.7 (CRITICAL) 997933986959
I24 1 1.6 4.7 6.4 (MEDIUM) NHLNULHL 5.6 3.3 18.3 (MEDIUM) 944639912911
I25 1 1.6 4.7 6.4 (MEDIUM) NHLNULHL 6.1 3.3 19.9 (HIGH) 647679912911
I26 1 1.6 4.7 6.4 (MEDIUM) NHLNULHL 5.6 3.3 18.3 (MEDIUM) 944639912911
I27 1 1.6 4.7 6.4 (MEDIUM) NHLNULHL 5.1 3.3 16.7 (MEDIUM) 940639912911
I28 5 0.2 4.2 4.4 (MEDIUM) PHHNUNHL 4.0 5.3 21.0 (MEDIUM) 944231180957

(a) CVSS 3.1 (b) OWASP Risk Rating
Fig. 8. Example on how to interpret the severity score string values. On part (a) we provide the scoring produced using CVSS 3.1 ratings, whereas on (b),
we provide an example of the OWASP risk rating. The acceptable values for each character is listed within parentheses.
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https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:N&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:C/C:H/I:H/A:H&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:P/AC:H/PR:H/UI:N/S:U/C:N/I:H/A:L&version=3.1
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considers User Interaction in the process, while OWASP does
not. This is important because some threats can be exploited
only in the moment the user performs a certain action, while
others can be exploited at any time, elevating the risks. On
the other hand, OWASP considers the Motive of adversaries in
exploring a threat, based on the reward obtained. This can also
increase or decrease the chances for a threat being exploited:
the greater the potential rewards, the more likely adversaries
are to invest time and resources in attempting the exploitation.

In the Impact category, OWASP provides a more granular
level of choices when estimating the damage of a successful
exploitation, allowing values from 0 to 9. CVSS provides only
3 choices: No Impact, Low Impact, and High Impact. Having
more values to choose enables a more precise estimation, but
also increases the chances for disparities related to subjec-
tiveness. Another difference is that OWASP includes Loss
of Accountability in the process, which considers the impact
of tracing back adversary actions on the affected system to
individuals. CVSS does not include this category, but does
include Scope, which analyzes the impact of an exploit in
other resources beyond the affected one.

OWASP methodology proposes using only a label to rep-
resent the severity level of a vulnerability, whereas CVSS
assigns a value from 0.1 to 10, from which a label is derived.
In Table VI, in addition to the label obtained following
OWASP methodology, we also presented a value obtained by
multiplying the Likelihood and Technical Impact averages to
understand how the values were distributed among the labels.
Note that by the results, we had values, such as for A02
threat of 33.06 with a MEDIUM label, but lower values were
attributed a HIGH label, such as for the C07 case, with a
value of 24.37. By considering the possible values as 0 to 9,
the minimum and maximum values for OWASP would be 0
and 81, respectively.

We can also see by the results that, for the same threat,
different severity levels were obtained in some cases. In most
cases, the severity level of OWASP was higher than that of
CVSS. Another difference in the results is that six threats were
assigned a CRITICAL label in OWASP, while no case was
defined in CVSS.

Note that many of the threats presented the same severity
level. Such examples are mostly related to Jailbreak attacks,
a common threat to LLMs. We have considered different
forms of performing a jailbreak; however, when computing
their severity level, most of them have the same impact and
exploitability/likelihood parameters. For this type of threat, we
have considered high impact levels in integrity and low levels
in confidentiality and availability, since after a successful
exploit of the LLM, adversaries can have access to some
sensitive data and make it behave as they wish (i.e., completely
control of the LLM).

Based on the results, one can prioritize the most severe
threats according to the overall score or focus on those that
have a higher impact or higher chances of occurring.

VII. EXISTING MITIGATION STRATEGIES

Based on the threats discussed so far, it is evident that
the use of LLMs demands specialized security measures that

traditional controls fail to address. To secure systems using
this technology, additional countermeasures must be integrated
throughout the entire software and LLM development life
cycles. This section presents techniques to secure the develop-
ment, deployment, and use of LLM systems that can mitigate
threats and potential risks associated with LLMs.

In this section, we describe how we divided the mitigation
techniques into eight categories, each dealing with one part of
the LLM system. Note that some techniques may be applicable
to more than one category, and for a single threat, more than
one technique can be applied. Next, we explain the categories
and provide examples of techniques for each one of them.
Table VII presents a compilation of some techniques proposed
for mitigating the threats presented in Section V, highlighting
the life cycle phase and use case scenario in which it should
be implemented (or impacts).

We highlight that this is not an exhaustive literature revi-
sion, nor does it presents all possible defensive techniques
used by security professionals in real-world scenarios. It is
a compilation of techniques referenced in the literature and
proposed as mitigation to threats, as well as those considered
most effective by security specialists. The eight mitigation
categories described below were obtained from our literature
review in Section III and sources such as the Department of
Homeland Security [221] and NIST [228].

1 Data Management: An LLM, as with any IA technique,
is as good as the data it was trained on. The difference is
that LLMs require huge amounts of data compared with
other techniques. However, one must be cautious about
the data it uses to train the model, since many problems
can arise, ranging from privacy issues to poisoning. Some
techniques that should be used in any LLM pipeline are
data cleaning (including the application of anonymization
on sensitive data [87], [150], [323]); sanitization (to
detect and remove adversarial data) [228], [230], [269];
encryption (at rest, on training data stored in the LLM
infrastructure to avoid compromise) [221]; and a strict
access control policy to limit the access to and manip-
ulation of the training data [87], [221]. Other important
techniques are related to Data Provenance Analysis [87],
[230], by recording the obtained data metadata (e.g.,
source, modification date, etc), and Multiple Training
Data Providers [87], by adopting a source credibility
analysis or getting data from multiple sources in different
time intervals, all with the aim of mitigating poisoning
and supply chain threats.

2 Infrastructure - Development Environment: Besides
protecting the data, it is also paramount to protect the
LLM development infrastructure, to counter any supply
chain, insider, or other threat that may compromise the
system during its development. Some important tech-
niques that can be applied here are: a strict access
control policy to limit the access to data and resources
to the minimum level, and only for those who require it
[87], [221]; encryption of data (in transit) [221]; strong
authentication [230]; and secure session management to
provide and maintain access to developers; restriction to
only trusted development tools [221], [230] with integrity
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verification processes [228], [230] to avoid supply chain
threats; VPN for remote access to the infrastructure [289];
and many others presented in Table VII. For this category,
it is also important to adopt Security and Privacy Best
Practices, i.e., DevSecOps/LLMOps/SSDLC/Security by
Design [221] and Privacy by Design [36], which will
aid in mitigating many threats and compliance issues.

3 Infrastructure - Deployment Environment: When
LLM systems are deployed and ready for use, the se-
curity of the infrastructure relies on how the system
was developed and whether security best practices were
used. Infrastructure security also relies on the techniques
that can be applied to protect the system, data, and
users from threats, since despite the adoption of security
practices during development, failures can still occur and
vulnerabilities can be discovered. Some of the defense
techniques include creating a segmented network and
isolated environment to deploy the LLM system [194],
so that it does not compromise other resources in case
of a breach. Also important are logging and audit trails
[55], [87], [221], [230]; routine vulnerability scanning
on infrastructure [221]; software update and patching
[230]; and environment monitoring, including solutions to
detect threats [64], [221], [230], [289], [298] and mon-
itor resource utilization [64], [230]. Finally, restricting
resources usage can mitigate DoS attacks, with some
techniques limiting the control over the LLM context win-
dow [64], [230]; energy consumption [276]; resources per
request [87], [230]; and also defining a rate limiting and
throttling [87], [230] on requests to LLMs. Another line
of defense can be the offense, with solutions exploring
vulnerabilities in automated attacks to disrupt operations
[239].

4 LLM / App Robustness and Protection: The core of
an LLM system is the model. Many attacks target the
model, trying to cause a jailbreak, manipulate data, or
obtain sensitive data. The techniques to protect the model
and make it more robust against attacks can be further
classified into four distinct groups:
• Model Adversarial Protection: Techniques ranging

from adversarial training [64], [87] and backdoor de-
tection [64], [248] to model retraining (or fine-tuning)
[152], [197], [269], distillation [64], [237], and com-
pression [113]. There are also techniques based on the
moving target defense [42] approach.

• Model Privacy Protection: Techniques adding noise
or new data in the model training process to protect
sensitive data (differential privacy [64], [87], [101],
[323], watermarking [64], [215], [233], regulariza-
tion [64], gradient-based defenses [215]), training the
models in a specialized way such that sensitive data
is protected or avoided during the model conception
(task-specific knowledge distillation [101], federated
learning methods [323]) or removing sensitive data
from already trained models (unlearning [47], [84],
[87], [115], [256], [281] and privacy with backdoors
[87], [116]). Another type of technique consists in

protecting models from side-channel attacks caused by
timing and power leakage. In the LLM context, many
works show that graphical processing units (GPUs) can
leak sensitive data and be exploited. Defenses can be
the use of software-based techniques that create some
sort of obfuscation during processing, such as shuffling,
random workload execution, or using constant-time al-
gorithms [122], [322], [338]. Other approaches, based
on hardware, aim to reduce the leakage by using an
electromagnetic shielding or via noise generation (with
a radio-frequency device) [122], [338].

• Model Supply Chain Protection: Techniques for
selecting foundation open-source models [87], defining
and analyzing LLM system software bill of materials
and machine learning bill of materials (SBOM / ML-
BOM) [230], and also performing software dependen-
cies verification and selection [221].

• Model General Protection: Model defense techniques
against memory manipulation [59], [190], [217], [300]
or exploitation of model deserialization vulnerabilities,
using safe persistence formats to deploy models [228],
since many common libraries have vulnerabilities that
allow code execution in the hosting environment,
e.g., via I47 attack, exploiting CVE-2022-29216 (for
tensorfow), or CVE-2019-6446 (for pickle in neural
network tools). This group also considers the execution
of red teaming practices on LLM (including LLM
vulnerability scanners) [26], [28], [87], [171], [215],
[230], [269], [289] to search for risks and vulnerabil-
ities in the LLM system. Although such practices are
constantly encouraged by the industry, [88] argues that
red teaming is often divergent regarding its purpose,
settings, and target, and brings several concerns about
this practice, characterizing its scope, structure, and
criteria. Finally, using techniques such as reinforcement
learning from human feedback (RLHF) [228], [280]
or supervised fine-tuning [102] can help align the
model with the system goals, preventing unwanted
behaviors and leaking of sensitive content. In particular
for the I50 attack, [130] discusses different techniques
to defend against such a threat depending on the fine-
tuning technique used. Defensive prompts [314] can
be another alternative when additional LLM training
is not possible.

5 Input Preprocessing: Analyzing and processing inputs
to the LLM system should also be another concern. It
is paramount to consider any entity supplying data to
the system as unreliable, and apply different techniques
before data is ready for use within the system. Tech-
niques exist for validating [64], [87], [228], [230], [269],
sanitizing [87], [228], [230], [269], and formatting [64],
[87], [168], [228], [283], [332] the input, for instance, so
that the model can distinguish between user and injected
instructions. Another class of techniques encompasses
the detection of malicious content within the input, us-
ing techniques such as poisoning protection [64], [248],
[249], context-aware filtering [269], adversarial examples
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detection [64], segmentation [269], warning [64], [151],
latent-space monitoring [12], [13], Key-Value Caches
Optimization [148], classifiers [48], [95], and also using
another LLM to verify the input for malicious content
[196], [228], [266]. Other works analyze the inputted
prompt using mechanisms such as the attention distri-
bution [138], [192], Gradient Cuff [127], or the LLM
activations during inference that are outside a defined
safety boundary [100] to detect malicious content (a
jailbreak attempting).

6 Output Processing: It is also important to verify the
output of an LLM, since sensitive content may be re-
turned to users and applications. Some techniques to
this purpose include validation [87], [107], [230], [269],
sanitization [87], and encoding [230], [269], with some
of them aimed to mitigate undesired code execution or
to make automatic processing of outputs more difficult.
Techniques for malicious content detection can also be
used, including the use of another LLM to verify the
content to detect offensive or otherwise undesired content
[81], [266] or provide model theft protection [82], [83].

7 User’s Device: When an LLM runs on a user device,
specific techniques are required to provide security in an
unsafe and uncontrolled (by the LLM provider) environ-
ment. To protect sensitive data or company intellectual
property information from leaks, techniques such as a
trusted execution environment technology [45], [103]
can be adopted. Besides, all communication between a
user’s device and the LLM provider should be encrypted
[221] and have strong authentication [230] and secure
session management. Antivirus or control-flow integrity
techniques can provide device endpoint security [64], and
device authentication and attestation can allow a trust
evaluation between the parties.

8 User Awareness: The last category is about people, with
some solutions requiring the user to approve or confirm
(declare consent) about the execution of privileged op-
erations executed by the LLM system, e.g., human-in-
the-loop [87], [230], especially in scenarios where LLM-
integrated applications are used and can perform opera-
tions in the device. Another important aspect involving
users, including end users and developers in general,
is training [87], [221]. It is important to inform those
responsible for operating the system or developing it
about LLM threats and usage risks, as well as Security
by Design / Secure Software Development Lifecycle
(SSDLC) principles [221] (including Defense-in-Depth,
Least Privilege, Separation of Duties, Weakest Link,
among other security principles), and Privacy by Design
[36], [87]. Having knowledge about these topics can be
effective in counter LLM attacks.

In Table VIII, we present the attack strategies attenuated
by the mitigation techniques above. All marked cells indicate
that a particular attacker strategy has had its effects reduced or
completely mitigated by the adoption of the technique. Note
that many techniques may reduce the risk of a particular threat,
and an effective mitigation should employ multiple techniques

concurrently as a Defense-in-Depth approach.

VIII. ANALYSIS OF LLM DEPLOYMENT SCENARIOS

Based on the scenarios presented in Section IV and the
threats presented in Section V, we can see that not every
threat applies to all LLM deployment scenarios. For instance,
threat C14 (Model Reverse Engineering) only affects models
deployed on users’ devices, not in external servers (e.g., the
cloud); for those, threat A06 (Time-consuming Background
Tasks) is applicable, with adversaries trying to cause instability
in the system for legitimate users. For this reason, a deeper
analysis of a specific LLM scenario is necessary to identify
the relevant threats and best defense strategies to put in place.

To assess the full impact of the surveyed threats, we conduct
structured threat modeling across the four representative LLM
scenarios described in Section IV-E. This process allows for
a consistent evaluation of how literature threats associates to
practical threat evaluations, regarding severity, attack strate-
gies, and mitigations, enabling future researchers to understand
to what extent each threat applies to a given deployment.
While not exhaustive, the provided modeling bridges theoret-
ical insights from literature with practical guidelines, such as
from OWASP Top 10 LLM [230], supporting more grounded
and actionable security recommendations.

A. Application of STRIDE for LLM Scenarios

For the threat modeling, we apply the STRIDE framework
[159]. We present potential and general risks or threats as-
sociated with one or more STRIDE mnemonic(s) (and the
OWASP Top 10 LLM category, whenever available), a brief
remark about the adversary goal and capabilities, the possible
strategy adopted to perform the attack (from Section V-A),
and the severity score considering the scenario under analysis
and any relevant consideration described in the remark. We
associate these general risks/threats with the threats mapped
in Section V, and provide potential mitigation strategies from
Section VII. For the severity score methodology, we consider
only the CVSS v3.1 due to the advantages and objectiveness
noticed during its application in Section VI, but we highlight
that OWASP methodology would fit as well. Notice, however,
that the severity score of a particular risk may have a different
value compared to the associated threats mapped, since the
score in the STRIDE analysis is adapted to the scenario under
consideration. For instance, in Table XI, the Token Wasting
risk has a different CVSS value than the A07 threat presented
in Table VI, since the conditions for the calculus changed (the
privileges required changed from High to None, increasing the
chances of a successful attack, thus elevating the score).

For each STRIDE acronym, we consider the interpretation
adapted to the LLM context presented in Table IX. Tables X
to XIII present our analysis results.

B. Analysis of Threats Vectors across Different Scenarios

Based on the threat model analysis, we examine the security
implications of the main architectural differences and design
choices across LLM deployment scenarios. We then identify
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TABLE VII
LIST OF MITIGATION TECHNIQUES, THEIR APPLICABILITY TO LLM LIFE CYCLE PHASES, AND THE AFFECTED DESIGN CHOICES PER USE CASE.

LLM System Life Cycle
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M01 Data Cleaning [87] [150] [323] 1 - - - - - DP, CL - - -
M02 Data Provenance Analysis [87] [230] 1 - - - - - DP, DI, SI, CL - - -
M03 Multiple Training Data Providers [87] 1 - - - - - DP, CL - - -
M04 Training Data Encryption (at rest) [221] 1 - - - - - DI, SI - - -
M05 Training Data Sanitization [228] [230] [269] 1 - - - - - DP, CL - - -
M06 Strict Access Control Policy [87] [221] [230] 1 2 3 DI, SI, AR

M07 Development Environment Monitoring [230] 2 - DI, SL, SI

M08 Restriction to Trusted Development Tools [221] [230] 2 - DI, SL

M09 Security and Privacy Best Practices Adoption [36] [221] 2 DP, DI, SL, SI, IO, AR, CL

M10 Signature and Integrity Verification [228] [230] 2 - SL

M11 VPN for Remote Access [289] 2 - DI

M12 Incident Response Plan [221] 2 3 - - - - - DI

M13 Logging and Audit Trails [55] [87] [221] [230] 2 3 DI, SI, AR

M14 Network Segmentation [258] 2 3 DI, SI

M15 Network Traffic Analyzer [289] 2 3 DI

M16 Routine Software Update and Patching [230] 2 3 SL

M17 Routine Vulnerability Scanning on Infrastructure [221] 2 3 DI

M18 Secure Environment Configuration [221] 2 3 DI, SI, AR

M19 Communication Data Encryption (in transit) [221] 2 3 7 DI, IO, AR, CL

M20 Secure and Strong Authentication [230] 2 3 7 DI

M21 Secure Session Management [213] [229] 2 3 7 DI

M22 Data Processing Encryption (in use) [62] 3 - - - - - - - - DI, SI

M23 Deployment Environment Monitoring [64] [221] [230] [289] [298] 3 - - - - - - - - DI, SI, AR

M24 Execution Environment Isolation [194] 3 - - - - - - - - DI, SI, AR

M25 Limiting Infrastructure Resources Use [64] [87] [230] [276] 3 - - - - - - - - DI

M26 Load Balancing Adoption [267] 3 - - - - - - - - DI

M27 Minimum Software Permissions and Execution Rights [87] [194] [230] 3 7 - - - - - - - - DI, SI, AR

M28 Trusted Execution Environment Technology Adoption [45] [103] 3 7 - - - - - - - - DI, SI

M29 Model Adversarial Protection [42] [64] [87] [111] [113] [124] [152] [156] [191]
[197] [237] [242] [248] [269] [286] [295] [304] [344]

4 - - - - - DP, IO

M30 Model General Protection [20] [26] [28] [32] [50] [59] [71] [73] [87] [88] [92]
[98] [102] [145] [167] [169] [171] [190] [215] [217] [228] [230] [244] [253] [269]
[280] [289] [293] [297] [300] [314] [316] [321] [332]

4 - - - - DI, SL, SI, IO, AR

M31 Model Privacy Protection [47] [64] [78] [84] [87] [89] [101] [115] [116] [141]
[157] [200] [202] [203] [215] [235] [240] [256] [281] [291] [323]

1 4 - - - - DP, IO

M32 Model Supply Chain Protection [87] [221] [230] 4 - - - - - DI, SL

M33 Malicious Input Content Detection [12] [13] [33] [48] [64] [95] [100] [107] [127]
[128] [138] [142] [148] [151] [177] [192] [196] [216] [228] [248] [249] [266]
[269] [285] [301] [315]

5 - - - - - - - - IO

M34 Prompt Instruction and Formatting [64] [87] [168] [228] [283] [332] 5 - - - - - - - - IO

M35 Sanitization [87] [228] [230] [269] 5 - - - - - - - - IO

M36 Validation [64] [87] [228] [230] [269] 5 - - - - - - - - IO

M37 Encoding [230] [269] 6 - - - - - - - - IO

M38 Malicious Output Content Detection [81]–[83] [266] 6 - - - - - - - - DP

M39 Sanitization [87] 6 - - - - - - - - DP

M40 Validation [87] [107] [230] [269] 6 - - - - - - - - DP

M41 Device Authentication and Attestation [201] [294] 7 DI, SL, SI, IO, AR, CL

M42 Device Endpoint Security Solution Adoption [64] 7 DI, SI, IO, AR, CL

M43 Human-in-the-loop [87] [230] 8 - - - - - - - - - DI, IO, AR

M44 Training Developers [36] [87] [221] 8 - - - - - DP, DI, SL, SI, IO, AR, CL

M45 Processing Obfuscation [122] [322] [338] 4 - - - - - - - - DI, SI

M46 Device Shielding [122] [338] 3 , 4 - - - - - - - - DI, SI

M47 Hack-back [239] 3 - - - - - - - - DI



20

TABLE VIII
MAPPING ATTACK STRATEGIES TO CORRESPONDING MITIGATION

TECHNIQUES.

Mitigation Attack Strategies Attenuated
Technique (ID) 1 2 3 4 5 6 7 8 9 10 11

M01
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M05
M06
M07
M08
M09
M10
M11
M12
M13
M14
M15
M16
M17
M18
M19
M20
M21
M22
M23
M24
M25
M26
M27
M28
M29
M30
M31
M32
M33
M34
M35
M36
M37
M38
M39
M40
M41
M42
M43
M44
M45
M46
M47

key security concerns that emerge from the differing threat
vectors inherent to each scenario and provide recommenda-
tions aiming to support future researchers and practitioners in
developing robust security controls for LLM systems.

1) On-device vs. Off-device Model Deployment: The first
design choice when deploying LLMs is to define where the
model will be hosted, on a user’s device (Section IV-E2,
Table XI) or on an external server (Section IV-E3, Table XII
or Section IV-E4, Table XIII). Here, we are not concerned
about the processing power or other resource limitations of
running LLMs on users’ devices, only in the threats to which
the model will be exposed.

The first major threat of on-device deployed models is
the possibility of reverse engineering (attack strategy 9 ).
Having the model deployed on the device allows adversaries to
learn about how the model works, obtain internal information,
submit any amount of queries to the model without rate
limiting (a good security mechanism for external deployed
models), and create a shadow model easier.

Another threat to models deployed on user devices is mal-
ware (attack strategy 10). The LLM provider has no control
over what tools and applications are running on a user’s device,
where the model is being executed. Malicious applications can
steal users’ data (including chat history and keys to access the
model - C15-16), perform unauthorized actions on the model
(I09-27), and also cause denial of service (A01-03, A06-07).
Protecting the model in a user’s device is a difficult task,
requiring additional hardware to provide some level of security
(M28) and endpoint software solutions (M42).

In addition to these two major threats, side-channel attacks
are facilitated when LLMs run on user devices. Although this
type of attack can also occur when models are deployed in
external services (C04, C06), by having access to the model,
adversaries have more techniques at their disposal to perform
the attack. In this way, they can learn a model’s sensitive
information and internals (C03, C05), and are not limited to
only performing queries to the target model and trying to learn
from the results. In addition, adversaries can perform jailbreak
by hardware manipulation (I28) to abuse the LLM.

However, some threats are attenuated when models are de-
ployed on a device, such as the Impersonating the User threat.
Note that the CVSS score decreased from 6.4 (Table XII) to
5.0 (Table XI), since an attack would require the adversary to
obtain physical access to the device compared to deployments
in external servers, in which adversaries can access the LLM
remotely. Besides, on-device models can better preserve user
privacy, since no data is required to leave the device.

Although deploying LLMs in external servers has advan-
tages (including not depending on device processing power or
worrying about its energy consumption), it also exposes the
model to more threats, facilitating attacks strategies such as
5 , 6 , 7 , and 8 . A common issue to services deployed

in external servers is proper attestation. Adversaries may
perform man-in-the-middle (MITM) attacks to intercept user
communications, read sensitive information, and/or change
it, or launch spoofing attacks to redirect users to malicious
services. In addition, Insiders (attack strategy 5 ) become a
threat in such a configuration when it comes to the LLM
operation, because people with special access or knowledge
about the infrastructure and solution become an adversary.

Lack or improper use of logging is not a threat itself, but
it is a significant risk due to the inability to identify some
attacks aimed at stealing data, as well as silent attacks that do
not interrupt a service or cause perceptual damage. Performing
logging for models deployed on a user device can also be a
protection choice, but it is less effective because it can be
easily disabled or changed (by malware, for instance).

Another risk that comes with the deployment of LLMs is
allowing different users (or applications) to access the same
model, hosted in a shared infrastructure, with each one having
access to an instance of the running service. This exposes
users to additional threats, especially because the model needs
to maintain context information for each user/app invoca-
tion (containing sensitive data) (C16, I14), shared resources
(A04), databases (I15), etc. Isolation of environments and
LLM instances (M24) or even the use of trusted execution
environments (M28) are some possible mitigation strategies.
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TABLE IX
APPLICATION OF STRIDE FOR THE LLM CONTEXT

Category Description

(S)poofing Adversary impersonates a legitimate user or system developer / administrator to gain access and manipulate or
misuse the model’s capabilities.

(T)ampering Adversary manipulates data (training, fine-tuning, or RAG context data), model inputs/outputs or the environment
where the model runs (configuration files, access control permissions, etc.).

(R)epudiation Adversary manipulates inputs to the LLM or performs adversarial attacks without being discovered, because there
is no logging / authentication feature or it is insufficient.

(I)nformation Disclosure Adversary obtains sensitive information from the LLM, memorized by the model during the training, fine-tuning,
or RAG data, by means of prompts or reverse engineering it.

(D)enial of Service Adversary makes the LLM system unavailable through resource exhaustion or API flooding/wasting.
(E)levation of Privilege Adversary gains unauthorized control of model or system resources.

TABLE X
THREAT MODELING OF LLM SCENARIO 1 - DEVELOPMENT OF AN LLM FOR CHAT-BOT APPLICATION.

STRIDE
Acronym

Risk
(Owasp Top 10 LLM) Remark CVSS

Score
Attack

Strategy
Related
Threats

Possible
Defenses

S T D Impersonating the User
(LLM04:2025)

Adversary impersonates a legitimate user and manipulates information
(obtained from public sources) used during LLM training. Adversary
injects corrupted, malformed, irrelevant, or adversarial data into the
training set to overwhelm and make the learning process more difficult
or to cause performance degradation.

4.8 4 I01, I03 M02,M06,
M13,M20

S T D E Impersonating Vendor
(LLM03:2025)

Adversary impersonates a legitimate vendor or open-source con-
tributor, responsible for providing software used during the model
development pipeline.

8.9 3 I05-06 M06-10,
M32

T Model Manipulation
(LLM03:2025)

Adversary manipulates the weights, hyper-parameters or other meta-
data that affects the LLM training.

5.0 3 I02 M06-07,
M10,M13

T, I, D Data Manipulation
(LLM04:2025)

Adversary (insider or one compromising developer’s credentials or
security mechanisms) manipulates the data used during LLM training,
stored on company’s premises.

6.2/6.0 4 5 I01 M02,M04,
M06-07,

M13,M20
R Lack of Logging (-) Adversary performs malicious and unauthorized actions du- ring LLM

development without being discovered (there is no mechanism to track
who added or changed data).

5.0/5.0 7 8 - M13

I Sensitive Data Leakage
(LLM02:2025)

LLM may expose sensitive information during its operation if trained
on such data, due to its data memorization capability.

6.5 1 C12-13 M01,M31

External servers require additional security tools to limit the
access to the LLM (M25), such as the use of encryption (in
transit - M19), firewall (M15), VPNs (M11), access control
(M06), authentication technologies (with strong recommenda-
tions of two factor authentication - M20), and proper config-
uration of all of these tools (M18).

In summary, for LLMs deployed on user devices, the
adversary needs either physical access to the device or to
convince the user to install malware. For LLMs deployed on
external servers that adversaries can access from anywhere, the
adversary only needs to know the address to make requests,
resulting in a higher number of threats and the need to put even
more security mechanisms in place. For hybrid deployments,
both threat scenarios must be taken into consideration.

2) On-cloud vs. On-premises Infrastructure: Another de-
sign choice when deploying LLMs, in this case, in external
servers with users making queries to the model via APIs
or websites, is to use the companies own infrastructure (on-
premise) or a third-party Cloud Service Provider (CSP). Again,
here we make the analysis from a security perspective and
not considering financial costs or other aspects (e.g., physical
space, maintenance).

Using company premises to deploy LLMs (Section IV-E1,
Table X) requires the purchase (for some technologies), in-

stallation, and configuration of many tools to provide security
to the model and infrastructure, such as firewall (M15), VPN
(M11), authentication (M20), access control (M06), and rate
limiting and throttling (M25), among other techniques and
technologies. This is important to ensure a Defense-in-Depth
approach [265].

By using a third-party CSP, we can have all these tools
already in place, requiring one-click to activate them. How-
ever, it is imperative to configure tools properly (M18) and
to avoid (or pay special attention to) default configurations,
which could be inefficient and even make software vulnerable
to attacks.

External servers are vulnerable to Insiders (attack strategy
5 ). Both on-premise and on-cloud options share this threat,

with the latter being amplified due the use of an infrastructure
owned by a third party, in which trust is paramount due to the
LLM developer not knowing (or being able to control) who
has access to the infrastructure and data stored. Note, however,
that the CVSS (and other methodologies) do not present a way
to highlight this difference regarding the insider threat, thus not
reflecting it in the severity score. More details are discussed
in Section IX-C.

The lack or improper implementation (and use) of logging
to track users’ actions every time they perform a query, log

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:H/A:H&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:H/UI:N/S:U/C:N/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N&version=3.1
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TABLE XI
THREAT MODELING OF LLM SCENARIO 2 - CHAT-BOT APPLICATION ON USER’S DEVICE.

STRIDE
Acronym

Risk
(Owasp Top 10 LLM) Remark CVSS

Score
Attack

Strategy
Related
Threats

Possible
Defenses

S T I Impersonating the User
(LLM03:2025)

Adversary (with physical access to the physical device or using
malware) makes requests as if they were the legitimate user to obtain
sensitive information or influence model behavior. Adversary may
also manipulates the weights, hyper-parameters, or other metadata
(including RAG data) that affects the LLM.

5.0/5.0 1 7 C15,
I09-27,

I02

M20,M29,
M31,

M33-36,
M42

R Lack of Logging (-) Adversary performs malicious and unauthorized actions when using
the model without being discovered (there is no mechanism to track
who added or changed data).

3.8/3.8 7 8 - M13

R Denial of Malicious
Inputs (-)

Adversary performs an impersonation attack on a particular user. That
user cannot deny malicious actions performed by the adversary.

5.6 1 - M13,M20,
M21,M41

I Local Data Leakage
(LLM02:2025)

Adversary exploits vulnerabilities in the device, a compromised LLM-
related software component (supply chain attack), or makes the user
to install malware. The goal is to steal sensitive data handled by or
provided to the LLM (conversations, search history, and documents).

5.3/6.4 3 10 C15-16,
I05-06

M16,M27,
M32,

M41-42,
M44

I Side-channel Leak (-) Adversary performs side-channel attacks in the device to obtain
sensitive information from the LLM (internals, user queries, etc.).

1.8 1 C03 M28,M31,
M45

I Reverse Engineering
(RE) (-)

Adversary reverses engineering the LLM to obtain sensitive data by
analyzing the binary file available in user’s device or to create a
shadow model (via prompts). The goal is to steal IP data (for business
competitiveness) or attack other devices using the same model.

5.6/4.0 9 1 C13-14 M04,M19,
M28

D Device Resource
Exhaustion

(LLM10:2025)

Adversary overwhelms the device by instructing the model to per-
form time-consuming tasks before answering requests, affecting user
experience (service degradation); this is done in the background (not
visible to user) and can be achieved using malware.

4.2 10 A06 M25,M29,
M33-36

D Token wasting (-) Adversary steals user’s API key (e.g., using malware) and perform
several operations with it, incurring in financial loss or running out
resource usage.

4.8 10 A07 M20,M25,
M41-42

T I D E Privilege Escalation
through Exploits (-)

Adversary exploits vulnerabilities in the system (OS or application) to
escalate privileges (usually using malware), having access to sensitive
data and the ability to change the application behavior.

6.4 10 I05-06 M24,M27,
M42

in to the system, or perform modifications in the model or
infrastructure, can also be a major risk for both deployment
scenarios. This practice (M13) can help detect attacks and
anomalies in the system, but requires regular review, using
manual or automated methods [186], [188].

In summary, deploying models on premises is more com-
plex, but it does not require trusting a third party. The level of
trust regarding highly sensitive information can be a turning
point in deciding which approach to choose. Although it is
easier to obtain top-notch security tools when using a CSP,
the lack or improper configuration of the environment and
tools can be dangerous, and the use of default configurations
is not always the best option.

3) LLM Development vs. Operation Phases: Different
threats occur to the phases related to the LLM development
(Section IV-E1, Table X) and operation (Section IV-E2, Ta-
ble XI; Section IV-E3, Table XII; and Section IV-E4, Ta-
ble XIII), requiring the adoption of different defense strategies.

During the LLM Development Phase, major threats are
poisoning 4 and supply chain 3 . The first threat targets
the data used during LLM training (I01) or the model itself
(I02, I08). Since LLMs require a huge amount of data for
their creation, it is difficult to carefully analyze all the data
obtained and used during the training, taking care of not
introducing any data that may cause bias or unexpected
behavior from the model during its operation (e.g., introducing
backdoor - I02). In practice, we have seen LLM providers not
being careful enough during model training [121], [206], and

instead, they spend significant resources to review the model
outputs when in production. The problem is that testing every
possible scenario is infeasible, and vulnerabilities may remain
in production models, as constantly reported in the news [46],
[60], [65], [155], [160], [260], [274], [312], [313]. Poisoning
can also target model fine-tuning or RAG processes when
external content is used to specialize an LLM, especially when
these data come from users without proper validation (I03) or
are manipulated by insiders or adversaries [306] (I01).

Supply-chain threats are also present during model develop-
ment, although they are not restricted to this scenario. Adver-
saries may manipulate pre-trained LLMs (foundation models)
that may be used by applications (I02), since creating an LLM
from scratch is an expensive task. Adversaries might also
create fake plugins (I06) and dependencies (I05) that devel-
opers may adopt during the development process, introducing
vulnerabilities in the model or development environment and
putting at risk the LLM integrity and associated sensitive data.

When models become ready to users (Operation phase),
threats related to user interaction may arise. LLMs allow
users and applications to submit prompts having any possible
content; although this is an interesting characteristic and
maybe the reason for making this technology so popular,
since the model can interact with users simulating human-like
conversations, it can also be a major threat (attack strategies
1 2 - threats C08-09, C12, I09-27, A01-02, etc). To protect

LLMs, developers create security mechanisms and guardrails
to restrict and avoid sensitive and forbidden information to be

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:P/AC:H/PR:L/UI:R/S:U/C:H/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:P/AC:H/PR:L/UI:N/S:U/C:L/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:P/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:N&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:P/AC:H/PR:N/UI:N/S:U/C:H/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:P/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:P/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:N&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:P/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:H/UI:R/S:U/C:N/I:N/A:H&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:N/A:H&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H&version=3.1


23

TABLE XII
THREAT MODELING OF LLM SCENARIO 3 - LLM-INTEGRATED APP. ON-CLOUD.

STRIDE
Acronym

Risk
(Owasp Top 10 LLM) Remark CVSS

Score
Attack

Strategy
Related
Threats

Possible
Defenses

S I T D Impersonating the User
(-)

Adversary impersonates a legitimate user (by exploiting failures in the
authentication process, stealing an API key or session tokens, MITM,
etc.) making requests as if they were the user to obtain sensitive infor-
mation, influencing the model behavior (e.g., via jailbreak) or causing
a denial of service (Token wasting / Device Resource Exhaustion).

6.4 8 I09-11,
I13, I15,
I17-I18,

I20, C15,
A06-07

M20,M23,
M25,M31,

M33-36

S I T D Impersonating the
LLM-integrated App

(LLM03:2025)

Adversary impersonates the App (e.g., via supply chain attack) by
spoofing its requests to the LLM system (on-cloud), thus manipulating
the behavior of the model, getting sensitive information, or causing
service degradation (device resource exhaustion).

4.6 3 C16, I06,
A03

M06-10,
M32

S I T D Server Spoofing (-) Adversary spoofs the CSP by exploiting communication vulnerabilities
and performs MITM, redirecting users to a malicious server controlled
by them, reading sensitive content, and changing data sent to the LLM-
integrated app.

5.1 6 C15-16 M16-17,
M19,M41

T, I, D Insider (-) Adversary is someone with privilege access to the LLM and its
infrastructure (someone inside the CSP or a company developer),
changing configuration files, model parameters, the model itself, or
reading sensitive information.

6.3 5 I02,
C15-16

M04,
M06-07,

M13,M20

T Feedback Poisoning
(LLM04:2025)

Adversary manipulates the LLM evaluation option, used to take users’
feedback into consideration for improving (retraining) the model.

5.4 1 I08 M02,M05,
M33,

M35-36
T, I, D Data Manipulation

(LLM04:2025)
Adversary (insider or one compromising developer’s credentials or
security mechanisms) manipulates private data used during LLM fine-
tuning or RAG, stored on-cloud.

6.0/6.2 5 8 I01 M02,
M04-07,

M13,M20
T R Lack of Logging

Mechanism (-)
Adversary performs malicious and unauthorized actions to the LLM
without being discovered. There is no mechanism to track who
performed a particular action (misconfiguration) or tampered with logs.

5.0/5.5 7 8 - M13

I Sensitive Data Leakage
(LLM02:2025)

LLM may expose proprietary, personal, or other sensitive information
during its operation if trained on such data, due to its data memoriza-
tion capability.

6.5 1 C12-17 M01,M31,
M38,M40

I Reverse Engineering
(RE) (-)

Adversary reverses engineering the application (available in user’s
device) responsible for communicating and accessing the LLM system
to obtain API keys or any other sensitive data. The adversary can also
use malware to this end.

4.6/4.8 9 10 C14-15 M04,M19,
M28

TIDE Remote Code
Execution (RCE)
(LLM05:2025)

Adversary sends a problem-solving malicious request to the app, which
creates a prompt to the LLM. The LLM generates code to solve the
problem and returns it to the app. The app executes the command
(triggering a malicious activity, e.g., steal confidential data) and returns
the result to adversary.

7.1 2 I14 M24,M27,
M33-36

D Service disruption
(LLM10:2025)

Adversary exploits a vulnerability or forces a failure in the application
to crush the system infrastructure, denying responses to other users.

5.3 6 - M16-17,
M25,

M33-36
TIDE Privilege Escalation

through Exploits (-)
Adversary exploits vulnerabilities in the system (OS or application) to
escalate privileges, having access to sensitive data and the ability to
change the application behavior.

6.6 8 I05-06 M23-24,
M27

TID LLM Behavior
Manipulation
(LLM1:2025)

Adversary modifies the behavior of an LLM by indirectly making it
retrieve malicious content from the internet (e.g., from a web page
controlled by him/her).

5.9 2 I14-15,
I22

M29,
M33-36

TIDE Abusing Shared
Infrastructure
(LLM3:2025)

Adversary abuses the CSP for not having a proper isolated infrastruc-
ture, allowing access to unauthorized data and resources available on
that infrastructure (e.g., Cloud Jacking attack).

6.4/6.4 6 11 C06, A04 M16-17,
M24-25,

M27,M28,
M45-46

disclosed by the LLM, but as presented in Table V, there are
many variations of jailbreak attacks to bypass the defenses in
place, and it is difficult to prepare for every possible word
combination that could compromise the model. There are
many defense alternatives to this sort of attack (M29-31, M33-
40), but we continue to see new attacks to prevail.

Supply Chain and poisoning can also be a threat to LLMs
during operation. The supply chain threat can be seen in
the tools used to make the model available for users. Many
open-source tools are available nowadays that can make the
processes of deploying LLMs easier and faster, but some of

these tools could be compromised and be a threat to users and
companies (I05). When it comes to poisoning, the feedback
feature about users experience with the LLM system can
be a way of adversaries manipulate a particular behavior
of the model (I08). Another form of feedback to contribute
with model’s training process is through federated learning.
Poisoning (I02) and Byzantine (I07) attacks are another threat
in this scenario, with adversaries sending erroneous updates to
the central aggregation system to manipulate the LLM [171],
[311]. Changing data that will be used for model re-training
(fine-tuning) or consumption (RAG) can be a serious threat to

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:R/S:U/C:L/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:H/UI:R/S:C/C:L/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:H/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:P/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:N/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H&version=3.1
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TABLE XIII
THREAT MODELING OF LLM SCENARIO 4 - LLM-BASED AGENT FOR USER ASSISTANCE.

STRIDE
Acronym

Risk
(Owasp Top 10 LLM) Remark CVSS

Score
Attack

Strategy
Related
Threats

Possible
Defenses

S I T D Impersonating the
LLM-Agent

(LLM03:2025)

Adversary impersonates an agent (e.g., via supply chain) by spoofing
its requests to the LLM system (on-cloud), thus manipulating the
behavior of the model, getting sensitive information, or causing service
degradation (device resource exhaustion).

5.0 3 C16, I06,
A03

M06-10,
M32

S I T D Server Spoofing (-) Adversary spoofs the CSP by exploiting communication vulnerabilities
and performs MITM, redirecting users to a malicious server, reading
sensitive content, and changing data sent to the LLM system.

5.1 6 C15-16 M16-17,
M19,M41

T, I, D Insider (-) Adversary is someone with privilege access to the LLM and its
infrastructure (someone inside the CSP or a company developer),
changing configuration files, model parameters, the model itself, or
reading sensitive information.

6.3 5 I02,
C15-16

M04,
M06-07,

M13,M20

T Federated Learning
Poisoning

(LLM04:2025)

Adversary, controlling multiple clients or a collusion of multiple
adversaries, send manipulated data to the LLM for model improvement
(taking advantage of the federated learning process).

5.9 8 I07 M02,M05,
M33,M41

T, I, D Data Manipulation
(LLM04:2025)

Adversary (insider or one compromising developer’s credentials or
security mechanisms) manipulates private data (RAG) stored on-cloud.

6.0/6.2 5 8 I01 M02,
M04-07,

M13,M20
T R Lack of Logging

Mechanism (-)
Adversary performs malicious and unauthorized actions to the LLM
without being discovered. There is no mechanism to track who
performed a particular action (misconfiguration) or tampered with logs.

5.0/5.5 7 8 - M13

I Sensitive Data Leakage
(LLM02:2025)

LLM agents manipulate sensitive data, obtained from hardware and
software sensors (e.g., GPS location, running apps on the device, etc.),
that is sent to the LLM central system for processing and analysis.
Adversary obtains such data during transmission, compromising the
cloud, or as an insider.

6.3/7.5 5 6 C15 M01,M04,
M06,M13,
M16,M19,

M41

I Reverse Engineering
(RE) (-)

Adversary reverses engineering the application (available in user’s
device) responsible for communicating and accessing the LLM system
to obtain API keys or any other sensitive data. The adversary can also
use malware to this end.

4.6/4.8 9 10 C14-15 M04,M19,
M28

TIDE Remote Code
Execution (RCE)
(LLM01:2025)

Adversary sends a malicious email to the victim. The LLM agent pro-
cesses the email, containing a malicious hidden instruction, executing
it and triggering the malicious activity.

7.1 2 I14 M24,M27,
M33-36

STID Automatic Speech
Recognition (ASR)
system Compromise

LLMs with voice command feature are susceptive to adversarial
attacks on the ASR system, responsible to convert an acoustic wave-
form (user voice) into text. Attacks on these systems, such as the
DolphinAttack, add particular noise into the audio (imperceptible
to humans) that when interpreted by the ASR, result in malicious
instructions that are executed into the system.

7.4 8 [19],
[106],
[340]

[19],
[106],
[340]

TIDE Abusing Shared
Infrastructure
(LLM3:2025)

Adversary abuses the CSP for not having a proper isolated infrastruc-
ture, allowing access to unauthorized data and resources available on
that infrastructure (e.g., Cloud Jacking attack).

6.4/6.4 6 11 C06,A04 M16-17,
M24-25,
M27-28,
M45-46

users, that can be manipulated by insiders or when the infras-
tructure security mechanisms are compromised (I01). In the
federated learning context, data exfiltration [120] or leakage
[117] are also relevant threats that should be considered.

The lack or improper implementation (and use) of logging
affects both phases, the development and operation. During
LLM development, especially during training data processing
and collection in Data Engineering Phase, logging and other
security mechanisms implemented in the infrastructure storing
the data is paramount (M02, M13), especially with a strict
access control policy (M06) and strong authentication methods
(M20) to avoid unauthorized people to access and manipulate
data. Log has an important role of helping identifying any
manipulation on data or other abuses. For LLM Operation
Phase, logging is of great importance to help detecting attacks
and abuses of the model and infrastructure.

In essence, LLM development is mostly affected by poi-
soning 4 and supply chain 3 , while LLM operation, still

being at risk for this two attack strategies, has other serious
threats related to users interaction, via direct 1 or indirect 2
prompts submitted to the system.

4) General-purpose vs. Goal-oriented LLM Interaction:
Different LLM use cases allow different forms of user inter-
action. LLMs become widely known by people via general-
purpose chat-bot applications (Section IV-E2, Table XI),
mostly due to their ability to recognize text from users (via
a text prompt) and respond accordingly, simulating real-life
conversations. However, this is not the only use case of or
interaction form with LLMs. We can also have goal-oriented
LLMs, with applications interacting with users and, based
on some conditions, prompt the LLM to solve a particular
problem (Section IV-E3, Table XII), or even having LLMs
with predefined goals acting like an agent, possibly executing
or controlling tools and other LLMs (Section IV-E4, Ta-
ble XIII). Each of these use cases have their own limitations
and associated threats based on the way they interact with

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:H/UI:R/S:C/C:L/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:L/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:H/UI:N/S:U/C:L/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:H/UI:R/S:C/C:H/I:H/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:P/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:N/A:L&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N&version=3.1
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users, presented in the following.
General-purpose chat-bots allow users to send any input

(usually via a text prompt) to the LLM interpret and respond,
amplifying threats related to prompt injection (attack strategy
1 ). Adversaries targeting this LLM use case usually execute

jailbreak attacks, trying to bypass the security mechanisms
and guardrails to obtain sensitive information from the LLM,
e.g., ”how to build a bomb” (I09-27, I16, I28). However,
adversaries can also target users API keys (C15), credentials
7 , or chat history (C16), since this will allow them to obtain

sensitive information (or even business data). Some attack
strategies used to this end are malware 10 , MITM attack 6 , or
users’ credentials compromise 7 , all targeting user interaction
with the LLM system.

Although chat-bots use text as the main form of receiving
user input, some solutions are also adopting the voice as
another form of interaction [226], [299]. This brings new
threats to the system, as another element will be responsible
for converting the voice into text before the LLM can make
inferences on it. One can use a multimodal model to receive
the voice directly [271] (not in the scope of this paper) or use
an LLM with an additional tool (usually an ASR - Automated
Speech Recognition - system) to make the voice conversion
into text, which will feed the LLM. For the second case,
adversaries may attack the ASR, for instance, using adversarial
attacks such as the Dolphin [340] or any other ones [19], [106]
to force a wrong transcription or the embedding of malicious
text into the results.

On the other hand, goal-oriented LLMs, such as LLM-
integrated applications, are exposed to other types of threats
due to the way they interact with users (attack strategy 2 ). In
this scenario, the LLM receives data from the integrated ap-
plication, which will create a prompt (or use a predefined one)
with a particular goal and send it to the LLM to execute; the
results will be interpreted by the application and presented to
users. Note that user input to the application may be appended
to the prompt, which could represent a threat. Adversaries can
attack the LLM via inputs to the application or find a way to
change the standard prompt used by the application. Another
way of attacking LLM-integrated applications is making the
LLM fetches and processes external content created by the
adversary with hidden malicious instructions (I16) that will
be activated when processed by the LLM system.

Another type of goal-oriented LLM is the LLM agent,
which can interact with users via text (using a chat-bot
interface), voice commands (using an ASR system) or with
an LLM-integrated application able to receive or send agent
requests. In such cases, the LLM agent will inherit the threats
from the chosen user interaction method, as described before.

With goal-oriented LLMs, where integrated applications or
agents can execute predefined actions or commands on the
host system, remote code execution (RCE) vulnerabilities (I14)
represent a major threat. Compared to traditional chat-bots,
susceptibility to denial-of-service attacks (A01-A02, A06) is
significantly higher, and the risk of leaking user sensitive
information (C15-16) also increases.

In summary, all forms of LLM interaction require a strict
input (M33-36) and output (M37-40) analysis, as well as

other mitigation strategies to harden the model (M29-32) and
other resources to withstand adversarial attacks. In addition,
there is a significant risk in LLM-integrated applications or
LLM agents for their ability to execute code, which can be
attenuated by defining minimum permissions and execution
rights to applications (M27), perform environment isolation
(M14, M24), implement logging (M13), and also having
constant monitoring of the environment for detecting attacks
and leakage of sensitive data (M15, M23).

5) Enabled vs. Disabled Access to Resources: The last
design choice of an LLM system discussed here is about
allowing access to external content and tools to the LLM
(Section IV-E3, Table XII and Section IV-E4, Table XIII) or
not (Section IV-E1, Table X and Section IV-E2, Table XI),
such as access to content on the internet, tools, databases, or
hardware/software device sensors.

Searching for content online can improve LLM capabilities,
but also expose the model to new threats, such as indirect
prompt injection 2 . For instance, an LLM with access to user’
emails can be target of adversaries that craft email messages
containing hidden instructions within its content, and executed
by the model during the message processing. Another example
refers to LLMs that process content from a website (I22),
similar to the case just presented, but with adversaries hiding
the malicious instructions within a page that will be accessed
and processed by an LLM when responding to users’ queries.

LLM-integrated applications or agents may have the ability
to execute commands on the hosting system, having even
control of tools to perform specific tasks. Adversaries targeting
such use cases seek to obtain remote code execution attacks to
take control of the whole system, via indirect prompt injection
2 (I14), supply chain 4 , or exploiting known vulnerabilities
6 (I05) and security mechanisms 8 . Function calling is also

another possibility to allow LLMs to use external tools, but
they can also be manipulated via indirect prompt injection 2 ,
even for simpler attacking methods, since models using such
feature may not be prepared with the same safety alignment
training as chat-bot LLMs [314].

Access to databases containing sensitive information may
also be another feature of LLM-integrated applications or
agents. LLMs can query databases to obtain additional infor-
mation about a particular topic (e.g., sales information during a
particular period) and execute tasks based on some condition.
However, adversaries may try to perform SQL injection attacks
(I15) to steal these data, using direct 1 or indirect 2 prompts.

Some LLM agents may have the ability to read from
hardware or software sensors available in a device to act upon
such information. Note that sensitive data may be obtained in
this case, such as the GPS data or a list of running applications
in the device, for instance. Allowing the LLM to access such
data puts it as a high target for adversaries. Besides, there
are threats when the collected data is sent to a cloud for
further processing. Attacks such as indirect prompt injection
2 , exploit of security mechanisms 8 and use of malware 10

are some of the alternatives used by adversaries to obtain this
highly sensitive data.

Even when LLMs have no access to external content directly
or the ability to execute commands, risks still exist, such as
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the Copied Prompt Injection attack (I16) 2 . In this attack,
users are lured to copy content from a malicious website
with hidden instructions and provide to the LLM, via a paste
operation in the text field of the application interface they use
to communicate with the LLM. Without noticing the hidden
instructions (obfuscated by the adversaries using style features
of the interface), users send the copied content to be processed
by the LLM, along with the hidden instructions. Note that such
attack targets chat-bots applications and can be a combination
of threats, with I16 and another one to jailbreak the LLM
(I09-I29) or cause denial of service (A01-03, A06).

To summarize, by enabling or not LLMs to access external
content, when processing any user or application supplied
content requires a deeper inspection, using a combination of
the defense techniques to handle the inputted data (M33-36),
review the output (M37-40), and protect the LLM from jail-
breaks (M29-31). During LLM development, consider using
security best practices (M09), which encompasses a zero-trust
over any data supplied to the system. To further limit the
damage of attacks that bypass the defenses, it is recommended
to set minimum permissions and execution rights to appli-
cations (M27), keep all software up-to-date (M16), perform
isolation of execution environment (M14, M24), implement
correctly logging (M13), and keep monitoring the environment
for attacks and leakage of sensitive data (M15, M23).

IX. DISCUSSIONS, OPEN CHALLENGES, AND LIMITATIONS

In this section, we answer the research questions that led
us to conduct this research, discuss some open challenges
identified in the field according to our perspective, and present
the limitations of this paper.

A. Research Questions

The research questions introduced at the beginning of this
work are discussed below.

RQ1 What are the main use cases and design choices of
LLM systems from a security perspective?
Not every threat applies to every possible scenario. Un-
derstanding the scenario where the LLM will be used
is the first step towards building a secure system. In
Section IV, we listed possible LLM use cases, from
development to operation, considering different ways of
using LLMs. We also discussed the characteristics and
design choices of a LLM system that may directly affect
security in Section IV-D. Then, we proposed a structured
definition of an LLM deployment scenario, grounded in
a set of distinct configurations and a canonical vector
string. Using this framework, we derive four representa-
tive real-world scenarios from a security perspective in
Section IV-E, in which we examined in detail, showing
that the design choices are critical engineering decisions
that shape the threat landscape of real-world LLM-based
systems and influence the selection of corresponding
mitigation strategies.

RQ2 What are the major threats to real-world LLM-
based systems and how can they be mitigated? After
proposing a structured definition for a LLM scenario, we

scrutinized in Section V both academic literature and in-
dustry reports to uncover and characterize known threats
and recent attacks to LLM systems, ranging from supply
chain to jailbreak attacks. It is important to note that
many of these threats can be executed through multiple
attack strategies, in which we outline in Section V-A.
For instance, an adversary can steal a user’s API key
(C15) through an indirect prompt injection strategy 2 ,
credential stealing 7 , or malware infection 10 . The
ease or difficulty of executing an attack depends on
the strategy employed, which in turn affects both the
likelihood of the attack and the choice of appropriate
defense strategies. To evaluate the practical impact of
the threats surveyed in the literature, we assessed the
risk associated with each threat in the context of LLM
real-world scenarios. We found that the most significant
risks stem from attacks targeting LLM prompting and
system integrity, particularly the strategies manipulating
prompts directly 1 or indirectly 2 or exploiting security
mechanisms 8 . Moreover, when examining through the
lens of the four real-world LLM deployment scenarios,
insider threats ( 5 ) and the exploitation of known vulner-
abilities ( 6 ) also emerge as critical concerns in practical
LLM deployments. Another important conclusion is that
there is no “silver bullet” to mitigate all attacks or even
an entire class of attacks. We have seen that the tradi-
tional “Defense-in-Depth” approach is the best solution
to protect systems, meaning that it is important to use
one or more mitigation strategies (from Section VII) to
implement in the LLM system, depending on the use case
and design choices adopted.

RQ3 How do different use cases and design choices affect
the security and privacy of LLM-based systems?
Finally, in Section VIII we presented an in-depth security
analysis of the four LLM scenarios defined in this work
(from Section IV-E), applying the STRIDE framework
to model threats. The analysis identified specific threats
relevant to each scenario and outlined possible defense
mechanisms. We also highlighted how different design
choices and use cases affect security, showing the threats
that should be considered for each setting and correspond-
ing mitigation strategies. Notably, changing the scenario
settings can increase or decrease the severity score level
for a particular attack, and in some cases, if appropriate
design choices are selected, they are completely miti-
gated.

B. Open Challenges

After completing this research, we identified some chal-
lenges that, from our perspective are worthy of further explo-
ration. We separated these challenges by topic, as discussed
below. Although some research has already been developed on
some of these topics, solutions to satisfactorily address them
are still lacking.

• The never ending Jailbreak of LLMs. Although much
research has been conducted to mitigate jailbreak at-
tacks, we continue to see novel methods of performing
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attacks capable of bypassing the security mechanisms
and guardrails in place. We suggest that further research
focus on developing effective and alternative strategies
for detecting malicious input content.

• Testbed of attacks to LLM systems. Some research has
focused on creating or gathering many jailbreak attack
methods into a single dataset of malicious prompts [39],
[64], [199]. However, a more comprehensive testbed to
evaluate additional attacks can ease the process of finding
other vulnerabilities, including privacy-related and side-
channel attacks, among others. Testing the integration of
both the application and the LLM is also necessary, since
many software vulnerabilities can be exploited to take
control of the system and steal valuable data.

• Reproducibility. Many researchers have explored various
methods of compromising an LLM, but some of the
proposed attacks lack straightforward ways to apply and
test them on these models. Further research is needed to
test these attacks on real-world deployments, in order to
refine our analytical approach with empirical results. The
community should also strengthen efforts to standardize
and provide reproducibility mechanisms to make such
comparisons more feasible.

• Finding and using good quality data. LLMs require vast
amounts of training data to achieve good performance.
More often than not, the data is scrapped from the
web with little to no oversight, which may inadvertently
compromise the LLM training and consequently the pro-
duced results. This may introduce many problems to the
LLM, including backdoors via data poisoning, toxicity,
misinformation, bias, among others. Another emerging
challenge is the widespread scraping of AI-generated
content, which, after successive generations of reuse in
LLM training, can degrade data quality over time and
ultimately lead to model collapse [246]. More research is
required on developing effective methods for analyzing
large datasets to detect malicious or unwanted content.

• Respecting privacy laws and avoiding misinformation.
Copyright is a concern due to LLMs being trained on data
that is protected and should not be used without it being
referenced. Research is needed on how to attribute the
source of information when LLMs produce their results.
This can help to mitigate misinformation or hallucination
problems, since the source will be available in the content,
allowing others to verify the information.

• Measuring efficacy of mitigation strategies. We pre-
sented different mitigation strategies that apply for vari-
ous configurations of LLM use cases and design choices,
and showed, through risk and threat modeling assess-
ments, that employing multiple strategies concurrently is
crucial to protect the LLM system. However, we have not
determined how to assess the efficacy of combining two
or more strategies, including the implantation complexity
and costs, as well as the extent of protection they offer.
What is needed is a framework or methodology to per-
form such an analysis that takes into consideration the
insights brought by this work.

C. Limitations

Some of the limitations of this paper, presented below, are
inherent to a field or particular technique, while others resulted
from our choices during this research.

• Peer review is important. Much research encompassing
LLMs and LLM security is currently being published in
repositories with no peer review process, such as ArXiv.
Although this makes the research results available faster
to the public, no peers are analyzing and filtering this
material (including technical reports from companies or
blog presentations) to ensure that high-quality papers and
documents are being created and shared.

• Same attack, different name. In this paper, we choose to
specify different ways of performing jailbreak attacks on
LLMs, since this category is particular to the field and has
generated considerable amounts of research. Although
there are many variations of prompts an adversary can
create to bypass security mechanisms and guardrails, as
detailed in Section V, one particular form of jailbreak
attack may be referred to by different names. It is
common to observe the same idea to craft a prompt
(or another one with strong similarity) being referred by
different researchers to different names.

• Focus on security and privacy threats. This paper
focuses on security and privacy threats and does not cover
alignment-related threats such as LLMs that perform hate
speech or other unethical actions.

• Limitations of CVSS scoring system. Although CVSS
is a standard methodology to assign severity levels to
vulnerabilities, when it comes to the threats we addressed
in Section VI, it provides a limited view of the problem,
and does not highlight some of the differences existing
between two related threats. One example, the Insiders
threat 5 , will have the same severity level in two
distinct scenarios, such as when models are deployed
in a company’s own infrastructure and when models are
deployed in a third-party infrastructure. Note that they
are similar, but in the latter case, the threat is more likely
to occur because the number of people having access or
privileged knowledge about the system may be larger (the
same company employees of the first case, plus additional
ones responsible for the third-party infrastructure).

X. CONCLUSIONS

The integration of Generative AI, in particular LLMs, to
software applications for distinct purposes demands a proac-
tive and vigilant approach to secure all elements within a
system. Not only must common software vulnerabilities be
identified and mitigated, but also intrinsic threats and vulnera-
bilities from LLMs that are discovered as this technology be-
comes more mature. In this paper, we conducted an extensive
systematic literature review of threats and mitigation strategies
to LLM systems, defining and exploring different use cases
and settings that such technology may be used and evaluate
their impact on the security of a system. We explored not only
chat-bot use cases, but also LLMs integrated to applications,
including in forms of agents, as well as cases related to the
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LLM development process. We performed a threat charac-
terization and presented existing mitigation strategies to deal
with different attack strategies, analyzed the severity score of
threats, and performed threat modeling considering examples
of real-world scenarios.

Although we are far from having systems without security
or privacy concerns, we identified possible countermeasures
and mapped them according to the LLM use case and settings.
These countermeasures can be applied, from the development
to operation, including data management techniques, hard-
ening of device and development/deployment infrastructures,
LLM and application robustness and protection, input pre-
processing, output processing, and user awareness. Each cat-
egory encompasses the use of different techniques, and we
concluded that the best defense is still via a Defense-in-Depth
approach, mixing different techniques at different layers to
protect the whole system.
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’25), August 3â•fi7, 2025, Toronto, ON, Canada, vol. 1, 12 2023.
[Online]. Available: http://arxiv.org/abs/2312.14197

[333] S. Yi, Y. Liu, Z. Sun, T. Cong, X. He, J. Song, K. Xu, and Q. Li,
“Jailbreak attacks and defenses against large language models: A
survey,” arXiv preprint arXiv:2407.04295, 2024.

[334] W. Yin, M. Xu, Y. Li, and X. Liu, “LLM as a system service on mobile
devices,” arXiv preprint arXiv:2403.11805, 2024.

[335] Z.-X. Yong, C. Menghini, and S. H. Bach, “Low-resource languages
jailbreak GPT-4,” arXiv preprint arXiv:2310.02446, 2023.

https://webthesis.biblio.polito.it/33202/
https://trustedcomputinggroup.org/resource/tpm-library-specification/
https://trustedcomputinggroup.org/resource/tpm-library-specification/
https://veriti.ai/blog/veriti-research/cve-2024-27564-actively-exploited/
https://veriti.ai/blog/veriti-research/cve-2024-27564-actively-exploited/
https://www.virustotal.com/
https://github.com/iamaziz/llm-voice-bot
https://github.com/iamaziz/llm-voice-bot
https://hiddenlayer.com/innovation-hub/shadowlogic/
https://hiddenlayer.com/innovation-hub/shadowlogic/
https://www.securityweek.com/shadowlogic-attack-targets-ai-model-graphs-to-create-codeless-backdoors/
https://www.securityweek.com/shadowlogic-attack-targets-ai-model-graphs-to-create-codeless-backdoors/
http://arxiv.org/abs/2312.14197


36

[336] J. Yu, X. Lin, Z. Yu, and X. Xing, “GPTFUZZER: Red teaming large
language models with auto-generated jailbreak prompts,” arXiv preprint
arXiv:2309.10253, 2023.

[337] L. Yu, S. Cheng, H. Yuan, P. Wang, Z. Huang, J. Zhang, C. Shen,
F. Zhang, L. Yang, and J. Ma, “LLMStinger: Jailbreaking LLMs using
rl fine-tuned LLMs,” arXiv preprint arXiv:2411.08862, 2024.

[338] Z. Zhan, Z. Zhang, S. Liang, F. Yao, and X. Koutsoukos, “Graphics
peeping unit: Exploiting EM side-channel information of GPUs to
eavesdrop on your neighbors,” in 2022 IEEE Symp. on Security and
Privacy (SP), 2022, pp. 1440–1457.

[339] C. Zhang, M. Jin, D. Shu, T. Wang, D. Liu, and X. Jin, “Target-driven
attack for large language models,” Frontiers in Artificial Intelligence
and Applications, vol. 392, pp. 1752–1759, 10 2024. [Online].
Available: http://dx.doi.org/10.3233/FAIA240685

[340] G. Zhang, C. Yan, X. Ji, T. Zhang, T. Zhang, and W. Xu, “DolphinAt-
tack: Inaudible voice commands,” in Proc. 2017 ACM SIGSAC Conf.
on Computer and Communications Security. New York, NY, USA:
Association for Computing Machinery, 2017, pp. 103–117.

[341] J. Zhang, Z. Wang, R. Wang, X. Ma, and Y.-G. Jiang, “Enja: Ensemble
jailbreak on large language models,” arXiv preprint arXiv:2408.03603,
2024.

[342] J. Zhang, H. Bu, H. Wen, Y. Chen, L. Li, and H. Zhu, “When LLMs
meet cybersecurity: A systematic literature review,” Cybersecurity,
vol. 8, no. 55, Feb. 2025.

[343] R. Zhang, H. Li, R. Wen, W. Jiang, Y. Zhang, M. Backes, Y. Shen, and
Y. Zhang, “Instruction backdoor attacks against customized LLMs,” in
33rd USENIX Security Symp. (USENIX Security 24). USA: USENIX
Association, 2024.

[344] R. Zhang, N. Javidnia, N. Sheybani, and F. Koushanfar, “”short-length”
adversarial training helps LLMs defend ”long-length” jailbreak attacks:
Theoretical and empirical evidence,” arXiv preprint arXiv:2502.04204,
2025.

[345] S. Zhang and H. Li, “Code membership inference for detecting
unauthorized data use in code pre-trained language models,” arXiv
preprint arXiv:2312.07200, 2023.

[346] Y. Zhang, Q. Li, T. Du, X. Zhang, X. Zhao, Z. Feng, and J. Yin, “Hi-
jackRAG: Hijacking attacks against retrieval-augmented large language
models,” arXiv preprint arXiv:2410.22832, 2024.

[347] J. Zhao, K. Chen, W. Zhang, and N. Yu, “Sql injection jailbreak:
A structural disaster of large language models,” arXiv preprint
arXiv:2411.01565, 2024.

[348] S. Zhao, L. Gan, Z. Guo, X. Wu, L. Xiao, X. Xu, C.-D. Nguyen,
and L. A. Tuan, “Weak-to-strong backdoor attack for large language
models,” arXiv preprint arXiv:2409.17946, 2024.

[349] S. Zhao, M. Jia, L. A. Tuan, F. Pan, and J. Wen, “Universal vulnerabil-
ities in large language models: In-context learning backdoor attacks,”
arXiv preprint arXiv:2401.05949, 2024.

[350] S. Zhao, L. A. Tuan, J. Fu, J. Wen, and W. Luo, “Exploring clean
label backdoor attacks and defense in language models,” IEEE/ACM
Transactions on Audio, Speech, and Language Processing, vol. 32, pp.
3014–3024, 2 2024.

[351] S. Zhao, J. Wen, L. A. Tuan, J. Zhao, and J. Fu, “Prompt as
triggers for backdoor attack: Examining the vulnerability in language
models,” EMNLP 2023 - 2023 Conference on Empirical Methods in
Natural Language Processing, Proceedings, pp. 12 303–12 317, 2023.
[Online]. Available: https://aclanthology.org/2023.emnlp-main.757/

[352] X. Zheng, H. Han, S. Shi, Q. Fang, Z. Du, Q. Guo, and X. Hu,
“InputSnatch: Stealing input in LLM services via timing side-channel
attacks,” arXiv preprint arXiv:2411.18191, 2024.

[353] M. Zhou, X. Gao, J. Wu, K. Liu, H. Sun, and L. Li, “Investigating
white-box attacks for on-device models,” in Proc. IEEE/ACM 46th Int.
Conf. on Software Engineering. New York, NY, USA: Association
for Computing Machinery, 2024.

[354] A. Zou, Z. Wang, N. Carlini, M. Nasr, J. Z. Kolter, and M. Fredrikson,
“Universal and transferable adversarial attacks on aligned language
models,” arXiv preprint arXiv:2307.15043, 2023.

http://dx.doi.org/10.3233/FAIA240685
https://aclanthology.org/2023.emnlp-main.757/


37

Vitor Hugo Galhardo Moia is a Cybersecurity
researcher and consultant at Instituto de Pesquisas
Eldorado (Brazil) since 2022. He received his M.Sc.
(2016) and Ph.D. (2020) degrees in Computer En-
gineering from the School of Electrical and Com-
puter Engineering (FEEC), University of Campinas
(UNICAMP), Brazil. During his master’s studies,
he focused on the security and privacy on cloud
data storage. His Ph.D. research centered on digital
forensics. He also worked for about three years at
Samsung R&D Institute as a Security Researcher,

where he led projects and conducted applied research in mobile and net-
work security. Since 2021, Vitor is part of SBSeg program committee. His
research interests include Red teaming activities, secure software development
practices, malware detection and analysis, and the application of Artificial
Intelligence to security problems.

Igor Jochem Sanz is a researcher and technology
consultant at Instituto de Pesquisas Eldorado since
2022, where he coordinates research groups and lead
R&D projects. His main specialties includes soft-
ware security, network security and artificial intelli-
gence. He also worked as a security researcher from
Samsung R&D Institute Brazil (SRBR) between
2018 and 2022. He received a master’s degree in
Electrical Engineering from the Federal University
of Rio de Janeiro (COPPE/UFRJ) in 2018 and a
bachelor’s degree in Electronic and Computer En-

gineering from the same institution in 2017, with sandwich graduation at
Bangor University, UK. He has published scientific texts, including two
patents, among several topics of computer and security fields, such as intrusion
detection, malware analysis, wireless security, mobile computing, machine-
learning applied to security, network function virtualization, software-defined
networks, cryptography, and blockchain.

Gabriel Antonio Fontes Rebello is a cybersecurity
researcher and consultant at Instituto de Pesquisas
Eldorado (Brazil). He earned a Ph.D. degree in Com-
puter Science from Sorbonne Université in 2023,
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