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Abstract

Anomaly detection in graph-structured data is an inherently chal-
lenging problem, as it requires the identification of rare nodes that
deviate from the majority in both their structural and behavioral
characteristics. Existing methods, such as those based on graph
convolutional networks (GCNs), often suffer from over-smoothing,
which causes the learned node representations to become indistin-
guishable. Furthermore, graph reconstruction-based approaches are
vulnerable to anomalous node interference during the reconstruc-
tion process, leading to inaccurate anomaly detection. In this work,
we propose a novel and holistic anomaly evaluation framework
that integrates three key components: a local-global Transformer
encoder, a memory-guided reconstruction mechanism and a multi-
scale representation matching strategy. These components work
synergistically to enhance the model’s ability to capture both lo-
cal and global structural dependencies, suppress the influence of
anomalous nodes, and assess anomalies from multiple levels of gran-
ularity. Anomaly scores are computed by combining reconstruction
errors and memory matching signals, resulting in a more robust
evaluation. Extensive experiments on seven benchmark datasets
demonstrate that our method outperforms existing state-of-the-art
approaches, offering a comprehensive and generalizable solution
for anomaly detection across various graph domains.

CCS Concepts
« Computing methodologies — Artificial intelligence; « Learn-

ing paradigms — Graph-based learning.
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1 Introduction

Graph-structured data is essential for capturing and analyzing com-
plex relationships in real-world scenarios, including computer net-
works and social networks [31]. The powerful expressive capability
of graph data has led to its widespread application in network
analysis[15] and recommendation systems[21]. Hence, how to find
anomalous patterns or outliers in graph-structured data has become
a crucial research area. Anomaly detection in graph-structured data
aims to identify rare entities that deviate from the majority of nodes,
and these entities may exhibit anomalous behavior. This capability
is critical in applications such as network attack detection [33],
financial fraud prevention [16], and social spam detection [23].
Despite its importance, it continues to face significant challenges.

The complexity of graph data poses challenges for extracting
rich and effective node representations, as these representations
should be sensitive to their own structure and attribute, while
also being distinguishable [28]. Current methods typically rely on
graph convolutional networks (GCNs) to learn node representations.
However, GCNs are prone to the issue of over-smoothing, where
node features become indistinguishable after multiple layers of
message passing [1]. The graph Transformer [32] is proposed to
address the over-smoothing issue by incorporating global graph
information. TransGAD [8] is the first to apply graph Transformer
and introduces the cosine positional encoding methods. Despite
its advantages, it relies on an absolute positional encoding method.
This method computes positional encodings based solely on node
connections, without incorporating contextual information from
the neighborhood [27]. Figure 1 shows that the graph Transformer
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Figure 1: Normal node u and anomalous node v have distinct
topological structures. However, when encoded by a graph
Transformer using absolute positional encoding (shortest
path), they get same positional encoding. This erases struc-
tural differences between nodes, weakening the model’s abil-
ity to detect structure anomalies at the node level.

with absolute positional encoding may fail to capture the structural
differences between nodes. As a result, it becomes challenging
to distinguish anomalous nodes from normal ones, even though
they have distinct topologies. This limitation highlights the need for
graph Transformer that can accurately capture both local and global
graph structure’s information while mitigating the over-smoothing
problem.

Moreover, the lack of labeled anomalies in graph data limits the
applicability of supervised learning approaches. As a result, most ex-
isting methods adopt unsupervised or semi-supervised techniques.
Apart from graph contrastive learning-based methods [19, 36], most
approaches [4, 6] are based on graph reconstruction and use node
reconstruction errors as the basis for determining whether a node
is anomalous. For example, DOMINANT [3] trains model to accu-
rately reconstruct graph structure and node attributes. Nodes are
then evaluated based on their reconstruction errors: higher errors
are indicative of anomalies.

However, graph reconstruction-based approaches commonly op-
erate under the assumption that all nodes are normal during train-
ing, aiming to minimize reconstruction error. As illustrated in Fig-

ure 2, this assumption may result in certain anomalous nodes—particularly

those that closely resemble normal nodes—being reconstructed with
low error, thereby making them harder to detect. Consequently,
the model’s ability to distinguish between normal and anomalous
nodes is compromised, which limits its overall performance in
anomaly detection. Meanwhile, typical graph reconstruction-based
methods primarily restore the structural information by directly
reconstructing links between nodes, while neglecting the informa-
tion from the entire neighborhood. This restricts the model’s ability
to understand the complex graph structure [25].

To address the above problems, we propose a holistic anomaly
evaluation framework that unifies three core components, which
termed Local-global Graph Transformer with Memory Reconstruc-
tion for Holistic Node Anomaly Evaluation (GTHNA!). First, a
local-global graph Transformer encoder is designed to capture both
local and global graph context, ensuring that node representations
are distinguishable and robust against over-smoothing. Second, a
memory-guided reconstruction mechanism is introduced to store
prototypical patterns of normal nodes, guiding the reconstruction

IThe source code is available at https://github.com/light-flow/GTHNA
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Figure 2: The normalized reconstruction error distribution
generated by DOMINANT (a) and our proposed method (b)
on Citeseer dataset: In (a), the red and blue areas overlap
significantly, whereas in (b), the overlap is less, indicating
that some anomalous nodes’ reconstruction errors in (a) are
closer to normal nodes, making it more difficult for the model
to distinguish these anomalous nodes.

process and suppressing the influence of anomalous nodes. Third,
we leverage a multi-scale anomaly evaluation strategy to capture
anomalies at different structural and attribute granularities. By as-
sessing node behaviors across multiple neighborhood scopes and
feature resolutions, the model can better distinguish subtle anom-
alies that may be overlooked when using a single-scale perspective.
The final anomaly scores are computed by combining graph recon-
struction errors and memory matching degrees, enabling a more
comprehensive evaluation of anomalies. Our main contributions
are summarized as follows:

e Local-global Graph Transformer Encoder: We introduce
a local-global graph Transformer encoder that captures both
local and global structural information. This makes the node
representations of normal and anomalous nodes more dis-
tinguishable.

e Memory-guided Graph Reconstruction: In the graph
reconstruction process, we use a memory module to store the
patterns of normal nodes and guide the node reconstruction
with memory items, ensuring more accurate reconstruction
of normal nodes and reducing the interference of anomalous
nodes in the reconstruction process.

e Multi-scale Anomaly Evaluation: By incorporating the
multi-scale reconstruction mechanism, we enhance the model’s
ability to capture complex graph structures at various levels,
improving the robustness of anomaly detection.

2 Related Work

2.1 Graph Anomaly Detection

Due to the rarity of graph anomalies and the difficulty of label-
ing, anomaly detection methods primarily adopt unsupervised or
semi-supervised approaches. Broadly, we categorize these methods
into two types: graph contrastive learning-based methods [12, 18]
and graph reconstruction based methods [3, 25]. Graph contrastive
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Method Graph Encoder  Structure Mining Over-Smoothing Mitigation Reconstruction Way  Anomaly Evaluation
DOMINANT [3] GCN Local X Standard RE
AnomalyDAE [7] GAT Local X Standard RE

VGOD [10] GAT Global X Standard RE
GAD-NR [25] GCN Local X Multi-scale RE
TransGAD [8] GT Global v Standard RE

GTHNA(Ours) GT Global & Local v Multi-scale MMD & RE

Notes: GCN is short for Graph Convolutional Network. GAT is short for Graph Attention Network. GT is short for Graph Transformer.
RE is short for Reconstruction Error. MMD is short for Memory Matching Degree.
Table 1: Comparison with mainstream graph reconstruction-based anomaly detection methods.

learning-based methods create augmented views of the graph and
maximize the similarity of a node’s embeddings across views (posi-
tive pairs) while minimizing the similarity with other nodes (neg-
ative pairs). Anomalies are identified based on inconsistencies in
node embeddings across views.

However, graph contrastive learning-based methods are highly
sensitive to data augmentation strategies, as poorly designed aug-
mentations may disrupt critical graph structures. Different from
graph contrastive learning-based methods, graph reconstruction-
based methods aim to learn the information from the original graph
directly. They provide more interpretable signals for identifying
anomalies, as high reconstruction errors indicate specific deviations
in structure or features. DOMINANT [3] first introduces graph re-
construction into graph anomaly detection. It consists of a shared
graph encoder and two kinds of decoders which are designed for
reconstructing structure and attributes respectively. Then, Anoma-
lyDAE [7] uses a dual autoencoder to capture the complex inter-
actions between graph structure and node attributes, ComGA [20]
leverages community information of nodes to make a more targeted
distinction between normal and anomalous nodes, VGOD [10] com-
bines variance-based model and attribute model to handle the issue
of balanced detection, and GAD-NR [25] adds the reconstruction
of node neighborhood to improve the model’s anomaly detection
performance.

In Table 1, we compare our work with previous mainstream
graph reconstruction-based methods and show that all prior meth-
ods do not fully explore graph structure, as they typically focus
on either local or global structure mining. Additionally, they rely
solely on reconstruction error for node anomaly evaluation. These
problems limit their anomaly detection performance. Compared
with existing approaches that rely solely on reconstruction error
and often overlook the structural diversity of anomalies, our pro-
posed GTHNA framework introduces a fundamentally different
perspective. Rather than treating anomaly detection as a single-
stage task, GTHNA establishes a memory-aware, context-rich, and
multi-resolution pipeline that systematically enhances each phase
of the process—from representation learning to evaluation. By ex-
plicitly modeling normal patterns through the memory module and
integrating local-global context via Transformer-based encoding,
our framework ensures that the anomaly detection process is both
discriminative and resilient to noise or subtle perturbations. The
holistic design of GTHNA not only improves detection performance

across various types of graph anomalies but also demonstrates
strong generalization capability across different domains.

2.2 Graph Transformer

The graph Transformer is proposed primarily to address the over-
smoothing problem encountered in graph convolutional processes.
By incorporating global information, the graph Transformer makes
node representations can focus on broader context, not be limited
by the feature propagation from the neighborhood. But the typical
graph Transformers lack effective methods for utilizing structure
information. Subsequently, many improved graph Transformers
have emerged. Graph-BERT [34] employs multiple types of posi-
tional encoding methods and skip connections to introduce the
structure information into the node embeddings. EGT [11] pro-
poses residual edge channels to evolve structure information from
layer to layer. But most of these graph Transformers take absolute
positional encodings solely from the graph’s adjacency matrix and
are not sufficient to fully capture the structural differences between
nodes. [2].

On the other hand, although graph Transformers have become
increasingly mature, how to apply them to graph anomaly detec-
tion has not been thoroughly investigated. Though TransGAD [8]
attempts to use the graph Transformer as encoder and alleviates the
over-smoothing issue, its exploration of the graph structure remains
insufficient, as anomalies in graph may arise from subtle deviations
in node connectivity or feature distribution that requires a deep
understanding of both local and global graph structure. To address
this challenge, we design a local-global graph Transformer, which
explicitly captures both fine-grained local neighborhood structures
and high-level global dependencies. This dual-perspective encoding
enables the model to detect anomalies arising from either localized
perturbations or global inconsistencies. Furthermore, we integrate
a memory-guided graph process into the Transformer architec-
ture, allowing the model to retain prototypical patterns of normal
nodes and suppress the impact of anomalous information during
representation learning and graph reconstruction. This design not
only enhances the model’s sensitivity to subtle deviations but also
improves its robustness and interpretability in detecting diverse
types of anomalies.

3 Preliminaries

In this section, we present the definition of the graph and the graph
anomaly detection task.
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Definition 3.1. Graph. We primarily study the undirected at-
tribute graph that can be represented as G = (V, &, X), where
V ={v1,0y, ..., 0, } represents the node set with |'V| = n, & denotes
the set of edges connecting the nodes, X = {x1,x1,...x,},X € Rxd
represents the node feature matrix of G. We use A € R™" to de-
note the adjacency matrix of G, where A;; = 1if (v;,0;) € & else
Aij =0.

Definition 3.2. Graph Anomaly Detection. Given an attribute
graph G, we define the normal nodes set as V; and the anomalous
nodes set as V;. The goal of our framework is to learn a score
function Score(-) to compute the anomaly score s; = Score(v;) for
eachnode v; € V =V, U V). If v; € V, and v; € V), there should
have s; <'s;.

4 Methodology

In this section, we delve into the details of GTHNA. As illustrated
in Figure 3, we use local-global graph Transformer to obtain node
embeddings that incorporate both local and global graph infor-
mation. Then, by leveraging the memory module that stores the
normal node patterns, the model can focus more on reconstructing
normal nodes. We introduce the multi-scale evaluation strategy to
further improve the model’s ability to capture anomalies at differ-
ent graph scales. The final anomalous scores are computed by the
reconstruction errors at different scales and the memory matching
degrees.

4.1 Local-global Graph Transformer

Structure Extractor. To enhance the ability to capture local node
structure information and obtain topologically sensitive node rep-
resentations, we first extract the whole k-hop subgraph of the node
v; and leverage GCN [14] to fuse the neighborhood information
of the node before performing a series of operations in the graph
Transformer. This can be represented as:

hi*? = GCN™® (G5, uy), (1)

where Qis“b is the k-hop subgraph rooted at node v;, GCN®) (-,-)is
the GCN model with k layers applied to gf"b using node features,
and hf"b € R% is the subgraph representation that captures the lo-
cal graph information. Then, we can get Hs#b = {hi“b, h;"b, hfj‘b
that denotes the learned node representations. In practice, a small
value of k can achieve strong performance without suffering from
issues like over-smoothing or over-squashing.

Position Encoder. In typical graph Transformers, positional en-
coding is the primary approach of identifying node position in-
formation. In this paper, we use the Laplacian matrix to generate
an absolute positional encoding for each node. The normalized
Laplacian matrix L. of G can be computed as:

L=1-DtAD 2, ®
where I is the identity matrix, D is the degree matrix. Then the
positional encoding hf ® of node v; is calculated by performing
eigenvalue decomposition on L:

. 4
Lugy = eippy, B = ,U([l-l) ", ©)

here, y1(;) is the i-th eigenvector corresponding to eigenvalue e; and
dp, is the dimension of node embeddings.
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Although the positional encodings generated in this way can
partially represent the positional characteristics of nodes, as pre-
viously discussed, relying solely on absolute positional encoding
method is insufficient to fully capture the structure information [2].
Therefore, we combine the absolute positional encoding h‘f * with
the subgraph representation hf”b to obtain node representation
before feeding it into the main Transformer model.

a = (W@ - [0 b '), @

1

by = o b + (1 - o) - b}, (5)
where «; is the fusion attention weight computed as the sigmoid
of the linear transformation W@ applied to the concatenation of
hf % and h?“b . This approach enables the node representation h; to
incorporate both global structure information and local contextual
information of node v; effectively.
Graph Transformer-based Encoder. After obtaining the node
representation h;, we construct Hg = {hy,hy, ..., h,} and use it
as input to feed into the Transformer module. The Transformer
consists of two main components: a self-attention mechanism fol-
lowed by a feed-forward neural network. These operations can be
formalized as follows:

Q=HgW©@, K=Hgw® v=Hgw"), (6)
oK’
N7l
where Q, K, and V represent the query, key, and value matrices,
respectively; d is the dimension of the key vector; A is the attention
matrix; and W@, W& W) are trainable weights.

To improve model performance, multi-head attention (MHA) is
commonly used, where multiple instances of Equation (7) are com-
puted in parallel. The output is then followed by a skip connection
and a feed-forward network (FFN), with layer normalization (LN)
applied before each block, as shown below:

H), = MHA(LN(Hg)) + Hg, (8)

A= Hj; = softmax(A)V, (7)

H, = FFN(LN(H})) + Hy, )
where H’g’ = {h{,h§, ... hj;} represents the node representations,

each node representation h{ € R% , integrating both local and
global graph information.

4.2 Memory-guided Decoder

Memory Module. Inspired by [22], we use the memory module
to store m items, each aims to represent a prototypical pattern of
normal nodes. During unsupervised training, the memory module
is dynamically updated by identifying nodes with relatively low
reconstruction errors and treating them as pseudo-normal samples.
These nodes are used to refine the memory items, encouraging
the memory module to progressively capture representative pat-
terns of normality and reduce the influence of anomalous nodes
on the reconstruction process. We denote the memory items as
M = {M;,M,, ..., M,,} and the final node representations used for
graph reconstruction are read from the memory module. As the
model training, M is continuously updated.

To read the memory module, we use each node embedding vector
h{ as the query vector, calculate the cosine similarity between it
and each memory item M; € R%, producing a correlation map of
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Figure 3: The overview of GTHNA. The input nodes will be encoded by the local-global graph Transformer to get discriminate
node embeddings and then decoded by the memory-guided decoder, we also introduce the multi-scale graph reconstruct strategy
to capture node anomalies at different scales. The final node anomaly scores are computed based on the node reconstruction

errors and the memory matching degrees.

size nx m. Next, we apply the softmax function along the horizontal
axis to obtain the matching probabilities Sp, defined as:

o exp(hé(M)7)
b TS exp(hE (M)T)
For each h{, the memory is read by taking a weighted average of the

memory items, where the weights are given by Sg, The resulting
node embedding h; € R% is:

(10)

m
h; = Z 7M. 11)
=

By leveraging all memory items, our model captures a diverse range
of normal node characteristics. The concatenation of h{ and 1:1,-,
denoted as h; € R?%, is then passed to the decoder. This allows the
decoder to reconstruct the node based on the normal node patterns
stored in the memory module, facilitating an understanding of
normality.

To ensure that the memory module can store the most accurate
patterns of normal nodes, we continuously update the memory
module after each graph reconstruction. Using a process similar
to Equation (10), we apply the softmax function to the correlation
map along a vertical axis to compute the matching probability Sas
as:

v exp(hf(M)T)
P Ehoexp(hy (My)T)
Then we update the items using the query vectors as follows:

M, — O(M; + Z SMh9), (13)

(12)

i 1
v; €Uy

where 6(+) denotes L2 normalization. We use the nodes with smaller

reconstruction errors, denoted as Uy, and assume that Uy, is the set

of normal nodes, use it to update the memory items. These nodes

are then used to update the memory items, guiding the memory
module to focus on capturing representative patterns of normal
behavior. By employing the weighted average of the node embed-
dings rather than a simple summation, this approach emphasizes
the embeddings that are more closely aligned with the memory
items.

4.3 Multi-scale Node Reconstruction

In order to capture multi-level graph structure information, we use
h; as input to perform multi-scale reconstruction for the node v;.
Node-self Reconstruction. To restore the node attributes X , sim-
ilar to the node encoding process, we use the graph Transformer
as decoder to recover the node attributes as follows:

X =T (hilo; € V), (14)

where 7 () denotes the graph Transformer operation mentioned
before. And we input the representations of two nodes to predict
the existence of the edge A; ; between them:

P(«ﬁi,jmi,}_lj) = 0(1_11‘,1_1;)- (15)

Node Neighborhood Reconstruction. The actual neighborhood
distribution N (€;, w;) of node v; can be represented as:

i =— Z Xij, Wj = —— Z (Xl _61)(X1 —6,) s (16)

Ci
v;eH; U,E‘H,

where H; denotes the one-hop neighbors set of node v; and ¢; is
the count of its neighbors.

If the neighborhood information of a node can be accurately
reconstructed from its embedding h;, it implies that the h; con-
tains multi-level graph structure information. However, directly
reconstructing the information of each neighbor node is extremely
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challenging. Inspired by [25], we indirectly reconstruct the neigh-
borhood of a node by recovering both the count of its neighbors ¢;
and the distribution of neighbors’ attributes N (é;, @;):

& = @e(hy), & = g (hy), &; = diag(exp(p,(hy))),  (17)
where ¢.(+), e (-) and ¢, (-) are FFN.

4.4 Training Loss and Anomaly Detection

Following the assumption from [3] that a higher node reconstruc-
tion error indicates a greater likelihood of anomaly, we represent
a; € A as the adjacency relationship of node v;, 4; € A as the pre-
dicted adjacency vector and x; € X as the reconstructed attribute
vector. The multi-scale node reconstruction error is then calculated
as follows:
Li=D(a; -4), Li=D(x—%), (18)
L = KL(N (€, ) [IN(é1,0:)) + D(ci = &), (19)
where D(-, ) is a distance function such as L2-distance, KL is the
Kullback-Leibler divergence between two distributions.

We also assume that the node embeddings from normal nodes
will be similar to the memory items, which capture the prototyp-
ical patterns of normal nodes. The distance between each node
embedding h{ and its nearest memory item My is computed as
follows:

L = D(h{, My). (20)
To ensure memory module can store various patterns of normal

nodes, the memory items should be sufficiently distinct from one
another, we introduce a separateness loss, which is defined as:

L? = ReLU (D (h¢, Ms) — D(h%, M) + f), (21)

where My is the nearest item, M is the second nearest item, and
the ReLU (+) operation enforces the separation margin f.
The overall training loss is then given by:

L= 3 AL + LY + Ll + (L] + LD)]
v eV (22)
= A (L + LY+ 1, LT+ 4 (LT + LP),

where A, A, and A, are hyperparameters that control the rela-
tive contributions of the node self-reconstruction loss, the node
neighborhood reconstruction loss, and the memory module loss,
respectively.

Finally, the anomaly score of node v; is computed based on the
multi-scale node reconstruction error and the degree of matching
between the node embedding and the memory items:

Score(v;) = As (L] + L) + ALl + A L. (23)

4.5 Complexity Analysis

The overall time complexity of our proposed method is dominated
by key components: O(ndfl) for structure extractor where n denotes
node count and dj, is the dimension of node embeddings, O(n®) for
Laplacian matrix decomposition in positional encoding, O (n?dp,)
for the graph Transformer encoder, O (nm) for the memory module
involving m memory items, and O(|&|) for the neighborhood re-
construction based on graph sparsity. Overall, the total complexity
is approximately O (n® + nd}zl +n?dy, + nm + |E|), where the relative
importance of each term depends on the graph size, sparsity, and
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the dimension dj, of node embeddings. It should be noticed that
the Laplacian matrix decomposition can be completed before the
training stage.

5 Experiment

In this section, we conduct a series of experiments. Specifically, we
aim to answer the following questions:

RQ1: How does GTHNA perform compared to other graph anomaly
detection methods?

RQ2: What are the impacts of the memory module and the structure
extractor on model performance?

RQ3: Can the memory module effectively store the patterns of
normal nodes?

RQ4: Can GTHNA make the anomaly scores between normal and
anomalous nodes more distinguishable?

RQ5: How do key hyerparmeters such as A, 4,, and A,, influence
the model performance?

5.1 Experimental Setups

Datasets. We choose seven benchmark datasets for evaluation.
In particular, we organize these datasets into two categories: one
consisting of datasets with artificially injected anomalies, includ-
ing Citeseer [26], ACM [29], and Blogcatalog [30]; and the other
comprising datasets with organic anomalies, including Weibo [35],
Reddit [15], YelpRes [24], and Amazon [13]. The detailed statistics
of these datasets are presented in Table 2.

Dataset ‘ #Nodes #Edges #Features #Anomalies
Citeseer 3,327 4,732 3,703 150
ACM 16,484 71,980 8,337 600
Blogcatalog | 5,196 171,743 8,189 300
Weibo 8,405 407,963 400 868
Reddit 10,984 168,016 64 366
YelpRes 5,012 355,144 8,000 250
Amazon 17,496 495,213 10,000 705

Table 2: Summary statistics for datasets used in experiment.

Baselines. We compare GTHNA with various types of open-source
graph anomaly detection methods, including graph reconstruction-
based methods (DOMINANT [3] and GAD-NR [25]), graph con-
trastive learning-based methods (CoLA [18] and ANEMONE [12]),
and graph augmentation-based methods (GADAM [37], SL-GAD
[36], ADA-GAD [9], DiffGAD [17] and GRADATE [5]).
Implementation Details. In our experiment, the neighbor hop
count k is set to 2, the node embedding dimension dj, is set to 128,
and the Transformer encoder uses 4-head multi-head attention. The
count of the memory items m is set to 512. Since most of the nodes
in the dataset are normal, the proportion of nodes with smaller
reconstruction errors for Uy can vary widely without significantly
impacting model performance. In this work, it is set to 80%. The
margin f is set to 0.5, and the weights of the multi-scale reconstruc-
tion loss and memory module loss are set to A; = 1.0, A, = 0.01,
and A, = 0.01.
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Additionally, we conduct experiments for both the baselines and
GTHNA using 10 different random seeds (ranging from 0 to 9) and
report the average and standard deviation of the results across these
10 runs as the final outcome.

5.2 Performance Comparison (RQ1)

We use the AUC to evaluate the anomaly detection performance
of methods, as shown in Table 3, We can observe that GTHNA
outperforms almost all the baseline methods across all the datasets
in detecting anomalies.

We can also observe that, on Citeseer and ACM, baselines based
on graph augmentation and graph contrastive learning consistently
outperform graph reconstruction-based baselines. In contrast, on
Weibo, graph reconstruction-based baselines show superior per-
formance. This can be attributed to the more apparent noise from
anomalous nodes in injected datasets. Graph augmentation and con-
trastive learning techniques improve model robustness by introduc-
ing perturbations, enabling better handling of injected anomalies.
But graph reconstruction-based baselines rely on the original graph
structure to infer relationships, are more susceptible to the noise.
On Weibo, the graph structure is free from artificial disturbances,
allowing graph reconstruction-based methods to capture the real
graph structure. In our approach, the local-global graph Trans-
former enhances the extraction of graph structure information,
which make node embeddings be more discernible. Additionally,
the memory module and can guide the graph reconstruction pro-
cess, mitigating the impact of noise. The synergistic interaction
between the encoder and decoder not only refines node representa-
tions but also amplifies reconstruction errors for anomalies, thereby
boosting the model’s detection performance across both injected
and ground-truth datasets.

5.3 Ablation Studies (RQ2)

To gain deeper insights into the impact of the structure extractor
and the memory module on model performance, we conduct abla-
tion experiment targeting these two components. Specifically, we
define the following variants:

e GTHNA-S: This variant excludes the structure extractor and
relies solely on the Laplacian matrix to generate positional
encodings.

o GTHNA-M: This variant removes the memory module that
records normal node patterns, and directly uses node em-
beddings generated by the encoder to perform multi-scale
node reconstruction.

As shown in Figure 4, the full GTHNA model achieves the best
performance, demonstrating the effectiveness of both the structure
extractor and the memory module. Furthermore, it can be observed
that the memory module plays a more crucial role in model per-
formance across most datasets, particularly those with injected
anomalies. This is because, in these injected datasets, the anom-
aly noise is more pronounced, significantly affecting the graph
reconstruction process.

5.4 Analysis of the Memory Module (RQ3)

To investigate the ability of the memory module to effectively cap-
ture and store the patterns of normal nodes, we perform experiment
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Figure 4: Comparison of ablation experiment results.

on both the injected dataset Citeseer and the ground-truth dataset
Weibo.
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Figure 5: Cosine similarity comparison between memory
items and normal/anomalous nodes on Citeseer and Weibo.

As shown in Figure 5, the similarity distributions reveal that the
memory items in GTHNA consistently exhibit higher alignment
with normal nodes and lower similarity with anomalous ones. This
clear separation highlights the memory module’s strong discrim-
inative capability. Specifically, memory items are updated in an
adaptive manner by aggregating information from nodes with low
reconstruction error, which are more likely to be normal. Through
this selective update mechanism, the memory effectively evolves
into a stable and compact repository of normal behavior patterns.
By integrating this memory-guided process into the anomaly eval-
uation pipeline, GTHNA enhances its robustness against anomaly
contamination during learning.

5.5 Anomaly Score Analysis (RQ4)

To assess the distinguishability of node anomaly scores computed by
GTHNA, we visualize the anomaly score distributions on 3 datasets.
Notably, the number of normal nodes significantly surpasses that
of anomalous nodes in most datasets. To avoid disproportionate
representation, we visualize the anomaly scores of all anomalous
nodes and randomly select a subset of normal nodes, totaling 5
times the number of anomalous nodes for comparison.

Compared with other methods in Figure 6, we can observe that
GTHNA can effectively increase the gap between the anomaly
scores of normal and anomalous nodes. GTHNA demonstrates a
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Table 3: AUC values (%) on seven datasets.
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Figure 6: Visualization of anomaly scores.

significantly clearer separation between normal and anomalous
nodes compared to existing methods, with anomalous nodes consis-
tently assigned higher scores. This enhanced discriminative capa-
bility stems from the holistic design of GTHNA, which integrates
a structure-aware local-global Transformer encoder, a memory-
guided reconstruction mechanism, and a multi-scale anomaly eval-
uation strategy. Together, these components enable the model to
generate more expressive and robust node representations, sup-
press the influence of outliers during reconstruction, and capture
anomalies at various structural levels. The resulting anomaly scores
are more distinguishable, confirming the effectiveness of our frame-
work in addressing key challenges such as over-smoothing and
anomalous interference in graph anomaly detection.

5.6 Hyperparameter Analysis (RQ5)

We further analyze the trend of GTHNA’s performance under differ-
ent loss weight settings (A5, A,, and A,,,) on Citeseer and Weibo. The
random seed is set to 0 in this experiment. As shown in Figure 7,
the performance on Weibo is relatively insensitive to changes in
hyperparameters. In most configurations, our model demonstrates

consistent anomaly detection performance. Meanwhile, on the in-
jected dataset, Citeseer, the performance increases with higher
values of A,,, suggesting that the injected datasets rely more heav-
ily on the memory module to record normal node patterns, thereby
improving the model’s ability to distinguish anomalies.

Weibo

Citeseer

Figure 7: Impacts of loss weights A, 1, and 4,, on model
performance.

6 Conclusion and Outlook

To address the over-smoothing issue in node representation learn-
ing with GCNs and the interference of anomalous nodes in graph
reconstruction, we propose a holistic memory-Transformer frame-
work for anomaly detection (GTHNA). By enhancing the node posi-
tional encoding, our method improves node representation distinc-
tiveness, allowing for more accurate differentiation between nor-
mal and anomalous nodes. Additionally, we introduce the memory
module to record normal node patterns and guide the graph recon-
struction process, effectively mitigating the impact of anomalous
nodes during training. Experimental results show that our method
outperforms existing approaches on seven benchmark datasets,
demonstrating its robustness and effectiveness in various settings.
Future work could focus on optimizing the computation of posi-
tional encodings for large-scale graphs to reduce computational
cost while maintaining performance. Additionally, exploring adap-
tive memory mechanisms could improve the handling of noisy
data and enhance the model’s generalizability to unseen anomaly
patterns.
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