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ABSTRACT

The very high growth of Intelligent Transportation Systems (ITS) has generated an urgent requirement
for secure, effective, and context-aware data sharing mechanisms, especially over heterogeneous
and geographically dispersed settings. This work suggests a new architecture that combines a relay
chain—driven encryption system with a modified Ciphertext-Policy Attribute-Based Encryption (CP-
ABE) scheme to tackle the double impediment of dynamic access and low-latency communication.
The model proposes a context-aware smart contract on a worldwide relay chain that checks against
data properties, including event type, time, and geographical region, to specify the suitable level of
encryption policy. From such relay-directed judgment, On-Board Units (OBUs) encrypt data end-
to-end by utilising CP-ABE and store ciphertext inside localised regional blockchains, preventing
dependence on symmetric encryption or off-chain storage. High-sensitivity events are secured
with firm, multi-attribute access rules, whereas common updates use light policies to help reduce
processing burdens. The crypto system also adds traceability and low-latency revocation, with global
enforcement managed through the relay chain. This distributed, scalable model provides a proper
balance between responsiveness in real time and security and is extremely apt for next-gen vehicular

networks that function across multi-jurisdictional domains.

1. Introduction

The Internet of Vehicles (IoVs) is a complete network
system that combines numerous technologies, including
electronic sensing, data transmission, and advanced infor-
mation technology [1]. It allows for a wide range of commu-
nication and information sharing by fusing the automobile
with the Internet. This improves road use efficiency, reduces
traffic accidents, and improves traffic management in addi-
tion to allowing cars to autonomously gather, process, and
share traffic information. IoVs can be used for a variety of
purposes, including encouraging the creation of intelligent
transportation networks and improving individual driving
experiences [2]. The increasing number of smart cars is
anticipated to generate and interchange massive amounts of
data due to the quick development of vehicular applications
and services, and the network traffic that has to be managed
will be immense. However, using typical cloud-based stor-
age and management directly will also present significant
challenges for the IoV’s high mobility, low latency, context
complexity, and heterogeneity features. Strong interoper-
ability and compatibility across IoV entities from various
service providers are similarly challenging to guarantee. To
accommodate future IoV development and effectively utilise
the promise of Intelligent Transport System, ITS, the data
interchange and storage infrastructure for IoV must be de-
centralised, distributed, interoperable, flexible, and scalable.
Numerous studies [3], [4], and [5] have designed distributed
vehicular network systems to address the aforementioned
issues. For the computation results to be consistent, the
distributed system requires that all nodes work together to
communicate real-time data. Data security, data availability,
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and node privacy are some of the issues that arise during the
data sharing process. First off, vehicles cannot completely
trust data uploaded from roadside unit facilities to take
part in the data-sharing program because of the potential
for a single point of failure (SPOF). Second, malevolent
nodes could alter data or spread false information to deceive
other nodes and cause system errors. Thirdly, the creation
of information-isolated islands might be the outcome of
accomplishing complete data sharing between cars via point-
to-point transmission. Lastly, the absence of an authorisation
method raises the possibility of data availability issues and
car privacy data leaks.

1.1. Motivation

Blockchain is a new distributed ledger system that relies
on decentralisation, non-tampering, and data traceability to
accomplish extraordinary development and breakthroughs
in research and application. Numerous survey studies have
already addressed the applications of blockchain in ITS
as well as its integration into vehicle networks, both with
and without cryptographic approaches [6], [7], [8] and [9].
However, most blockchain-based IoV applications use RSUs
as communication media and consensus executors [10], [11],
and [12]. Vehicles can only use RSUs to communicate or
use them as the certificate authority for vehicular identity
registration and revocation, which can fail to access services
because of RSUs” SPOF and raise the threat of adversary
corruption. The adversary can forge RSU identity to get
vehicle information or take control of message transmis-
sion. In addition, as roadside infrastructure, RSUs cannot
provide complete coverage in sparsely populated moun-
tainous regions and other locations; thus, IoV applications
that are entirely dependent on RSUs cannot perform data
transmission in uncapped areas. The ABE concept was first
proposed by Sahai et al. [13] [14]. From its introduction,
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it gained extensive interest and has become a very use-
ful cryptographic building block with tremendous potential
uses. Consequently, the ABE scheme’s design has attracted
interest from cryptographers across the globe. Researchers
have made numerous efforts in making improvements in the
trade-offs between security, efficiency, expressiveness, and
scalability. These endeavours have resulted in a series of
outstanding contributions [15], [16], [17], [18], [19] and [20]
to the ABE field.

1.2. Contribution

Drawing upon the lessons from similar existing work,
we present a federated ITS data-sharing system that inte-
grates a relay-chain with Ciphertext-Policy Attribute-Based
Encryption (CP-ABE) scheme (RC-CP-ABE) in ITS. In our
system, OBU encrypts its sensor’s data directly with CP-
ABE under policies made in real-time by a relay-chain smart
contract. Low-sensitivity updates skip encryption to save
latency, while critical events trigger strict, multi-attribute
access controls. Local blockchains store the resulting cipher-
texts and metadata, and the relay chain stores global attribute
definitions, revocation lists, and cross-region indexing to
provide efficient inter-jurisdictional access. Our adapted CP-
ABE makes use of light operations and inherent traceability,
weaving each user’s encrypted identity into the secret key
and supporting efficient revocation based on the q-SDH
assumption. The following are the main contributions of this

paper:

1. Relay-Guided Context-Aware Encryption Switching:
We present a new smart-contract-based mechanism
on a relay chain that dynamically controls CP-ABE
policy strictness and whether to even encrypt data,
depending on event sensitivity (e.g. high-security for
accidents, low-latency raw broadcasts for mundane
updates).

2. Consistent Ciphertext Structure with Dual-Mode Pay-
load: Our case maintains a single CT'/ structure where
OBUs insert either CP-ABE—encrypted or plain data
under a light policy framework, easing storage, pars-
ing, and decryption processes for all regional chains.

3. In-Built OBU-Only Encryption: We prove that low-
capability OBUs are capable of performing case-
light CP-ABE operations for compact ITS messages,
supporting genuine end-to-end confidentiality without
depending on RSU offload or hybrid AES solutions.

4. Federated Multi-Region Chain Architecture with In-
Chain Integration: We introduce a two-layer blockchain
system—regional chains for zone-specific storage and
arelay chain for global policy coordination and cross-
region indexing—directly connected (no gateways)
with low-latency inter-chain communication and uni-
form revocation.

Furthermore, the remaining sections of this paper are struc-
tured as follows: Section 2 presents a brief review of related
work focusing on IoV and ITS. In Section 3, the proposed
framework is outlined in detail, including the system archi-
tecture and the background cryptographic base supporting
the modified CP-ABE. Sections 4 and 5 examine the security
aspects of the proposed approach and provide a comparative

analysis with existing models in terms of computational cost
and storage overhead, and latency in the Ethereum network.

2. Related Work

This section presents the number of schemes and ap-
proaches presented by several researchers and scientists. Ta-
ble 1 presents the overall discussion of proposed approaches
discussed by existing researchers.

CP-ABE is a potent instrument for fine-grained access
control in data-sharing systems, particularly in security-
critical fields like cyber-physical systems and the ITS. Its
capacity to impose expressive access policies directly on
the ciphertext enables data owners to maintain control over
what data is accessible to whom, without depending on
perpetual connectivity or a storage provider’s trust. Routray
et al. [21] introduced a lightweight, pairing-free CP-ABE
scheme for cloud-assisted Cyber-Physical Systems (CPS) to
overcome the latency and computational overhead concerns
in conventional CP-ABE. The scheme utilises elliptic curve
point multiplication and takes advantage of fog computing to
shift the computationally expensive encryption task, thereby
decreasing device-side load as well as enhancing perfor-
mance. Working on policy hiding, Zhao et al. [22] suggested
an entirely policy-concealed CP-ABE scheme for secure
data sharing over CPS, based on an LSSS-based access
structure. It avoids leakage of sensitive access policies by re-
expressing them as blinded policy sets and hence maintains
privacy for users. A similar scheme was introduced by Cui
et al. [2], who resolved single-point failure in their work
through dispersing trust across multiple attribute authorities
that create intermediate keys. Extending the work on policy
hiding, Zhao et al. [24] in their article introduced a publicly
auditable data-sharing scheme for VANETS based on an ex-
pressive CP-ABE algorithm complemented with white-box
traceability and partial policy hiding. To ensure prevention
from key misuse, it utilises two cooperating authorities to
produce user keys, which allow public identification of key
leakers. Fog nodes were used to support computations with
large loads, enabling the system to become practical for
resource-limited vehicles.

Nevertheless, standard CP-ABE schemes usually use a
single trusted authority to delegate user secret keys, which
creates a central point of failure, a bottleneck on scalabil-
ity, and susceptibility to authority compromise. To address
this, researchers have introduced Multi-Authority CP-ABE
(MA-CP-ABE) models, in which disjoint attribute sets are
governed by multiple independent authorities. Datta et al.
[25] presented a MA-CPABE scheme where any party may
function as an authority without global coordination, except
for the setup phase. It offers security against adaptive key
queries as well as compromise of authorities over time.
Later, Yao et al. [26] presented an improved version of it by
integrating lattice-based cryptography, a global ID model, a
two-stage sampling algorithm, and monotonous linear secret
sharing schemes (M-LSSS). Contrary to regular ABE, it
enables several authorities to issue keys separately, thus
removing single-point failure and overload problems. Horng
etal. [27] introduced another MA-CP-ABE scheme designed
for vehicular ad hoc networks (VANETS) secure data shar-
ing. It solves important issues such as user privacy, access
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Table 1
Comparative Table of Related Works and Research Gaps

Author Name Proposed Mechanism Application| Survey | Performance Analysis Limitation

Routray et al. [21] | lightweight, pairing-free CP-ABE | CPS X latency and computa- | key management
scheme tional overhead overhead

Zhao et al. [22] LSSS-based access structure CPS X sensitive access policies | storage overhead

Do et al. [23] SHAP algorithm Electric X Anomaly detection Latency

vehicle

Cui et al. [2] dispersing trust across multiple | Electric X work on policy hiding communication
attribute vehicle overhead

Zhao et al. [24] data-sharing scheme for VANETs | VANETs X large loads Latency in

automation
driving
Datta et al. [25] MA-CPABE scheme ITS v security against adap- | computation over-
tive key queries head

Yao et al. [26] lattice-based cryptography, a | vehicle v secret sharing schemes | delay in real-time
global ID model communication

Horng et al. [27] MA-CP-ABE scheme VANET X single-authority =~ CP- | storage overhead

ABE

Meng et al. [28] dual hybrid ciphertext-policy | ITS X reduced computations, | long delays
attribute-based encryption storage

Chen et al. [29] data security cross-chain frame- | loV X fair data verification delay
work

Wang et al. [30] PoS-PBFT blockchain-based | loV X lightweight blockchain | computation over-
data sharing consensus head

Gao et al. [31] CP-ABE (OHP-CP-ABE) VANETs X defending against risks | long delay

Jiang and Lv [32] | zero-knowledge proof (ZKP)- | CPS X safe  symmetric key | key management
enabled distributed management overhead

Singh et al. [33] blockchain-based decentralised | loV X enhance transaction | long delay
trust management throughput

control, and revocation, advancing the limitations of single-
authority CP-ABE schemes. The method offloads burden-
some encryption and decryption processes to cloud nodes
to lighten the computation burden on resource-constrained
in-vehicle units (OBUs). Attributes are decentralized and
controlled by multiple service providers, supporting fine-
grained access control and scalability. Meng et al. [28]
proposed a dual hybrid ciphertext-policy attribute-based en-
cryption (DH-CPABE) scheme for vehicular opportunistic
computing (VOC) to support secure, fine-grained sharing of
data without a trusted authority (TA).

Encouraging the shortcomings of traditional access con-
trol systems, blockchain has been combined with CP-ABE
to deliver decentralised, tamper-evident data management
in IoV and CPS systems. The fusion of smart contracts
and CP-ABE allows smart enforcement of access policies,
open auditing, and safe data exchange independent of a
central authority. Such a combination solves the issues of
trust, data origin, and revocation in decentralised vehicular
scenarios. As interactions among data in IoV grow more
complicated city by city and region by region, recent re-
search has pushed such blockchain-based CP-ABE frame-
works into cross-chain and multi-chain environments. Chen
et al. [29] in their paper presented a data security cross-
chain framework for urban IoV to support data confiden-
tiality and system fragmentation. Hash time lock contracts
are employed for inter-city data trading among same-brand

and same-model vehicles, and trusted relay chains for intra-
city trading among diverse models. The designed HR-CP-
ABE algorithm extends CP-ABE by adding hierarchical de-
cryption, revocation-supporting vehicle attributes, and time-
controlled access to sensitive data. Wang et al. [30] in
this paper, proposed a hybrid PoS-PBFT blockchain-based
data sharing scheme IoV that enabled vehicles and RSUs
to jointly participate in lightweight blockchain consensus,
guaranteeing fair data verification and authorization even
without RSUs. Gao et al. [31] introduced "TrustAccess",
a blockchain-enabled access control system that maintains
both policy and attribute privacy during safe data sharing
based on an optimized hidden policy CP-ABE (OHP-CP-
ABE). It avoids the use of intermediaries, thus decreasing
trust establishment expenses and defending against risks
such as single points of failure. The scheme provides policy
privacy through concealed structures and accommodates
a wide universe of attributes, while attribute privacy is
maintained through the use of a multiplicative homomorphic
ElGamal cryptosystem when generating keys. To solve secu-
rity and scalability problems, Jiang and Lv [32] in this work,
the authors puts forward a zero-knowledge proof (ZKP)-
enabled distributed authentication protocol with Inter Plan-
etary File System (IPFS). It employs the Schnorr protocol
for vehicle privacy-preserving authentication and proxy re-
encryption through RSUs for safe symmetric key manage-
ment. The encrypted information is cached in IPFS servers,
whereas Hyperledger Fabric keeps authentication logs and
data indexes. Singh et al. [33] proposed a blockchain-based
decentralised trust management system for the IoV to coun-
teract security and privacy attacks from untrustworthy peers.
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3. OBU encrypts the data (or sends raw data) with selected CP-ABE policy.

4. Ciphertext is uploaded to the regional chain.

5. If data needs cross-regional access, a reference is also sent to the relay chain

6. A user with approved attributes can access the data (within the same zone or Cross-Region)

Figure 1: System Architecture

It employs smart contracts and adopts blockchain sharding to
alleviate the main blockchain load and enhance transaction
throughput [34-38].

3. Proposed System Architecture

3.1. System Architecture

The system model proposed utilises a relay chain-directed,
attribute-based encryption structure optimised for secure
and efficient data sharing in ITS. The model solves the issue
of real-time data exchange and fine-grained access control
across geographically distributed regions with lightweight
operations compatible with resource-limited devices like
On-Board Units (OBUs). The basic building blocks of the
model, as illustrated in the Figure 1, are classified as follows:

On-Board Unit (OBU): There is an OBU in each vehicle
that senses and produces traffic-related information like acci-
dent warnings, vehicle speed, environmental conditions, etc.
OBUS encrypt data in real-time with a customised variant
of ciphertext-policy attribute-based encryption (CP-ABE)

and sends encrypted data to the closest regional blockchain
directly without a middleman or any external storage. OBUs
also request the relay chain to decide on the encryption level
depending on the context of the data.

Roadside Units (RSUs): RSUs are enhancement nodes
supporting OBUs with communication, routing, and query
forwarding. Where OBUs are not resource efficient or are
temporarily not connected, RSUs can act in place of OBUs
to request the relay chain and encrypt, if authorised.

Regional Blockchain: Each geographical area (e.g., Re-
gion A, Region B) has its own unique blockchain ledger for
keeping the encrypted traffic data produced by the OBUs
in the area. These blockchains are tasked with ensuring
persistence, local access control, and traceability of the data.
The regional chains keep the encrypted data (in the form
of CP-ABE ciphertext), its metadata (event type, location,
timestamp), and the corresponding access policy.

Relay Chain: The relay chain serves as a worldwide
controller linking all regional blockchains. It controls a

Singh et al.: Preprint submitted to Elsevier

Page 4 of 14



A Relay-Chain—Powered Ciphertext-Policy Attribute-Based Encryption in Intelligent Transportation System

registry of attribute definitions, access templates, user revo-
cation lists, and context-aware encryption policies. It also
contains a smart contract that, upon query by an OBU or
RSU, provides a security flag stating whether the data must
be encrypted with high-security or low-security policies,
depending on contextual inputs like event type, region, or
time.

Trusted Authority (TA): A federated or centralised or-
ganisation that is involved in the CP-ABE scheme’s initial
configuration, i.e., creating the public parameters and master
secret key. The TA also provides private attribute keys to
compliant users like traffic police, municipal officials, and
emergency rescue teams, depending on their roles and per-
missions.

Authorised Users: Organisations like traffic manage-
ment centres, police officers, or city planners who are per-
mitted to decrypt the encrypted data, provided their attribute
keys meet the policy requirements embedded within the
ciphertext.

The communication starts when an OBU retrieves traffic
information. Before encryption, the OBU prompts the relay
chain smart contract with metadata like event type, re-
gion, and timestamp. The smart contract executes this input
against a globally defined context-sensitive policy template
and responds with a boolean flag specifying the requisite se-
curity level. For instance, if the information relates to a night
accident in a sensitive Region (e.g., Region A), the context
is considered sensitive and the flag becomes true. Here,
the OBU uses a high-security CP-ABE policy demanding
rigorous access control (e.g., attributes Role = TrafficPolice
AND Region = RegionA), along with encrypting the data
before transmitting. On the other hand, if the information is
a weather report or an ordinary traffic pattern update in a
low-risk Region, the situation is non-sensitive and the flag is
false. The OBU then uses a less restrictive policy like grant-
ing access with one attribute (e.g., Role = Analyst) and no
added encryption of the data. This hybrid method promotes
effective management of real-time traffic data while allow-
ing strict access control for important events. To facilitate
cross-regional access to data, the system separates locally
important and globally important data. Encrypted ciphertext
is, by default, kept in the regional blockchain where the
OBU happens to be located. But if the relay chain finds
that the data is of wider importance or that access can be
needed by users in other regions, then the ciphertext—or
a secure pointer to it—is also stored on the relay chain.
This guarantees that permitted users beyond the originating
region can find and retrieve the ciphertext to decrypt. The
relay chain, therefore, serves not just as a policy coordinator
but also as a federated index and access gateway for inter-
region data sharing, maintaining both accessibility and ac-
cess control integrity. After the policy decision, the infor-
mation is encrypted through the enhanced CP-ABE scheme
and kept in the regional blockchain with its metadata. If an
authorised user wants to access the information, they inquire
in the regional chain about the encrypted record. Only if their
attribute keys match the policy embedded in the ciphertext
can they decrypt it. Cross-regional access verification and
revocation enforcement across all the Regions can also be
served by the relay chain.

3.2. Assumptions Made

Assumption 1: Decisional Bilinear Diffie-Hellman
(DBDH):

Let G be a bilinear group of prime order p, with g as
its generator. Suppose that values i,j,k € Z* are ran-
domly chosen. If an adversary is provided with the tuple
(g,g', 8, gk ), it is computationally hard for the adversary .A
to distinguish whether a given element in the target group Gy
is of the form e(g, g)¥¥ or just a randomly chosen element
from Gp. This assumption ensures the hardness of dis-
tinguishing meaningful bilinear map outputs from random
values.

Assumption 2: q-Strong Diffie-Hellman (q-SDH):

Let x € Zp be selected at random, and let g; €
G|, g € G,. The q-SDH problem provides the tuple

(81,8585 ... 8" 82, 8%) € G x G2. The challenge is
181 1 2 1 2

to compute a pair (c, gll/(XH)) forsome ¢ € Z,. Itis assumed
to be infeasible for any adversary to generate such a pair
efficiently, thereby ensuring the cryptographic strength of
systems relying on this assumption.

3.3. Cryptographic Module

The cryptographic basis of the system proposed is con-
structed based on a customised Ciphertext-Policy Attribute-
Based Encryption (CP-ABE) scheme tailored for lightweight
and traceable vehicular network encryption. The scheme
facilitates fine-grained access control by enabling the data
owner (in this case, the OBU or RSU) to specify an access
policy over attributes, whereby only users whose attribute
keys meet the policy can decrypt the ciphertext. The CP-
ABE scheme is built with four algorithms: Setup, KeyGen,
Encrypt, and Decrypt. The Setup algorithm is executed by
the trusted authority to obtain the public parameters (PP)
and master secret key (MSK). The KeyGen algorithm inputs
the MSK and the user’s attribute set to generate an exclusive
secret key. The Encrypt algorithm enables the data owner to
set an access policy over attributes and encrypt the data in
line with the policy. The Decrypt algorithm verifies that the
attributes of the user meet the policy and, upon verification,
retrieves the plaintext.

Here, encryption is directed by a smart contract that’s
relay-chain-enabled and dynamically chooses the policy
strength. This process, known as "relay-guided encryption
switching," decides whether high-security or low-security
policies should be used during data encryption. High-security
policies demand conjunctions of multiple attributes (e.g.,
Role = TrafficPolice AND Region = RegionA), whereas
low-security policies could allow access with fewer require-
ments (e.g., Role = Analyst). This flexibility harmonises
performance with confidentiality. In addition, the improved
CP-ABE scheme incorporates identity traceability by as-
sociating encrypted data with traceable parameters (e.g.,
pseudonym or user ID) to allow each decryption to be
traced back to an authenticated entity. The scheme also
accommodates effective revocation through the storage of
revoked attribute IDs in the relay chain smart contract
for timely policy enforcement throughout different regions.
Overall, the cryptographic module increases trust, security,
and scalability in intelligent transport environments by inte-
grating decentralized storage with dynamic access control.
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Figure 2: Process flow for user registration and authentication

Global_Setup Phase: The TA takes (1*) as the input and
initialises the Global_Setup algorithm to produce PPy,
and M SKp, as output. Algorithm 1 elaborates on the
generation of PPy, and M SKy 4.

Algorithm 1: Global Setup Algorithm

Data: 14

Result: PP and MSK

1. Execute G(11)to — (G, Gr,p.e);

2. Select a generator g € G' and random numbers
a,p € Z;;

3. Randomly select k; € K,where K is available
key space ;

4. Calculate
f=8%X=e(g ) Xg=e(g ). h=g"

5. Choose two hash functions: H{0,1}* — Z;‘ and
H (0, 1) = K

6. Calculate M SKy 4 = (a, 9, A, k1);

7. Store PP in Relay_Chain,

8. Return PPy, = (g, h, f. X, Xy;

Registration Phase: Figure 2 represents this vital phase,
needed for the authentication of the identity of the users
involved in the communication, within this framework. Be-
fore the KeyGen process, each user has to apply for a
trusted certificate to authenticate the identity of the user.
The user will have to submit their government-issued id and
the vehicle information (id,, in fo,) to a traffic management
department, which will verify the information given by the
user. Once verified, the department will request the TA to
issue a certificate CERT,,;;,(id,,info,) for the verified
user. With this valid certificate, the user can connect to
the system and transmit information and also receive any
information within the framework.

Key Generation: For each verified user, TA initiates
the KeyGen algorithm by accepting each user’s CERT, ;4.
which contains id, and their attribute set A;. Each entry of
A, is denoted by {ix|,xp,...0} C Z;. Randomly select
LU, v’,v”,]/,]”,] ,]m S Z;. The TA computes, Y =
Sym_Enc,, (id,). The private and public keys are calculated
as: w )

Ky = gm7,Ky = Y, Ky, = gite) LK, =9,

i

! "
Q= (KN, Q=X] ,Q5;=(KY ,wherei € [K|

"

’ "
Q4=gv795=fv

! 4 ! " " ”n
SKidu,AS = (KI’K2’K{3,[}, Ke Vv og g 50 50 )

PKig 4, = (€1,8,{Q5;},€2,Qs)

Encryption: The encryption is initiated when an OBU
gathers contextual metadata like the nature of the event (e.g.,
accident, weather report), geographical area, and timestamp.
The metadata is sent as a query to the relay chain’s smart
contract, which compares it against global policies. De-
pending on the result, the smart contract responds with a
boolean flag that determines the encryption level. If the
flag is true, the OBU understands that as a high-sensitivity
context (for example, an accident has happened in a critical
area at night) and chooses a high-security encryption policy
with tighter access control requirements, commonly using
several attributes like role and region. Conversely, if the flag
is false, meaning a non-sensitive situation like a weather
report or normal traffic status in a low-risk location, the OBU
chooses a relaxed security policy. This policy may only need
one attribute, like a general analyst role, to meet the access
structure. After the policy has been established, the OBU
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goes ahead to encrypt using the modified CP-ABE scheme.
A random f € G; is selected, which is used to compute
key = H(p). Subsequent steps are elaborated below in the
Algorithm 2.

Algorithm 2: Context-Aware Encryption Algo-
rithm

Data: Data Data, access policy (M, p), keyword

K,,.r4» metadata (event, region, time)
Result: Ciphertext CT', to be uploaded to Regional
Chain
1. Query relay chain smart contract with metadata
(event, region, time);

2. Receive security flag from relay chain;

3.if flag == True (High Security) then
4. Set policy P « strict (e.g., Role =

TrafficPolice A Region = RegionA);
5. Encrypt Data using CP-ABE:

Encygq = Sym_Ency, (data);

end

6. else

7. Set policy P < minimal (e.g., Role =
Analyst);

8. Set Enc,,,, < Data

end

9. Select v € Z; and a vector

Un)T € Z;;

10. Compute v; = M, - v for each row M, in M;
13. Compute CT, = f - 1";

14. Compute CT| = g" and CT; = h";

15. Compute CTy,; =
’ : word
v

[ i .
16. Compute CT3,[ = VKL

17. Compute CT,, = X Kwordy) . xv/HKypora):

18. Construct CTy =
(CTy,CT\,CT,,CT;,;,CT'3,i,CTy, Encdata);

19. Upload (M, p) and CT} to the appropriate
regional blockchain;

v=(V,0,, ...,

Trapdoor Generation: The OBU of the user generates
the keyword trapdoor T Key,,,.; using this process, by tak-
ing SK;; , Ay and Key,,,,4 as input. Initially, the user ran-

domly selects j,j, € Z;‘ and calculates T K, = ].(1/)‘1 and

TK, = =—2  and TK, = K,. It further calculates
[] H(KQYW()rd)]

TK; = vy ()7 TK, = jH(KeY,prg) - ()" and
TK, = joKy4. Lastly, TKs = joK, - H(Keyyora) - ¢ )7
All the computed components are added together to form
the final keyword trapdor

TKeyword = (TK(), TKl’ TK2, TK;, TK4, TK5)'

Retrieval Phase: Upon receiving the request from the
user, the smart contract in the Regionalcy,,;, looks for the
encrypted data within the blockchain network. The smart
contract makes use of the Search Algorithm 3 described
below to look for the data matching the keyword shared
by the user, TK;W - The algorithm ensures that the access
policy, (M, p) stored with the CT matches with the attribute
set, A, of the user requesting the data. If the attribute set
fails to align with the recorded access policy, the algorithm

returnsL. In the following algorithm, P C [/] and is repre-
sented as a set p(i) which belongs to A;. j represents a group
of constants where j; € Z,._ .

Algorithm 3: Search Algorithm

Data: TK'

word
Result: - CT/ L
1. Calculate

A = e[y, H(QSJ)KM-J}] -e[Qs, H(QM)KM.ji]

ieX ieX

2. Caleulate T' = (Q,, CT, >CTy);
3. Calculate I'y = I'TK1;
4. Calculate A} = ATKs.

.o ~TKs T TK.

5.if Q, 5. (A—lz) =CT, * then
| 6

else

end

else

/
7. return CT,, IT%0, ATk, Enc,,,, to the user’s

OBU.
end

7. return L

Decryption phase: To decrypt the Encg,, the OBU
computes:

CT,
FTKO/AT;( 1/uks

With access to the f, the OBU can compute key = H;(f)
and subsequently calculate Sym_Dec(Enc,,)-

Track phase: This algorithm enables tracing of users
who have accessed certain data in the past. The decryption
key of every user has an included parameter Y, which
incorporates the identity of the user id,, making it easy to
trace. Additionally, the identity is redundantly included in
the K; parameter, which is obtained from a and A—two
components of the MSK known only to the TA. This double
embedding guarantees that users cannot hide their identities.
This traceability function facilitates stronger user account-
ability and promotes transparency within the data-sharing
process.

Attribute updation: Attribute updates necessitate the
regeneration of both secret and public key pairs. This is
due to the fact that key components like K; and € ; are
obtained directly from the user’s attribute set A;. Whenever
a user changes their attributes—either gaining or losing
rights—the Trusted Authority (TA) needs to issue a new
key pair based on the new set. For traceability reasons, the
encrypted identity Y is still included in the regenerated key.
The relay chain also keeps a revocation list to avoid misusing
outdated keys, allowing only correct and updated attributes
to meet encryption policies. Figure 3 reflects the interaction
between the core functions in the model described above.

ﬂ:

4. Security Analysis

This section demonstrates both the security and trace-
ability properties of the proposed scheme.
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Figure 3: Detailed interaction between the core components of RC-CP-ABE

Theorem 1: Assuming the Decisional Bilinear Diffie-
Hellman (DBDH) problem is hard, the proposed scheme
achieves IND-CPA security.

Proof: To establish the security of our scheme, we define
an adversary, Adv, and a challenger, Ch, who interact as
follows. The adversary’s objective is to compromise the sys-
tem within polynomial time, while the challenger leverages
the interaction to attempt to solve the DBDH problem. The
security game proceeds as follows:

1. Initialization: The challenger Ch receives a tuple
(g.¢'. g/, g") and either e(g, g)"/* € G4 or a random
element from G. Using these, Ch sets up the system’s
public parameters.

2. Query Phase: Ch answers all of A’s queries regarding
private key and trapdoor generation and returns the
responses accordingly.

3. Challenge Phase: The adversary submits an access
structure (M, p), two equal-length messages (m, m,),
and a pair of keywords (KW,, KW;) to Ch. The
challenger randomly selects r € 0, 1, encrypts m, and
KW,, and sends the ciphertext back to A.

4. Second Query Phase: Adv continues to make queries
to Ch as before.

5. Guess Phase: Adv outputs a guess ' € 0,1. If
¥' = r, Ch outputs ’true’; otherwise, *false’. If true’,

the challenger can create a valid ciphertext with an
advantage of

1 +e€

S te
where € is the adversary’s probability of successfully
solving the DBDH problem. If ’false’, the adversary
fails.

According to Section 3.2, under Assumption 1, the scheme
remains secure and infeasible to break within polynomial
time.

Theorem 2: Provided the g-Strong Diffie-Hellman (q-
SDH) assumption holds and ' > ¢ + £,[O(].S|)countsk]
(where countsk is the number of secret keys, ¢, is the time
for exponentiation, and |.S| is the number of attributes in set
S, the scheme guarantees traceability.

Proof: If an adversary Adv can compromise the trace-
ability of the scheme, then the challenger Ch can leverage
Adv to solve the q-SDH problem. The traceability game is
structured as follows:

1. Initialization: Ch is given (g,g’,g/,g*) and either
e(g, g)”* € Gy or a random element from G;. Using
these, Ch constructs the system’s public parameters.

2. Query Phase: The challenger responds to all secret key
queries from Adyv.
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3. Challenge Phase: The adversary submits a modified
secret key SK;W A to Ch. If SK;Z’M, 4, Passes ver-
ification Algorithm 4, then Adv has succeeded in
breaking traceability, allowing Ch to use SK*, Ag to

address the q-SDH problem.

Since the g-SDH problem is assumed to be hard in polyno-
mial time, Adv cannot feasibly produce a valid SK; dpAs ¥
that would enable solving the q-SDH problem with non-
negligible probability.

Algorithm 4: Key Verification Algorithm
Data:
Result: 0/1
1. The TA checks whether the

SKidu > As *
provided by Adv conforms to the structure:
’ n ! 4 " n
SKidu’As *= (K17K2’ K{3’i},K4’V ARV Y ARV AR | )

where K, K5 ; € G and K,, K4,J,,],,,]l,l € Z;.
2. The TA then evaluates the validity of the
following expression:

e(Ky, H - g% - e(r%, [T K5 = x*
e[k

3. If the equation is satisfied, the algorithm outputs
1. Otherwise, it returns 0.

5. Performance Analysis

The execution and result calculation method made an ex-
haustive performance assessment of Ethereum-based smart
contracts from a simulated testbed, using Replit []. Two pri-
mary Solidity contracts- RelayChain and RegionalC hain,
were deployed through Web3.js, set with realistic parameters
like a 2-second block time and 20 Gwei gas price (stan-
dard). These were evaluated under three sample functions:
evaluatePolicy() (view function), uploadCiphertext() (state-
altering data uploading function), and revokeAttribute() (ac-
cess revocation function). Their performance was tested
using concurrent user testing, scaling from 5 to 20 users in
steps, with ten iterations under each configuration to guar-
antee statistical consistency. Latency was measured with
accurate JavaScript timing mechanisms, whereas gas con-
sumption and transaction fees were calculated from receipts
and estimates. The latency graphs in Figure 4 show the
variation in EvaluatePolicy(), UploadCiphertext(), and Re-
vokeAttribute() latencies as the number of users is increased.
As illustrated, all three latencies increase smoothly as more
users use the system concurrently. The evaluation latency
increases moderately, showing that the attribute checking
and policy matching procedures do not become too heavy as
the number of users is increased. By contrast, upload latency
rises more sharply, as would be expected with the increased
computational and transactional overhead of adding new
encrypted data or policies to the blockchain. Revocation
latency also increases continuously, mirroring the increased

100 A P
—e— EvaluatePolicyLatency LT
90 | -#- UploadCiphertext e
--&- RevokeAttributelatency |~ __.--~" "
go1 e
w70 = -
= _ .
H L
> 601 = —
c e
200 N O N B
S N OO S
-
401
-
307 /
20_ T T T T T T T T
6 8 10 12 14 16 18 20
User Count
Figure 4: Latency comparison for three major functions
& —¢
200000 { *— ¥
175000
n 150000 -
5_: —— UploadGas
i 125000 RevokeGas
]
100000 -
75000 1
50000 1
6 8 10 12 14 16 18 20

User Count

Figure 5: Gas utilisation on Ethereum for uploadCiphertext()
and revokeAttribute() functions

effort to update access permissions and to disseminate revo-
cation events.

5.1. Performance testing on Ethereum

The graphs in Figure 5 demonstrate the computational
expense, expressed in Ethereum gas units, for the upload
and revocation functions. Both measurements rise linearly
with users, exhibiting stable and controllable scalability. Up-
loadGas() is always higher, since uploading requires bigger
state changes or more advanced smart contract logic. Re-
vokeGas(), though lower, exhibits a similar pattern because
contract updates need to be responsive to access control
changes. We also calculated an efficiency ratio (millisecond
latency per 1000 gas units) to assess how well every smart
contract function leverages compute resources. The smaller
the ratio, the more efficient the gas is. The deployment of
both the smart contracts shows that although uploadCipher-
text() uses more overall gas, it is more efficient at a ratio of
0.30-0.47 under user loads, as opposed to revokeAttribute(),
0.80-1.22. This implies revokeUser, while its total gas usage
is lower, is less computationally efficient and would most
gain from optimisation. The efficiency ratio also indicates
that both functions become less gas efficient with higher user
load, with efficiency worsening by about 55% when scaling
from 5 to 20 concurrent users.

5.2. Performance of the modified RC-CP-ABE
This section evaluates the storage requirements of our

model in comparison to existing schemes, focusing on four

primary parameters: public parameters, user secret keys, and
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Table 2
Comparison based on Storage cost
\ Ref \ SK \ PP \ cT \
Li et al. [39] B+ AsDIGI +21Z,| 481 + 16,1 +2[2Z, QCILI+ 3]SI + 1671

Zeng et al. [17]
Zhao et al. [24]
Proposed model

(A+2)2(9|
GlADICI+2|1Z,|
(A, + DIGI +5]Z,

BG+IUDICI+ 1671 +212,]

4Gl + |Gy BL+2)IGl + 16,1
(2L +2D)[G] + |G|

4191 + 2|67 | 4Gl + 26,1 +2L(Z,|

Table 3
Comparison based on Computational Cost

‘ Ref ‘

Key Generation Cost

‘ Encryption Cost ‘ Decryption Cost ‘

Zeng et al.[17]
Zhao et al. [24]
Proposed model

(5L +2)T + 2T

(A, + DT

(A, +2)T,+2T + ATy

2y +2A+1 | 2T, + QA+ DT
2LT T, +2T
4T + 3T, T

1.2 | —o— uploadciphertext() Efficiency
" | —e— revokettribute() Efficiency

1.0

0.8

0.6

0.47

Latency per 1000 Gas Units (ms)

0.4

6 8 10 12 14 16 18 20
Number of Concurrent Users
Figure 6: Comparison of uploadCiphertext() and revokeAt-
tribute() efficiency in terms of latency per 1000 gas unitss

ciphertext size. We also analyse the computational overhead.
Table 3 presents these storage metrics in bytes. For notation,
let |G|, Gr, and Z » denote the byte sizes of elements in
groups G, Gr, and Z » respectively; T}, 15, and Tp represent
the times for exponentiation in G, exponentiation in Gy,
and bilinear pairing operations; and A, V", and £ denote,
respectively, the number of attributes in a user’s set, the size
of the universal attribute set, and the number of rows in the
access-policy matrix M.

We used the Python-based Charm framework and Pairing-
Based Cryptography, PBC Library-0.5.14 version, to de-
velop the suggested strategy for bilinear cryptography. The
experiment was conducted using a laptop with an Intel Core
i5 processor running at 2.6 GHz and a Windows subsystem
based on Ubuntu 22.04.00. For the implementation, an
elliptic curve known as "SS512" that supports Type A
pairing and has the statement Equation : y* = x> + x
over the finite field F, was selected. Due to its symmetric
nature, any element in group Z, takes up 160 bits, while
elements in group G take up 1024 bits. The same is true
for elements in groups Gr. The computation time used by
some of the similar techniques and ours is further detailed in
Table 3. The computing time for exponentiation calculation
in group G, G, and bilinear pairing is represented by the
notations T, T, and Tp. According to the parameters listed

above, T = 8.005ms, Ty = 1.91ms, and Tp = 16.01ms for
a processor with 8 GB of RAM.

The graphs in Figure 7 illustrate the comparison of the
key generation, encryption, and decryption costs of three
schemes, Zeng et al. [17], and Zhao et al. [24] and the
proposed scheme, with the size of A varying.

Key Generation Cost: The Figure 8 (a) illustrates that the
suggested model always needs fewer times to generate keys
than the other two schemes. The reason is primarily that the
proposed method scales linearly with the size of the attribute
set, but with a lower constant factor. In contrast, Zeng et
al.’s [17] scheme incurs more computationally expensive
operations, incurring higher time expenses, particularly as
the size of the attribute set increases.

Encryption Cost: The encryption time for the model
proposed in the paper is almost independent of the size of the
attribute set A, which indicates its light-weight nature. For
Zeng et al. [17], encryption time is increasing with the size
of Ag because of more costly exponentiation and pairing
operations. Zhao et al.’s [24] scheme has a linear increase,
but still takes typically more time than the proposed method.

Decryption Cost: Decryption cost for the presented
model is negligible and independent of the size of the
attribute set, emphasising its suitability for resource-scarce
systems such as IoT devices. Zeng et al.’s [17] decryption
cost is linearly increasing with the size of the attribute
set, whereas Zhao et al.’s [24] scheme is about constant
but higher than the proposed model. Overall, these timing
comparisons demonstrate that the proposed scheme is more
computationally efficient in all major cryptographic opera-
tions, making it more feasible for real-time or large-scale
applications.

The second group of graphs in the Figure 8 presents the
storage cost—in terms of bytes—of three primary elements:
the Secret Key (SK;; , A), Public Parameters (PP), and
Cipher Text (CTf) for four schemes: Li et al. [39], Zeng et
al. [17], Zhao et al. [40], and the Proposed Model.

Secret Key Storage: The proposed model has the least
storage overhead for secret keys at all attribute set sizes since
its key size increases linearly with the number of attributes,
but employs fewer elements. Zhao et al. [24] and Li et al.
[39] take much more storage space because they have extra

Singh et al.: Preprint submitted to Elsevier

Page 10 of 14



A Relay-Chain—Powered Ciphertext-Policy Attribute-Based Encryption in Intelligent Transportation System

Li et al. 8000 4 Li et al.
—e— Zengetal. -~ Zeng et al.
20000 Zhao et al. 7000 Zhao et al.
n —® - Proposed Model - —e - Proposed Model
[J] @ 6000
5 -0 =
& 15000 - 3
£ - =
- -
o _e 5 5000
Q - o
o - (&)
o Y @ 4000+
© 10000 - o
© l ©
o -
S - - — - § 3000 -
] - -y 0
- —
5000 & —— 2000
—
e p— )
2 -
—— 1000
. [ R — i e i B
10 20 30 % 50 60 0 20 20 2 50 60
Attribute Set Size Attribute Set Size
(a) (b)
Lietal. ,/‘
-8~ Zeng et al. PR z
20000 Zhao et al. V2
L
a —® - Proposed Model 7
g -7
> L 4
2’ 15000 =
”
g -
o ~
[ /’
o 10000 P
© -
i~ PY -
] -
(4] > -
5000 2
[ 2
o ——
o+ —r—

10 20 30

0
Attribute Set Size

(c)

4 50 60

Figure 7: Computational cost comparison based on (a) Key generation (b) Encryption (c) Decryption

parameters and larger element sizes. Zeng et al.’s [17] key
size also increases more rapidly and is indicative of a more
intricate key structure.

Public Parameter Storage: Public parameter size is rel-
atively stable for the model proposed and for Zeng et al.[17],
since their parameters are less dependent on attribute set
size. Li et al. [39] and Zhao et al. [24] have increased and
relatively growing storage costs owing to their parameter
construction involving more elements connected with the
attribute universe.

Ciphertext Storage: Ciphertext length goes up with at-
tribute set size in all schemes. The suggested model, how-
ever, is able to keep the increase low by optimising the
structure of the ciphertext, finding an equilibrium between
pairing groups and attribute-dependent components. Zhao
etal.’s [24] and Zeng et al.’s [17] ciphertext length increases
at a higher rate owing to an increased number of attribute-
dependent components. Li et al.’s [39] ciphertext length also
goes up significantly with attributes.

The cost of storage comparison evidently emphasises
the space efficiency of the given model, which is essential
for settings such as IoT, where bandwidth and memory are
scarce.

6. Conclusion

In this paper, we introduced a novel decentralised data
sharing system suitable for ITS by combining an enhanced
CP-ABE scheme with local blockchain and relay chains. By
removing the centralised proxy server and utilising smart

contracts, we improved the trust, transparency, and auditabil-
ity of the system. The use of a decentralised ledger en-
abled us to provide efficient and secure off-chain storage
of encrypted vehicular data with high immutability. The
integrated function of a Trusted Authority simplified the
initialisation and key distribution functions without over-
burdening the trust model. Our system further supports
regional scalability via the insertion of relay chains as an
option, providing equal security policies throughout dis-
tributed regions. Extensive simulation results illustrate that
the presented model is superior compared to other schemes
in computational efficiency and communication overhead.
The computational cost of retrieving the secret key is sig-
nificantly reduced in the proposed method. Similarly, no
matter how big the attribute set is, the proposed scheme’s
encryption time remains constant at 37.75 ms and offers
a notable 83% reduction in decryption time compared to
other methods. In addition, smart contract usage enabled
automatic revocation and attribute updates without third-
party servers, reducing latency and improving responsive-
ness. Such results establish that the solution proposed not
only satisfies the rigorous security and privacy requirements
of ITS environments but also has concrete scalability and
efficiency appropriate for real-world deployment. In the fu-
ture, this model can be expanded further to include dynamic
and real-time updates of various policy types where access
structures change depending on context information like
traffic flow, location, or environmental data, to enhance its
usability in sophisticated urban IoV settings.
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