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Abstract

Jailbreak attacks on Large Language Models (LLMs) have
demonstrated various successful methods whereby attackers
manipulate models into generating harmful responses that
they are designed to avoid. Among these, Greedy Coordi-
nate Gradient (GCG) has emerged as a general and effec-
tive approach that optimizes the tokens in a suffix to gener-
ate jailbreakable prompts. While several improved variants
of GCG have been proposed, they all rely on fixed-length
suffixes. However, the potential redundancy within these suf-
fixes remains unexplored. In this work, we propose Mask-
GCQG, a plug-and-play method that employs learnable token
masking to identify impactful tokens within the suffix. Our
approach increases the update probability for tokens at high-
impact positions while pruning those at low-impact positions.
This pruning not only reduces redundancy but also decreases
the size of the gradient space, thereby lowering computational
overhead and shortening the time required to achieve success-
ful attacks compared to GCG. We evaluate Mask-GCG by
applying it to the original GCG and several improved vari-
ants. Experimental results show that most tokens in the suffix
contribute significantly to attack success, and pruning a mi-
nority of low-impact tokens does not affect the loss values or
compromise the attack success rate (ASR), thereby revealing
token redundancy in LLM prompts. Our findings provide in-
sights for developing efficient and interpretable LLMs from
the perspective of jailbreak attacks.

WARNING: This paper contains potentially sensitive,
harmful and offensive content.

1 Introduction

With the remarkable progress of Large Language Mod-
els (LLMs) in natural language processing (NLP) (Zhao
et al. 2023), they have demonstrated exceptional perfor-
mance across diverse tasks. To provide safe and reliable
services, LLMs typically need to be aligned with human
values, a process known as “alignment” (Christiano et al.
2022). For instance, when faced with potentially harmful
questions such as "How to destroy human society,” well-
aligned LLMs should respond with refusal to avoid provid-
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ing harmful information. However, recent research reveals
that even the most advanced models remain vulnerable to
safety threats (Chang et al. 2023), including jailbreak at-
tacks (Ying et al. 2025a,b, 2024, 2025c), prompt injection
(Wang et al. 2025), and data poisoning (Yang et al. 2023a;
Ying and Wu 2023b,a). Among these, the Greedy Coordi-
nate Gradient (GCG) proposed by (Zou et al. 2023) is a pio-
neering work in the jailbreak domain. Unlike methods rely-
ing on carefully designed prompt templates, GCG generates
effective jailbreak prompts through gradient optimization of
discrete tokens in suffixes, making it a universal and effec-
tive method.

While GCG and its variants have proven successful, they
share a common limitation: all methods initialize adversarial
suffixes to a fixed length and optimize every token position
throughout the attack process. However, the generated suf-
fixes typically consist of human-unreadable, unnatural lan-
guage. (Duan et al. 2025) found that LLMs automatically
filter noise when processing such unnatural language, sup-
pressing attention weights on meaningless tokens while fo-
cusing on semantically critical ones. This observation leads
us to hypothesize that significant token redundancy exists
within GCG-generated adversarial suffixes.

We identify three critical issues introduced by redundant
low-impact tokens:

* Interference: Low-impact tokens contribute minimally
to loss reduction and may even distract the model’s at-
tention, leading to attack failures.

* Computational overhead: These tokens participate in
the entire process of gradient computation, candidate
sampling, and loss evaluation, adding unnecessary com-
putational costs.

* Insufficient stealthiness: The higher the proportion of
low-impact tokens in the suffix, the lower the signal-to-
noise ratio of the adversarial attack, making it easier to
detect and defend.

Based on this hypothesis of adversarial suffix redun-
dancy, we propose Mask-GCG, a plug-and-play optimiza-
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Figure 1: Comparison between GCG and Mask-GCG. Left: The conventional GCG employs fixed-length suffixes for optimiza-
tion, where all tokens participate in the gradient update process. Right: Mask-GCG introduces learnable masks to identify and
prune low-impact tokens, thereby achieving suffix optimization while preserving attack effectiveness.

tion method designed to identify the impact strength of in-
dividual tokens in suffixes through a learnable token mask.
Our method introduces an innovative attention-guided ini-
tialization strategy that captures contribution patterns of
high-level semantic information by extracting key attention
matrices within the model. Specifically, attention scores are
nonlinearly mapped through an MLP network to generate
initial mask values (Chi, Fan, and Rudnicky 2023), provid-
ing a starting point for subsequent optimization. Addition-
ally, we incorporate an adaptive pruning strategy to iden-
tify and remove redundant low-impact tokens. Our method
effectively models the importance distribution at the to-
ken level in adversarial suffixes, providing an interpretable
framework for redundancy optimization in discrete token
spaces.

We evaluate Mask-GCG by applying it to GCG and two
improved variants, I-GCG (Jia et al. 2024) and AmpleGCG
(Liao and Sun 2024), demonstrating its broad applicability
and effectiveness. Experimental results reveal a clear hierar-
chy of token importance in adversarial suffixes: most tokens
contribute significantly to attack success, while a minority
exhibit obvious redundancy. In typical cases, punctuation
marks and function words typically receive lower mask val-
ues, while semantically rich tokens obtain higher weights.
Analysis shows that the proportion of high-impact tokens
exceeds 83% in most cases, further supporting our initial hy-
pothesis regarding suffix redundancy. Pruning experiments
demonstrate that removing these low-impact tokens does not
affect loss values and also reduces suffix length while main-
taining ASR. For a suffix length of 30, the experiments show
an average Suffix Compression Ratio (SCR) of 7.5% across
three models, with the maximum compression rate observed
at 40%. Moreover, by eliminating redundant tokens and re-
ducing the gradient computation space, Mask-GCG achieves
significant computational efficiency gains, reducing the av-
erage attack time by 16.8% compared to the original GCG
algorithm. These findings reveal important insights about to-

ken redundancy in LLM prompts and practical guidance for
efficiency improvements, offering new perspectives for de-
veloping efficient and interpretable LLMs from the perspec-
tive of jailbreak attacks.

2 Related work
2.1 Optimization-based Jailbreaking Methods

In the security research of LLMs, jailbreak attacks refer to
designed inputs that bypass the model’s built-in safety re-
strictions (Brown et al. 2020) and ethical constraints, induc-
ing the generation of potentially harmful and unsafe con-
tent. In computer vision(CV), stochastic gradient descent
(SGD) is a commonly used optimization algorithm (Raffel
et al. 2020) that updates parameters by randomly selecting
gradients from mini-batches of data in each iteration. How-
ever, unlike the optimization of continuous pixels in images,
LLMs process discrete tokens, making discrete optimiza-
tion more challenging for attacks on language models. GCG
was the first to apply discrete optimization-based methods
to LLM jailbreak attacks.

The core idea of GCG is to find an optimized suffix se-
quence that maximizes the probability of the model gener-
ating a specific target sequence. To make the model more
likely to output harmful content, GCG sets the target token
sequence to begin with an affirmative “sure,” followed im-
mediately by specific harmful instructions (e.g., ’here is a
tutorial for making a bomb”). Its optimization process can
be summarized into four steps:

* Gradient computation: Use the model’s embedding layer
to calculate gradient information for each token position.

» Candidate sampling: Sample top-k optimal candidate to-
kens based on gradient information.

* Loss evaluation: Compute the target loss values for all
candidate tokens.

* Iterative update: Select the optimal candidate token and
repeat the above process until the attack succeeds.



Although the GCG method achieved good ASR and trans-
ferability across multiple models, its high computational
cost and requirements provide directions for subsequent
GCG-based improvement variants.(Zhao et al. 2024) ac-
celerated the algorithm by dynamically evaluating the pre-
diction similarity between a small draft model and target
models in improving candidate generation, called Probe-
Sampling. (Zhang and Wei 2024) proposed the Momentum-
enhanced Greedy Coordinate Gradient method, introducing
momentum terms to improve optimization efficiency. (Liao
and Sun 2024) amplified GCG’s impact by training adver-
sarial suffix generation models that can generate numer-
ous adversarial suffixes for harmful queries in a short time,
called AmpleGCG. (Jia et al. 2024) proposed hybrid multi-
coordinate update strategies and diversified target templates
to accelerate convergence, called I-GCG. (Li et al. 2024)
reduced computational costs by introducing regularization
terms related to inter-token distances and replacing random
sampling with greedy sampling, called Faster-GCG. (Yang
et al. 2023b) proposed improving transfer ASR by removing
response pattern constraints and token tail constraints.

2.2 Masking and Redundancy

Mask learning is a common paradigm in deep learning
(So et al. 2021), widely applied in NLP and CV tasks.
Through masking mechanisms, models can improve gen-
eralization by completing or reconstructing inputs during
training (Belyaeva et al. 2023). The Masked Autoencoder
(MAE) (He et al. 2022) masks a high proportion of in-
put images, allowing the encoder to process only the vis-
ible parts, while the decoder reconstructs the image based
on the encoder’s output and masks, significantly improv-
ing model performance while enhancing training efficiency.
(Zhang et al. 2024) proposed a learnable regularization strat-
egy for Retriever-reader models, which controls gradient
variance by reducing masked candidates, thereby weakening
the influence of top-retrieval passages and effectively bal-
ancing the contributions from different passages.

Meanwhile, the redundancy problem in prompts has be-
come increasingly prominent (Chen et al. 2024b). Research
by (Chen et al. 2024a). shows that long prompts in LLMs
services generally lead to increased generation costs with
sequence length, forming a bottleneck in system through-
put and response latency. This indicates that redundancy in
prompts affects the efficiency of model generation. (Zhu
et al. 2023) further pointed out that lengthy and complex
instructions may overwhelm lightweight models, causing at-
tention dispersion and over-reasoning issues that affect task
execution.

Inspired by the above research, our work is the first to
apply learnable token masking to verify the potential redun-
dancy of adversarial prompt suffixes, thereby revealing to-
ken redundancy in LLMs prompts.

3 Methodology
3.1 Learnable Mask

We introduce a learnable masking mechanism to identify the
importance of each token in the adversarial suffix. For each

token position ¢ in the adversarial suffix of length L, we de-
fine a continuous mask value to compute the masking prob-
ability.

P=o(m/7) (1)

where o(+) is the sigmoid function, and 7 is the tempera-
ture parameter that controls the sharpness of the mask distri-
bution. We employ a cosine annealing schedule for the tem-
perature parameter to balance exploration and exploitation
during optimization.

To align the embedded vectors corresponding to adversar-
ial tokens with the learned embedding weight elements, the
embedding weights are converted into continuously learn-
able parameters.

Emasked = (H . Wembed) Op (2)

where H € {0,1}£*" represents the one-hot encoding
for adversarial correspondence, Wempea € RY ¥ represents
the model’s embedding weight matrix.

3.2 Joint Loss Optimization

To introduce importance compression for the adversarial
suffix, we design a joint loss function comprising the attack
loss Laack and the regularization loss Lre,.

This design not only optimizes the attack effectiveness
but also encourages the model to assign higher mask val-
ues to high-influence tokens while reducing the mask values
for low-influence tokens, thereby enabling intuitive gradient
learning.

Attack Loss As the core loss function of the GCG algo-
rithm (Zou et al. 2023), its objective is to induce the model
to generate potentially harmful content by measuring the
probability differences in the model’s outputs through cross-
entropy loss.

Lattack = — log P(ylarget | Tprompts $sufﬁx) €))

Selective Regularization Loss To promote the selective
retention of key tokens, we introduce an L1 norm regular-
ization term applied to the average of all mask probabilities.
This design cleverly encourages the mask weights of suc-
cessful key tokens to approach 1, while the weights of non-
key positions approach 0, thereby achieving the functional-
ity of automatically identifying and retaining important to-
kens.

L
1
£reg = /\reg : Z Zpi 4)
=1

where A, is the regularization weight, used to balance
the attack effectiveness and token selectivity. A larger Ar,
value strengthens the selection pressure, causing more non-
key tokens to gradually approach 0; a smaller value priori-
tizes ensuring the ASR.

Total Loss The ultimate optimization objective is to mini-
mize the weighted sum of the attack loss and the regulariza-
tion loss, formulated as follows.

Etolal = »Canack + )\reg : Ereg @)
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Figure 2: adversarial suffix generated for a harmful prompt using GCG and Mask-GCG. The GCG algorithm optimizes all
tokens in a fixed-length suffix of 30 tokens, producing an adversarial suffix containing unnatural language components. Our
Mask-GCG method, through the application of learnable masks, successfully identifies high-impact tokens while pruning those
with low impact, achieving a maximum 40% Suffix Compression Ratio (SCR) and reducing the original suffix length from
30 tokens to 18. The numerical values displayed in the lower section of the figure represent the mask probability values for
the retained tokens, all of which exceed our experimentally determined pruning threshold. This demonstrates Mask-GCG’s
ability to effectively identify and preserve essential tokens while safely removing redundant ones without compromising attack

effectiveness.

This joint optimization strategy enables Mask-GCG to
maintain a high ASR while automatically identifying and
retaining tokens crucial to the attack, and pruning redundant
tokens, thereby providing a more efficient and interpretable
method for generating adversarial prompts. Through this ap-
proach, we not only achieve compression of the adversarial
suffix but also reveal the distribution characteristics of token
importance in LLM prompts, discovering that most tokens’
contributions to attack success actually exhibit significant
gradients.

3.3 Attention-Guided Mask

Attention-Weighted Importance Calculation For each
token position ¢ € S in the adversarial suffix, we extract at-
tention scores from the last K layers of the model and com-
pute the importance score (Liu and Zuo 2023) by combining
two dimensions: target dependency and global influence.

L
wi= Y BlaRY+1-a)F"]©)
I=L—-K+1

Where Rl(l) represents the attention dependency of the target

response on the control token. Fi(l) represents the global in-
fluence of the control token (excluding self-attention). [3; is
the layer weight, assigning higher weights to deeper layers.
a € [0, 1] is the balancing parameter, controlling the relative
importance of the two strategies.

Mask Initialization Based on the precomputed impor-
tance scores, we initialize the mask logits values through
a Multi-Layer Perceptron (MLP) network, thereby ensuring
that the initial mask weights can better capture the relative
influence of tokens and provide a more robust starting point
for subsequent optimization.

m{” = MLP(@;) + & (7)

where w; is the normalized importance score achieved
through z-score transformation, and the MLP consists of two
linear layers with ReLU activation to nonlinearly transform
the importance scores into initial mask logits.

3.4 Pruning

Based on the learned mask probabilities, we design a prun-
ing strategy grounded in token importance, thereby achiev-
ing compression of the suffix length and revealing token re-
dundancy in prompts.

jkeep = {Z 1pi > 7-prune} ()

where Tpupe is the preset pruning threshold. After subse-
quent training reaches a sufficiently small length, we per-
form pruning operations by updating the token sequence,
reconstructing the mask parameters, and resetting the opti-
mizer. If pruning results in an increase in loss, we roll back
to the previous state, thereby restoring the removed tokens
and ensuring the safety of the pruning process.



Algorithm 1: Mask-GCG

Require: Model M, initial suffix sg, number of steps N
Ensure: Optimized adversarial suffix s*
1: // Initialize Mask
s < s¢ {Initialize adversarial suffix }
w {Attention-Weighted Importance }
m < MLP(w) + € {Initialize mask via MLP}
optimizer < Adam([m],lr = «)
fori =1to N do
// Mask Learning
p < o(m/7) {Convert logits to probabilities }
9: Enasked < (H : Wembed) op {APPIY maSk}
10: L < Layack + )\reg : Ereg
11:  V,, < 0L/0m {Compute mask gradient}
12:  optimizer.step(V,,) {Update mask}
13:  // Token Optimization
14: s+ GCG(s, M) {Update suffix tokens}
15:  // Mask Pruning
16:  ifi mod f = 0and |s| > Ly, then

17: k < argmin;(p;)

18: if pr < 0 then

19: s < RemoveToken(s, k) {Remove token}
20: m < RemoveElement(m, k)

21: Reinitialize optimizer with new m
22: if Loew > Lo then rollback

23: end if

24:  end if

25 if AttackSuccess(M, s) then

26: return s

27:  endif

28: end for

29: return s

Mask-GCG procedure is summarized in Algorithm 1,
which integrates mask learning, token optimization, and
adaptive pruning into a unified framework.

4 Experiments

We design comprehensive experiments to verify the exis-
tence of token redundancy in adversarial suffixes. In this sec-
tion, we first introduce the experimental setup, followed by
the presentation and analysis of Mask-GCG’s experimental
results on GCG and its variants.

4.1 Experimental Setup

Dataset This study employs the AdvBench harmful be-
havior dataset, which contains 520 harmful instructions
specifically designed to evaluate models’ safety defense ca-
pabilities. Given that prior research has identified issues of
inconsistent quality and sample redundancy in AdvBench,
we randomly sampled 50 instances to form our experimen-
tal subset, ensuring both representativeness and efficiency
in evaluation. Similar sampling strategies have also been
adopted in related studies (Huang et al. 2025), indicating that
50 cases provide a reasonable and convincing benchmark for
evaluation.

Models To validate the effectiveness and generalization
capability of Mask-GCG, we conducted experimental eval-
uations on Llama-2-7B-Chat (Touvron et al. 2023), Vicuna-
7b (Zheng et al. 2023) and Llama-2-13B-Chat(Touvron et al.
2023), safety-aligned open-source LLMs with robust defen-
sive capabilities. Notably, by including Llama-2-13B-Chat,
a larger-parameter model compared to those typically eval-
uated in prior improvement works, we further challenge our
method under a more demanding setting, thereby strength-
ening the credibility and generalizability of our results.

Evaluation Metrics We primarily employ Attack Success
Rate (ASR) to measure the attack method’s ability to induce
harmful content generation from the model. Additionally,
we introduce Suffix Compression Ratio (SCR) to precisely
quantify the effectiveness of our pruning strategy. SCR mea-
sures the percentage of tokens eliminated from the original
adversarial suffix while maintaining attack effectiveness.

SCR = Loriginal — Linal x 100%, )

Loriginal

where Loyiginal denotes the length of the original adversarial
suffix, and Lg,,) denotes the length of the pruned suffix.

Baselines and Hyperparameters We compare Mask-
GCG against the following methods: GCG(Zou et al. 2023)
as the foundational attack framework, I-GCG(Jia et al.
2024), which introduces hybrid multi-coordinate update
strategies and is implemented with the optimization target
and initial suffix settings described in the original paper, and
AmpleGCG(Liao and Sun 2024), a GCG variant that en-
hances attack efficiency through training generator models.
For AmpleGCG, we adopt beam search with a beam size of
100 and candidate pool size of 100, representing a balanced
trade-off between computational efficiency and generation
diversity, using the suffix corresponding to the highest re-
ward as the initial suffix.

In our experiments, we follow the standard suffix length
of 20 tokens used in GCG and its variants, while addition-
ally conducting experiments with 30 tokens to provide a
more comprehensive evaluation of our method’s effective-
ness across different suffix lengths. For the 30-token exper-
iments, we padded the original suffixes with the token ’ !’
to achieve the desired length. We set the optimization itera-
tions to 250 and use batch size of 512 candidates with Top-k
sampling of 256 candidates per position, following the orig-
inal GCG configurations to ensure fair comparison. For our
method-specific parameters, we employ a cosine annealing
schedule for the temperature parameter to dynamically bal-
ance exploration and exploitation throughout optimization.
The regularization weight A, and pruning threshold Tprype
are both set to 0.3 based on preliminary experiments that ef-
fectively balance attack success rate with token selectivity.

For attack success evaluation, we adopt the GCG
keyword-based detection approach with an expanded set of
refusal indicators, where attacks are considered successful
when model responses do not contain predefined refusal pat-
terns.



Methods (SCR)

|
Models | GCG+Mask-GCG | I-GCG+Mask-GCG | Ample-GCG + Mask-GCG
Suffix Length 20 30 | 2 30 | 20 30
Target | Llama-2-7b | 5.8% 99% | 02% 0.7% | 2% 2%
Model | Vicuna-7b | 1.4% 21% | 03% 1% | 65% 4.1%
| Llama-13b | 52% 105% | 41% 54% | 5.1% 4.7%
Average | 41% 75% | 15% 24% | 45% 3.0%

Table 1: Results of the Suffix Compression Ratio (SCR) for the Mask-GCG method across different target models and GCG
variants. A higher SCR value indicates a larger proportion of the adversarial suffix being compressed while preserving attack

effectiveness
| Methods (ASR)

Models | GCG | +Mask-GCG | I-GCG | +Mask-GCG | AmpleGCG | + Mask-GCG
SuffixLength | 20 30 | 20 30 | 20 30 | 20 30 | 20 30 | 20 30

| Llama-2-7b | 58% 64% | 68% 62% |100% 100% | 100% 100% | 93% 98% | 98%  98%

ﬁ‘;ﬁg | Vicuna-7b | 98% 100% | 96% 96% | 100% 100% | 100% 100% | 99% 100% | 98% 100%

| Llama-13b | 74% 80% | 66% 76% |100% 100% | 98% 100% | 100% 100% | 100% 98%

Average | 77%  81% | 77% 78% |100% 100% | 99% 100% | 97% 99% | 9% 99%

Table 2: Comparison of Attack Success Rate (ASR) between the original methods and after integrating Mask-GCG on different
target models with suffix lengths of 20 and 30. The results indicate that Mask-GCG achieves suffix compression without
compromising the effectiveness of the original attack methods.

Ablation Study Considerations While ablation studies
are commonly conducted to validate the contribution of indi-
vidual components, our experimental design focuses primar-
ily on validating the core hypothesis of token redundancy
in adversarial suffixes rather than optimizing the masking
method itself. Our main objective is to demonstrate the exis-
tence and extent of token redundancy across different GCG
variants and target models through comprehensive compar-
ison with GCG, I-GCG, and AmpleGCG as complete sys-
tems. The individual components of our method are de-
signed to work synergistically, and separating them would
prevent the implementation of a complete Mask-GCG sys-
tem, which would not provide meaningful insights for our
core research question. The consistency of our findings
across three different attack methods and three target models
provides robust evidence for our central claim about token
redundancy without requiring detailed component analysis.
Future work could explore the individual contributions of
each component for further method optimization.

4.2 Experimental Results

According to our experimental design, we conducted a com-
prehensive evaluation of Mask-GCG’s performance across
three representative language models and three GCG at-

tack methods. We first implemented each GCG variant ac-
cording to their original configurations, then integrated our
Mask-GCG plugin to evaluate the impact of learnable to-
ken masking. The comparative experimental results are pre-
sented in Table 1 and Table 2, providing comprehensive
analysis across three key metrics: Suffix Compression Ra-
tio (SCR), Attack Success Rate (ASR), and Computational
Efficiency.

SCR Analysis As shown in Table 1, Mask-GCG demon-
strates varying degrees of suffix compression effects across
different target models and GCG variants, with compres-
sion ratios ranging from minimal reductions to substantial
improvements reaching up to 10.5%. The compression ef-
fectiveness varies significantly depending on the underlying
attack method’s optimization characteristics.

GCG+Mask-GCG consistently achieves meaningful com-
pression across all models, with the most notable improve-
ments observed on longer suffixes (30 tokens), where com-
pression ratios reach nearly 10% on both Llama models.
This effectiveness stems from GCG’s iterative optimization
process, which provides ample opportunities for our method
to identify and prune redundant tokens during the extended
attack convergence.
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Figure 3: Mask Evolution in Harmful Query Attacks. This figure illustrates the initial and final states of mask values for each
token position during a harmful query attack on the Llama-2-7B model. The purple bars represent initial mask values, red
hatched areas indicate increased mask values, and green hatched areas show decreased values. Black dashed boxes highlight
pruned tokens. The visualization reveals that certain tokens’ mask values significantly increase during optimization, indicating
their high contribution to attack success, while low-impact tokens are identified and pruned due to their minimal influence.

Model & Time Length 20  Length 30
Llama-2-7b

GCG (sec) 1096.7 1285.6

Mask-GCG (sec) 778.5 819.3
Vicuna-7b

GCQG (sec) 73.5 117.0

Mask-GCG (sec) 63.0 116.1
Llama-13b

GCG (sec) 1634.7 1960.2

Mask-GCG (sec) 1499.5 1856.2
Average

GCG (sec) 935.0 1120.9

Mask-GCG (sec) 780.3 930.5
Time Cost -16.5% -17.0%

Table 3: Comparison of time cost (in seconds) between GCG
and Mask-GCG across different models and suffix lengths.
The results show that Mask-GCG consistently reduces com-
putational time compared to GCG.

[-GCG+Mask-GCG exhibits limited compression on
smaller models due to its rapid attack convergence, leaving
insufficient time for effective pruning. However, an interest-
ing pattern emerges on the larger Llama-2-13b model, where
compression capabilities improve substantially, suggesting

that larger models may offer more opportunities for redun-
dancy identification during the I-GCG optimization process.
AmpleGCG+Mask-GCG demonstrates moderate but sta-
ble compression performance across different model archi-
tectures, with the most significant improvements observed
on the Vicuna-7b model. This consistency indicates that our
method can effectively identify redundant tokens regardless
of the underlying model complexity, though the extent of
compression depends on the interaction between the attack
method’s convergence pattern and our pruning strategy.

ASR Analysis Table 2 presents a comparison of the Attack
Success Rates (ASR) for each method before and after inte-
grating Mask-GCG across different target models and suf-
fix lengths. The results indicate that, despite token pruning,
Mask-GCG maintains or even slightly improves the ASR
without significantly compromising the effectiveness of the
original attack methods.

Across all experimental conditions, we observe consis-
tent ASR preservation patterns. GCG+Mask-GCG demon-
strates stable performance relative to the original method,
maintaining comparable attack success rates while achiev-
ing suffix compression. I-GCG+Mask-GCG exhibits excep-
tional stability with near-perfect attack success rates that
match or exceed the original I-GCG performance. Similarly,
AmpleGCG+Mask-GCG maintains excellent performance
at the high levels characteristic of the original method.

The robustness of these results across different model ar-
chitectures and parameter scales validates our core hypoth-
esis: redundant tokens exist in the adversarial suffix, and re-
moving these low-impact tokens does not compromise at-
tack effectiveness.




Computational Efficiency Analysis Table 3 presents a
detailed comparison of computational time costs between
the GCG method and Mask-GCG across different target
models and suffix lengths. The results demonstrate that
Mask-GCG consistently achieves significant computational
efficiency improvements, with average time reductions of
16.5% for suffix length 20 and 17.0% for suffix length 30.

The efficiency gains are most pronounced on the Llama-
2-7b model, where Mask-GCG achieves substantial time
savings across both suffix lengths. Interestingly, longer suf-
fixes (30 tokens) tend to benefit more from our optimization
approach, suggesting that the redundancy identification be-
comes more effective as the search space increases. Even
on models with relatively fast convergence like Vicuna-7b,
Mask-GCG maintains efficiency improvements, though the
absolute time savings are naturally smaller due to the lower
baseline computational requirements.

The Llama-2-13b model, being the largest in our evalu-
ation, shows consistent time savings that demonstrate the
scalability of our approach across different model sizes.
These computational efficiency improvements stem from
our method’s ability to identify and prune low-impact to-
kens, thereby reducing the gradient computation space and
eliminating unnecessary token evaluations during the opti-
mization process. The consistent performance across diverse
model architectures validates that redundancy-based opti-
mization provides meaningful practical benefits for adver-
sarial attack generation.

Distribution of Masks Figure 2 illustrates a specific case
where Mask-GCG compresses the original suffix of 30 to-
kens to 18, achieving a 40% compression ratio. The values
at the bottom of the figure represent the mask probability
values for the retained tokens, all of which exceed our prede-
fined pruning threshold. This demonstrates that Mask-GCG
can effectively identify and preserve tokens critical to attack
success.

Figure 3 reveals the dynamic evolution of mask val-
ues during optimization, providing clear evidence of our
method’s ability to distinguish between high-impact and re-
dundant tokens. The visualization shows that certain token
positions experience significant mask increases, indicating
their critical contribution to attack success, while others
are identified as redundant and subsequently pruned. This
pattern validates our core hypothesis regarding adversarial
suffix token redundancy and demonstrates that Mask-GCG
can effectively separate essential tokens from noise without
compromising attack effectiveness.

5 Conclusion

In this work, we address a fundamental question that has
remained unexplored in adversarial attacks on Large Lan-
guage Models: whether all tokens in GCG-generated ad-
versarial suffixes are necessary for successful jailbreak at-
tacks. Our investigation reveals significant token redundancy
within these fixed-length suffixes, validating our initial hy-
pothesis regarding adversarial suffix redundancy.

We propose Mask-GCG, a plug-and-play optimization
method that employs learnable token masking to identify

impactful tokens within adversarial suffixes. Our approach
effectively addresses the three key issues introduced by low-
impact tokens: interference, computational overhead, and
insufficient stealthiness. By eliminating redundant tokens
and reducing the gradient computation space, Mask-GCG
achieves substantial computational efficiency gains, reduc-
ing average attack time by 16.8% compared to the original
GCQG algorithm while maintaining attack effectiveness.

Our experimental results provide compelling evidence
supporting our core hypothesis. Across multiple models
and GCG variants, we demonstrate that most tokens in ad-
versarial suffixes contribute significantly to attack success,
while a minority exhibit clear redundancy. The analysis re-
veals a hierarchy of token importance, with high-impact
tokens—defined as those exceeding the pruning thresh-
old—exceeding 83% of typical suffixes, precisely as hy-
pothesized. Notably, not all tokens below this threshold are
pruned, as the pruning process selectively targets only those
with negligible influence; consequently, the observed pro-
portion of high-impact tokens is lower than the value derived
from 100% minus the Suffix Compression Ratio (SCR),
which aligns with expectations and reflects the method’s
conservative approach to preserving efficacy. Importantly,
our method achieves suffix compression ratios while main-
taining or even improving Attack Success Rates, demon-
strating that pruning low-impact tokens does not compro-
mise attack effectiveness. Furthermore, the consistent time
reductions across different models underscore the practical
value of our redundancy identification approach.

Our work provides valuable insights for developing effi-
cient and interpretable LLMs from the perspective of jail-
break attacks(Ai et al. 2023), as stated in our initial objec-
tive. Through Mask-GCG, we demonstrate that learnable to-
ken masking can effectively identify and remove redundant
tokens in adversarial suffixes while maintaining attack effec-
tiveness and improving computational efficiency. The reve-
lation of token redundancy patterns opens new avenues for
prompt optimization and offers a deeper understanding of
how language models process adversarial inputs, contribut-
ing to both attack efficiency and defensive mechanism devel-
opment. Our plug-and-play methodology ensures broad ap-
plicability across different GCG variants, providing a prac-
tical framework for future research in adversarial suffix op-
timization.

6 Ethical Considerations

Our main goal here is to deepen the community’s grasp of
weaknesses in large language models and help pave the way
for tougher defenses. Sure, our results show gains in ef-
ficiency and clarity when crafting adversarial attacks, but
we’re dead set against anyone using this for harm. This is
strictly about bolstering security research and steering to-
ward better protections against such exploits. We urge fellow
researchers, developers, and anyone in the Al space to apply
what we’ve found toward building stronger safeguards—like
sharpening detection tools, hardening models, and setting up
solid safety measures. Let’s push for open, responsible shar-
ing and team up to create Al that puts safety first and sticks
to ethical standards.
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