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Abstract
While Retrieval-Augmented Generation (RAG) effectively
reduces hallucinations by integrating external knowledge
bases, it introduces vulnerabilities to membership inference
attacks (MIAs), particularly in systems handling sensitive
data. Existing MIAs targeting RAG’s external databases
often rely on model responses but ignore the interference
of non-member-retrieved documents on RAG outputs, lim-
iting their effectiveness. To address this, we propose DCMI,
a differential calibration MIA that mitigates the negative
impact of non-member-retrieved documents. Specifically,
DCMI leverages the sensitivity gap between member and
non-member retrieved documents under query perturbation.
It generates perturbed queries for calibration to isolate the
contribution of member-retrieved documents while minimiz-
ing the interference from non-member-retrieved documents.
Experiments under progressively relaxed assumptions show
that DCMI consistently outperforms baselines—for example,
achieving 97.42% AUC and 94.35% Accuracy against the
RAG system with Flan-T5, exceeding the MBA baseline by
over 40%. Furthermore, on real-world RAG platforms such
as Dify and MaxKB, DCMI maintains a 10%-20% advantage
over the baseline. These results highlight significant privacy
risks in RAG systems and emphasize the need for stronger
protection mechanisms. We appeal to the community’s con-
sideration of deeper investigations, like ours, against the data
leakage risks in rapidly evolving RAG systems.1

1 Introduction
Large language models (LLMs) [3, 5, 19, 53] have demon-
strated impressive text generation, comprehension, and rea-
soning abilities. However, LLMs’ reliance on static, pre-
trained knowledge inherently limits their generation of ac-
curate, up-to-date, or domain-specific information. To
address these limitations, Retrieval-Augmented Generation

*Corresponding authors
1Our code is available at https://github.com/Xinyu140203/RAG_MIA.

(RAG) [4, 24, 27, 42, 48, 52, 56] has emerged as a power-
ful framework that integrates the strengths of retrieval-based
systems and generative models. By dynamically retrieving
relevant information from external knowledge sources and
leveraging it to enhance text generation, RAG bridges the
gap between the vast knowledge stored in databases and the
generative prowess of LLMs.

While RAG has been widely adopted across various do-
mains, its reliance on external databases—particularly those
containing sensitive or high-risk data—introduces significant
challenges. Concretely, in healthcare, systems like SMART
Health GPT integrate sensitive medical data from external
sources to enhance diagnostics and provide personalized rec-
ommendations, raising concerns about patient privacy and
data security [12, 57]. Similarly, financial institutions use
RAG to analyze transaction data for risk assessment, which
may expose sensitive financial information [37]. In the legal
domain, tools like AutoLaw leverage case details and private
data stored externally to improve document review and ad-
visory services, posing risks of unauthorized access or mis-
use [25,38]. These challenges prompt the need to understand
privacy risks and unauthorized data usage in RAG systems.

To this end, we focus on membership inference attacks
(MIAs), which have proven to be a critical lens for study-
ing privacy risks and unauthorized data usage in traditional
machine learning (ML) and LLMs [1, 6, 17, 34, 39]. These
attacks reveal if a data sample is in a model’s training set,
exposing vulnerabilities. In this work, we investigate a dis-
tinct angle: whether a specific data sample is part of RAG’s
retrieval database.

Specifically, given a query, RAG first retrieves the top-
k semantically similar documents and then appends them
to the query as the context for response generation. In
the MIAs scenario, these retrieved documents fall into two
categories: (1) member-retrieved documents, which exactly
matches the query, indicating the query’s presence in the re-
trieval database (2) non-member-retrieved documents, which
are semantically similar but do not exactly match the query.
If the query exists in the database, the semantic search prior-
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Figure 1: The interference from non-member-retrieved docu-
ments compromises the reliability of membership inference sig-
nals in RAG systems. For member queries, the presence of
non-member-retrieved documents can degrade response quality,
leading to misclassification as a non-member. For non-member
queries, the retrieved non-member-retrieved documents may
provide sufficient context to generate high-quality responses,
causing misclassification as a member.

itizes retrieving the matching member-retrieved documents
along with relevant non-member-retrieved documents. If the
query is absent, only non-member-retrieved documents are
retrieved. Therefore, determining whether a sample exists
in the database reduces to checking whether the retrieved
documents include a member-retrieved documents. In the-
ory, member-retrieved documents provide more accurate in-
formation because they exactly match the query, leading to
higher-quality responses with greater confidence. Existing
MIA methods [2, 31, 35, 40] exploit this assumption by an-
alyzing response characteristics to infer membership. How-
ever, this signal is unreliable in RAG systems, as shown in
Figure 1. For member queries, the presence of non-member-
retrieved documents can degrade response quality, leading to
misclassification as a non-member. For non-member queries,
the retrieved non-member-retrieved documents may provide
sufficient context to generate high-quality responses, caus-
ing misclassification as a member. These issues suggest that
non-member-retrieved documents interfere significantly with
MIAs. Section 3.2 presents a quantitative analysis of this in-
terference.

To reduce interference from non-member-retrieved docu-
ments, we propose a novel MIA based on Differential Cal-
ibration, called DCMI. Our method uses the RAG system’s
confidence in the correctness of a target sample as the infer-
ence signal, measured by the probability of the system re-
sponding “yes”. Our attack is based on a key observation:
member-retrieved documents are highly sensitive to pertur-
bations, leading to significant drops in their contribution to
the confidence score. In contrast, non-member-retrieved doc-
uments remain stable, contributing consistently even after
perturbation (see details in Section 4.1).

Concretely, given an original query, a third-party LLM
first generates its perturbed version. Since the perturbation
significantly weakens the influence of member-retrieved doc-
uments, the perturbed version’s confidence score mostly re-

flects the contribution of non-member-retrieved documents.
Subtracting this perturbed score from the original query’s
score cancels out the non-member-retrieved documents in-
fluence, thereby isolating the unique contribution of member-
retrieved documents and yielding a more accurate member-
ship discrimination signal.

We evaluate three increasingly realistic adversary mod-
els on two benchmark datasets and various RAG systems.
DCMI consistently outperforms all baselines across scenar-
ios. In the Adversary 1 setting, DCMI achieves 97.42% AUC
and 94.35% Accuracy on a Flan-T5-based RAG system, ex-
ceeding the MBA baseline by over 40%. Analysis shows
that the differential calibration module boosts performance
by 7%, while DCMI remains robust to changes in perturba-
tion magnitude and threshold. On real-world RAG systems
(Dify, MaxKB), DCMI maintains a 10%–20% lead, reaching
up to 74% attack success on MaxKB.

In summary, our contributions are as follows:

• We are the first to analyze the negative impact of
non-member-retrieved documents, a RAG-specific phe-
nomenon, on MIA performance. This offers new in-
sights into their influence on data-related risks in RAG
frameworks.

• We introduce DCMI, a differential-calibration MIA
that enhances discriminative signals in RAG by miti-
gating the interference of non-member-retrieved docu-
ments. We progressively relax assumptions to expand
the DCMI’s applicability, ultimately achieving a fully
realistic, end-to-end attack scenario.

• We conduct extensive experiments across diverse local
and real-world RAG configurations, focusing on three
adversary models. Results show that DCMI signifi-
cantly outperforms existing baselines and achieves 10%
better attack effectiveness on real-world RAG systems.
Additionally, we propose two defense strategies for par-
tial risk mitigation.

2 Preliminaries and Related Works

2.1 Retrieval-Augmented Generation
Retrieval-Augmented Generation (RAG) [24, 27, 43, 47] has
emerged as a key technique for enhancing LLMs by reduc-
ing hallucinations. It integrates real-time, domain-specific
knowledge, offering a cost-effective way to improve the rele-
vance, accuracy, and utility of LLMs across systems. A RAG
system S consists of three core components: an external re-
trieval database RD, a retriever R , and a generative module
G . Given a user query q, the system augments q with the re-
trieved relevant documents Dr. The system operates through
a structured process:

Creating External Data. External data RD, sourced from
APIs, databases, or document repositories, lies outside the
original LLM training set. The retriever R encodes this data
into numerical vectors, storing them in a vector database to
create a structured knowledge base for the generative mod-
ule.
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Retrieving Relevant Information. During operation, the
system S performs a similarity search when a user submits a
query. The query q is converted into a vector representation
eq, which is compared with the vector representations edi of
samples di in the database RD to retrieve the most relevant
records. Common similarity metrics, such as cosine similar-
ity, Euclidean distance, and L2-norm distance, enable the re-
triever to return the top-k results (Dr) with minimal distance
to the query vector. The retrieval step can be formulated as
follows:

Dr = R (q,RD) = {di ∈ RD | dist(eq,edi) is in the top k},

Augmenting. Finally, the system S augments the user query
q by integrating retrieved data Dr, creating an enriched
prompt for the LLM. The LLM then processes this prompt,
leveraging contextual knowledge to produce a precise and
relevant response:

a = G(Dr ⊕q)

Here, ⊕ represents the integration of Dr and q—typically by
concatenating them together [43]. The subsequent sections
adopt these RAG symbol definitions. Table 7 (Appendix A)
summarizes the notation introduced here along with other
key symbols used throughout this paper.

2.2 Membership Inference Attacks
Membership inference attacks (MIAs) determine whether a
specific data sample belongs to a target model’s training
dataset, called a member or a non-member [14, 18, 28, 29,
32, 33, 60]. This approach is crucial for investigating pri-
vacy leaks and detecting unauthorized data usage. From tra-
ditional ML to LLMs, researchers have proposed various at-
tack strategies [7, 17, 39, 46, 49, 61].
Membership inference attack in RAG. In RAG systems,
the definition of MIAs differs from that in traditional ML and
LLMs. Unlike LLMs, which rely solely on learned knowl-
edge, RAG systems also retrieve documents from external
databases to generate responses. Thus, MIAs in RAG can in-
fer not only whether a sample is part of the LLM’s training
dataset but also whether it exists in the retrieval database. In
this study, we focus on the latter: determining whether a spe-
cific data sample (e.g., a text or document) is included in the
RAG’s retrieval database.

Current MIAs against the RAG retrieval database [2, 31,
35, 40] assume that retrieval results containing member-
retrieved documents yield higher-quality or more confident
responses. However, they overlook interference from non-
member-retrieved documents, relying solely on the RAG sys-
tem’s response as the membership signal, which reduces at-
tack accuracy.
Calibration-based Membership Inference Attacks. Cal-
ibration techniques have been widely adopted to improve
MIAs’ accuracy, with difficulty calibration as the mainstream
approach [6,36,58]. Watson et al. [58] demonstrated that di-
rectly using loss values as membership signals is problem-
atic, as low-loss samples may simply be inherently easy non-
members rather than true training set members, so they pro-
posed calibrating the raw membership scores.

Table 1: Different threat models and their assumptions.

Threat Model Partial Data Data Distr. Output Prob. Response

Adversary 1 ✓ ✓ ✓ ✓

Adversary 2 ✗ ✓ ✓ ✓

Adversary 3 ✗ ✗ ✗ ✓

Typically, such calibration techniques utilize reference or
shadow models to compare membership scores under dif-
ferent training conditions, thereby eliminating the influence
of intrinsic sample difficulty. Mattern et al. [11, 39] later
enhanced the practicality of this approach by substituting
neighborhood comparisons in the feature space for explicit
reference models.

Unlike difficulty calibration, our differential calibration
method is tailored for RAG systems. It leverages the sensi-
tivity gap between member and non-member-retrieved doc-
uments under query perturbation to eliminate interference
from non-member-retrieved documents and isolate the con-
tribution of member-retrieved documents—thus providing a
more accurate membership signal.

3 Problem Statement

3.1 Threat Model

Target RAG System. The target RAG system S processes
user queries using a private knowledge database RD, whose
contents are kept confidential to protect intellectual property.

Adversary’s Goal. The adversary’s goal is to determine
whether a target sample x exists in a RAG’s retrieval database
RD. Given the adversary’s external knowledge Ω, a member-
ship inference attack A against RD for x is defined as:

A : x,RD,Ω →{0,1},

where 0 indicates x is not in RD, and 1 indicates it is. The
specific form of Ω is discussed in the next section.

Adversary’s Capabilities. Table 1 presents three variations
of the threat model, each based on different levels of ad-
versarial capability. We progressively relax the assumptions
used in prior work, ultimately reaching an adversary that is
independent of both the model and data.

• Adversary 1. Following prior work, we first consider
a gray-box setting where the adversary can query the
target RAG system S and observe its output log proba-
bilities. The adversary also has access to a small sub-
set of S ’s retrieval database (e.g., 1,000 samples). Note
that these assumptions are consistent with existing MIA
studies on RAG systems [2, 31].

• Adversary 2. We relax the requirement for access to a
subset of S ’s retrieval database. Instead, the adversary
is given a reference dataset that shares the same distri-
bution but contains no overlapping content. This rep-
resents a more realistic and challenging scenario. We
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emphasize this is not a strong assumption, as many pub-
licly available RAG systems provide introductory con-
tent and example metadata, which adversaries can use
to approximate the data distribution [21].

• Adversary 3. We further assume that the adversary can-
not access output log probabilities or any information
about the RAG retrieval database and can only process
the target query they aim to infer. In this scenario, the
adversary relies solely on the text response returned by
S . This represents the most challenging scenario and
ensures that our evaluation provides meaningful real-
world insights.

3.2 The Interference of non-member-retrieved
documents

In addition to the aforementioned qualitative analysis of
the interference of non-member-retrieved documents in Sec-
tion 1, we here conduct a quantitative analysis, both theoret-
ical and experimental.

Concretely, unlike traditional LLMs, RAG systems inte-
grate a query q with a set of retrieved documents Dr, formal-
izing the generation process as follows [10]:

Prag(y | q)≈ ∏
i

∑
d∈Dr

pη(d | q)pθ(yi | q,d,y1:i−1), (1)

where pη(d|q) = es(d,q)

∑d∈Dr es(d,q) is computed based on the simi-

larity s(d,q) between a document d and the query q, indicat-
ing how relevant the document is to the query [48]. The term
pθ(yi | q,d,y1:i−1) denotes the conditional probability of gen-
erating the i-th token, given d as contextual support. RAG’s
response is essentially a weighted sum of the outputs from
all retrieved documents, where the weights reflect each doc-
ument’s relevance to the query. Let d∗ denote the document
most semantically similar to q. Thus, the MIA task reduces to
determining the membership status of d∗: for member sam-
ples, d∗ is a member-retrieved documents; for non-member
samples, d∗ is the closest non-member-retrieved documents.
Equation 1 can be simplified as:

Prag(y | q)≈ ∏
i

[
pη(d∗ | q) · pθ(yi | q,d∗,y1:i−1)+ εi

]
, (2)

Where εi captures the contributions from all other non-
member-retrieved documents:

εi = ∑
d∈Dr\{d∗}

pη(d | q) · pθ(yi | q,d,y1:i−1) (3)

In the ideal case, where εi ≈ 0, the generation prob-
abilities Prag(y | q) directly reflects the membership sta-
tus of d∗. Under this assumption, existing response-based
MIAs [2,31,35,40] perform effectively. To simulate this sce-
nario, we conduct experiments under the Basic RAG Setting
(see Section 5.2), using the RAG-MIA baseline [2] as an ex-
ample. We retrieve only one document (at this point εi = 0),
although typical settings use more than one. As shown in
Figure 2a, using Prag(y | q) as the membership score clearly
distinguishes between member and non-member samples.
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Figure 2: Distribution of RAG-MIA [2] generation probabilities
Prag(y | q) (Equation 2) for member and non-member samples
under (a) ideal conditions (one retrieved document), (b) practi-
cal conditions (four retrieved documents). The x-axis represents
the membership score Prag(y | q); the y-axis represents the prob-
ability density.
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Figure 3: Distribution of conditional probabilities pθ(“Yes” |
q,d) for member-retrieved documents and non-member-retrieved
documents Pre- and Post-Perturbation. The x-axis represents
pθ(“Yes” | q,d); the y-axis represents the probability density.

However, in practice, the εi term is significant, as it cap-
tures the influence of all non-member-retrieved documents
other than d∗. As shown in Figure 2b, increasing the num-
ber of retrieved documents to four substantially increases εi,
causing greater interference. This creates significant overlap
in Prag(y | q) membership scores between member and non-
member samples. Such overlap blurs the decision boundary
and reduces the effectiveness of traditional MIAs.

4 Overall Attack Procedure of DCMI
This section presents our Membership Inference Attack
based on Differential Calibration (DCMI).

In Section 4.1, we prove that differential calibration elimi-
nates the interference from non-member-retrieved documents
identified in Section 3.2, isolating the unique contribution of
member-retrieved documents. This theoretical analysis es-
tablishes a novel membership inference signal and demon-
strates its effectiveness in distinguishing members from non-
members.

Building upon this foundation, Section 4.2 outlines the
methodology of DCMI, detailing how to implement the pro-
posed membership signal in practice.
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documents (dmem).

4.1 Theoretical Analysis of Differential Cali-
bration

In Equation 3, the interference terms εi depend on previous
outputs y1:i−1. This chain dependency causes calibration er-
rors to accumulate throughout the sequence, making precise
calibration difficult for long outputs. To address this issue,
we reformulate the generation task as a binary classification
problem. Specifically, we design the query q as a verifica-
tion question that elicits a “Yes”/“No” response, effectively
eliminating the sequential dependency of multi-token out-
puts. The generation probabilities Prag(y | q) from Equation 2
become:

Prag(“Yes” | q)≈ pη(d∗ | q) · pθ(“Yes” | q,d∗)+ ε, (4)

Where ε = ∑d∈Dr\{d∗} pη(d | q) · pθ(“Yes” | q,d). We create
a perturbed version q′ by applying minimal perturbations to
the original query q and then perform differential calibration
by subtracting Prag(“Yes” | q′) from Prag(“Yes” | q). The ef-
fectiveness of our calibration mechanism relies on two key
assumptions:

First, as shown in [16], query word perturbations exhibit
sparse propagation and cause minimal semantic changes, i.e.,
∥δ∥ ≪ ∥q∥, which preserves the stability of document simi-
larity scores (see Appendix B), pη(d | q)≈ pη(d | q′).

Second, inspired by [39], we hypothesize the conditional
probability pθ(“Yes” | q,d) is more sensitive to query per-
turbations for member-retrieved documents than for non-
member-retrieved documents. To verify this, we conduct
experiments under the Basic RAG Setting (details in Sec-
tion 5.2), with a retrieval quantity of 1, at this point ε = 0,
pη(d | q) = 1, so Prag(“Yes” | q)≈ pθ(“Yes” | q,d). Figure 3a

shows that for member-retrieved documents, the generation
probabilities Prag(“Yes” | q) or equivalently pθ(“Yes” | q,d)
differ significantly before and after perturbation, with post-
perturbation probabilities concentrated near the original val-
ues, i.e., pθ(“Yes” | q,d) ≫ pθ(“Yes” | q′,d), whereas for
non-member-retrieved documents (Figure 3b), Prag(“Yes” |
q) or equivalently pθ(“Yes” | q,d) remain essentially un-
changed after perturbation, i.e., pθ(“Yes” | q,d)≈ pθ(“Yes” |
q′,d).

Based on the above proof, we define the calibration for-
mula as follows:

Prag, calibrated(“Yes” | q) = Prag(“Yes” | q)−Prag(“Yes” | q′)

= pη(d∗ | q)∆pθ(“Yes” | q,d∗)+∆ε
(5)

where ∆ε = ∑d∈Dr\{d∗} pη(d|q)[pθ(“Yes”|q,d) −
pθ(“Yes”|q′,d)]. ε captures the contributions from all
other non-member-retrieved documents, according to
pθ(“Yes” | q,d) ≈ pθ(“Yes” | q′,d), ∆ε ≈ 0. Besides,
∆pθ(“Yes” | q,d∗) = pθ(“Yes” | q,d∗)− pθ(“Yes” | q′,d∗).
When d∗ is a member-retrieved documents, we have
pθ(“Yes” | q,d) ≫ pθ(“Yes” | q′,d), so that ∆pθ(“Yes” |
q,d∗) = pθ(“Yes” | q,d∗)− pθ(“Yes” | q′,d∗) ≈ pθ(“Yes” |
q,d∗). In contrast, when d∗ is a non-member-retrieved
documents, we have pθ(“Yes” | q,d) ≈ pθ(“Yes” | q′,d),
which implies ∆pθ(“Yes” | q,d∗)≈ 0.

The final calibrated probability eliminates the influence of
non-member-retrieved documents, isolating the unique con-
tribution of the member-retrieved documents:

Prag, calibrated(Yes | q)≈ I{q∈M } · pη(d∗ | q) · pθ(Yes | q,d∗),
(6)

5



where M denotes the member set, and I{q∈M } is the indica-
tor function satisfying I{q∈M } = 1 if q ∈ M else 0. Thus, we
have derived the calibrated membership signal used by our
DCMI method in Adversary 1 and Adversary 2.

For practical black-box scenarios in Adversary 3, we only
have access to final responses rather than generation prob-
abilities. Under binary response settings, the RAG system
outputs “Yes” when Prag(“Yes” | q)> α (where α is the deci-
sion boundary, typically 0.5) and “No” otherwise. Although
this discretization inevitably loses fine-grained probability
information, the sensitivity gap between members and non-
members under query perturbation still enables calibration.

Our key finding is that for member samples, perturbation-
induced probability drops—pη(d∗ | q)∆pθ(“Yes” | q,d∗)—
are sufficiently large to cause Prag(“Yes” | q) and Prag(“Yes” |
q′) to fall on opposite sides of the decision boundary α, with
Prag(“Yes” | q)> α and Prag(“Yes” | q′)< α, resulting in de-
cision reversal (from “Yes” to “No”). For non-member sam-
ples, probabilities remain on the same side of the decision
boundary before and after perturbation.

Based on this observation, we map outputs to binary logi-
cal values using frag(·) to map “Yes” to 1 and “No” to 0. We
define the binary calibration score for Adversary 3:

frag,calibrated(q) = frag(q)− frag(q′), (7)

This score effectively distinguishes members from non-
members. Member samples yield a score of 1 due to deci-
sion reversal, while non-member samples yield 0 due to con-
sistent decisions or -1 occasionally. Appendix C provides
detailed theoretical analysis and empirical validation for the
black-box scenario.

4.2 Methodology Outline
Based on the previous analysis, we outline the methodol-
ogy of the proposed DCMI. Figure 4 illustrates the overall
pipeline, which consists of three key steps:

• Query Construction. The adversary selects a target
sample (e.g., a medical record), constructs a query q us-
ing a template, and inputs it into the RAG system to ob-
tain the output signal Srag(q) (continuous probabilities
or discrete “Yes”/“No” response).

• Differential Calibration. The adversary uses a large
language model to perturb the target sample, constructs
a perturbed query q′ using the modified sample and a
template, and submits it to the RAG system to obtain
the perturbed output signal Srag(q′). The adversary then
calibrates the original query q’s output signal by sub-
tracting the signal from the perturbed query q′.

• Membership Inference Finally, the adversary sets a
classification threshold for membership inference.

The detailed DCMI methodologies for Adversary 1, 2, and
3 are elaborated in Section 5.1, Section 6.1, and Section 7.1,
respectively.

5 Gray-Box Membership Inference
Adversary 1 operates in a gray-box setting, querying the
RAG system with a target sample and observing the output
log probabilities. The adversary also has access to a small
subset of the retrieval database, which is used as a reference
dataset to determine the perturbation magnitude and classifi-
cation threshold.

5.1 Methodology

Query Construction. In all three scenarios, the adversaries
can only modify the query prompt to interact with the RAG
system. The query must (a) ensure the retrieval module accu-
rately retrieves the target sample, and (b) function as a verifi-
cation question that produces binary “Yes”/“No” responses,
as shown in Section 4.1. To meet these goals, we design a
simple yet effective adversarial query as follows.

Query Construction Template

Is this: “Target Sample” right? Answer with Yes or No.

This template represents one viable approach; Section M.2
demonstrates that alternative templates meeting these criteria
are equally effective. The constructed query q is then input
to the RAG system to obtain output probabilities for “Yes”
tokens.

Differential Calibration. Based on the analysis in Sec-
tion 4.1, we propose a differential calibration module to min-
imize the impact of non-member-retrieved documents.

Specifically, we use a large language model L to generate
a perturbed version of the original sample. The model selects
a few keywords from the target sample—typically adjectives
or adverbs—and replaces them with antonyms to introduce
slight semantic contradictions while maintaining logical con-
sistency. The proportion of replaced words (i.e., perturbation
magnitude) is a hyperparameter selected through grid search
(see next step). The perturbation template is provided in Ap-
pendix D. While we focus on textual data here, DCMI can be
adapted to non-textual data by adjusting perturbation strate-
gies and magnitudes according to data type characteristics
(see Section M.1 for details).

Next, we construct a perturbed adversarial query q′ using
the modified sample and the same template from the Query
Construction step, and input it into the RAG system to ob-
tain output probabilities for calibration. The final calibrated
probability is computed by subtracting the output probability
of the perturbed query q′ from that of the original query q, as
defined in Equation 5:

Prag, calibrated(“Yes” | q) = Prag(“Yes” | q)−Prag(“Yes” | q′)
(8)

Membership Inference. We use grid search to select
the perturbation magnitude θ and classification threshold γ.
Specifically, we sweep θ from 0.04 to 0.12 and γ from 0.1 to
1.0. We then choose the combination that yields the highest
attack accuracy on the local reference dataset.

6



For membership inference, given a target sample x, the
adversary generates both the original query q and a per-
turbed version q′. Both queries are submitted to the target
RAG system to compute the calibrated probability for the
“Yes” response. According to the derived membership sig-
nal in Equation 6 (Section 4.1), if this probability exceeds the
threshold γ, the sample is classified as a member; otherwise,
it is classified as a non-member. This inference process is
formalized as:

I (x) = I
{

Prag, calibrated(Yes | q)> γ
}

(9)

5.2 Experimental Setup
Datasets. We use two widely adopted open-source
datasets as retrieval databases: TREC-COVID [51] and
HealthCareMagic-100k-en [15] (details in Appendix F). Fol-
lowing prior work [2, 35], we randomly select 80% of the
documents as member samples (i.e., the RAG’s retrieval
database) and the remaining 20% as non-member samples.
For each dataset, we also sample 1,000 member and 1,000
non-member documents to form a reference dataset used to
tune the perturbation magnitude (θ) and classification thresh-
old (γ), as commonly done in RAG-targeted MIAs [2,31,35].
Finally, we select another 2,000 samples (1,000 members and
1,000 non-members) to evaluate the attack’s performance.
Target RAG System. To evaluate DCMI, we set up a lo-
cal RAG environment using the FlashRAG toolkit [23]. The
system supports various RAG frameworks, including Stan-
dard RAG [42], LLMlingua [22], SC-RAG [30], Spring [62],
and IRCOT [54]. We test four widely used generative mod-
ules: GPT-3.5-turbo, Mistral-7B-Instruct [20], Llama-2-7B-
chat [53], and Flan-T5-large [9], along with three retrieval
models—BM25, E5-base, and Contriever—covering both
sparse and dense retrieval paradigms. Appendix E describes
the prompt template used to integrate the retrieved context
with the user query.
Basic RAG Setting. Unless specified otherwise, evaluations
utilize this setting: Llama-2-7B-chat as the generative mod-
ule, E5-base as the retrieval module, Standard RAG frame-
work, and 4 retrieved documents following prior work [2].
Evaluation Metrics. We consider two widely applied met-
rics:

• AUC. Calculating the area under the Receiver Operat-
ing Characteristic (ROC) curve (AUC) [45] is the most
common interpretation method, reflecting the average-
case success of MIAs.

• Accuracy. This metric calculates the proportion of
correctly classified instances out of the total, serv-
ing as a general standard for evaluating attack perfor-
mance [8, 13, 26, 34, 41, 44, 50, 55, 61].

Baselines. We strictly adhere to the experimental settings
outlined in the baseline papers and faithfully reproduce their
attack strategies. An overview of the adversary capabilities
corresponding to each baseline is provided in Table 3, with
further details in Appendix G. For Adversary 1, we select
RAG-MIA-gray [2], MBA [35], and S2MIA [31] as the
baselines.

Flan-T5 Mistral Llama Flan-T5 Mistral

HealthCareMagic-100k-en TREC-COVID

Llama

Figure 5: AUC of Adversary 1 on three generative modules.

5.3 Evaluation Experiment
We adopt a holistic-to-specific evaluation strategy: first,
benchmarking the method on diverse complete RAG sys-
tem setups, then investigating the influence of altering single
factors like the generative modules, retrieval modules, RAG
frameworks, and retrieval quantities.
Impact of RAG Systems. To comprehensively evaluate the
effectiveness of DCMI on different RAG systems, experi-
ments are conducted on five state-of-the-art systems. These
systems include the widely adopted Standard RAG as well
as four complex systems that incorporate compression, fine-
tuning, and iterative mechanisms (for more details, refer to
Appendix H). All configurations—including the generative
module, retrieval module, and RAG framework—are imple-
mented strictly according to the specifications in the original
papers (Table 8, Appendix H), thereby ensuring the scientific
rigor and comparability of the experimental results.

Table 2 demonstrates the superior performance of DCMI
in terms of Accuracy across MIAs on two datasets. On av-
erage, DCMI surpasses the top-performing baseline RAG-
MIA-gray by approximately 10% and S2MIA by approxi-
mately 20%. Figure 21 in Appendix J shows AUC results that
support similar conclusions. Notably, DCMI performs worse
on compression RAG systems (SC-RAG and LLmlingua)
than on the Standard RAG. Two factors may contribute to
this outcome. First, compression effectively removes redun-
dant information, reducing interference from non-member-
retrieved documents and decreasing the need for calibration.
Second, some calibration-related perturbation words may be
lost during compression, which negatively impacts the cali-
bration process. Despite this, DCMI remains optimal, deliv-
ering an approximate 10% improvement over the best base-
line on LLmlingua in the TREC-COVID dataset. Addition-
ally, the RAG system with fine-tuning (Spring) offers some
mitigation against MIAs, reducing the effectiveness of the
RAG-MIA-gray attack by about 15% compared to Standard
RAG. Finally, despite the complexity of the IRCOT, its iter-
ative process did not hinder attack performance; DCMI still
outperformed the best baseline by approximately 20% on the
HealthCareMagic-100k-en dataset.
Impact of Generative Modules. To evaluate our attack’s ef-
fectiveness across different generative modules, we conduct
experiments with a fixed retrieval module and RAG frame-
work, following the Basic RAG Setting in Section 5.2. The
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Table 2: Accuracy of Adversary 1 on five RAG systems. Bold values indicate the best method for each system and metric.

Accuracy HealthCareMagic-100k-en TREC-COVID

DCMI RAG-MIA S2MIA MBA DCMI RAG-MIA S2MIA MBA

Std. RAG 0.7945 0.7220 0.5215 0.6355 0.7255 0.6075 0.5250 0.5525
LLMlingua 0.7050 0.6745 0.5425 0.6275 0.7430 0.6445 0.5570 0.5940
SC-RAG 0.6795 0.6170 0.5085 0.6245 0.6700 0.6130 0.5390 0.6550
Spring 0.6885 0.5775 0.5060 0.6295 0.6965 0.5700 0.5265 0.6670
IRCOT 0.8430 0.6430 0.5335 0.5000 0.8240 0.8145 0.5984 0.5000
Avg. 0.7421 0.6468 0.5224 0.6030 0.7318 0.6499 0.5492 0.5937

Table 3: An overview of the different types of adversaries cor-
responding to baseline MIAs.

Attacks Partial Data Data Distr. Output Prob. Response

RAG-MIA-gray [2] ✓ ✓ ✓ ✓

RAG-MIA-black [2] ✗ ✗ ✗ ✓

S2MIA [31] ✓ ✓ ✓ ✓

MBA [35] ✓ ✗ ✗ ✓

IA [40] ✗ ✓ ✗ ✓

Contriever E5

HealthCareMagic-100k-en TREC-COVID

Contriever E5

Figure 6: AUC of Adversary 1 on two retrieval modules.

evaluation tests on three specific models: Llama2-7B-chat,
Mistral-7B, and Flan-T5-large. This selection covers dis-
tinct architectures (e.g., Llama’s decoder-only versus Flan-
T5’s encoder-decoder), facilitating a comprehensive assess-
ment of the DCMI’s adaptability.

The AUC results shown in Figure 5 demonstrate that
DCMI consistently outperforms all baselines by a wide mar-
gin on multiple generative modules. Notably, in the RAG
system incorporating Flan-T5, the Accuracy of DCMI ex-
ceeds 90%, which is over 40% higher than MBA. A key
observation is that our DCMI performs best with Flan-T5
integrations, compared to Llama or Mistral. This may be
attributed to Flan-T5’s optimization for question-answering
tasks, rendering it more sensitive to QA-based attack patterns
compared to the latter two. The Accuracy results lead to the
same conclusion (see Figure 22, Appendix J).

Impact of Retrieval Modules. To evaluate our attack’s ef-
fectiveness across different retrieval modules, we conduct ex-
periments with a fixed generative module and RAG frame-
work, following the Basic RAG Setting in Section 5.2. The
evaluation tests two specific retrieval modules: Contriever
and E5-base.

Std.RAG SC-RAG Spring Std.RAG SC-RAG

HealthCareMagic-100k-en TREC-COVID

Spring

Figure 7: AUC of Adversary 1 on three RAG frameworks.

Figure 6 reports the AUC performance of DCMI and base-
line attacks against RAG systems with different retrieval
modules on two datasets. The results indicate that the choice
of the retrieval module does not significantly impact DCMI ’s
attack effectiveness. The Accuracy results support the same
conclusion (see Figure 23, Appendix J).

Impact of RAG Frameworks. To evaluate DCMI’s effec-
tiveness across various RAG frameworks, we conduct exper-
iments with a fixed generative module and retrieval module,
following the Basic RAG Setting in Section 5.2. In order to
further validate the negative effects of compression and fine-
tuning on MIAs, we select SC-RAG and Spring for compar-
ison, using the Standard RAG as the benchmark.

AUC results in Figure 7 show that when using frameworks
with compression (SC-RAG) or fine-tuning (Spring), the ab-
solute performance is lower compared to standard RAG,
which further corroborates the conclusion in Impact of RAG
Systems. The Accuracy results support the same conclusion
(see Figure 24, Appendix J).

Impact of Retrieved Document Numbers To evaluate our
attack’s effectiveness across different retrieval quantities, we
conduct experiments with a fixed generative module, re-
trieval module, and RAG framework, following the Basic
RAG Setting in Section 5.2. The evaluation tests the impact
of varying numbers of retrieved documents from 2 to 6, fa-
cilitating an assessment of how retrieval quantity influences
attack performance.

The AUC results (Figure 8) and the Accuracy results (Fig-
ure 32a in Appendix J) illustrate that DCMI demonstrates
strong robustness, with less than a 2% variation across dif-
ferent retrieval quantities. This minor fluctuation may result
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Figure 8: AUC of Adversary 1 on different numbers of retrieved
documents.

from the calibration module’s coarse perturbation selection,
which limits the model’s ability to optimize the magnitude
effectively. In contrast, RAG-MIA-gray shows the least ro-
bustness. Its attack Accuracy drops from 66.1% to 61.8%
as the retrieved documents increase. Overall, DCMI con-
sistently delivers superior and stable attack performance ir-
respective of the retrieval quantity, which consistently main-
tains >76% Accuracy and >83% AUC outperforming the best
baseline by over 10%.

5.4 Ablation Studies

Impact of Differential Calibration Module. In this experi-
ment, we compare two conditions: DCMI with the differen-
tial calibration module and DCMI without it. The experiment
is conducted in the healthcare scenario, followed by the Ba-
sic RAG Setting in Section 5.2. We perform MIAs on this
RAG system and evaluate the calibration module’s effective-
ness across varying numbers of retrieved documents.

As shown in Figure 9a, applying the differential calibra-
tion module improves DCMI’s AUC by approximately 7%.
This performance gain is consistent regardless of the num-
ber of retrieved documents, highlighting the calibration mod-
ule’s significant role in enhancing DCMI’s effectiveness. The
Accuracy results lead to the same conclusion (Figure 32b,
Appendix J). Additionally, we conduct extensive ablation
experiments under diverse settings in Appendix L. The re-
sults consistently demonstrate that the differential calibra-
tion module provides significant performance improvements
across all the evaluated scenarios, reinforcing our findings
from the Basic RAG Setting.

Impact of Perturbation Magnitude. In this experiment, we
examine the impact of perturbation magnitude on DCMI’s
performance. We vary the proportion of word replacements
in the target sample from 0.04 to 0.12 and report the Accu-
racy and AUC results. The experiment is conducted in the
healthcare scenario, followed by the Basic RAG Setting in
Section 5.2.

AUC (Figure 9b) and Accuracy (Figure 32c, Appendix J)
indicate that perturbation magnitudes that are too small
(0.04) or too large (0.12) reduce the effectiveness of DCMI,
with optimal attack performance observed at a magnitude
of 0.06. Nonetheless, DCMI demonstrates high robustness

overall, with its attack performance fluctuating by only about
2% across different magnitudes. This stability demonstrates
that DCMI maintains effectiveness across various perturba-
tion magnitudes, providing robust performance in scenarios
where fine-tuning the perturbation magnitude is impractical.

Impact of Classification Threshold. In this experiment, we
examine the effect of the threshold value, γ, on DCMI’s per-
formance. We vary γ to distinguish between members and
non-members and report the MIA Accuracy for each setting.
The experiment is conducted in the healthcare scenario, fol-
lowed by the Basic RAG Setting in Section 5.2.

As shown in Figure 9c, DCMI’s accuracy remains rela-
tively stable across a range of threshold values. While ac-
curacy slightly increases as the threshold γ is adjusted, the
overall variation is minimal, indicating low sensitivity to the
choice of threshold. This stability ensures DCMI’s effective-
ness across different thresholds, making it robust in scenarios
where fine-tuning threshold parameters is impractical.

6 Distribution-Aware Membership Inference
Adversary 2 inherits the same query capabilities as Adver-
sary 1, including access to output log probabilities. However,
unlike Adversary 1, Adversary 2 has no access to any actual
data from the target RAG’s retrieval database. Instead, it only
possesses a reference dataset that follows the same distribu-
tion but contains entirely different content with no overlap.

6.1 Methodology

Query Construction. The original query q and its output
probabilities are constructed using the same strategy as Ad-
versary 1.

Differential Calibration. Analysis of Adversary 1 shows
that DCMI’s performance is largely stable across perturba-
tion magnitudes, with the best results at 0.06 (see Figure 9b).
Therefore, Adversary 2 uses a fixed perturbation magnitude
of 0.06 to generate the perturbed query q′. It then follows the
same procedure as Adversary 1 to obtain calibrated output
probabilities. The differential calibration formula remains
the same as in Equation 8.

Membership Inference. As shown in Figure 9c, DCMI’s
performance remains stable across a wide threshold range
(0.5–0.9), making threshold selection straightforward. Fig-
ure 10 shows the output probabilities for member samples
and identically distributed non-member samples from the
reference dataset. The upper quartile (Q3) of the non-
member distribution clearly separates the two groups. Based
on this, we set the classification threshold to the Q3 value of
the reference dataset.

Specifically, given a reference dataset Dre f , we generate
an original query qre f and its perturbed version q′re f for each
sample xre f ∈ Dre f . Both qre f and q′re f are then submitted to
the RAG. The output probability associated with the original
query qre f is subsequently calibrated using the output prob-
ability obtained from the perturbed query q′re f . Finally, we
use the upper quartile Q3 of these calibrated probabilities as

9



0.80

0.85

A
U

C

Pre-Calibration
Post-Calibration

2 3 4 5 6
Number of Retrieved Documents

0.06

0.08

∆A
U

C

+0.084
+0.076 +0.079

+0.073
+0.068

(a) Impact of differential calibration mod-
ule.

0.04 0.06 0.08 0.10 0.12
Perturbation Magnitude

0.78

0.80

0.82

0.84

0.86

A
U

C

0.8381

Adversary1
AUC=0.8119

(b) Impact of perturbation magnitude.

0.2 0.4 0.6 0.8
Threshold Value for Attacking Classifier

0.70

0.72

0.74

0.76

0.78

A
cc

ur
ac

y

0.714

0.732
0.739

0.748

0.756 0.757 0.755 0.753
0.757

Performance of DCMI

(c) Impact of classification threshold.

Figure 9: Performance analysis on Adversary 1.
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Figure 10: Box plot for member and non-member across differ-
ent generative modules.

the classification threshold (τ).

τ = Q3
({

Prag(Yes | qre f )−Prag(Yes | q′re f )
})

(10)

During the membership inference, for a target sample x,
we apply the same method described above to obtain its cal-
ibrated probability value. If this value exceeds the threshold
τ, the sample is classified as a member; otherwise, it is clas-
sified as a non-member. This MIA process can be formalized
as:

I (x) = I
{

Prag, calibrated(Yes | q)> τ
}

(11)

6.2 Experimental Setup

Datasets. Unlike Adversary 1, Adversary 2 only has access
to the data distribution. We simulate this by selecting refer-
ence data from non-member samples. All other dataset set-
tings follow those described in Section 5.2.

Baselines. In Adversary 2, where the target RAG retrieval
database is inaccessible, most original baseline methods can-
not be directly applied (see Table 1 and Table 3). Although
the IA baseline [40] matches the Adversary 2 setting, its orig-
inal implementation does not specify how to set classifica-
tion thresholds. The S2MIA baseline [31] relies on model
training and is thus incompatible with our threshold selec-
tion method; we exclude it from the comparison. To en-
sure fairness, we apply our threshold selection method to all

Std. 

RAG

LLM

lingua

HealthCareMagic-100k-en TREC-COVID

SC-

RAG
Spring IRCOT Avg.

Std. 

RAG

LLM

lingua

SC-

RAG
Spring IRCOT Avg.

Figure 11: Accuracy of Adversary 2 on five RAG systems.

comparable baselines (RAG-MIA-gray [2], MBA [35], and
IA [40]) to determine their optimal thresholds. The next sec-
tions present performance comparisons between DCMI and
these adjusted baselines.

Other Settings. All other settings of Adversary 2 are consis-
tent with those described in Section 5.2.

6.3 Evaluation Experiment
This section evaluates the attack effectiveness of Adversary
2. All evaluations herein utilize the identical settings as those
corresponding to Adversary 1 in Section 5.3. Evaluation set-
ting details are omitted for brevity in this section, and the re-
sults for Adversary 2 across these evaluations are presented
directly below.

Impact of RAG Systems. Figure 11 presents the evaluation
results in terms of Accuracy for Adversary 2 across five RAG
systems. Compared to the corresponding Adversary 1 results
(Table 2), our non-member sample-based threshold determi-
nation strategy incurs only a minimal decrease in attack per-
formance, typically between 1%-3%. This demonstrates the
effectiveness of adapting the thresholding method to the Ad-
versary 2 scenario. Furthermore, our DCMI approach consis-
tently and significantly outperforms baseline methods across
most RAG system settings, despite these baselines utilizing
the same threshold determination technique as DCMI. This
superiority is particularly evident on the HealthCareMagic-
100k-en dataset, where baselines average below 60% Accu-
racy, while our method achieves an improvement exceeding
10%. These results validate both the rationale behind our

10



Flan-T5 Mistral Llama Flan-T5 Mistral

HealthCareMagic-100k-en TREC-COVID

Llama

Figure 12: AUC of Adversary 2 on three generative modules.
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Figure 13: AUC of Adversary 2 on two retrieval modules.
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Figure 14: AUC of Adversary 2 on three RAG frameworks.

proposed threshold determination for Adversary 2 and the
efficacy of our differential calibration technique. AUC met-
ric results showing similar trends are available in Figure 25,
Appendix J.

Impact of Generative Modules. Consistent with Adversary
1 results, DCMI performs best with Flan-T5 architecture in
Adversary 2, showing 40% improvement over MBA baseline
(Figure 12 and Figure 26, Appendix J).

Impact of Retrieval Modules. As in Adversary 1, DCMI’s
AUC remains consistent across retrieval modules (Fig-
ure 13), with similar trends observed in Accuracy metrics
(Figure 27, Appendix J).

Impact of RAG Frameworks. Mirroring the trends ob-
served for Adversary 1, the results in Figure 14 demonstrate
that while advanced RAG frameworks like SC-RAG (com-
pression) and spring (fine-tuning) reduce DCMI’s attack ef-
fectiveness compared to standard RAG under Adversary 2,

DCMI consistently maintains a significant performance ad-
vantage over baseline approaches across all evaluated frame-
work types. The Accuracy results support the same conclu-
sion (see Figure 28, Appendix J).

Impact of Number of Retrieved Documents. As shown in
AUC (Figure 15a) and Accuracy (Figure 33a, Appendix J),
when the number of retrieved documents increases from 2
to 6, the AUC of RAG-MIA-gray declines by 4% while the
IA baseline exhibits a 5% performance fluctuation. In con-
trast, our DCMI method exhibits higher stability, with only
a marginal 1% reduction, maintaining consistent superiority
over the baseline regardless of retrieval quantity.

6.4 Ablation Studies
Since Adversary 1 and Adversary 2 differ only in thresh-
old selection, their threshold ablation results are identical.
To avoid redundancy, the Adversary 2 ablation studies focus
only on the calibration module and perturbation magnitude.
The experimental settings follow those in Section 5.4. Re-
sults are presented below.

Impact of Differential Calibration Module. Compared to
Adversary 1, the efficacy of the calibration module in Ad-
versary 2 is slightly reduced according to AUC (Figure 15b)
and Accuracy (Figure 33b, Appendix J). Nevertheless, the
calibration module still enhances the DCMI attack’s AUC by
over 6%, and Accuracy by over 5%, demonstrating its crucial
importance. Extensive ablation studies in Appendix L fur-
ther validate the differential calibration module’s effective-
ness across diverse settings.

Impact of Perturbation Magnitude. According to AUC
(Figure 15c) and Accuracy (Figure 33c, Appendix J), DCMI
under Adversary 2 follows the same overall trend as under
Adversary 1. Although Adversary 2’s Accuracy fluctuates
slightly, it remains within 3%, supporting the choice of a 0.06
perturbation magnitude in Section 6.1.

7 Black-Box Membership Inference
Adversary 3 operates in a black-box setting where output
probabilities and RAG retrieval database information are in-
accessible. It infers the membership solely from the RAG
system’s response.

7.1 Methodology

Query Construction. We construct the original query q us-
ing the same strategy as Adversary 1. In Adversary 3, we in-
stead use the RAG system’s binary (“Yes”/“No”) responses
as discrimination signals. We define the function frag(·) to
map “Yes” to 1 and “No” to 0, and then compute frag(q) for
q.

Differential Calibration. Based on the analysis in Sec-
tion 4.1, we update the differential calibration module to
adapt to practical black-box scenarios. Specifically, Adver-
sary 3 generates a perturbed query q′ with the perturbation
magnitude 0.06 (as in Adversary 2), and its corresponding
frag(q′). The differential calibration formula is then defined
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Figure 15: Performance Analysis on Adversary 2.

as:
frag,calibrated(q) = frag(q)− frag(q′), (12)

Membership Inference. During the membership inference,
for a target sample x, the adversary constructs both the orig-
inal query q and its perturbed version q′. Both queries are
then input into the target RAG system to obtain the cali-
brated numerical value frag,calibrated(q). Based on the theo-
retical insight that member samples exhibit decision reversal
under perturbation (Section 4.1), if frag,calibrated(q) = 1 (i.e.,
the original sample receives a “Yes” response while the per-
turbed version receives a “No” response), we classify x as
a member; otherwise, when frag,calibrated(q) ∈ {0,−1}, we
classify it as a non-member. This MIA process can be for-
malized as:

I (x) = I{ frag,calibrated(q) = 1} (13)

7.2 Experimental Setup

Datasets. In the black-box scenario for Adversary 3, where
information regarding the RAG retrieval database is inacces-
sible, Adversary 3 infers the membership without using any
reference dataset. All other settings related to the datasets are
consistent with those described in Section 5.2.

Baselines. The black-box scenario for Adversary 3 assumes
no access to output probabilities or retrieval database in-
formation, rendering baselines (RAG-MIA-gray [2], MBA
[35], S2MIA [31], and IA [40]) invalid according to Ta-
ble 1 and Table 3. Therefore, we evaluate DCMI against the
RAG-MIA-black [2] baseline in this section.

Other Settings. All other settings of Adversary 3 are consis-
tent with those described in Section 5.2.

7.3 Evaluation Experiment
This section evaluates the attack effectiveness of Adversary
3. Relevant evaluation settings are detailed in Section 5.2.
For brevity, this section directly presents the evaluation re-
sults.

Impact of RAG Systems. In Adversary 3, the Accuracy
performance of all MIAs decreased compared to the gray-
box scenario, according to Table 4 compared with Table 2.
Specifically, the Accuracy for DCMI drops by approximately

Table 4: Accuracy of Adversary 3 on five RAG systems.

Accuracy
HealthCareMagic-100k-en TREC-COVID

DCMI RAG-MIA DCMI RAG-MIA

Std. RAG 0.7500 0.5410 0.6585 0.5390
LLMlingua 0.6465 0.6460 0.7065 0.6365
SC-RAG 0.6720 0.5375 0.6110 0.5660
Spring 0.6360 0.5000 0.6455 0.5005
IRCOT 0.7475 0.6350 0.8025 0.6015
Avg. 0.6904 0.5719 0.6848 0.5687

Flan-T5 Mistral Llama Flan-T5 Mistral

HealthCareMagic-100k-en TREC-COVID

Llama

Figure 16: AUC of Adversary 3 on three generative modules.

5% on average. The baseline method declines more sharply,
with attack Accuracy falling to near random-guessing lev-
els (≈ 50%) in some cases. Even under this more challeng-
ing scenario, DCMI consistently maintains Accuracy values
above 60%, outperforming the baseline by over 10% on av-
erage. AUC results in Table 10, Appendix J support the same
conclusion.

Impact of Generative Modules. Consistent with Adver-
sary 1 and Adversary 2, DCMI performs best with Flan-T5,
achieving an AUC exceeding 80% (see Figure 16).

The Accuracy results show similar trends (see Figure 29
in Appendix J).

Impact of Retrieval Modules. DCMI shows consistent
AUC across retrieval modules (Figure 17), with Accuracy
exhibiting similar trends (Figure 30, Appendix J), aligning
with the conclusions from Adversary 1 and Adversary 2.

Impact of RAG Frameworks. The AUC (Figure 18) and
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Figure 18: AUC of Adversary 3 on three RAG frameworks.

Accuracy (Figure 31, Appendix J) results show that the Stan-
dard RAG framework is generally more vulnerable to MIAs
than advanced (compressed/fine-tuned) ones. RAG-MIA-
black’s attack performance drops to around 50% in the fine-
tuned Spring framework. In contrast, DCMI outperforms the
baseline by more than 10% across all tested frameworks, in-
cluding the challenging Spring framework.

Impact of Number of Retrieved Documents. AUC (Fig-
ure 19a) and Accuracy (Figure 34a, Appendix J) show that
DCMI consistently maintains a performance advantage of
over 20% relative to RAG-MIA-black as the number of re-
trieved documents increases.

7.4 Ablation Studies
Since Adversary 3 is a black-box scenario without threshold
selection, its ablation study exclusively assesses the differ-
ential calibration module and perturbation magnitude, using
settings from Section 5.4. The results are presented below.

Impact of Differential Calibration Module. AUC (Fig-
ure 19b) and Accuracy (Figure 34b, Appendix J) show that
the application of the differential calibration module consis-
tently yields a stable performance improvement of 7%-9%
for DCMI across varying numbers of retrieved documents.
This result validates the broad practicality and effectiveness
of this calibration strategy, even within black-box scenarios.
Appendix L further validates the differential calibration mod-
ule’s effectiveness across diverse settings.

Impact of Perturbation Magnitude. According to AUC
(Figure 19c) and Accuracy (Figure 34c, Appendix J), un-
der the Adversary 3 scenario, DCMI’s performance demon-

Table 5: Performance comparison across RAG systems under
real-world scenario

RAG System Dify MaxKB

Accuracy AUC Accuracy AUC

RAG-MIA 0.5180 0.5180 0.5360 0.5360
Ours 0.6190 0.6330 0.7415 0.7443

Table 6: Performance of AUC metric before and after defense
under the Adversary 3 scenario.

AUC DCMI RAG-MIA

No Defense 0.7527 0.5415
Instruction-Based Defense 0.7073 0.5330
Paraphrasing-Based Defense 0.5601 0.5265
Entity-relation Extraction Defense 0.5177 0.5150

strates high stability as the perturbation magnitude varies
within the range [0.04, 0.12], with overall fluctuations not
exceeding 1%, thereby supporting the strategy of fixing this
parameter at 0.06 for the Adversary 3 scenario.

8 Discussions
In this section, we first perform DCMI against the real-world
RAG system. We then discuss the potential defenses.

8.1 Real-World Evaluation
To demonstrate the practical impact of DCMI, we evaluate
our attack against production-grade RAG systems that op-
erate with hidden internal components, including data pre-
processing pipelines, system architectures, and privacy safe-
guards. This opacity makes them challenging to attack, but
more representative of real-world scenarios.

Setup. We evaluate two production-grade RAG systems—
MAXKB (self-hosted) and Dify (cloud or self-hosted)—to
cover common deployment scenarios (Table 9, Appendix H).
On each system, we deploy a retrieval dataset using the
HealthCareMagic-100k-en dataset. Specifically, we run each
RAG instance in isolation, avoiding any disruption to plat-
forms or use of real user data.

This realistic scenario closely aligns with the adversary 3.
Therefore, the baseline is RAG-MIA-black [2], and all other
experimental settings strictly adhere to the Adversary 3 spec-
ifications (Section 7.2).

Results. Experimental results (detailed in Table 5) demon-
strate DCMI’s significant efficacy against production RAG
systems. On MaxKB and Dify, DCMI achieved >60% attack
success rates, improving by 20% and 10%, respectively, over
the baseline. These empirical findings from operational en-
vironments conclusively establish our attack methodology as
a tangible threat to existing RAG systems, revealing critical
security vulnerabilities that have profound implications for
future security-oriented RAG design.
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Figure 19: Performance Analysis on Adversary 3.

8.2 Potential Defenses
By progressively relaxing our attack assumptions, we arrive
at the fully realistic black-box Adversary 3, which demon-
strates robust and efficient membership inference capabili-
ties, revealing substantial privacy risks. In this section, we
explore two potential defense strategies to minimize infor-
mation leakage about the retrieval database.

Setup. To evaluate the effectiveness of defense strategies
against various RAG MIAs, the experiment is conducted in
the healthcare scenario, followed by the Basic RAG Setting in
Section 5.2. We evaluate DCMI’s defense performance un-
der the Adversary 3 scenario and compare its performance to
that of RAG-MIA-black, the baseline corresponding to Ad-
versary 3 (Section 7.2).

Instruction-Based Defense. Inspired by techniques like
prompt injection attacks, our first defense strategy integrates
defensive instructions into the RAG template to prevent re-
sponses to queries that may cause information leakage. Us-
ing GPT-3.5, we redesigned the RAG template [59] to ig-
nore requests querying the retrieval database and avoid di-
rectly outputting retrieved information. The new defensive
template is shown in Appendix I.

The results in AUC (Table 6) and Accuracy (Table 11, Ap-
pendix K) indicate that the instruction-based defense reduces
the AUC of the DCMI model by 4% and the Accuracy by 7%.
In contrast, the performance drop in the RAG-MIA baseline
is comparatively smaller, mainly because its attack Accuracy
was already around 50% (i.e., close to random guessing) be-
fore the defense implementation.

Paraphrasing-Based Defense. In order to further enhance
the defensive effectiveness, we propose a paraphrasing-based
defense strategy. This approach rewrites user queries in dif-
ferent styles while preserving their core meaning, thereby re-
ducing the match between the paraphrased queries and the
retrieved documents and increasing the difficulty of MIAs.

Experimental results (AUC in Table 6 and Accuracy in Ta-
ble 11, Appendix K) indicate that this strategy reduces the
DCMI effectiveness by about 20%, achieving an attack Ac-
curacy of 54.7% (AUC 56.01%), while the attack efficacy
of the MIA-RAG method is only 52.65%. However, this
method may slightly undermine the generative ability of the
RAG system, necessitating a trade-off between generative

performance and privacy security.

Post-retrieval Entity-relation Extraction. Based on our
findings in Section 5.3, where SC-RAG’s compression op-
eration reduces MIA performance, we propose a defense
mechanism that transforms retrieved documents into entity-
relation triples using GPT-3.5 before generation.

This defense addresses both traditional RAG MIA and
DCMI. Traditional RAG MIA exploits high confidence
scores from exact matches between queries and member doc-
uments (Section 1). By converting documents to entity-
relation triples, we eliminate exact text matches while pre-
serving semantics, reducing the confidence differences that
enable MIA. For DCMI, which exploits sensitivity differ-
ences between member and non-member-retrieved docu-
ments under query perturbation, our structured representa-
tion removes calibration-related words corresponding to the
perturbation from member-retrieved documents, minimizing
the sensitivity gap.

Experimental results show this defense reduces both
DCMI and RAG-MIA to approximately 50% AUC (AUC in
Table 6 and Accuracy in Table 11, Appendix K).

9 Conclusion
In this paper, we address the unique challenges posed by
non-member-retrieved documents in RAG systems and their
impact on membership inference attacks. We are the first
to analyze how non-member-retrieved documents —an issue
specific to RAG—interferes with MIA performance, offer-
ing new insights into its role in data privacy risks. To ad-
dress this challenge, we propose DCMI, a differential cali-
bration MIA that uses carefully crafted perturbation queries
to reduce non-member-retrieved documents influence and en-
hance membership discrimination.

We evaluate DCMI under three increasingly realistic ad-
versary models on two benchmark datasets and multiple
RAG configurations. Results show that DCMI consistently
outperforms baselines and remains robust across different
perturbation magnitudes and thresholds. We also examine
three defense strategies that partially reduce DCMI ’s effec-
tiveness. Finally, we test DCMI on real-world RAG systems
(Dify and MAXKB), achieving significantly better perfor-
mance than existing baselines. The effectiveness of DCMI
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highlights serious privacy risks in RAG systems and un-
derscores the need for stronger defenses. While our de-
fenses show potential in mitigating leakage, more research
is needed to develop comprehensive and robust solutions.
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A Notation of symbols

Table 7: Notation of symbols in the paper.

Notation Description

S The target RAG system
RD The external retrieval database of RAG
R The retriever of RAG
G The generative module of RAG
x A target sample for membership inference
q The user query
q′ The adversarially perturbed query derived from q
Dr = {d1,d2, . . . ,dk} Documents retrieved for query q
d∗ Most semantically similar document to q in Dr

B Proof of Robustness for es(d,q) under Query
Perturbation

Assume the query q ∈ Rn and the document d ∈ Rn. The
cosine similarity is defined as:

s(d,q) =
dT q

∥d∥∥q∥ .

We define the function f (q) = exp(s(d,q)) and let the per-
turbed query be q′ = q + δ. Our goal is to show that
| f (q′)− f (q)| is sufficiently small when ∥δ∥≪ ∥q∥.

Step 1: Expand the Perturbed Similarity s(d,q′)
Substitute q′ = q+δ into the cosine similarity:

s(d,q′) =
dT (q+δ)
∥d∥∥q+δ∥ .

The norm in the denominator can be written as:

∥q+δ∥= ∥q∥
√

1+
2qT δ
∥q∥2 +

∥δ∥2

∥q∥2 .

Since ∥δ∥≪ ∥q∥, we neglect the higher-order term O
(
∥δ∥2

∥q∥2

)
and approximate:

∥q+δ∥ ≈ ∥q∥
(

1+
qT δ
∥q∥2

)
.

Thus,

s(d,q′)≈ dT q+dT δ

∥d∥∥q∥
(

1+ qT δ
∥q∥2

) .
Step 2: Apply a Taylor Expansion to the Denominator

Using the first-order Taylor expansion for 1
1+x when x ≪ 1:

1

1+ qT δ
∥q∥2

≈ 1− qT δ
∥q∥2 ,

We obtain:

s(d,q′)≈ dT q+dT δ
∥d∥∥q∥

(
1− qT δ

∥q∥2

)
.

Step 3: Separate the Original Similarity and the Per-
turbation Term
Expanding and keeping only first-order terms, we have:

s(d,q′)≈ dT q
∥d∥∥q∥︸ ︷︷ ︸

s(d,q)

+
dT δ

∥d∥∥q∥ − (dT q)(qT δ)
∥d∥∥q∥3︸ ︷︷ ︸

∆s

.

Thus, we write:

s(d,q′) = s(d,q)+∆s,

with the perturbation-induced change being:

∆s =
dT δ

∥d∥∥q∥ − s(d,q) · qT δ
∥q∥2 .

Step 4: Bound ∆s using the Cauchy-Schwarz Inequal-
ity
For the first term:∣∣∣∣ dT δ

∥d∥∥q∥

∣∣∣∣≤ ∥d∥∥δ∥
∥d∥∥q∥ =

∥δ∥
∥q∥ .

For the second term:∣∣∣∣s(d,q) · qT δ
∥q∥2

∣∣∣∣≤ ∣∣∣∣ dT q
∥d∥∥q∥

∣∣∣∣ · ∥q∥∥δ∥
∥q∥2 =

∥δ∥
∥q∥ .

Combining these bounds gives:

|∆s| ≤ ∥δ∥
∥q∥ +

∥δ∥
∥q∥ =

2∥δ∥
∥q∥ .

Step 5: Analyze the Difference f (q′)− f (q)
Using the Taylor expansion exp(a+∆a) ≈ exp(a)(1+∆a)
for small ∆a:

f (q′)− f (q)= exp(s(d,q′))−exp(s(d,q))≈ exp(s(d,q))·∆s.

Thus, we have:∣∣ f (q′)− f (q)
∣∣≤ exp(s(d,q)) · |∆s| ≤ exp(s(d,q)) · 2∥δ∥

∥q∥ .

Conclusion
When ∥δ∥≪ ∥q∥, the change in cosine similarity satisfies

|∆s| ≤ 2∥δ∥
∥q∥ ,

which implies∣∣ f (q′)− f (q)
∣∣≤ 2 exp(s(d,q)) · ∥δ∥

∥q∥ .

This shows that the function f (q) = exp(s(d,q)) is robust
to small perturbations in the query, as the difference decays
linearly with the relative perturbation magnitude ∥δ∥

∥q∥ .
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Figure 20: Distribution of generation probabilities Prag(“Yes” | q) for member and non-member samples pre- and post-perturbation
across three generation modules.

C Theoretical Analysis of black-box Scenarios
This section provides a detailed theoretical analysis of the
differential calibration under black-box scenarios. In black-
box settings, we can only observe the final binary responses
(“Yes”/“No”) of the RAG system without direct access to
generation probabilities.

In the binary response setting, the RAG system outputs
“Yes” when Prag(“Yes” | q) > α and “No” otherwise, where
α is the decision boundary (typically 0.5) and Prag(“Yes” | q)
is defied as:

Prag(“Yes” | q) = pη(d∗ | q) · pθ(“Yes” | q,d∗)+ ε (14)

Where ε=∑d∈Dr\{d∗} pη(d | q) · pθ(“Yes” | q,d). Section 4.1
establish two critical findings:

• pη(d | q)≈ pη(d | q′).

• For member-retrieved documents, pθ(“Yes” | q,d) ≫
pθ(“Yes” | q′,d); For non-member-retrieved documents,
pθ(“Yes” | q,d)≈ pθ(“Yes” | q′,d).

For member samples, the sharp drop in pθ(“Yes” | q′,d∗)
causes Prag(“Yes” | q) > Prag(“Yes” | q′). For non-member
samples, Prag(“Yes” | q) ≈ Prag(“Yes” | q′). Crucially, this
probability gap is large enough that before perturbation
Prag(“Yes” | q) > α leading to “Yes” output, while after per-
turbation Prag(“Yes” | q′) < α, resulting in “No” output. For
non-member samples, since Prag(“Yes” | q) ≈ Prag(“Yes” |
q′), probabilities remain on the same side of the decision
boundary before and after perturbation.

Figure 20 provides empirical validation across three gen-
eration modules under Basic RAG Setting in Section 5.2 with
a retrieval quantity of 4. The results clearly demonstrate the
decision reversal phenomenon. For member samples, the dis-
tributions of Prag(“Yes”|q) and Prag(“Yes”|q′) fall on oppo-
site sides of the decision boundary (α= 0.5), exhibiting clear
decision reversal from “Yes” before perturbation to “No” af-
ter perturbation. For non-member samples, the distributions
maintain similar trends before and after perturbation, primar-
ily concentrated on the same side of the decision boundary
without exhibiting decision reversal patterns.

Based on the observed decision reversal behavior, we de-
fine the function frag(·) to map “Yes” to 1 and “No” to 0, and
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propose a differential calibration score:

frag,calibrated(q) = frag(q)− frag(q′), (15)

The discriminative capability of this score is manifested in
that member samples yield a score of 1− 0 = 1 due to de-
cision reversal (“Yes” → “No”), while non-member samples
yield 0− 0 = 0 or 1− 1 = 0 (occasionally 0− 1 = −1) due
to consistent decisions. Therefore, even in black-box sce-
narios where only binary responses can be observed, the dif-
ferential calibration mechanism can still effectively distin-
guish between member and non-member samples, providing
a feasible membership inference method for practical appli-
cations.

D Perturbation Sample Construction Tem-
plate

Perturbation Sample Construction Template

Replace {num_to_replace} key adjectives or adverbs in noticeable po-
sitions with their antonyms in the following text, ensuring the modified
text remains logically correct:
{text}
Return only the modified text.

E RAG Template

RAG Template

Context: {Original Retrieved Documents}
Instruction: Answer the question based on the
provided context.
Query: {query}

F Datasets
Here we give a detailed description of datasets used in this
work.

• TREC-COVID [51]. This dataset contains 116K sci-
entific and medical documents from the TREC-COVID
collection, part of the BEIR benchmark, exemplifying
research scenarios where COVID related literature is in-
tegrated with RAG to improve information retrieval ef-
ficiency and the quality of scientific knowledge explo-
ration in pandemic response contexts.

• HealthCareMagic-100k-en [15]. This dataset contains
112,165 real conversations between patients and doc-
tors on HealthCareMagic.com, exemplifying the health-
care scenario where sensitive patient information is in-
tegrated with RAG to improve diagnostic efficiency and
the quality of medical services.

G Baselines

• RAG-MIA [2]. This method directly queries the RAG
system if the target document is in the context.

– Gray-box. In the gray-box variant, membership
is inferred based on the probabilities of “Yes” or
“No”.

– Black-box: In the black-box variant, membership
is determined solely from the RAG system’s out-
put (Yes/No).

• S2MIA [31]. The method splits the document and in-
puts the first half to the RAG system. The semantic sim-
ilarity between the document and the RAG’s response is
then calculated, along with perplexity, to perform mem-
bership inference.

• MBA [35]. This method masks terms in the document
and queries the RAG system, inferring membership ac-
cording to the accuracy of the mask predictions.

• IA [40]. An auxiliary LLM is used to automatically
generate a series of highly specific natural language
queries from a target sample; these queries can be an-
swered accurately only if the sample is present in the
retrieval database. The adversary submits these queries
to the RAG system and compares the returned responses
with pre-generated "reference answers." The matching
scores from the responses are aggregated and then com-
pared to a predetermined threshold. This threshold is
derived from non-member samples that share the same
data distribution as the external database, enabling the
adversary to determine whether the target sample exists
within it.

H RAG Systems

Standard RAG [42]. The Standard RAG first accurately re-
trieves documents that are highly relevant to the input from a
large-scale dataset, and then directly concatenates them with
the original query as the generative module input.
LLMlingua [22]. The LLMLingua evaluates the perplexity
of each token using a smaller model to eliminate those that
contribute less to the overall context, thereby preserving key
information while reducing computational costs and improv-
ing inference efficiency.
SC-RAG [30]. The SC-RAG leverages language models to
compute the self-information of words or phrases, then filters
out key content according to a percentile threshold, effec-
tively removing redundancy. This process efficiently com-
presses the context, reducing memory and inference costs
while maintaining stable generation performance.
Spring [62]. The Spring seamlessly incorporates externally
retrieved information into the generation process of LLM by
inserting a set of trainable virtual tokens into the input, with-
out updating the original model parameters.
IRCOT [54]. The IRCOT alternates between document
retrieval and chain-of-thought (COT) reasoning to achieve
deep comprehension. Initially, it retrieves relevant passages
based on the query, and then uses this information to gen-
erate reasoning steps. These steps serve as new queries for
further retrieval, and by iteratively integrating the results, the
approach constructs a highly accurate final answer.
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Table 8: Summary of the five representative and open-sourced
RAG systems’ configurations.

Framework Generation Module Retrieval Module

Standard RAG [42] Llama2-7B-chat Contriever
LLMLingua [22] GPT-3.5-turbo E5-base

SC-RAG [30] Llama2-7B-chat E5-base
Spring [62] Llama2-7B-chat E5-base
IRCOT [54] Flan-T5-Large BM25

Table 9: Overview of RAG Systems in Black-box Evaluation

System Deployment Stars Forks

Dify Hybrid 84.7k 12.5k
MaxKB Self-hosted 14.9k 1.0k

I Defensive RAG Template

Defensive RAG Template

Context: {Original Retrieved Chunk}
Instruction: Answer the question based on the
provided context.
If asked whether specific text exists or to repeat
the context, answer ’unanswerable’.
Do not output the context directly; rewrite it be-
fore answering.
Query: {query}
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Figure 21: AUC of Adversary 1 on five RAG systems.
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Figure 24: Accuracy of Adversary 1 on three RAG frameworks.
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Figure 25: AUC of Adversary 2 on five RAG systems.
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Figure 26: Accuracy of Adversary 2 on three generative mod-
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Figure 27: Accuracy of Adversary 2 on two retrieval modules.
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Figure 28: Accuracy of Adversary 2 on three RAG frameworks.

Table 10: AUC of Adversary 3 on five RAG systems.

AUC HealthCareMagic-100k-en TREC-COVID

DCMI RAG-MIA DCMI RAG-MIA

Std. RAG 0.7541 0.5410 0.6595 0.5390
LLMlingua 0.6568 0.6460 0.7118 0.6365
SC-RAG 0.6782 0.5375 0.6090 0.5660
Spring 0.6379 0.5000 0.6480 0.5005
IRCOT 0.7472 0.6350 0.8042 0.6015
Avg. 0.6948 0.5719 0.6865 0.5687
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Figure 29: Accuracy of Adversary 3 on three generative mod-
ules.
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Figure 30: Accuracy of Adversary 3 on two retrieval modules.
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Figure 31: Accuracy of Adversary 3 on three RAG frameworks.

K Potential Defenses
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Figure 32: Performance analysis on Adversary 1.
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Figure 33: Performance analysis on Adversary 2.
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Figure 34: Performance analysis on Adversary 3.
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Table 11: Performance of Accuracy metrics before and after
defense under the Adversary 3 scenario.

Accuracy DCMI RAG-MIA

No Defense 0.7785 0.5415
Instruction-Based Defense 0.7020 0.5330
Paraphrasing-Based Defense 0.5470 0.5265
Entity-relation Extraction 0.5190 0.5150

L Extended Ablation Study: Differential Cal-
ibration Module

Section 5.4, Section 6.4 and Section 7.4 validated the dif-
ferential calibration module within Basic RAG Setting. This
appendix extends the ablation study to evaluate the module’s
performance under various configurations.

L.1 Different RAG Systems
We conduct experiments using different RAG systems. The
configurations for the generative module, retrieval module,
and RAG framework follow the specifications in Table 8,
Appendix H. The AUC results are shown in Figure 35a and
Figure 35d.

L.2 Different Generative Modules
We evaluate the module with LLMlingua as the RAG frame-
work and E5-base as the retrieval module. The evalua-
tion tests three specific generative modules: GPT-3.5-turbo,
Llama2-7B-chat, and Flan-T5-large. The AUC results are
shown in Figure 35b and Figure 35e.

L.3 Different Retrieval Modules
We conduct experiments with LLMlingua as the RAG frame-
work and Llama as the generative module. The evaluation
tests two specific retrieval modules: E5-base and BM25. The
AUC results are shown in Figure 35c and Figure 35f.

M Generalization Experiments

M.1 Generalization to non-textual
As described in Section 3.2, interference from non-member-
retrieved documents is a universal challenge in RAG sys-
tems, regardless of database content type. Therefore, DCMI
can theoretically calibrate this interference for any data type,
whether textual or non-textual.

We tested this theory using genomic datasets as an ex-
ample. For the genomic-benchmarks dataset, we found that
minimal perturbations suffice—flipping a single locus strand
identifier (from - to +). With this simple modification, DCMI
achieves 95.5% AUC compared to RAG-MIA-black’s 50%,
demonstrating its effectiveness on structurally different ge-
nomic data.

Based on our analysis of genomic data, we deduce that
DCMI can be adapted to different types of non-textual data,
including images and video, by adjusting perturbation strate-
gies and magnitudes according to the specific characteristics
of each data type. We will explore these multi-modal RAG
systems in future work.

M.2 Prompt Robustness Evaluation
In all three scenarios, we adopt a simple yet effective query
template: “Is this: ‘Target Sample’ right? Answer with Yes
or No.” We also test various alternative prompt formulations
as shown in Figure 36a and Figure 36b, Section M.2 and ob-
serve two key findings:

First, different query formulations yield similar attack per-
formance after calibration, confirming DCMI’s effectiveness
is independent of prompt format.

Second, and more importantly, we observe substantial per-
formance improvements between pre- and post-calibration
results across all tested prompts. This universal improvement
stems from the fact that non-member-retrieved documents in-
terference exists across all prompt variations (Section 3.2).
Since this interference is prompt-agnostic, DCMI can effec-
tively calibrate it regardless of query formulation, ensuring
consistent performance gains. These results demonstrate that
DCMI’s core contribution is providing a universal calibration
mechanism that enhances any prompt-based MIAs on RAG
systems, rather than relying on specific prompt optimization.

N Scalability & computational overhead
DCMI has O(n) linear time complexity and supports paral-
lel processing for large-scale deployment. Adversary 3 adds
only $0.00372 and 4.93 seconds compared to MIA-RAG-
black (the best) while improving AUC by over 10%, enabling
cost-effective deployment with controlled overhead.
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Figure 35: Extended ablation study across different RAG components. The top row shows Adversary 1 & 2, the bottom row shows
Adversary 3.
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Figure 36: Prompt robustness evaluation on adversaries before
and after calibration.

Table 12: Scalability & computational overhead. Red indicates
the shortest time, and yellow indicates the second shortest time.

Total Time (s) GPT3.5 Total Cost ($)

MIA-RAG-gray 7.65 0
MIA-RAG-black 2.55 0
MBA 32.40 0
S2MIA 12.69 0
IA 61.35 0.00651
Adversary 1 18.51 0.01160
Adversary 2 12.34 0.00744
Adversary 3 6.17 0.00372
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