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Abstract

Visual Foundation Models (VFMs) are becoming ubiquitous in computer vision,
powering systems for diverse tasks such as object detection, image classification,
segmentation, pose estimation, and motion tracking. VFMs are capitalizing on
seminal innovations in deep learning models, such as LeNet-5, AlexNet, ResNet,
VGGNet, InceptionNet, DenseNet, YOLO, and ViT, to deliver superior perfor-
mance across a range of critical computer vision applications. These include
security-sensitive domains like biometric verification, autonomous vehicle per-
ception, and medical image analysis, where robustness is essential to fostering
trust between technology and the end-users. This article investigates network
robustness requirements crucial in computer vision systems to adapt effectively
to dynamic environments influenced by factors such as lighting, weather condi-
tions, and sensor characteristics. We examine the prevalent empirical defenses and
robust training employed to enhance vision network robustness against real-world
challenges such as distributional shifts, noisy and spatially distorted inputs, and
adversarial attacks. Subsequently, we provide a comprehensive analysis of the
challenges associated with these defense mechanisms, including network properties
and components to guide ablation studies and benchmarking metrics to evaluate
network robustness.
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1 Introduction

Visual Foundation Models (VFMs) represent a significant advancement in computer
vision, demonstrating versatility through superior performance across a range of tasks,
including object detection, image classification, segmentation, pose estimation, and
motion tracking [1]. VFMs are pre-trained deep neural networks (DNNs) that leverage
massive and diverse datasets to learn universal visual features, making them applicable
to various downstream tasks across multiple domains [2]. They offer multidimensional
capabilities, serving both as embedding extractors for transferring knowledge from pre-
trained models to specific tasks, and as zero- or one-shot learners capable of directly
executing tasks on unseen data. Figure 1 provides a timeline of several landmark
DNN architectures, highlighting advancements in computer vision since LeNet-5 [3]
was developed to recognize handwritten and machine-printed digits. Substantial per-
formance improvements of DNNs are evident in the progression from AlexNet [4],
VGGNet [5], and ResNet [6] to InceptionNet [7], DenseNet [8], You only Look Once
(YOLO) [9], and Vision Transformer (ViT) [10]. Transformer architecture excels at
processing data sequences through attention mechanisms that dynamically evaluate
the importance of different inputs. Recent networks such as Contrastive Language-
Image Pre-training (CLIP) [11], ImageBind [12], Large Language and Vision Assistant
(LLaVA) [13], Deeper Into Neural Networks (DINOv2) [14], and Diffusion Models Serve
as the Eyes of Large Language Models (DEEM) [15] have demonstrated efficiency in
multi-modal data understanding, generating richer embeddings, supporting both visual
and non-visual tasks, and advancing self-supervised learning (SSL). These architec-
tures optimize training for large-scale image datasets, support parallel convolutional
operations with different kernel sizes, address the vanishing gradient problem through
the introduction of residual or skip layers, single-stage detection by combining region
and self-attention mechanisms across image patches.

VFMs can drive transformative advancements in security-critical domains such
as biometric verification, autonomous vehicle perception, and medical image analysis.
Despite the remarkable performance of VFMs in computer vision, they can be vulnerable
to distributional shifts [24, 25], noisy and spatially distorted inputs [26], and adversarial
perturbation [27]. Since robustness is critical to establishing trust between technology
and end-users, addressing these challenges is crucial for enhancing model robustness in
real-world scenarios. For instance, understanding distributional shifts, such as semantic
and covariate shifts, can be useful in mitigating the impact of natural corruptions [28].
This is especially relevant in medical imaging, where datasets inherently vary due to
diverse patient populations, imaging protocols, and equipment differences. Similarly,
robustness of models to noisy and spatially distorted inputs is critical for real-world
applications, such as biometric systems, and connected and autonomous vehicles, where
sensor malfunctions, object appearance variations, or environmental factors often
introduce such distortions [29]. Furthermore, adversarial robustness is essential for
defending against digitally generated adversarial examples, which adversaries craft with
either full (white-box) or limited/no (gray/black-box) access to the target model [30, 31].
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[42.53 M]

GoogleNet
[10.52 M]

VGGNet
[135.31 M]

ResNet
[60.38 M]

Inception-V3
[23.83 M]

YOLO
[56.90 M]

DenseNet
[20.24 M]

MobileNet
[4.25 M]

EfficientNet
[66.66 M]

Vision Transformer
[2.49 M]

DETR
[60.00 M]

CLIP
[151.28 M]

Mask2Former
[216.00 M]

ConvNeXT
[392.86 M]

ImageBind
[1200.78 M]

SAM
[636.00 M]

LLaVA
[13000.00 M]

DINOV2
[1100.00 M]

DEEM
[7000.00 M]

Fig. 1 A timeline providing a glimpse of landmark network architectures, transformers, encoders, and
foundation models in computer vision. LeNet-5 [3] design for handwritten digit recognition became
the foundation for later Convolutional Neural Networks (CNNs). AlexNet [4] architecture optimizes
training for large-scale image datasets. ZFNet [16] introduces visualization for debugging and ablation
study. VGGNet [5] uses uniform architecture with small 3x3 convolutional kernels and deep stacks
of layers. GoogleNet [17] introduces the Inception module enabling parallel convolutional operations
with different kernel sizes. ResNet [6] architecture addresses the vanishing gradient problem with
an introduction of residual or skip layers. Inception-V3 [7] architecture introduces label smoothing,
factorized convolutions, and the use of an auxiliary classifier. YOLO [9] architecture supports single-
stage detection by combining region proposal algorithms with CNNs. DenseNet [8] features dense
connections between layers. MobileNet [18] facilitates efficient deployment on mobile and edge
devices. EfficientNet [19] features uniform scaling of all dimensions (i.e., depth, width, resolution)
using compound coefficient. ViT [10] leverages the Transformer architecture enabling self-attention
across image patches. DEtection TRansformer (DETR) [20] is end-to-end object detection based
on transformers and ResNet framework with bipartite matching loss approach. CLIP [11] model is
based on the Vision Transformer architecture (ViT-B/32) and ResNet-50, enabling it to generalize to
arbitrary image classification tasks in a zero-shot manner. Mask2Former [21] is masked-attention mask
transformer for universal image segmentation supporting panoptic, instance and semantic segmentation.
ConvNeXts [22] demonstrate competitive performance against state-of-the-art hierarchical vision
Transformers across multiple computer vision benchmarks, despite their simpler ConvNet-based
architecture. ImageBind [12] provides a joint embedding for six different modalities: images, text,
audio, depth, thermal, and IMU data for zero-shot classification. Segment Anything Model (SAM) [23]
facilitates promptable visual segmentation in images and videos. LLaVA [13] is a large multimodal
model (LMM) that combines a vision encoder with Vicuna for general-purpose visual and language
understanding. DINOV2 [14] trained with different Vision Transformers on large curated data with
no supervision. DEEM [15] enhances the semantic alignment of its image encoder by leveraging the
generative feedback mechanism inherent in diffusion models.

Network robustness1 is ideally defined by the ability to generalize to unseen data and
maintain performance despite transformations, noise, errors, and adversarial attacks.

1In this paper, we use ‘network or model robustness’ as a collective term for the robustness of a VFM,
Vision transformer, or image encoders in VLMs models.

3



The emphasis on network robustness not only enhances reliability but also broadens
the applicability of FMs to diverse and sensitive domains. Our investigation is guided
by the following research questions:
RQ1. What are the primary requirements for network robustness in the context of

computer vision?
RQ2. What are the prevalent mechanisms employed to improve network robustness?
RQ3. What challenges are associated with defense mechanisms employed to enhance

network robustness?
RQ4. What aspects, i.e., the properties and components, of a network should be

analyzed for strengthening network robustness?
RQ5. What quantitative metrics can be used to benchmark network robustness?

This article elucidates the requirements for network robustness in computer vision,
discussing distributional shifts, noisy or spatially distorted inputs, and adversarial
perturbations, which can enable reliable and widespread real-world deployment. We
analyze the empirical defenses and robust training mechanisms used to improve network
robustness. Subsequently, we compare various defense mechanisms, including adversar-
ial detection, input transformations, adversarial training, certified defenses, network
distillation, and adversarial learning. We further highlight network features and com-
ponents suitable for ablation studies, along with relevant benchmarking metrics for
assessing network robustness. The rest of the paper is organized as follows: Section 2
provides an overview of visual foundation models, the definition of network robustness,
and the notation used throughout the paper. Section 3 outlines the primary require-
ments for network robustness, addressing RQ1. Section 4 discusses potential defense
mechanisms to enhance network robustness in response to RQ2. Section 5 examines
RQ3, RQ4, and RQ5, focusing on advancing the state-of-the-art in robust network
training and empirical defense methods. Finally, Section 6 concludes the article.

2 Background

This section provides a brief overview of visual foundation models and network
robustness. The notations used throughout the paper are listed below.

Notation Description

f(·) A neural network.

f1...j(·) The composition of the neural network from layers 1 to j.

fj(·) jth layer of the neural network.

x Input image (Benign/clean sample without any malicious perturbation).

y Input image label (Ground truth).

f(x)y Probability that the image x corresponds to the label y.

ypred The label predicted by the network obtained using argmax
y

f(x)y .

x′ Adversarial image (Sample with any malicious perturbation).

ϵ Magnitude of the perturbation.

ℓp | p ∈ 0, 1, 2,∞ Perturbation metric to quantify the strength and size of distortions made on
input data
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2.1 Visual foundation models

Visual foundation models are pre-trained models that are typically trained on millions
of image-text pairs. VFM training data generation can be automated through self-
supervised data curation using models such as CLIP and DINOv2 [32]. CLIP learns a
multi-modal embedding space by jointly training an image- and text encoder, whereas
DINOv2 can learn from any collection of images. SSL supports tasks like segmentation,
classification, and regression, offering a scalable alternative to manual data labeling,
which is both costly and time-consuming. Additionally, large language models can
facilitate image generation from text prompts, further expanding the training data
pool. As a result, VFMs effectively learn visual features, generating representations
with strong generalization and transfer capabilities. These representations embed both
image and text features into a shared semantic space, enabling their application to
a wide range of downstream tasks in a few-shot manner [2]. The ability of VFMs to
generate coherent and contextually relevant outputs for image-text pairs is largely
driven by the integration of ViT architectures [22]. Unlike CNNs [33], which perform
convolutional operations on local image patches to extract features such as objects,
edges, and textures, ViTs [10] employ a transformer-based architecture that converts
the entire image into a sequence of vectorized embeddings, thereby capturing long-
range dependencies. Critically, the self-attention mechanism within the transformer
enables the model to capture relationships between different parts of an image, leading
to a richer understanding of visual content.

Vision-language models (VLMs), such as LLaVA, and DEEM, integrate image
encoders with a large language model (LLM), enabling them to process and interpret
video, image, and text prompts to generate insightful textual responses. Table 1 presents
an overview of recent VFMs and VLMs. For instance, LLaVA is a general image-
to-text generative model framework that consists of two pre-trained modules, i.e., a
vision encoder (e.g., CLIP) and a LLM (e.g., Vicuna), making it suitable as a general-
purpose visual assistant [13]. DEEM leverages the generative feedback of diffusion
models to align the semantic distributions of the image encoder in a self-supervised
manner [15]. DEEM leverages ConvNeXt as the image encoder, and Vicuna and Stable
Diffusion v2.1 as the language model and image decoder, respectively. VLMs process
interleaved image-text pairs by first encoding them into visual and textual tokens using
dedicated encoders. These tokens, arranged according to their original layout, are then
fed into a large language model to produce hidden state outputs. Leveraging auto-
regressive modeling for the text hidden states, the model uses the image output hidden
states and the encoded image tokens as diffusion conditions. These conditions guide a
diffusion model to reconstruct the input image. Through end-to-end training, VLMs
learn to generate both text and images and employ semantic consistency regularization
on the image encoder’s semantic output during reconstruction. VLMs are powerful
tools for tasks like text-to-image generation, image-grounded text generation (e.g.,
image captioning, visual question answering), and joint generation [34]. Thus, visual
robustness is a prerequisite for preventing visual hallucinations and ensuring reliable
visual perception in VLMs.
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Table 1 An overview of recent VFMs and VLMs

Network Year Image Encoder Text Encoder Usage

DEEM [15] 2025 ConvNeXT Vicuna To enhance
foundational visual
perception capabilities

DINOV2 [14] 2024 ViT - Learning robust visual
features without
supervision

LLaVA [13] 2023 CLIP Vicuna, LLaMA Language and vision
assistant

ImageBind [12] 2023 ViT Design inspired from
CLIP

A joint embedding
space for modalities
like image/video, text,
audio, depth, IMU and
thermal images

SAM [23] 2023 ViT - Visual segmentation in
images and videos

Mask2Former [21] 2022 ResNet-50, ResNet-101,
SWIM

- Panoptic, instance and
semantic segmentation

CLIP [11] 2021 ResNet-50, ViT-B/32 A masked self-attention
Transformer

Visual classification
benchmark

DETR [20] 2020 ResNet-50, ResNet-101 - Objection detection

2.2 VFMs architecture

Figure 2 illustrates the design diversity of VFMs, encompassing encoder-decoder [35, 36],
dual-encoder [37], and fusion [38, 39] architectures, to efficiently process visual content
for downstream tasks such as object detection, image classification, segmentation, pose
estimation, and motion tracking. Expanding the capabilities to understand both visual
and textual information, VLMs are typically built on the foundation of a pre-trained
visual encoder and a pre-trained LLM with cross-modal understanding capabilities.
• The encoder-decoder architecture features a single encoder paired with either a single

decoder [35] or multiple decoders [36], enabling it to address a single task or multiple
related tasks respectively, as shown in Figure 2a. An encoder compresses input data
into a lower-dimensional representation, and a decoder generates output data from
this representation by mapping the low-resolution feature maps to the full input
resolution.

• The dual-encoder architecture employs two distinct encoders to process input data
pairs, such as text and images [37]. Subsequently, the encoded representations are
fused, often using a contrastive loss function to synchronize the embeddings from
the encoders, to produce the target output, as shown in Figure 2b.

• The fusion architecture combines individual encoder outputs into a unified repre-
sentation, facilitating complex cross-modal interactions [39]. As shown in Figure 2c,
these architectures commonly employ early or late fusion strategies [38]. In the early-
fusion approach, all inputs are projected into a shared representational space from
the start, enabling seamless reasoning and generation across inputs. In contrast, the

6



In
pu

t

Encoder

Encoder

Emb

Emb

In
pu

t

Decoder

Decoder 1

Decoder 2

Decoder N

Single Encoder-Decoder

Single Encoder-Multiple Decoders
(a) Encoder-decoder architecture features a

single encoder paired with either a single
decoder [35] or multiple decoders [36].

In
pu

t 1

Encoder 1

Encoder 2

Emb 1

Emb 2

In
pu

t 2

(b) Dual-encoder architecture features
two encoders designed to handle
heterogeneous inputs [40].

Early Fusion

Encoder 

In
pu

t 1
In

pu
t 2

Pr
oj

ec
tio

n 
1

Pr
oj

ec
tio

n 
2

Emb

Late Fusion

In
pu

t 1
In

pu
t 2

Pr
oj

ec
tio

n 
1

Pr
oj

ec
tio

n 
2

Emb

Encoder 

Emb

Encoder 

(c) Fusion architecture [38] employs either early or late fusion strategies to combine encoder
outputs into a unified representation, tackling complex cross-modal interactions.

Fig. 2 Illustration of various architectures use for designing visual foundation models

late-fusion approach maintains separate encoders for each input, encoding images
and text separately before combining them at a later stage.

2.3 Network robustness

Network robustness refers to a network ability to maintain reliable, stable, and consistent
performance for specified inputs in empirical environments [26]. Ideally, the robustness
of a network can be specified as its ability to generalize to new and unseen data and
be resistant to transformations, noise, errors, and adversarial attacks [41]. In a broader
context, the robustness of an AI system can be assessed by its ability to resist attacks
that could compromise its confidentiality, integrity, or availability [1].

Bhojanapalli et al. [42] investigate robustness to input perturbations and model
perturbations. The authors highlight that evaluating the robustness of a network against
input perturbations requires benchmarking on naturally occurring image corruptions
(e.g., noise and blur), spatial perturbations (e.g., translations and rotations), adversarial
perturbations, and texture bias. Robustness to model perturbations requires computing
layer correlations, conducting lesion studies, and focusing attention selectively. Gu
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et al. [43] identify two primary types of patch perturbations for evaluating network
robustness. The first type involves natural corruptions arising from distributional shifts,
while the second consists of adversarial perturbations designed to intentionally mislead
network predictions. Zhao et al. [34] evaluate the adversarial robustness of VLMs by
crafting targeted adversarial examples using pretrained CLIP models as surrogates, by
matching either textual or image embeddings. Subsequently, these adversarial examples
are transferred to other large VLMs, where these transfer- and query-based attacks
achieve a high success rate in inducing targeted responses.

Studies [44, 45] report that adversarial patches are among the most widely used
methods for physical adversarial attacks on computer vision models, where printed
patches and stickers are applied to objects to induce misclassification. Hendrycks and
Dietterich [46] introduce the IMAGENET-C and IMAGENET-P datasets for evaluating
the robustness of CNNs to input corruptions and perturbations. The IMAGENET-C
dataset includes 75 common visual corruptions related to noise, blur, weather, and
digital distortions, while the IMAGENET-P dataset contains perturbation sequences
generated from motion blur, zoom blur, snow, brightness, translation, rotation, tilt
(viewpoint variation through minor 3D rotations), and scale perturbations. Meng et
al. [47] present a formal verification approach for adversarial robustness of deep neural
networks, focusing on property formalization, reduction frameworks, and reasoning
strategies. Qian et al. [45] outline detection-based and denoising-based methods for
establishing model robustness. Detection-based methods employ techniques to identify
and classify input samples as either adversarial or benign, while denoising methods
aim to eliminate adversarial perturbations prior to image classification.

3 Robustness requirements

In response to RQ1 (What are the primary requirements for network robustness in the
context of computer vision?), this section discusses the primary requirements for network
robustness. In safety-critical applications like biometric verification, autonomous driving,
and medical image analysis, trust between technology and end-users hinges on the
ability of computer vision systems to reliably adapt to dynamic environments. These
environments are often characterized by fluctuating lighting, weather conditions, sensor
variations and noisy inputs. It is therefore recommended to expand the scope of threat
models beyond the adversary’s goals, specificity, and knowledge to establish network
robustness requirements.
• Goal: In poisoning attacks [48], the adversary can access and modify the training
dataset by injecting fake samples into the training data to generate a defective
model. Thus, the final trained models can be less accurate and more misclassification.
Whereas, in evasion attacks [49], the adversary can attack a well-trained model with
deceptive test samples such that the model fails to recognize them, thus, evading
the final detection during the the inference phase.

• Specificity: In untargeted attacks [50], the adversary deceives a model such that
the model predicts falsely irrespective of the label generated. Whereas, in targeted
attacks [51], the adversary aims that a model predicts incorrectly for a specific label.
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• Knowledge: White-box attacks [52] assume that the adversary possesses full access
to the internal components of the target model, including its architectural design,
gradient information, and training parameters. Gray-box attacks [53] involve an
adversary who lacks knowledge of the target model architecture. Instead, the adver-
sary trains a surrogate model using the available training data and exploits the
transferability of adversarial examples to mimic the target model behavior. Black-box
attacks [54] refer to scenarios in which an adversary seeks to compromise a model
without access to its internal architecture or parameters, instead leveraging limited
information derived from the model outputs in response to specific input queries.
The expanded scope must adaptively ensure network robustness against distri-

butional shifts (refer to 3.1), noisy and spatially distorted inputs (refer to 3.2), and
adversarial attacks (refer to 3.3) leading to domain generalization. We simulate these
three scenarios to demonstrate the robustness of the state-of-the-art ConvNeXT, ViT,
ResNet, and Inception-V3 models, which are trained on ImageNet22K and ImageNet1K.
The selection of ConvNeXT-XL models is primarily influenced by the 2025 DEEM
release. DEEM, which uses ConvNeXT-B as its image encoder, claims to enhance the
robustness, hallucination recognition, and foundational visual perception of LMMs.
ViT, ResNet and Inception models serve as the backbone for many VLMs and VFMs
listed in Table 1. ViT is a Transformer-based model that uses self-attention. ResNet
introduces residual connections to enable training of deeper networks. Inception-V3 is a
lightweight and computationally efficient model, suitable for mobile or edge devices. It
can be observed in Figures 3, 4, 5, and 6 that the prediction results of the pre-trained
ConvNeXT-XL [22], ViT-B-32 [55], ResNet-101 [56] and Inception-V3 [57] models sig-
nificantly differ from the original predictions when exposed to these three scenarios,
highlighting the challenges of network robustness in real-world simulations.

arterial road :
 28.73% Confidence

(a) Original scene is
predicted as arterial
road.

tarmacadam, tarmac :
 13.36% Confidence

(b) Distributional shifts:
snowy condition.
Arterial road is
predicted as tarmac.

blind curve, blind bend :
 22.49% Confidence

(c) Noisy and spatial
translation: The
scene is identified as
blind curve or bend
due to motion blur.

crash barrier :
 4.22% Confidence

(d) Adversarial: PGD
attack with ϵ = 0.01
the scene is identified
as crash barrier.

Fig. 3 Illustration of the prediction results of the ConvNeXT-XL model [22], trained on the
ImageNet22K dataset, simulating autonomous driving scenarios. ConvNeXT, a simplified ConvNet
architecture, modernizes DNN designs by incorporating transformer-style self-attention and parallel
processing.
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golfcart :
 80.13% Confidence

(a) Vehicle is classified as
golf cart.

go-kart :
 41.94% Confidence

(b) Distributional shifts:
snowy condition.
Vehicle is predicted
as go-kart.

planetarium :
 48.12% Confidence

(c) Noisy and spatial
translation: Lens
glare. Vehicle is
misclassified as
planetarium.

lumbermill :
 5.05% Confidence

(d) Adversarial: PGD
attack with ϵ = 0.01
the vehicle is
identified as
lumbermill.

Fig. 4 Illustration of the prediction results of the ViT-B-32 model [55], trained on the ImageNet1K
dataset, simulating autonomous driving scenarios. ViT is a Transformer-based model that uses self-
attention. It splits the image into fixed-size patches and flattens them into tokens to capture global
dependencies.

ostrich :
 99.99% Confidence

(a) Input image is cor-
rectly classified as
Ostrich.

geyser :
 38.89% Confidence

(b) Distributional shifts:
rainy condition.
Ostrich is misclassi-
fied as Geyser.

umbrella :
 32.64% Confidence

(c) Noisy and spatial
translation: Lens
glare and scaling.
Ostrich is misclassi-
fied as Umbrella.

maze :
 100.00% Confidence

(d) Adversarial: PGD
attack with ϵ = 0.01.
Ostrich is misclassi-
fied as Maze.

Fig. 5 Illustration of the prediction results of the ResNet-101 [56], trained on the ImageNet1K
dataset, simulating real-world scenarios. ResNet-101 features residual connections (skip connections)
that allow layers to learn residual functions (i.e., the difference between input and output), mitigating
vanishing gradient issues.

ostrich : 99.32% Confidence

(a) Input image is cor-
rectly classified as
Ostrich.

lakeside : 63.78% Confidence

(b) Distributional shifts:
rainy condition.
Ostrich is misclassi-
fied as Lakeside.

cock : 15.54% Confidence

(c) Noisy and spatial
translation: Lens glare
and scaling. Ostrich is
misclassified as Cock.

sandbar : 100.00% Confidence

(d) Adversarial: PGD
attack with ϵ = 0.04.
Ostrich is misclassi-
fied as Sandbar.

Fig. 6 Illustration of the prediction results of the Inception-V3 model [57], trained on the ImageNet1K
dataset, simulating real-world scenarios. Inception-V3 employs label smoothing, factorized 7 x 7
convolutions, and an auxiliary classifier to propagate label information to lower layers of the network.
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3.1 Distributional shifts robustness

Distributional shifts robustness is the ability of a network to maintain its performance
when the distribution of the input data changes [25]. This includes variations in lighting,
weather conditions, and image quality degradation. For example, a network trained on
clean, sunny-day images may struggle with rainy conditions, highlighting the need for
robust models capable of handling real-world scenarios [58]. Distributional shifts can
arise from semantic shifts (e.g., out-of-distribution (OOD) samples belonging to different
classes) or covariate shifts (e.g., OOD samples originating from a distinct domain) [59].
Typically, studies [60] have characterized OOD detection as a binary classification
problem. However, the assumption of a single ideal threshold that can perfectly separate
in-distribution (ID) and OOD instances is often unrealistic in practice.

3.2 Noisy and spatially distorted inputs robustness

Noisy and spatially distorted inputs robustness is the ability of a network to maintain its
performance when the input is corrupted by noise or errors and real-world appearance
changes. Natural noise, arising from sources such as sensor damage and variation in
environment, is an unavoidable and detrimental factor in computer vision [61]. Spatial
distortions in inputs, arising from variations in the appearance of real-world objects,
can be attributed to changes in viewpoint, non-rigid deformations of the objects, and
transformations in perspective and scale within the scene [29]. Sensor damage can
cause various image corruptions, including pixelation, blur, and noise [44]. Similarly,
spatial transformations (e.g., rotation, scaling, shearing, and translation) can degrade
network accuracy, including confidence levels.

3.3 Adversarial robustness

Adversarial robustness refers to the network ability to maintain its performance when
confronted with intentionally modified inputs, i.e., adversarial examples, designed to
cause misclassification [47]. This property is particularly critical for security-sensitive
applications such as autonomous driving, border security, and medical diagnostics,
where adversaries may deliberately manipulate inputs to compromise system reliability.
Adversarial examples are digitally generated using various techniques [30, 31], depending
on the adversary’s knowledge of the target model, categorized as either white-box or
black-box.

In white-box attacks, gradient-based methods, such as the Fast Gradient Sign
Method (FGSM) [62], and Projected Gradient Descent (PGD) [63], directly manipulate
input data using model loss gradients. PGD is a multi-step variant of the FGSM
algorithm that can generate more effective perturbations [51]. Optimization-based
techniques, such as the Carlini and Wagner (C&W) attack [64] and Broyden-Fletcher-
Goldfarb-Shanno (L-BFGS) algorithm [65], involve finding an input that maximizes the
model loss function. C&W significantly improves upon L-BFGS by employing a more
sophisticated loss functions, optimizing for a larger margin between the target class logit
and the highest other logit. Gradient-approximation methods, such as Backward Pass
Differentiable Approximation (BPDA) [66], and Few-Pixel [67], estimate gradients using
techniques like finite differences, sampling methods, or other approximation algorithms
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to induce misclassification. BPDA can effectively generate adversarial examples even
when defenses obscure gradients through masking or other techniques. Few-Pixel attacks
are ℓ0 attacks that perturb only a very small number of input entries [67] in contrast
to ℓ∞ adversarial attacks, which perturb all input entries within a small bound (ϵ).

Black-box attacks generate adversarial examples by strategically manipulating
inputs to exploit a target model output scores and decisions, often leveraging the
transferability of these adversarial examples to other models [54]. Score-based (soft-
label) attacks like zeroth-order gradient approximation is a derivative-free method used
in black-box attacks to estimate the target model gradient using only its outputs [68].
When models only provide hard-label outputs (i.e, output probabilities or logits are
absent), attacks can exploit decision boundaries as an alternative strategy to scores.
Decision-based black-box attacks can be transferred from the digital domain to the
physical world as they require only knowledge of the input layer and the output
decision [69].

Pixel space and feature space can be directly exploited to perturb the pixels in the
input image and the feature information of the image, respectively [70]. In substitute
model-based attacks, an adversary either gains access to the training data of the victim
model or uses synthetic data to query the model for labeling [71]. Subsequently, a
substitute model is trained using the labeled data to approximate the victim model.
Further, depending on the type of perturbation applied, both universal and specific
attacks can be categorized as black-box attacks. Unlike sample-specific attacks that
generate unique perturbations for each input, universal black-box adversarial attacks
leverage transferable universal adversarial perturbations to generalize across diverse
inputs. The universal adversarial patch attacks like HARDBEAT [71] poses significant
security concerns, as the adversary can generate a patch trigger for pre-trained models
using gradient information.

4 Network defense mechanisms

In response to RQ2 (What are the prevalent mechanisms employed to improve network
robustness?), this section explores potential defense mechanisms employed to enhance
network robustness. Figure 7 illustrate the networks robustness evaluation and improve-
ment mechanisms. Network robustness can be improved using approaches such as
empirical defenses and robust training [72]. Empirical defenses aim to enhance robust-
ness against known attacks, while robust training approaches focus on strengthening
robustness guarantees. Empirical defenses, such as adversarial detection, and input
transformations are reactive approaches designed to detect attacks on networks after
they have been constructed [73]. In contrast, robust training methods like adversarial
training, certified defense, network distillation, and adversarial learning, are proactive
approaches aimed at building networks that are resistant to attacks.

4.1 Empirical defenses

Adversarial example detection can be considered a passive defense strategy. Chen
et al. [74] describe that detection methods exploit unique properties of adversarial
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Fig. 7 Illustration of networks robustness evaluation and improvement mechanisms

examples or utilize trained detectors to analyze inputs. Li et al. [75] propose a model-
agnostic detection method using high-frequency signals from adversarial noise. Pedraza
et al. [76] discuss the application of the chaos theory knowledge as an analogy to the
perturbations caused by adversarial examples. In this context, adversarial perturbations
are interpreted as points of chaos within various parts of the network, e.g., the input
image or the inner features of the network layers. Consequently, properties and metrics
from chaos theory, such as Lyapunov exponents (LEs), can be utilized as tools to detect
potential adversarial examples.

Wang et al. [77] propose the Stochastic Multifilter Statistical Network (SmsNet)
for detecting adversarial examples. The original global pooling layer is replaced by a
feature statistical layer that down-samples the input while simultaneously extracting
statistical features. Gupta et al. [1] employ visual prompt engineering for detecting
synthetic images to secure downstream tasks in face recognition system. Luo et al. [78]
propose a Positive-Negative Detector (PNDetector) incorporating a classifier and a set
of decision strategies to detect adversarial examples. PNDetector is an attack-agnostic
method that detects adversarial examples by comparing the output similarity of their
positive and negative representations.

Input transformations, such as data compression, filtering, or randomization, modify
input data at runtime to mitigate adversarial examples [79]. Xiong et al. [80] describe
that JPEG compression can mitigate gradient-based adversarial attacks on image
classifiers by removing high-frequency signal components within square image blocks.
Sun et al. [81] introduce sparse transformer layer to transform images such that
corresponding clean and adversarial images have similar representations in both the
quasi-natural image space and the learned feature space. The authors employ a
convolutional dictionary learning-based method to construct the quasi-natural image
space in an unsupervised manner. Projecting images onto this quasi-natural space
achieves an optimal balance between preserving image details and effectively removing
adversarial perturbations.

Xie et al. [82] investigate feature denoising approaches to improve the robustness of
network against adversarial attacks. They design convolutional network architectures
that are equipped with building blocks designed to denoise feature maps. The building
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blocks use mean, median, and bilateral filters to enhance adversarial robustness. The
study demonstrates that feature denoising based on non-local means achieves the best
performance, aligning closely with principles of self-attention and non-local networks.
Hu et al. [83] propose a CNN with heterogeneous kernels to extract multi-scale features
for robust image denoising. The approach can provide a comprehensive representation
of structural and contextual details, which is crucial for detail recovery and noise
suppression. Additionally, an attention mechanism adaptively focuses on specific regions
of the input image to adjust the weight of salient features, thereby enhancing the
denoising effectiveness and efficiency.

Data randomization techniques mitigate adversarial attacks by applying random
transformations to the input data [84]. Data randomization involving transformations
like translation, rotation, clipping, scaling, and filling to the input sample, can be
effective in defending against weak adversarial attacks but is less effective against
more sophisticated attacks [85]. Ma et al. [86] investigate the impact of trainable and
constrained random weights on adversarial robustness and propose incorporating ran-
dom weights into the optimization process to fully exploit the potential of randomized
defenses. The derivation of lower and upper bounds for random weight parameters is
based on prediction bias and gradient similarity. The authors explain that randomness
can increase gradient variability, but can also degrade overall performance.

4.2 Robust training

Adversarial training can be a highly effective defense against adversarial attacks that
augments training data with adversarial examples [45]. Several adversarial training
variants such as bilateral, ensemble, feature scattering, and manifold are widely studied
for designing robust networks. The fundamental concept of adversarial training is
formulated as a minimax optimization problem, balancing inner maximization of
adversarial perturbations and outer minimization of model loss [63]. The inner phase
maximizes loss to transform benign inputs into adversarial examples, and the outer
phase focuses on minimizing loss until convergence. Rice et al. [87] investigate techniques
to prevent robust overfitting, a dominant phenomenon in adversarial robust training.
They examine the effects of both implicit and explicit regularization methods on
mitigating overfitting. Liu et al. [61] report that, although adversarial training improves
adversarial robustness, it can degrade natural robustness for certain OOD datasets.

Shu et al. [25] propose adversarial training to enhance the robustness of CNNs
against variations in image style and appearance, addressing challenges that extend
beyond pixel-level perturbations. They introduce Adversarial Batch Normalization
(AdvBN), a technique for network training that applies an adversarial feature shift by
re-normalizing with the most adverse mean and variance values prior to each gradient
update. The adversarial directions in feature space are iteratively computed using
PGD on batch statistics, resulting in a trained network that is robust to domain shifts
characterized by alterations in feature statistics. Jia et al. [88] propose learnable attack
strategy (LAS-AT) that learns to automatically produce sample-dependent attack
strategies to improve the model robustness. Wei et al. [89] propose Class-wise Calibrated
Fair Adversarial Training (CFA) that dynamically adjusts adversarial configurations
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per class during training and modifies the weight averaging to enhance and stabilize
the robustness of the least robust class.

Certified defense extends adversarial training to achieve robustness by propagat-
ing an input interval for a given perturbation radius through the network [90]. The
corresponding set of output bounds enables estimation of worst-case scenarios and
derivation of the training cost function (e.g., worst-case entropy). Zhang [91] explains
that certified defense techniques aim to minimize a robust loss, defined as the maxi-
mum loss within a specified perturbation set of each data point, to achieve a robust
optimization. Certified defense techniques can be employed to train networks that are
deterministically certified robust to ℓp norm bounded adversarial perturbations [92]
and geometric image transformations [93].

Distillation is a training process that transfers knowledge from a larger, more
complex network to a smaller, more efficient one, thereby reducing computational
costs while maintaining performance. Papernot et al. [27] propose using distillation
as a defensive mechanism against adversarial examples. Dong et al. [94] incorporate
intermediate adversarial samples along the adversarial path for defensive distillation.
An adaptive weighting mechanism calibrates the influence of each intermediate sample,
facilitating the distillation of adversarial paths. This refinement determines a more
robust decision boundary and minimizes an upper bound on the adversarially robust
risk. Studies have reported that use of gradient masking or obfuscation strategies for
defensive distillation can not fully mitigate attacks [52].

Liang et al. [95] propose a defense mechanism that enhances knowledge distillation
by adding noise to the logit layer, preventing the adversary from directly recovering
the genuine logits. Subsequently, they train an ensemble of networks, aggregating their
outputs through vote ranking to mitigate potential performance degradation from noise
injections. Kuang et al. [96] propose a robust soft-label distillation method to increase
the mutual information between latent features and output predictions. They introduce
an adaptive feature distillation method that automatically transfers relevant knowledge
from teacher to student models, reducing input-latent feature mutual information.

Adversarial learning proactively integrates diverse attacks, including poisoning,
evasion, and model theft, to build robust models [97]. Poisoning attacks introduce
malicious data into training data to disrupt model training or retraining. Evasion
attacks aim to mislead the model during inference by corrupting the input. Model theft
involves replication of the model without direct access to its parameters or data. Qian
et al. [45] describe the use of adversarial techniques, such as generative adversarial
networks, in adversarial learning to train models. The authors compare adversarial
learning with adversarial training, stating that adversarial learning focuses more on
improving model performance on standard data, while adversarial training prioritizes
model robustness against adversarial attacks.

Fang et al. [98] describe Generative Adversarial Networks (GANs) as an example
of adversarial learning that consists of two competing models, namely, a generator
and a discriminator. The generator produces samples that have visibly near identical
characteristics to real data maximizing the discriminator. When the model converges,
the discriminator loss function approaches a state of maximum entropy indicating
the discriminator can not further distinguish between the real and generated samples.
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Leite and Xiao [99] propose an adversarial learning approach to enhance cross-subject
performance. The approach uses data augmentation to generate training data that
mimics artificial subjects, thereby forcing the classifier to ignore subject-dependent
information.

5 Discussions and recommendations

This section elaborates RQ3 (What challenges are associated with defense mechanisms
employed to enhance network robustness?), RQ4 (What aspects, i.e., the properties and
components, of a network should be analyzed for strengthening network robustness?),
and RQ5 (What quantitative metrics can be used to benchmark network robustness?) to
advance the state-of-the-art in robust network training and empirical defense methods.
Researchers and practitioners can utilize these findings to steer future research and
development efforts.

5.1 RQ3: Challenges

Robustness emphasizes proactive resilience to anticipated variations, though it is often
conflated with safety and security [100]. As illustrated in Figure 3, 4, 5, and 6, RQ1
posits the requirement for networks robustness against a range of input variations,
including distributional shifts, noisy or spatially distorted data, and adversarial pertur-
bations, to ensure reliable and widespread real-world deployment. CLIP, DETR, and
Mask2Former utilize ResNet as their image encoder, while ImageBind, DINOv2, and
SAM adopt ViT for this purpose. DEEM and LLaVA employ ConvNeXT and CLIP,
respectively, as image encoders. As discussed in Section 2.1, the robustness of image
encoders is essential for achieving reliable visual understanding and for minimizing
visual hallucinations in VLMs. Notably, black-box attacks, including transfer-based
and query-based approaches, can severely compromise the robustness of VLMs by tar-
geting the underlying encoders [34]. Transfer-based attacks employ surrogate models,
under the white-box control of the adversary, to generate adversarial examples that are
subsequently applied to victim models. In contrast, Query-based attacks repeatedly
query victim models by providing image inputs and obtaining text outputs in order to
estimate gradients or execute natural evolution algorithms.

Building on DEEM [15], a VLM released in 2025 that employs ConvNeXt-B for
image encoding, we investigate the robustness of a larger, pre-trained ConvNeXt-L
model2. Similarly, to assess the robustness of multimodal encoders, we evaluate the
more recent ImageBind encoder3 (released in 2023) in comparison to the CLIP image
encoder (released in 2021) used in LLaVA [13]. The performance of the ConvNeXT-
L model is evaluated on a subset of the ImageNet dataset with 10 classes, where it
achieves 100% accuracy on the clean images. However, when the model is subjected to
adversarial attacks with a small perturbation, its performance deteriorates. Figure 8
compares the performance of the ConvNeXT-L model, trained on the ImageNet1K
dataset, against FGSM [62] and PGD [63] attacks with a perturbation radius of 0.1
using ℓ∞.

2https://github.com/facebookresearch/ConvNeXt
3https://github.com/facebookresearch/ImageBind
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(a) Performance against the FGSM attack.
Accuracy degrades from 100% to 89.4%.
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Fig. 8 ConvNeXT-L model (Total params: 197,740,264) performance against FGSM and PGD
attacks.

ImageBind provides a unified joint embedding space EI,M, where I represents
images and M denotes other modalities, such as text, audio, thermal, depth, and
inertial measurement units (IMUs) [12]. To generate adversarial examples under black-
box conditions to evaluate ImageBind robustness, which uses ViT for image encoding,
we employ ConvNeXT as it effectively bridges CNNs and Transformers. Figure 9
compares the ImageBind embeddings of a 10-class subset of the ImageNet dataset
under both clean and adversarial scenarios. The embeddings of the 10 classes are clearly
distinguishable in the clean setting. However, when the same dataset is perturbed using
a PGD attack with ϵ = 0.1 under the ℓ∞ norm, the embedding space collapses, making
the classes indistinguishable. To demonstrate that, we design a multi-class classification
model using SVM (Support Vector Machine), which shows a reduction in accuracy
from 100% on clean embeddings to 74.8% on perturbed embeddings, highlighting
the vulnerability of encoder performance to black-box attacks. VLMs rely heavily on
aligned features across modalities for effective decision-making. Thus, robust encoders
are crucial, as greater modality discrepancies can impair the quality of the learned
representations.
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Fig. 9 t-SNE plots comparing the embeddings generated by the ImageBind model for a 10-class
ImageNet subset (50 images per class) under no-attack condition and PGD attack.
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Table 2 A comparison of defense strategies used for enhancing network robustness

Defense
mechanism
strategy

Reference/Year Evaluation criteria

Use/Modify

In
p
u
t

N
e
tw

o
r
k

T
r
a
in

in
g

d
a
t
a

Adversarial
example
detection

SmsNet [77], 2021 Adversarial images generated using FGSM,
C&W, DeepFool [101], and Basic Iterative
Method (BIM) [102].

- ! -

PNDetector [78], 2022 FGSM, L-BFGS, C&W, DeepFool, Elastic-
Net [103], SPSA [104], Jacobian-based
Saliency Map Attack (JSMA) [105]

- ! -

Visual prompt
engineering [1], 2024

Synthetic images generated using GAN. - ! -

Input
transformations

Data compression
methods [80], 2022

Gradient-based adversarial attacks like
FGSM

! - -

Sparse Transformation
Layer [81], 2019

Adversarial images generated using FGSM,
BIM, DeepFool, C&W

! - -

Image denoising [82],
2019; [83], 2024

PGD, CAAD black-box setting, real-world
noisy images

! - -

Data
randomization [84],
2022; [85], 2020

PGD, DeepFool, BIM, C&W, SPSA,
Boundary, and Spatial

- - !

Random weights [86],
2024

PGD - ! -

Adversarial
training

Minimax
optimization [63], 2018

PGD, FGSM, C&W - ! !

AdvBN [25], 2021 Distributional shifts using ImageNet-C,
ImageNet-Ins, ImageNet-Sketch, ImageNet-
Style

- ! -

LAS-AT [88], 2022 PGD, C&W, AutoAttack - ! !

CFA [89], 2023 AutoAttack - - !

Certified
defense

CROWN [106], 2018 PGD - ! !

IBP [107], 2019 PGD - ! !

AutoLirpa [92], 2020 PGD - ! !

Network
distillation

Defensive
distillation [27], 2016

JSMA - ! -

Ensemble network with
noisy logit [95], 2023

L-BFGS, C&W - ! -

Information Bottleneck
Distillation [96], 2023

PGD, AutoAttack - ! -

Knowledge
distillation [94], 2024

Natural, PGD, AutoAttack - ! -

Adversarial
learning

Cross-subject
performance [99], 2020

HARD, HARD2, PAMAP2 [108] - ! -

AdvFocusDMTL [98],
2022

CelebA [109], DukeMTMC-attribute [110],
RAF-DB [111]

- ! -

The comparative analysis presented in Table 2 demonstrates that current defense
mechanisms predominantly focus on a limited range of attacks to evaluate robustness,
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thereby revealing their shortcomings in comprehensively addressing RQ1. Particularly,
they insufficiently account for natural variations. Current research on adversarial exam-
ple detection methods, adversarial training strategies, and certified defense mechanisms
primarily investigate a network robustness against ℓp norm-bounded adversarial attacks,
such as FGSM, PGD, and C&W. However, attacks like semantic similarity attacks
based on the similarity of feature representations [112], spatial transformation attacks
that minimize local geometric distortions rather than the ℓp pixel error between adver-
sarial and original instances [113], and composite adversarial attacks where an attack
policy is formed by serially connecting multiple attackers, with each attack output
serving as the initialization input for the next [114] demand deeper investigation.

Evasion attack detection methods, such as PNDetector [78] and Visual Prompt
Engineering [1], can be incorporated externally into the pipeline to perform sanity
checks on input data, can enhance the robustness of VFMs for downstream tasks without
affecting their inference performance. Similarly, input transformation mechanisms can
detect adversarial examples at runtime by modifying input data, providing a simple
and computationally effective way to mitigate adversarial attacks without changing or
retraining the neural network [79]. However, mechanisms such as SmsNet [77], which
relies on the statistical properties of samples for adversarial example detection, and
Minimax optimization [63], which augments the training data with adversarial examples
generated using PGD, can introduce additional computational overhead during VFM
training. The robustness-accuracy trade-off in adversarial training can degrade the
zero-shot capabilities of VLMs by inadvertently introducing a substantial domain shift
to boost robustness [115].

Certified defense mechanisms such as CROWN [106], IBP [107], and AutoLirpa [92]
formally verify a network robustness guarantees against a predefined class of adversarial
attacks, however, this often comes at the cost of reduced network accuracy. Knowledge
distillation can be an effective technique for obtaining lightweight models with reduced
computational resource demands and enhanced inference speed, without significantly
compromising performance [52]. Techniques such as adversarial learning and training
can be integrated into a multi-teacher knowledge distillation approach to balance
the performance and robustness of lightweight models. Our investigation provides a
roadmap for enhancing network robustness by identifying vulnerabilities and evaluating
defense mechanisms. To effectively address RQ3, future research can prioritize datasets
that incorporate distributional shifts, noisy or spatially distorted data, and other
realistic corruptions and physical attacks for a more accurate evaluation of network
robustness.

5.2 RQ4: Ablation approach

Ablation [25, 96] can be highly useful for assessing the contributions of different
training techniques, tricks, and model components. The approach involves initially
training a baseline model with all techniques or tricks applied. Subsequently, each
technique is systematically removed or disabled, and the model is retrained to assess
the significance and contribution of each technique to the overall robustness. For
example, consider training a model using adversarial techniques that incorporate PGD-
generated adversarial examples, combined with weight decay for regularization and
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random cropping for data augmentation. The steps for the ablation study are outlined
below. The contribution of each technique to improving robustness can be quantified
by comparing the results of the ablation experiments.
• Full training : Training with PGD attacks, random cropping, and weight decay.

• Ablation of weight decay : Training with PGD attacks and random cropping, but
without weight decay.

• Ablation of random cropping : Training with PGD attacks and weight decay, but
without random cropping.

• Ablation of PGD attacks : Standard training with weight decay and random cropping
(i.e., no adversarial training).
As illustrated in Figure 10, we examine model-centric, data-centric, and miscel-

laneous perspectives that can be used to derive a structured framework for ablation
studies. Understanding each perspective can comprehend model behavior, identify
redundancies, and generate actionable benchmarks towards the robustness of defenses.

● Model properties
● Training procedures
● Inherent weaknesses
● Model performance
● Model behavior
● Decision boundary

Model Data Miscellaneous

● Data distribution
● Data dimensionality
● Data properties
● Data subspace
● Data features
● Data generation

● Natural noise (e.g., 
weather fluctuations, 
sensor damage)

● Connection with other 
attacks

● Biological and other 
inspiration

Fig. 10 Illustration of model-centric, data-centric, and miscellaneous perspectives to derive a struc-
tured framework for ablation studies [1].

The model perspective encompasses network characteristics exploitable for adver-
sarial example generation, such as model properties, i.e., linearity hypothesis, model
architecture, or activation function selection [64]. Training procedures like updating
parameters using gradient descent, weight initialization, training loss calculation, reg-
ularization, and batch normalization can be some direct targets [116]. Prediction-,
Epistemic- and Aleatoric uncertainty can be the viewpoints to interpret inherent weak-
nesses [117]. Model performance must include clean-, corruption- and transformation
accuracy [118]. Similarly, model behavior must analyze internal modules, i.e., the acti-
vation of critical neurons, channel-wise activation, and statistical characteristics of
hidden layers output [119]. Lastly, the decision boundary can encompass the boundary
tilting hypothesis, the decision boundary similarity among models, the curvature of
the decision boundary, and the decision surface to strengthen a model robustness [53].

The data perspective can analyze aspects such as data distribution, dimensionality,
properties, subspaces, features, and GAN-generated images to understand the presence
or generation of adversarial examples [44]. Data distribution used for training and
evaluating CNNs must be selected reasonably to avoid unexpected behavior for out-
of-distribution data, distribution weaknesses, and differences [24, 120]. Further, data
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dimensionality, i.e., the high dimension of the data, can be a significant contributor to
a model fragility owing to intricate and convoluted decision boundaries [118]. Conse-
quently, adversarial examples can easily exploit complex decision boundaries to identify
small perturbations that can cause significant changes in the model predictions [121].
Data properties like the number of classes in the dataset and the sample complexity
of the dataset can impact the generation and effectiveness of adversarial examples.
In simple words, insufficient training data or limited generalization ability can make
models more vulnerable to adversarial examples [122].

As discussed previously, the high dimension of the input data is naturally a hindrance
to exploring the existence of adversarial examples. Studies [118, 123] have shown
that projecting the inputs into a new subspace or a low-dimension subspace can be
useful in investigating adversarial examples. Thus, abnormal patterns in data subspace,
adversarial subspace properties, and data manifold can explain CNNs vulnerability [124].
Similarly, the identification of adversarial examples and clean images can be enhanced
through the analysis of data characteristics. This includes the examination of abnormal
patterns at the feature level using visualization methods like t-SNE, feature attribution
maps, intra-class and inter-class feature classification, as well as the scrutiny of local
and global features and high-level semantic features detected by neurons [125]. Lastly,
for data generation, GANs can produce synthetic samples that closely resemble the
real data distribution [24, 126]. By observing the generation process and the differences
between real and generated samples, one can gain insights into the factors that
contribute to the generation of adversarial examples.

The miscellaneous perspective includes natural noise arising from sources such as
weather fluctuations and sensor damage [61]. It also includes connection with other types
of attacks like poisoning and backdoor attacks [127] and inspiration from biological and
other fields [44], e.g., knowledge transfer, game theory, algebraic topology, information
geometry, and model-based diagnosis and knowledge compilation.

5.3 RQ5: Metrics

Traditional neural network verification methods typically focus on prediction accu-
racy and validation metrics like efficiency, which alone are inadequate for effectively
quantifying robustness [47]. We address this gap by describing relevant benchmarking
metrics for assessing network robustness listed in Table 3. Network robustness can
be measured using both static (i.e., design-time) and dynamic (i.e., runtime) metrics,
leveraging data-centric and network-centric approaches [119]. Data-centric approaches
can be useful for measuring the integrity of test examples by considering the neuron
coverage and data visual imperceptibility. Network-centric evaluation metrics can be
useful for measuring the model performance in the adversarial setting.

A binary-valued function R(f |x, y) can be used to determine whether a model is
robust for an example-label pair (x, y) [97]. Specifically, R(f |x, y) = 1 when a network
(f) is guaranteed to be robust on x, provided the outputs are consistent with the
condition defined in Equation (1).

f(x′) = f(x), s.t. ∥ x′ − x ∥p (1)
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Table 3 List of metrics to benchmark network robustness using data and model centric approaches

Data-centric
Neuron coverage k-Multisection Neuron Coverage, Neuron boundary coverage
Data imperceptibility Average ℓp Distortion, Average structural similarity, Perturbation

sensitivity distance
Network-centric

Task Performance Clean accuracy
Adversarial performance Adversarial accuracy on white-box attacks, Adversarial accuracy on

black-box attacks, Average confidence of adversarial class, Average
confidence of true class, Noise tolerance estimation

Corruption Performance Mean corruption error (mCE), Relative mCE
Defense Performance Classification Accuracy Variance, Classification Confidence Variance
Boundary-based Empirical boundary distance 1 and 2
Consistency-based Empirical noise insensitivity
Neuron-based Neuron sensitivity and uncertainty

Otherwise, the outputs are inconsistent, and R(f |x, y) = 0. Consequently, when
aiming for R(f |x, y) = 1, the model must produce consistent outputs for different
perturbations. Model robustness can be assessed by plotting model accuracy against
different perturbation budgets [61]. The minimum perturbation budget for a given
sample is determined using binary search, which, when applied to a crafted adversarial
example under ℓp norm constraints, results in misclassification. Then, the percentage
of data samples with minimum perturbations smaller than each ϵ is computed to plot
the curve.

Equation (2) presents the Corruption Error (CE) for measuring standardized
aggregate performance [46]. E is the top-1 error rate, indicating the frequency of
incorrect highest-probability predictions of the model. f is a trained model for evalua-
tion, fbaseline is a baseline model, c is the corruption type and s is the severity level
(1 ≤ s ≤ 5). The mean CE can be computed by averaging CE for each corruption type.

CEf
C =

Σ5
s=1E

f
s,c

Σ5
s=1E

fbaseline
s,c

(2)

Equation (3) defines the Fooling Rate (FR) for evaluating model robustness [43].
It is a ratio of correct predictions on clean images (P ) to those on perturbed images
(Q) under natural patch corruption or adversarial patch attacks.

FR =
P

Q
(3)

Similar to the Fooling Rate, Equation (4) defines the retention rate (RetR) to
evaluate model robustness [128]. It is a ratio of the model prediction correctness (PR)
for the corrupted image dataset compared to the clean image dataset.

RetR =
PRcorrupt

PRclean
(4)

Formal verification using Interval Bound Propagation (IBP), which is based on
interval arithmetic, assigns intervals that bound the minimum and maximum values of
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each input pixel and neuron in the network, resulting in computed lower and upper
bounds for a given perturbed input (x′) [107]. A network can robustly classify the
input, if the lower bound (fy) of the true class (y) is greater than the upper bound

(fj) of the rest of the classes (j) as shown in Equation (5).

fy(x
′) > fj(x

′) ∀j ̸= y (5)

Weng [129] proposes CLEVER (Cross Lipschitz Extreme Value for Network Robust-
ness), an estimation of the lower bound of the minimum perturbation that is independent
of attack algorithms. Xu et al. [92] demonstrate that certified lower and upper bounds
on network outputs, derived from input perturbations, can provide provable robustness
guarantees.

6 Conclusions

Network robustness is crucial for the successful deployment of computer vision sys-
tems in real-world scenarios. While foundation models demonstrate high accuracy on
benchmark datasets, their ability to maintain robust performance in the presence of
data transformations, noise, erroneous inputs, and targeted adversarial attacks remains
a significant and persistent challenge. Our investigation of empirical defense mecha-
nisms, such as adversarial detection, and input transformations, and robust training
mechanisms, such as adversarial training, certified defense, network distillation, and
adversarial learning, employed to enhance network robustness, shows that they focus
on a limited range of attacks when evaluating network robustness. It is recommended
to thoroughly evaluate network robustness against requirements such as distributional
shifts, noisy and spatially distorted inputs, and adversarial perturbations. Address-
ing these requirements is vital to ensuring reliable performance and broadening the
applicability of computer vision to diverse and sensitive domains.
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