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ABSTRACT

We present ANSC, a probabilistic capacity health scoring
framework for hyperscale datacenter fabrics. While exist-
ing alerting systems detect individual device or link failures,
they do not capture the aggregate risk of cascading capac-
ity shortfalls. ANSC provides a color-coded scoring system
that indicates the urgency of issues not solely by current im-
pact, but by the probability of imminent capacity violations.
Our system accounts for both current residual capacity and
the probability of additional failures, normalized at datacen-
ter and regional level. We demonstrate that ANSC enables
operators to prioritize remediation across more than 400
datacenters and 60 regions, reducing noise and aligning SRE
focus on the most critical risks.

1 INTRODUCTION

Hyperscale datacenters operate thousands of Clos-networked
devices and links. Current incident management pipelines
rely on alerts for direct failures (e.g., device down, link CRC,
bandwidth exhaustion). While effective for triggering imme-
diate repairs, these alerts are binary and often miss broader
systemic risks: when cumulative capacity reduction across
a layer or datacenter could soon breach safe operational
thresholds.

We propose the Aggregate Network Safety Color (ANSC)
score. ANSC provides a probabilistic and capacity-aware risk
score for each datacenter and region, allowing operators to
forecast potential impact and prioritize mitigation. Unlike
existing alerting, ANSC is not a direct measure of customer
impact, but a proactive signal of reliability posture.

2 BACKGROUND AND MOTIVATION
2.1 Clos Topology in Datacenters

Modern datacenters employ Clos networks with thousands
of servers, top-of-rack switches, multiple aggregation layers,
and spine routers. Figure 1 illustrates a simplified view.
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Figure 1: Simplified Clos topology context for ANSC.

2.2 Limitations of Current Safety Policy
Engines

Current “safety policy engines” check whether a device or
link can be removed from production without violating ca-
pacity headroom. If insufficient headroom exists, the incident
is escalated to an SRE for triage. This ensures immediate
protection but does not forecast longer-term systemic degra-
dation. For example, repeated link losses across a layer can
accumulate until residual capacity is critically low.

3 SYSTEM DESIGN
3.1 ANSC Scoring Model

ANSC assigns each datacenter or region a score, mapped to
color-coded states (red, orange, amber). Importantly, ANSC
is not a direct measure of current outage impact, but rather:

e Current effective capacity relative to forecasted de-
mand.

e Probability of further degradation, given historical fail-
ure rates.

e Normalization against yearly safety budgets per data-
center and per region.
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3.2 Formula Flow

Let Cypqi; denote currently available capacity in a Clos layer,
and Cyq the forecasted demand. Let Py represent the prob-
ability of additional device/link failures, estimated from his-
torical incident rates. The effective safety margin is:

Cavail — Creq
Creq
The normalized ANSC score is then:

ES =

ANSC = f(ES, Prait, Tpers)

where T, is the yearly persistence budget and f(-) maps
to categorical color states. A schematic of this formula flow
is shown in Figure 2.
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Figure 2: ANSC formula flow (simplified).

In practice, ANSC scores are not consumed in isolation.
Operators routinely correlate them with existing telemetry
dashboards (latency, error counters) to validate whether an
elevated score reflects an emerging systemic risk. This cross-
check provides confidence that ANSC complements rather
than replaces existing monitoring, and helps build operator
trust in acting on its recommendations.

4 METHODOLOGY
4.1 Probability Estimation

Failure probability Pg,; is estimated per link and device
using historical outage rates, weighted by environmental
and operational conditions (e.g., recent maintenance activity).
At layer-level, we aggregate probabilities assuming partial
independence.

4.2 Normalization Across 400+ Datacenters

To avoid over-sensitivity, we constrain the maximum fraction
of red/orange/amber assignments annually: 5%, 12%, and 20%
respectively, with +5% tolerance margin. This ensures only
the most at-risk sites are escalated, while maintaining global
prioritization fairness.

5 EVALUATION

We simulated ANSC scoring across 400 datacenters in 60
regions. Figure 3 shows an illustrative regional heatmap.

Figure 4 shows a mock dashboard view for two datacenters
(DC1 and DC?2) in red state.

Madhava Gaikwad and Abhishek Gandhi

1Fé%gional ANSC Risk Levels (Synthetic Example)
2075
S
§ 0.50

Z 025

N:d % o0 30 & &
X of P « o <o
o5 ‘@)‘ e@"‘ ‘a\\ i\\s

.
W @ e ot

Figure 3: Regional ANSC heatmap example across
Azure-like regions.

ANSC Dashboard (Mockup)

Figure 4: ANSC op-
erator dashboard
mock.

6 DISCUSSION

ANSC enables operators to prioritize fixes not by first-come
incidents, but by systemic risk posture. For example, if one
region shows multiple datacenters at elevated risk, capac-
ity upgrade or preventative link replacement can be pri-
oritized. Furthermore, ANSC integrates naturally with an
Al-based recommendation system that advises SREs on miti-
gation: suggesting whether a failing device requires datacen-
ter technician intervention, or whether automated incident
response suffices. This shift allows planning teams to move
from reactive firefighting toward measurable risk budget-
ing at both datacenter and regional scale. To make progress
visible, ANSC can be shown in two ways: overall posture
(exposure ceiling) and its movement over time. Posture high-
lights structural risk, while movement reflects the operator’s
effort.

7 RELATED WORK

Past works such as network-telemetry [8], Generative-RCA [7],
diagnosis-RCA [6] and B4 [5] have focused on monitor-
ing and root-cause analysis. Systems like SCORE [1], Sher-
lock [2], Net-assys [9] and network-anomaly-detection [3]
leverage probabilistic models to reason under uncertainty,
automatically diagnosing network issues by analyzing every-
thing from component dependencies and path measurements
to monitoring data confidence. Our contribution differs in
focusing on proactive probabilistic scoring rather than reac-
tive diagnosis. SREbook [4] provide foundational guidelines,
but ANSC introduces a quantifiable score tailored to Clos ca-
pacity headroom. Unlike these systems, ANSC explicitly ties
probability of future failures with current capacity margins,
providing a forward-looking risk score.
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8 CONCLUSION AND FUTURE WORK

We have presented ANSC, a probabilistic scoring framework
that forecasts systemic datacenter capacity risk. By combin-
ing capacity forecasting, historical failure rates, and normal-
ized budgets, ANSC provides operators with clear priori-
tization signals. Future work includes deploying ANSC in
production and evaluating operator response time reduction.

A ETHICS

All experiments are conducted on infrastructure telemetry
and simulated incidents; no human subjects or sensitive data
are involved, and therefore no ethical issues arise.
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