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Abstract—Blockchain and smart contracts have garnered sig-
nificant interest in recent years as the foundation of a decentral-
ized, trustless digital ecosystem, thereby eliminating the need for
traditional centralized authorities. Despite their central role in
powering Web3, their complexity still presents significant barriers
for non-expert users. To bridge this gap, Artificial Intelligence
(AI)-based agents have emerged as valuable tools for interacting
with blockchain environments, supporting a range of tasks, from
analyzing on-chain data and optimizing transaction strategies to
detecting vulnerabilities within smart contracts. While interest
in applying AI to blockchain is growing, the literature still
lacks a comprehensive survey that focuses specifically on the
intersection with AI agents. Most of the related work only
provides general considerations, without focusing on any specific
domain. This paper addresses this gap by presenting the first
Systematization of Knowledge dedicated to Al-driven systems
for blockchain, with a special focus on their security and privacy
dimensions, shedding light on their applications, limitations, and
future research directions.

Index Terms—AI Agents, LL.Ms, Blockchain, Smart Contract.

I. INTRODUCTION

The advent of blockchain and smart contracts has played
a key role in shaping the Web3 ecosystem [l1]], enabling
a range of innovative services, ranging from decentralized
identity management [2] to decentralized finance (DeFi) [3]].
However, despite their significant potential, several limitations
still prevent these technologies from reaching widespread
adoption [4]. Technical barriers often make it challenging for
non-technical users to effectively utilize wallets or understand
the basic concepts of smart contracts. Moreover, the abundance
of available information can overwhelm individuals, making
it difficult for them to identify the solutions best suited to
their needs. At the same time, security and privacy con-
cerns, such as phishing attacks, key mismanagement, and data
leakage, remain a critical obstacle to gaining user trust and
widespread acceptance. The use of Artificial Intelligence (Al)-
based agents, powered by Large Language Models (LLMs),
has shown remarkable capabilities in task execution and
decision-making across a wide range of complex scenarios [J35]].
In recent years, these Al agents have also emerged as valuable
tools for interacting with blockchain-based environments. For
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Fig. 1. Overview of the interaction between a user and an Al agent for

blockchain-related operations.

example, they can be leveraged to detect vulnerabilities within
smart contracts [6]-[8] or autonomously execute cryptocur-
rency trades [9], [[10]. However, such operations often require
access to highly sensitive information, including end-users’
private keys, making Al agents a potential attack surface for
adversaries. This shift raises significant security and privacy
concerns, as integrating Al agents into the Web3 ecosystem
may introduce new threat vectors.

Figure [I] shows a natural language interaction between a
user and an Al agent capable of autonomously executing
blockchain-related tasks. On the left side, the user asks for
their wallet balance and instructs the agent to invest the funds.
On the right side, the functional architecture of the agent is
depicted, including modules for accessing blockchain data, in-
terpreting user intent, planning tasks, and validating operations
to ensure secure and reliable execution. All technical complex-
ity, such as smart contract interaction, APl communication,
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and transaction formatting, is completely hidden from the user,
who may have no prior knowledge of blockchain technologies.
The agent manages these operations independently and trans-
lates user requests into executable actions on the blockchain.
It also integrates off-chain information, such as financial news
or market trends, to make decisions that are better aligned with
current conditions and the user’s goals. This combination of
intuitive communication and autonomous execution enables
seamless interaction with blockchain systems for both expert
and non-expert users.

Several works in the literature [[11]-[13] provide general
surveys on Al agents but do not adequately address security
and privacy concerns. While [[14], [15] focus primarily on the
security and privacy aspects of these agents, none explicitly
consider their application within the blockchain ecosystem.
To fill this gap, this paper proposes a novel systematization of
knowledge on Al agents in the context of blockchain, with a
particular emphasis on security and privacy challenges.

Contributions. The main contributions of this work are the
following:

e We propose a novel taxonomy of AI agents for
blockchain, along with comprehensive reference archi-
tectures detailing their components, functionalities, and
integration points for effective interaction with blockchain
networks.

« We explore practical applications of Al agents within the
blockchain ecosystem, highlighting their roles and ben-
efits, while also thoroughly discussing potential security
and privacy vulnerabilities.

o We systematize practical aspects of Al agents in this
domain, including an analysis of the LLMs employed and
the datasets used for evaluation.

o We identify and analyze key open challenges, gaps, and
risks associated with deploying Al agents on blockchain,
and outline promising research directions.

Organization. The remainder of this paper is structured as
follows: Section [l provides the background on blockchain and
LLMs. Section [ reviews related works in the field. Section
introduces a novel taxonomy of Al agents for blockchain
and reference architectures. Sections [V] and [V discuss how
Al agents can streamline operations related to blockchain and
smart contracts, respectively. Section identifies open chal-
lenges and future research directions. Section [VIII] concludes
the paper.

II. BACKGROUND
A. Blockchain

Blockchain is a decentralized and distributed ledger tech-
nology that enables secure and transparent recording of trans-
actions across a network of participants without the need for
a trusted central authority [[16]. Transactions are grouped into
blocks that are cryptographically linked using hash functions,
ensuring the integrity and immutability of the data. Every
participant maintains a copy of the ledger, and the network’s

state is updated and agreed upon through decentralized con-
sensus protocols such as Proof of Work (PoW) or Proof of
Stake (PoS). Smart contracts further amplify the potential of
blockchain [[17], which are self-executing programs deployed
on the blockchain, whose operation is regulated by the contract
terms encoded within them. They have enabled a wide array
of applications from DeFi primitives [18] to organizational
governance through decentralized autonomous organizations
(DAOs) [19]. Oracles further enrich this ecosystem by provid-
ing external data—such as price feeds, weather information,
and IoT sensor inputs—enabling smart contracts to respond
dynamically to real-world events.

However, despite their transformative potential for many
sections, blockchain and smart contract technologies face
several challenges that impact their usability and security [4],
[20]. From a user perspective, interacting with blockchain
often requires managing cryptographic keys and understanding
complex concepts, creating barriers for non-technical users.
Moreover, the transparency of blockchain data, while benefi-
cial for auditability, raises privacy concerns. Security vulnera-
bilities in smart contracts, such as logic errors or improper
access controls, have led to significant financial losses in
the past and undermine trust in decentralized applications.
To mitigate these issues, Al-based agents are emerging as
promising tools for their ability to automate complex tasks,
such as identifying and even remediating smart-contract vul-
nerabilities before deployment, and providing intuitive natural-
language interfaces to simplify user interactions. However,
this integration also expands the threat landscape: Al agents
themselves introduce novel attack surfaces and privacy risks,
as malicious actors may manipulate autonomous decision-
making or exploit agents to extract sensitive information.

B. Large Language Models

LLMs are advanced neural architectures trained to process
and generate human language. Built primarily on transformer-
based architectures [21]], LLMs are pretrained on large-scale
corpora encompassing diverse text sources, allowing them
to learn complex patterns of syntax, semantics, and factual
knowledge. This pretraining enables strong generalization
across tasks with minimal or no task-specific supervision.
Prominent examples include GPT models [22], [23[], LLaMA
[24], Mixtral [25] and Claude [26]. These models achieve
state-of-the-art results in various tasks, including text genera-
tion, summarization, question answering, translation, and few-
shot or zero-shot reasoning. Their performance can be further
enhanced through alignment strategies such as supervised fine-
tuning and Reinforcement Learning from Human Feedback
(RLHF) [27]]. A key innovation in extending LLM capabilities
is Retrieval-Augmented Generation (RAG) [28]], where exter-
nal knowledge is dynamically retrieved from a corpus and pro-
vided as context to the model during inference. This improves
factual accuracy, supports access to up-to-date information,
and reduces hallucination in tasks that require domain-specific
or time-sensitive knowledge. LLMs can also be integrated with
tool use, memory, and multi-agent coordination frameworks
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to support complex reasoning and decision-making pipelines
[29], further extending their utility across diverse applications.

C. Agent Communication Protocols

To support seamless interaction, negotiation, and collab-
oration among Al agents in heterogeneous environments,
a range of communication protocols has been introduced.
These protocols provide formal mechanisms to standardize
interoperability, facilitate integration with external platforms
and services, and safeguard data exchange through secure and
reliable communication channels.

1) Model Context Protocol: The Model Context Protocol
(MCP) [30] defines a standardized interface for how agents and
external tools, services, and data interact. It allows agents to
dynamically retrieve, update, and reason over context-specific
knowledge, ensuring that interactions remain consistent across
heterogeneous environments. MCP supports modularity by
decoupling the agent’s reasoning logic from the underlying
data sources, thereby enabling flexible integration of domain-
specific resources.

2) Agent-to-Agent: Agent-to-Agent (A2A) [31] defines the
message exchange mechanisms that govern direct interac-
tions between autonomous agents that need to coordinate
and collaborate. It specifies both the structure and semantics
of communication, supporting actions such as negotiation,
delegation, coordination, and knowledge sharing. Agents are
discovered in a structured way through agent cards (i.e., JSON
file) shared via trusted registries or endpoints.

3) Agent Network Protocol: The Agent Network Protocol
(ANP) [32] facilitates structured communication within multi-
agent systems by providing foundational primitives for agent
discovery, authentication, and secure data routing. Designed
for scalability in large, distributed environments, ANP enables
agents to dynamically form coalitions or sub-networks based
on task requirements. Each agent is uniquely identified using a
Decentralized Identifier (DID) [2]], ensuring verifiable identity
without centralized control. Communications are protected
through end-to-end encryption.

4) Agora: Agora [33] is a protocol that facilitates decen-
tralized marketplaces of agents, where participants can publish
services, negotiate tasks, and establish trust dynamically. It
supports multi-party negotiation and economic coordination
through standardized interaction patterns.

5) NANDA: The Networked Agents and Decentralized Al
(NANDA) [34] protocol is an MIT initiative aiming to pro-
vide a structured framework for automated negotiation among
agents. NANDA focuses on reaching agreements efficiently
by defining standardized phases such as proposal, counter-
proposal, acceptance, and commitment.

III. RELATED WORK

The integration of blockchain and LLMs holds the potential
to address various challenges, ranging from mitigating LLM’s
security and privacy risks to simplifying user interactions
with blockchain systems. Accordingly, the literature includes

several surveys that explore this integration from diverse per-
spectives. Geren et al. [35] focus on analyzing how blockchain
has been employed to address LLM-related security concerns.

Some surveys provide a general overview of Al agents [11]-
[13]], which is not tailored for blockchain-based environments
nor offers an in-depth discussion on security and privacy
issues. While other surveys highlight security and privacy
issues of Al agents [14], [15], they do not explicitly refer
to agents employed for interacting with blockchain-based
environments. For instance, Wang et al. [14] only mention
blockchain as a valuable tool to audit agents’ interactions to
enable transparent investigations.

However, existing works typically consider Al agents in iso-
lation, without anchoring them to specific application domains.
We argue that a focused systematization of Al agents within
the context of blockchain environments is essential for under-
standing their role, capabilities, and limitations. To address this
gap, our work offers a comprehensive systematization of Al
agents for blockchain, with a particular emphasis on security
and privacy considerations.

IV. AI4B TAXONOMY AND ARCHITECTURE

Given the lack of an established framework for Al agents for
Blockchain (AI4B), we first propose a taxonomy that classifies
these agents based on their level of autonomy and the nature
of user input, ranging from simple questions to complex,
high-level goals. Building on this taxonomy, we then present
reference architectures for Al agents in blockchain systems,
providing a structured foundation to guide their design and
implementation.

A. A Taxonomy of Al Agents for Blockchain

We classify Al agents for blockchain along a spectrum of
increasing autonomy, based on how they process user input:
as a question to be answered, an instruction to be followed,
or a goal to be achieved.

1) Conversational Agents: These agents focus on respond-
ing to user queries about blockchain data, portfolio status,
or protocol parameters. They typically operate in a read-
only mode, accessing on-chain and off-chain data sources to
provide insights such as wallet balances, recent transactions,
token prices, and protocol analytics. The primary function is to
enable users to retrieve information through natural language,
lowering the barrier to data exploration without requiring
technical knowledge of blockchain specifics. Examples include
chatbots integrated with DeFi dashboards or wallet applica-
tions that allow users to ask questions like “How much ETH
do I currently hold?”.

2) Instruction-following Agents: These agents go beyond
information retrieval by translating explicit user commands
into blockchain transactions. They parse natural language
instructions such as “Swap 1 ETH for USDC on Uniswap”,
transforming them into structured operations that interact with
smart contracts. Instruction-following agents often incorporate
safety checks, confirmation steps, and parameter validation
to prevent costly mistakes. Integration with wallet software



This work has been accepted to the 7th International Conference on Blockchain Computing and Applications (BCCA 2025)

8 —>  Application Layer
User
Al Agent Layer
< | Agent Instruction-following Agent Goal-directed Agent
()
00
- n!.
w ’ ]
Provide
Al Agent
Provide 3 &
: Se—
[temoy | [ a6 | ot o {©9) {00}
Base - ——
Evaluator/ Al Agent AI_Agent
Observer
Blockchain Interface Layer Blockchain Layer
5 S A
Human-In-the-loop ——Have mart E
- =R
< 5| Blockchain Written v
< > Node Upda ritten in
te
| o Oracle
RPC | |Blockchain API4 -~
= 3 ]
Consensus Engine

Fig. 2. Reference architecture of AI4B systems, showing the four-layer structure (Application, AI Agent, Blockchain Interaction, and Blockchain layers) and
detailed internal components, including Natural Language Processing, Planning & Reasoning, Memory Management, Security & Validation, Tool Integration,

APIs, wallet integrations, and blockchain infrastructure.

enables secure signing and broadcasting of transactions. This
class bridges the gap between conversational interfaces and ac-
tionable blockchain operations, empowering users to perform
tasks without manual interaction with complex user interfaces
or command-line tools.

3) Goal-directed Agents: The most advanced class of Al
agents, goal-directed agents, are designed to autonomously
achieve user-defined objectives over multiple steps and time
horizons. Instead of simply following a command or an-
swering a query, they plan and execute strategies such as
portfolio rebalancing, yield optimization, or risk management
across various protocols. These agents continuously monitor
blockchain data, market conditions, and user preferences to
adapt their actions dynamically. For example, a goal-directed
agent might seek to maximize returns by allocating assets
among lending platforms while minimizing gas costs and
exposure to impermanent loss. Although largely experimen-
tal, this category represents a significant step toward fully
autonomous DeFi management, where users delegate complex
decision-making to intelligent agents.

B. Reference Architectures of Al Agents for Blockchain

Building on the taxonomy presented in Section we
introduce a comprehensive reference architecture for AI4B
systems, illustrated in Figure 2] This architecture provides
a foundational four-layer structure that can be specialized
for Conversational, Instruction-following, and Goal-directed
agents. We first present the high-level structure and layer

responsibilities, then examine the detailed internal components
and their interactions.

1) Four-Layer Architecture Framework: As shown in Fig-
ure [2} our reference architecture mediates user interactions
with on-chain data and smart contracts via four primary layers:

o Application Layer. Serves as the primary interface be-
tween users and the Al agent system. This layer encom-
passes diverse interaction modalities, including Graph-
ical User Interfaces (GUIs), Command-Line Interfaces
(CLIs), voice interfaces, and natural language chat sys-
tems. The layer’s primary responsibility is intent cap-
ture—transforming user inputs (whether explicit com-
mands, natural language queries, or high-level goals) into
structured, machine-readable requests that the Al Agent
Layer can process.

o AI Agent Layer. Functions as the cognitive core of the
system, orchestrating all intelligent decision-making pro-
cesses. This layer performs several critical functions: nat-
ural language understanding to parse user intent, context
maintenance for conversational continuity, planning and
reasoning to decompose complex tasks into executable
steps, safety validation to prevent harmful or unintended
actions, and tool orchestration to coordinate interactions
with external systems. In multi-agent architectures, this
layer also manages agent-to-agent communication, task
delegation, and collaborative decision-making protocols.

« Blockchain Interaction Layer. Provides the technical in-
frastructure for all blockchain-related operations, serving
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as an abstraction layer that shields the Al Agent from
the complexities of different blockchain protocols. Core
components include RPC/WebSocket clients for node
communication, blockchain-specific APIs for protocol in-
teractions, smart contract wrappers and ABIs for contract
invocation, data indexers for efficient query processing,
wallet integration modules supporting both EOAs and
smart wallets, and human-in-the-loop mechanisms for
transaction approval and signing.

« Blockchain Layer. Represents the underlying decentral-
ized infrastructure, including blockchain networks, con-
sensus mechanisms, and smart contract execution envi-
ronments. This layer processes transactions, maintains
state consistency, executes smart contract logic, and pro-
vides cryptographic guarantees for all operations. It en-
compasses various blockchain protocols (Ethereum, Poly-
gon, Arbitrum, etc.), different virtual machines (EVM,
WASM, etc.), and diverse consensus algorithms (PoS,
PoW, etc.).

2) Detailed Components and Interactions: Having estab-
lished the four-layer framework, we now examine the detailed
internal components and their interactions within each layer.
As defined at the beginning of this section, we identify three
AI4B levels, namely Conversational, Instruction-following,
and Goal-directed agents, all of which conform to the four-
layer structure described above. The Application, Blockchain
Interaction, and Blockchain Layers remain unchanged across
these classes. While Conversational agents typically perform
only read-only operations, and Instruction-following and Goal-
directed agents must also construct and submit transactions to
achieve their objectives, all three archetypes share the same
sub-module pattern. The key distinctions arise within the Al
Agent Layer itself.

Cheng et al. [36] organize the basic framework of LLM-
based agent framework as five components: Planning, Mem-
ory, Rethinking, Environments, and Action. Al agents plan,
rethink their plans, use memory in these processes as con-
text or knowledge base, and interact with environments by
observation or executing actions using tools. This basic frame-
work aligns with our reference framework. Figure [2] captures
these variations in our detailed reference architecture for
the Al Agent Layer, drawing on several seminal designs:
the modular, Web3-native OS of Eliza [37]], the multi-agent
chatbot framework of Nguyen et al. [38]], the decentralized
autonomous collaboration model of DeCoAgent [39]], Supply
Chain Traceability systems [40]], and others including Crypto
Portfolio Management agents [41].

The Application Layer serves as an interface for user
inputs, typically through app UX [37] and/or natural language
interfaces [38]], [42]. It wraps the user intent or goal as a query
into a structured request for the AI Agent.

The AI Agent Layer processes this request through its
internal components. Simple conversational agents have a
straightforward structure composed of an LLM model with
memory that provides a knowledge base and context, while
using RAG or other techniques to improve the response [40].

Instruction-following agents [37], [38]] perform more complex
processing, often necessitating a more sophisticated architec-
ture. As Cheng et al. [36]] organize, they have a common
structure composed of a Planner, which uses LLM models
such as GPT-40 and Claude 3.5 Sonnet for understanding user
natural language queries and developing plans.

Enhanced Context. Some AI4B systems use techniques such
as RAG or more advanced memory-based context input [37]]
as context to improve their internal processes. Then, the
Validator component evaluates plans and refines them. For
instance, ElizaOS [37] implements Trust Score Managers
and Evaluators that assess proposed blockchain operations
by calculating risk scores based on token performance and
market conditions, automatically blocking transactions below
configurable trust thresholds to prevent harmful operations.
This layer can also function as a privacy module to ensure
that the agent will not harm the user. To execute the validated
plans, the agent needs to identify the appropriate tools and
determine which to call—here, the Tool Mapper/Controller
module operates. It enables the agent to select the proper
tools. The Evaluation/Observation Module receives feedback
from the environment, typically the blockchain in our context,
and updates the memory while providing feedback to the
agent to achieve its goals. Lastly, Goal-based agents, such as
Crypto Portfolio Management agents [41]], work by having
these agents interact and delegate to each other to achieve the
goals.

The Blockchain Interaction Layer facilitates blockchain
interactions through tools, enabling the Al agent to alter or
retrieve chain state, as seen when executing smart contracts.
For instance, Nguyen et al. [38] implement wallet integration
through MetaMask connectivity, maintaining familiar wallet-
based transaction approval flows as the interaction layer. Other
frameworks use blockchain APIs that embed chain interac-
tions within themselves. ElizaOS [37] connects to various
blockchain networks through RPC endpoints and specialized
APIs. Additionally, Santos et al. [40] implement an API
Gateway pattern that fetches processed data from blockchain-
connected services rather than making direct blockchain calls.

The final infrastructure layer, the Blockchain Layer, places
transactions into blocks, achieves consensus, and enables
blockchain nodes to execute smart contracts through transac-
tions, thereby changing states. Index nodes return chain state
information, such as smart contract states via RPC nodes,
providing feedback to the upper layers.

It is worth noting that security and privacy modules exist
across multiple layers. For instance, Nguyen et al. [38] use
a human-in-the-loop mechanism by wallet integration. Others
[37], [41] use Validator and Observer components at the Al
agent layer for this purpose. Specifically, Walters et al. [37]]
implement Trust Score Managers that calculate risk scores
before financial operations as their Validator component. Sim-
ilarly, Luo et al. [41] employ a dual-validation approach
incorporating confidence scoring based on token probabilities
from their Observation/Evaluation Module, plus validation
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through intra-team agent collaboration, where agents vote on
decisions based on their respective confidence levels.
Non-Normative Example. The AI4B system provided by
Nguyen et al. [38]] is an example of an Instruction-following
agent (see Table [[). Specifically, it enables users to inter-
act with a blockchain intuitively through chat, from reading
blockchain data to executing transactions. In this system, the
user provides prompts through the chat UX (the Application
Layer), which the Al Agent Layer receives. As Memory in
the Agent Layer, the user’s conversation history, examples of
query refinements (pairs of user query inputs and their refined
outputs), and tool descriptions (blockchain API descriptions
and input parameter specifications) are stored as embedded
vectors. Upon user prompt input, the prompt refining agent
refines a user prompt using conversation history and examples
of query refinements. It passes the refined prompt to the initial
tool filtering component, which uses the tool descriptions
and passes the likely tool list to the planning agent. The
agent (Planner in our AI4B reference architecture) receives the
refined prompt and likely tool list as context and then makes a
plan of actions including what tools to call [ﬂ The action plan
and tool calling are validated by the LLM-based validation
agent (Validator in our reference architecture), and the same
agent will call validated tools (APIs). In this implementa-
tion, the Validator also serves as the Controller component.
The tools invoke blockchain APIs, including data-retrieval
APIs and transaction-execution APIs, which correspond to the
Blockchain Interaction Layer. The tool execution results are
received by the LLM-based evaluation component (Evaluator
in our reference architecture). The Evaluator then checks
whether the user’s intention from the prompt has been satisfied
based on the current state and generates a response. Finally,
the user receives the response through the chat.

V. AT AGENTS FOR INTERACTING WITH BLOCKCHAIN

The proliferation of blockchain-based systems has cre-
ated powerful new paradigms for decentralized applications
(dApps), finance (DeFi), and governance (DAOs). However,
the technical complexity inherent in these systems remains a
formidable barrier to mainstream adoption. Users are often
required to understand cryptographic principles, manage pri-
vate keys, interpret complex smart contract logic, and navigate
unintuitive interfaces. This usability gap has driven a new
field of research and development focused on employing
Al agents to serve as intelligent intermediaries, abstracting
away complexity and making blockchain technology more
accessible, secure, and efficient. In this section, we systematize
the emerging landscape of Al agents designed for blockchain
interaction. Table [ provides an overview of representative Al-
agent solutions designed to interact with blockchain systems,
categorized by agent type, application domain, publication
year, the LLM used, and availability of open-source imple-
mentations.

I'The tool descriptions and tool calling mechanisms in this implementation
could be replaced by modern standardized protocols such as MCP or A2A,
which were not as widely adopted at the time of this system’s development.

A. Applications and Use Cases

1) Analyzing and Interacting with Blockchain Data: Al
agents act as intelligent interfaces to explore, interpret, an-
alyze, and interact with on-chain data, lowering the technical
barrier for users unfamiliar with blockchain query languages
or analytics tools. Using natural language processing and
RAG, these agents let users ask open-ended questions about
blockchain activity and receive clear, structured answers.
Beyond simple queries, they can detect anomalies such as
fraudulent transactions, supporting auditing, forensic analysis,
protocol monitoring, and user behavior tracking. For exam-
ple, agents can summarize wallet histories, flag suspicious
token movements, generate real-time alerts, and sometimes
assist with executing transactions. Recent work by Toyoda et
al. [43]] offers a systematic exploration of how LLM in-
tegration addresses key challenges in blockchain analytics,
including data scarcity, protocol heterogeneity, and limited
explanation of model outputs. They propose a framework
that enhances anomaly detection by combining prompt engi-
neering, Chain-of-Thought reasoning, and modular “predictor”
and “enhancer” design patterns. The authors demonstrate that
LLMs can provide improved generalizability across chains,
better interpretability compared to rule-based systems, and
natural language explanations of smart contract behavior.
These agents can surface signs of fraud and identify proto-
col vulnerabilities far more flexibly than traditional analytics
engines. The system presented in [38] introduces a modular
multi-agent architecture that streamlines both conversational
access to blockchain data and transaction execution. It includes
agents for query refinement and API selection based on
embedding similarity. By supporting both data exploration and
smart contract interaction, the system reduces the complexity
of blockchain APIs for non-technical users. ElizaOS [37]
introduces a full-stack operating system for autonomous Al
agents on blockchain, focusing on persistent memory, multi-
modal reasoning, and decentralized execution. It provides na-
tive support for long-running agents capable of observing on-
chain events, invoking smart contract methods, and adapting
behavior over time. ElizaOS focuses on modular agent design
and flexible integration tools, allowing developers to define
custom workflows that span from natural language queries to
on-chain actuation.

2) Supply Chain Traceability: A particularly valuable ap-
plication of AI agents in blockchain is supply chain traceabil-
ity. These agents support full traceability across diverse supply
chains, including sectors such as food, pharmaceuticals, and
electronics. These agents enable users to query and interpret
on-chain records related to production, transport, and certifica-
tion, presenting complex provenance data in natural language.
Moreover, these agents can automate actions such as recording
new supply chain events or validating certifications on-chain.
This enhances transparency, supports regulatory compliance,
and facilitates the detection of fraud or inefficiencies. For
example, the works in [40], [42] present a farm-to-fork trace-
ability agent powered by RAG, enabling consumers to seam-
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TABLE I
REPRESENTATIVE AI-AGENT SOLUTIONS FOR INTERACTING WITH BLOCKCHAIN

Type Work Year Use Case LLM Open Source
Toyoda et al. [43] 2024  Analyzing and Interacting with Blockchain Data ~ N/A X
Conversational Benzinho ef al. [42] 2024  Supply Chain Traceability Mixtral 8x7B, Mixtral 7B, LLaMA 3 X
8B & Gemma 2B
Santos et al. [40) 2025  Supply Chain Traceability N/A X
Nguyen et al. [38] 2024  Analyzing and Interacting with Blockchain Data ~ GPT-4o (v}
Instruction-following  Walters et al. [37] 2025  Analyzing and Interacting with Blockchain Data ~ N/A (9
Ao et al. [44] 2025 DAO Governance & Coordination GPT-40 X
Minarsch et al. 9] 2020  Portfolio Management & DeFi Trading N/A (v}
Goal-Directed Minarsch et al. [10] 2021  Portfolio Management & DeFi Trading N/A (9}
Li et al. [45] 2024  Portfolio Management & DeFi Trading GPT-3 & GPT-40 (9
Luo et al. [41] 2025  Portfolio Management & DeFi Trading GPT-40 X

lessly query detailed provenance, processing, and logistical
information stored on an immutable blockchain ledger.

3) Portfolio Management & DeFi Trading: Al agents in
finance play a central role in blockchain applications, par-
ticularly in asset management, DeFi, and autonomous eco-
nomic activities. By abstracting technical complexity, such
agents lower the barrier to entry for non-expert users and
enable more informed, data-driven strategies in decentral-
ized financial ecosystems. Portfolio management agents assist
users in monitoring asset holdings, rebalancing portfolios,
and optimizing risk-return tradeoffs through machine learning
models that analyze both on-chain and off-chain data [41]].
DeFi and trading agents automate complex interactions with
multiple protocols, such as yield farming, liquidity provision,
and arbitrage opportunities, often employing reinforcement
learning or multi-agent coordination to maximize returns. The
authors in [45] introduce CryptoTrade, an LLM-based trading
agent for cryptocurrency markets that combines the analysis
of on-chain data and off-chain signals, such as financial news.
Unlike prior work focused on stock trading, CryptoTrade
leverages blockchain transparency and incorporates a reflective
mechanism to refine decisions based on past performance. A
more advanced class of agents in this domain is represented
by Autonomous Economic Agents (AEAs) [9]], [[10], which are
capable of making fully independent economic decisions and
executing transactions on blockchain platforms. These agents
continuously monitor markets, negotiate with other agents,
and dynamically adapt strategies without human intervention.
Frameworks like Fetch.ai [46] and Olas [47|] provide the
infrastructure to develop such agents, which are expected to
play a foundational role in enabling decentralized machine-to-
machine economies.

4) DAO Governance & Coordination: DAOs rely on col-
lective decision-making processes that can be complex and
time-consuming for participants. Al agents are increasingly
used to facilitate governance and coordination within DAOs by
automating tasks such as proposal summarization, discussion
moderation, voting assistance, and outcome prediction. These
agents help reduce information overload by extracting key
insights from large volumes of textual proposals and com-
munity discussions, making it easier for members to engage

meaningfully. For example, AgentDAO [44] uses a multi-
agent LLM system augmented with a label-centric retrieval
algorithm and a domain-specific proposal language to translate
natural language inputs into executable DAO proposal pay-
loads.

B. Threats and Risks

1) Erroneous Behavior and Financial Losses: Misinterpre-
tation of user intent by Al agents can result in incorrect or
unintended transactions. As pointed out in [48]], even minor
ambiguity can cause costly errors when moving digital assets.
The irreversible nature of blockchain operations means such
mistakes may have lasting financial consequences.

2) Security Vulnerabilities and Exploits: Al Agents that
manage wallet access and interact with DeFi protocols create
new attack surfaces. Unauthenticated or overly privileged
agent layers can expose users to wallet draining or unautho-
rized access [49]. Potential breaches could result from attack
vectors such as prompt injection [50], [S1].

3) Context Manipulation and Memory Attacks: Patlan et
al. [52]] demonstrate that Al agents relying on internal memory
are vulnerable to “fake memory” or context manipulation
attacks, where adversaries inject malicious memory to deceive
the agent into harmful transaction flows. This is especially
dangerous for goal-directed agents that maintain a persistent
dialogue context.

4) Privacy Leakage: To function effectively, Al agents
often require access to sensitive on-chain data, such as wallet
addresses, transaction histories, and user behavior across pro-
tocols. Al agents may inadvertently expose this information
through logs, conversational transcripts, or model outputs [S3]].
In [54], the authors show that LLM-powered agents routinely
access more private information than necessary.

5) Autonomy-Induced Market Risks: Autonomous agents
executing multiple trades can unintentionally increase market
volatility or cause systemic risks [55[. Al-driven trading could
amplify shocks, collude across platforms, or reinforce herd be-
havior. Interconnected or correlated algorithms may exacerbate
flash-crash events [[56].

6) Over-Reliance and Loss of Human Oversight: Excessive
trust in Al agents can lead users to abdicate responsibility for
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critical financial decisions. Widespread agentic behavior may
degrade vigilance, allowing malicious or flawed actions to go
unchecked.

T-1. Takeaways on AI Agents for Blockchain. Al
agents represent a promising approach to bridging the
usability gap in blockchain systems by abstracting
technical complexity and enabling more intuitive in-
teraction. Their impact is already evident across key
domains such as supply chain tracking, DeFi, DAO
governance, and autonomous economic coordination.
However, as Al agents gain autonomy and deeper inte-
gration with blockchain, they introduce novel risks, in-
cluding erroneous actions with financial consequences,
new attack vectors targeting agent security, vulnerabil-
ities to context manipulation, privacy leakage, market
destabilization, and reduced human oversight.

VI. AI AGENTS FOR SMART CONTRACT DEVELOPMENT

Smart contract is a key technology in Web3 as they en-
able the deployment of self-executing programs directly on
the blockchain. They are supported by multiple blockchain
platforms and can be implemented in various programming
languages, such as Solidity or Rust. However, creating smart
contracts from scratch can be challenging, especially for de-
velopers with limited experience. In this context, Al agents can
play a fundamental role by supporting developers throughout
the smart contract lifecycle. Table [[]] summarizes represen-
tative Al-agent solutions aimed at supporting smart contract
development and auditing. The solutions are categorized by
publication year, use case, LLM employed, datasets utilized,
and availability of open-source resources.

A. Application and Use Cases

1) Development: Smart contracts were originally proposed
by Nick Szabo in the mid-1990s as digital transaction pro-
tocols designed to enforce the terms of a contract automat-
ically [70]. However, lawyers and other legal professionals
responsible for drafting traditional agreements often lack the
technical expertise required to implement an equivalent digital
version as a smart contract. In this context, Al agents can
play a crucial role by translating high-level requirements
and policies into formal smart contract specifications across
different programming languages [57]], [59]]. Chatbots, such as
Chat2Code [58]], further facilitate this process by providing an
interactive environment where domain experts can collaborate
with Al agents to refine and implement the desired smart
contract iteratively.

To better align smart contract generation with user require-
ments, formal methods have been proposed as a solution.
For example, Luo et al. [65] integrate Finite State Machines
(FSMs) as a formal modeling technique to precisely capture
high-level requirements and guide the automated generation
process, thereby reducing errors, increasing reliability, and
ensuring closer conformance to the intended design.

2) Auditing: While transparency and immutability are two
defining strengths of smart contracts, they also represent
inherent limitations. Specifically, if a smart contract contains a
vulnerability, the only option to address it is to deploy a new,
updated version. Moreover, because smart contracts are fully
transparent and publicly accessible, adversaries can analyze
their code to identify and take advantage of weaknesses. There
are many incidents, such as the DAO Hack, where vulnerabil-
ities in smart contracts have been successfully exploited [71].

Given the smart contract’s central role in the Web3 ecosys-
tem, ensuring they do not contain hidden vulnerabilities is
critical. Intuitively, Al agents offer promising capabilities to
assist in this task by automatically detecting potential flaws
and enhancing contract security before deployment.

Multi-agent applications have demonstrated superior effec-
tiveness compared to single-agent systems across a range
of domains [72]. Building on this insight, multi-agent ap-
proaches have also been adopted for detecting vulnerabilities
in smart contracts. For example, Wei et al. [6] introduce
LLM-SmartAudit, a multi-agent conversational system that
employs a team of specialized agents to identify security
flaws within smart contract code. Similarly, Karanjai et al. [7]]
present Smartify, a multi-agent framework that leverages a
set of fine-tuned LLM-based agents, each focusing on distinct
vulnerability detection tasks, to enable highly automated and
accurate smart contract analysis. Ma et al. 8] also highlight
the benefits of fine-tuning, proposing a two-stage fine-tuning
strategy. In this approach, a Detector model is first fine-tuned
to focus exclusively on identifying vulnerabilities, while a
Reasoner model is subsequently fine-tuned to explain the
root causes behind the detected issues. Luo et al. [61] pro-
pose FELLMVP, a novel framework that combines ensemble
learning with LLMs to improve vulnerability detection in
Solidity smart contracts. Notably, it introduces a novel text-
representation, which captures both the internal structure of a
contract and its external call relationships, allowing LLMs to
better understand the semantics, internal behavior, and external
interactions of smart contract code.

Additionally, Al agents can be used to detect bad practices
that, while not directly causing security incidents, can still
raise the risk of future issues. For example, SCALM [67]
combines step-back prompting and RAG to enable this type
of detection. It performs static analysis across large codebases
to identify and extract code blocks associated with potential
bad practices, then vectorizes and stores them in a searchable
knowledge base. By leveraging RAG and step-back prompt-
ing, SCALM can abstract higher-level concepts and coding
principles, making it possible to pinpoint problematic patterns
more effectively.

3) Deployment: Deploying a smart contract is challenging
because it is an irreversible process that must be executed
correctly the first time, and any bug or design error becomes
permanently embedded. It also involves gas costs, which
vary with network congestion and contract size, leading to
economic and temporal constraints that must be carefully
managed. Ensuring compatibility with the target network’s
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TABLE 11
REPRESENTATIVE AI-AGENT SOLUTIONS FOR SMART CONTRACT DEVELOPMENT

Work Year Use Case LLM

Dataset Open Source

2021
2023
2023
2024

N/A

N/A

GPT-3.5

GPT-3.5 & GPT-40

Qasse et al. [57]
Qasse et al. [S8]
Petrovié et al. [59]
Wei et al. 6]

Development
Development
Development
Auditing

Ma et al. [8] 2024  Auditing Gemma 7B

Luo et al. [61] 2024  Auditing Gemma 7B

Jiang et al. [63] 2024  Auditing GPT-4

Luo et al. [65] 2025  Development

Karanjai et al. [[7] 2025  Auditing

Li et al. [67] 2025  Auditing

GPT-40, Gemini 1.5-Flash, Qwen-plus,
Llama 3.1 8B/405B, & Qwen2.5 7B

Gemma 2 9B & CodeGemma

GPT-4, GPT-40, Claude 3.5 Sonnet,
Gemini 1.5 Pro, & Llama 3.1 70B

N/A
N/A
N/A

Custom labeled dataset (110 contracts
across 11 vulnerability classes) and Real-
world dataset (102 projects, 6,454 contracts)
derived from Code4rena [60)]

Custom balanced dataset of 3,544 samples
from 263 audit reports, including 1,734 vul-
nerable functions with reasoning and 1,810
benign functions

Dataset from [62|] comprising 15,637 la- O
beled samples across 8 vulnerability types,

including 820 positive and 14,817 negative

examples

Dataset of 6,614 Solidity contracts and 26 (@)
Vyper contracts from Etherscan [64](Au-

gust 2023), refined through multi-step filter-

ing to 311 high-complexity, non-redundant

contracts for gas-inefficiency analysis

Custom open-source fine-tuning dataset X
(30k samples) constructed from smart con-

tracts collected via Etherscan [64], paired

with GPT-4o-generated user requirements.

Designed to support diverse smart contract

generation tasks in a dialog-based format.

Collection of 60 intentionally vulnerable X
Solidity contracts from Trail of Bits’ "Not-

So-Smart Contracts" repository [66] and

92 real-world Move projects (652 mod-

ules) sourced from Aptos, Sui, and Starcoin
ecosystems

DAppSCAN dataset [68] (39,904 Solidity )
files with 1,618 SWC weaknesses from 682

projects) and SmartBugs dataset [69]] (1,894

contracts with 5 SWC categories)

cejke kel

e

virtual machine and protocol standards is also critical; any
discrepancies can result in deployment failures or limit inter-
operability across blockchains.

Al agents can serve as valuable tools in mitigating these
challenges. By analyzing contract logic and usage patterns,
they can suggest optimizations that enhance gas efficiency,
thereby reducing deployment costs [63]. Moreover, these
systems can evaluate platform-specific constraints, identify
versioning issues or misconfigurations, and recommend neces-
sary adjustments to ensure successful deployment and broader
platform compatibility [[73].

B. Threats and Risks

1) Domain-Specific Language Bias: LLMs such as GPT
are primarily trained on publicly available data, which pre-
dominantly includes code written in popular programming
languages like Python, JavaScript, and C++ [74]. In contrast,
smart contract languages such as Solidity, Vyper, and Move
have smaller developer communities and fewer available train-
ing examples, making Al-generated code more prone to syntax
and logical errors.

2) Model Dependence and Adaptability: The effectiveness
of auditing systems is closely tied to the capabilities and
limitations of the underlying LLMs. As discussed earlier, these
systems inherit the knowledge and biases of their training data,
making their performance highly dependent on the quality,
completeness, and relevance of that data. As a result, an
auditing tool may fail to detect certain vulnerabilities if they
were not adequately represented during training, or it may
misclassify benign patterns as threats if its internal decision
boundaries are too strict.

Moreover, as new vulnerability types and attack techniques
evolve, the performance of auditing systems may degrade
unless their underlying models are retrained or fine-tuned with
updated information. This strong dependence on a specific
model introduces a risk of over-reliance, creating a single point
of failure and limiting the system’s ability to adapt to the
dynamic threat landscape of smart contract security.

3) Hallucinations: In multi-agent smart contract auditing,
the output of one agent may be tainted by hallucinations or
influenced by adversarial inputs, and subsequently consumed
as input by other agents. This propagation of inaccurate or ma-
nipulated information can create a cascading effect, where mis-
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classifications or fabricated findings are compounded across
the collaboration chain. Over time, such error accumulation
can degrade the precision of vulnerability detection, obscure
critical security flaws, and ultimately undermine the reliability
and trustworthiness of the entire multi-agent auditing process.

4) Sensitive Information Exposure: Deploying smart con-
tracts often involves handling or processing sensitive infor-
mation, such as user data, and accessing a private wallet. Al
agents that support deployment and auditing may require ac-
cess to this information, introducing the risk of data leakage or
unauthorized access. This is especially critical when relying on
third-party or cloud-hosted AI services, where sensitive data
might be exposed to external environments. These concerns
are commonly overlooked in the literature.

C. Benchmark Datasets

While several datasets are commonly used in smart contract
security research, their quality, limitations, and reproducibility
vary significantly. Small annotated datasets, such as Not-So-
Smart Contracts [66] or SmartBugs Curated [69], [[75]], provide
clear labels across well-defined vulnerability categories, en-
abling controlled benchmarking. However, these datasets often
lack the complexity and scale of real-world contracts, which
may reduce their relevance for practical use cases. Large-
scale crawled datasets, including DAppSCAN [68]], SmartBugs
Wild [69]], [76], and collections from Etherscan [64] and
Codedrena contest [60], reflect real-world coding practices
and diverse vulnerabilities. These datasets are valuable for
evaluating models under realistic conditions, but they often
contain duplicates, skewed distributions, or noise, which may
bias evaluation outcomes. Furthermore, most datasets primar-
ily focus on Solidity, with Vyper [63]] and Move contracts [7]]
being represented only sparsely. Severity annotations are rare,
limiting risk-aware analyses [6]]. In terms of reproducibility,
most datasets are publicly available, which facilitates inde-
pendent validation. Nevertheless, preprocessing steps such as
deduplication, compiler version filtering, or partitioning are
not always standardized or thoroughly documented, which
can complicate replication. Audit-based datasets may impose
licensing restrictions or grant only partial access to the audit
reports [8].

T-2. Takeaways on AI Agents for Smart Contracts.
Most Al agents focus on smart contract vulnerability
detection, often tailored to specific programming lan-
guages. However, the absence of a common reference
benchmark raises concerns about their generalizability,
as results may be influenced by the specific training
and fine-tuning of the underlying LLMs. Moreover,
while deploying smart contracts is challenging due
to the diverse configurations and environments across
blockchain platforms, no Al agents have yet addressed
this critical aspect.

VII. OPEN CHALLENGES & RESEARCH DIRECTIONS

This section identifies open challenges and future research
directions that hold the promise to enhance the effectiveness
of Al agents for blockchain, enhancing their widespread
adoption.

A. Limitations of Current Datasets

Al-based agents for smart contract development and au-
diting would benefit greatly from common, high-quality, and
representative benchmark datasets, which currently remain a
critical bottleneck [77]]. At present, results are often evaluated
on privately curated or highly specific datasets, making it
challenging to assess their generalizability or reliably compare
different approaches. The establishment of openly available,
community-endorsed benchmarking platforms, akin to those
used in other areas of Al research, would enable fair, repro-
ducible comparisons and foster incremental advances across
the field. This need is particularly pressing for low-resource
smart contract languages such as Vyper and Rust, which are
gaining traction due to their security-focused design and suit-
ability for formal verification. Despite their growing relevance,
these languages suffer from a lack of annotated datasets and
tooling support compared to more established languages like
Solidity. As a result, Al agents trained on Solidity-centric
corpora may struggle to generalize across languages, limiting
their utility in diverse blockchain ecosystems.

B. Privacy-Preserving Al Agents

Many of the tasks that AI agents can streamline, from
contract deployment to transaction management, require ac-
cess to highly sensitive information, such as private keys or
credentials stored in a user’s wallet. To enable this securely,
it is essential to define new protocols and access methods
that balance automation with trust and privacy guarantees.
Protocols such as MCP or Agent-to-Agent A2A can serve as
foundational building blocks, allowing Al agents to interact
with wallets and sensitive data in a secure, auditable, and
user-controlled manner [[14].

C. Accountability and Auditability of Al Agents

Al agents operating in blockchain environments require
robust accountability mechanisms, particularly given the irre-
versible nature of blockchain transactions and the financial im-
plications of DeFi operations. While validation modules [37]
and human-in-the-loop mechanisms [38|] provide safety guards
during execution, there is a critical need for comprehensive
audit trails that enable post-hoc analysis of agent decisions
and actions. Current systems lack standardized frameworks for
recording decision rationales, tracking the chain of reasoning
that led to specific actions, and maintaining immutable logs of
agent behavior that can be examined after incidents occur [[78§]].
Future research should focus on developing blockchain-native
audit systems that capture not only the actions agents took
but also the reasons behind them, including contextual in-
formation, risk assessments, and decision criteria used. Such
accountability frameworks become especially crucial as agents
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gain autonomy in managing significant financial assets, where
understanding the root cause of failures or suboptimal deci-
sions is essential for user trust and regulatory compliance.

D. User Experience and Human-Al Collaboration

The design of effective user experiences for Al agents in
blockchain systems presents unique challenges in balancing
automation with user control and consent. Unlike traditional
applications, blockchain interactions involve irreversible finan-
cial transactions, making the timing and granularity of human
involvement critical design decisions. Currently, established
guidelines for when and how to obtain user permissions, how
to present complex blockchain operations in understandable
terms, and how to maintain user agency while enabling
seamless automation do not exist. Key research directions
include developing standardized interaction patterns for con-
sent management, designing intuitive interfaces that help users
understand the implications of delegating decisions to Al
agents, and establishing best practices for progressive disclo-
sure of agent capabilities. Furthermore, research is needed on
adaptive interaction models that can adjust the level of human
involvement based on transaction risk, user expertise, and
contextual factors. The goal is to create Al agents that enhance
user capabilities without sacrificing transparency, control, or
understanding of the underlying blockchain operations.

E. Multi-Chain Agents

As multi-chain ecosystems evolve, the effectiveness of Al
agents will increasingly hinge on their ability to operate seam-
lessly across diverse protocols, virtual machines, and execution
environments. The future lies in multi-chain Al agents that
can understand both the nuances and commonalities between
platforms, from Ethereum and its EVM-compatible chains to
ecosystems like Cosmos [79] with its Inter-Blockchain Com-
munication (IBC) protocol [80]. Such agents would enable
developers and auditors to work efficiently across fragmented
Web3 landscapes, making it possible to design, verify, and
maintain smart contracts and decentralized applications that
span multiple chains.

VIII. CONCLUSION

Al agents are transforming numerous applications, bringing
a spectrum of capabilities and inherent risks. While general Al
systems have been widely explored, this paper addresses a crit-
ical gap by presenting the first comprehensive systematization
of Al agents within blockchain environments. Our analysis
highlights key challenges, limitations, and opportunities of
this integration, laying the groundwork for future research and
guiding the secure, trustworthy, and responsible deployment of
Al in decentralized ecosystems.
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